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Abstract

Quantum Designated Verifier Signature (QDVS) is a cryptographic scheme based
on quantum mechanics in which a signature can be verified only by a specific
designated verifier. Recently, Xin et al. (Quantum Information Processing, 2020,
19(3):79) proposed a QDVS scheme based on Bell states and claimed that it
was secure. However, we demonstrate that their scheme is vulnerable to forgery
attacks. To overcome this vulnerability, we propose an improved QDVS scheme
utilizing single qubits and unitary operations. Compared with Xin et al.’s scheme,
our scheme requires neither a trusted center (TC) nor quantum entanglement
resources, thereby greatly reducing the implementation complexity. Our security
analysis demonstrates that our scheme can resist common attacks, including
inter-resending, forgery, and impersonation attacks.

Keywords: Quantum cryptography, Designated verifier signature, Forgery attack,
Entanglement-free

1 Introduction

In the contemporary digital landscape, the assurance of data privacy and security
has become a critical imperative. Among the various cryptographic primitives, dig-
ital signatures [1] hold significant importance because they provide data integrity,
authentication, and non-repudiation.



In traditional digital signatures, anyone can verify the signatures by using the
signer’s public key. However, public verification does not achieve the desired outcome
in certain specific scenarios, such as e-voting, calls for tenders, and software licensing.
Signers may prefer that their signatures be verifiable only by designated verifiers to
protect their privacy. Notably, Jakobsson et al. [2] addressed this issue by proposing
designated verifier signatures (DVS) in 1996. A DVS scheme is required to exhibit the
following properties [3, 4].

1. Correctness: If a signer generates a DVS by executing the signature algorithm,
it can be validated by the designated verifier using the corresponding verification
algorithm.

2. Non-transferability: The designated verifier (DV) cannot prove to a third party
whether the signature was generated by themselves or the signer, because the DV
can simulate the signing algorithm to produce a signature indistinguishable from
the signer’s.

3. Source hiding: Even if the secret keys of the signer and the designated verifier are
known, it remains infeasible for any party to determine the true origin of a given
signature.

4. Unforgeability: It is computationally infeasible to generate a valid DVS without
possessing the private key of the signer or the designated verifier.

Fundamentally, many classical digital signature schemes [5-12] rely on compu-
tationally hard problems, such as the elliptic curve discrete logarithm problem and
integer factorization. However, the advent of quantum computing poses a potential
threat to the security of traditional DVS, which are built on specific mathemati-
cal assumptions [13, 14]. This has naturally led to the exploration of more secure
cryptographic techniques, particularly quantum-based solutions, which rely on the
physical principles of quantum mechanics. Since the proposal of the first quantum
key distribution (QKD) scheme [15], quantum technologies have been widely applied
in cryptography. The first quantum digital signature protocol [16] was proposed by
Gottesman and Chuang. After that, many general quantum signature schemes were
designed, such as arbitrated quantum signature (AQS) [17-19], quantum blind signa-
ture [20, 21], quantum group signature [22, 23], and quantum proxy signature [24, 25].
The verification of the effectiveness of these schemes differs from that of the QDVS.
In detail, in a general quantum signature scheme, any recipient can verify a signature,
and the verifier can even convince a third party of the signer’s identity. In contrast, a
QDVS scheme must possess properties such as non-transferability and source hiding.
Many QDVS schemes have been proposed to date [26-31]. To expand the applica-
tion scenarios of the QDVS scheme, Zhang et al. first introduced the semi-quantum
designated verifier signature (SQDVS) scheme [32], quantum designated multi-verifier
signature (QDMVS) scheme [33], and quantum designated verifier multi-signature
(QDVMS) scheme [34]. Li et al. [35] proposed a quantum designated verifier signature
scheme based on Lagrange interpolation. The scheme utilizes single photons rather
than entangled states, and mploys a trusted third party for signature verification.

The QDVS schemes proposed by Shi et al. in [26, 27] have been proven to be
vulnerable to forgery attacks by Xin et al. in [29]. In Xin et al.’s scheme, it was



demonstrated that a malicious TC could successfully forge a signature. Compared with
Shi et al.’s scheme, Xin et al.’s scheme achieves higher efficiency and security without
requiring quantum one-way functions and quantum state comparisons by the partners.
However, Xin et al.’s scheme [29] also fails to resist the forgery attack. A malicious Eve
can execute a man-in-the-middle attack [36] to forge the signature without the private
keys of the signer or the DV. We demonstrate Eve’s forgery attack on Xin et al. scheme
in section ?7?. In addition, the schemes in [26, 29, 37] need a trusted third center (TC).
Among them, the TC in the schemes in [26, 37] holds the private key, which becomes a
potential security risk. Although the scheme in [29] weakens the capability of the TC,
the TC still has to prepare and distribute entangled particles. Overall, the TC may
become a bottleneck for the QDVS schemes. To enhance the security and reduce the
consumption of quantum resources, we propose a new scheme without entanglement
and any TC. The proposed scheme overcomes the security drawbacks in Xin et al.’s
scheme. Our scheme also possesses essential security properties such as designated
verification, non-transferability, and source hiding.

The rest of the paper is organized as follows. In section 2, Xin et al.’s QDV'S scheme
[29] is briefly reviewed. In section 3, we present a detailed analysis of the forgery attack
on Xin et al.’s QDVS scheme. In section 4, an improved QDVS scheme is proposed.
In section 5, the security of our scheme is analyzed. Finally, the conclusion is given in
Section 6.

2 Review of Xin et al.’s scheme

In Xin et al.’s QDVS scheme [29], there are three partners: the trusted center TC,
the signer Alice, and the designated verifier Bob. The QDVS scheme includes three
phases: initializing phase, signing phase, and verification phase.

2.1 Initializing phase

I-step 1 Alice and Bob share two random secret keys ¢ = {c1, ca,...,¢,} € {0,1}" and
k = {ki,ka,...,ky} € {0,1}" by performing the quantum key distribution protocol
(QKDP) [38, 39].

I-step 2 TC prepares n Bell states {|¢1),|d2), ..., |¢n)} where
1 .
|¢1> = ﬁ <|00>ai7bi + ‘11>a¢,bi) y 1= 1723 sy

The subscripts a; and b; denote the first and second particles of |¢;), respectively. Then,
TC distributes the particle sequences sa = {a1, a9, ...,a,} and sb = {by,ba,...,b,} to
Alice and Bob, respectively, with randomly inserted decoy particles Del. The number
of decoy particles must be sufficient for statistical analysis.

I-step 3 Alice and Bob obtain sa and sb after detecting eavesdropping.

2.2 Signing phase

Several operators will be used, including H = (]0)(0] + [1){(0] + |0)(1] — |1)(1]
Y =]0)(1] — [1){0] and YT = [1)(0] — |0)(1]. And they define H* =Y? = (Y*+)? =1



where I is the unit operator. Note that |[+) = (]0) +|1))/v/2 and |—) = (|0) — |1))/V/2.
Alice signs a message m = (my,ma,...,my) € {0,1}" by carrying out the following
steps.

S-step 1 Alice performs the operation H® on |m;)s, and gets the state
|8)s1,50,.08n = @j=1[TMi)s, ,Where

|ml>sl = Hc"|mi>si,i =1,2,...,n

S-step 2 Alice performs (|0)q, (0] ® Y + |1)4, (1] ® Y®1) on particles a; and s;.
After that, the state of the system composed of a;,b; and s; becomes

1
a;,b;,s; A i —
K ) = s (100}, @ VS, 4 (10, @ VRO ), ).

Note that the states of s; (i = 1,2,...,n) are transformed here and denoted as |s})
in Xin et al.’s scheme. Alice sends the quantum signature

[s') = {Is1)[s2) 5 [s)}

and the message m to Bob.

2.3 Verifying phase

In this phase, Bob verifies the signature by performing the controlled-Y operations
and the appropriate measurements.

V-step 1 After receiving the signature, Bob performs the operation (|0);, (0| ®
(YT)F 4+ 11),, (1| @ (YT)%®1) on particles b; and s; according to the secret k. Bob then
gets the quantum sequence |$)s, s,.....5, = @11 |T;)s, -

V-step 2 Bob measures |s) according to the secret key c. For each |[m;)s,, if ¢; = 0,
Bob measures |s;) with the basis {|0),|1)}. Otherwise, he measures |s;) with the basis
{|4+),|—)}. According to the measurement result, he sets

(=0 dmo =0 ol gy
1, if [my) = [1) or [-)
Therefore, Bob obtains m’ = (m/,mb, ..., m/) and then compares m’ with m. If

m’ = m, Bob accepts the valid signature; otherwise, he rejects it. However, Xin et
al.’s scheme fails to resist forgery attacks. Eve can manipulate the signature to forge
a valid new one, which remains undetected during transmission from Alice to Bob. A
detailed discussion of this attack is presented in the next section.

3 Security analysis of Xin et al.’s scheme

In fact, Xin et al.’s scheme [29] is insecure against forgery attacks. In S-Step 2, during
the transmission of the signature from Alice to Bob, the adversary Eve can intercept



and tamper with it. To tamper with the message m = (mq, ma, ..., m;) to produce
a desired one m* = (mj,m5,...,m}), Eve intercepts the signature and forges a new
valid signature |s*) by performing an XOR operation on m; and a Y-operation on
the corresponding |s;) as follow:

d; = ml* @ m;, (1)
|s7) = Y%s)). (2)

After that, the state of the system turns into

a;,b;,s;

) -

Subsequently, Eve sends the new signature |s*) = {|s7'), |s3),...,|s}/)} to Bob with
the tampered message m*. Upon receiving the signature, according to V-Step 1, Bob
performs the operation (|0)p, (0] @ (YT)% 4 |1),, (1] @ (YT)%1) on particles b; and
s; according to the secret k. It is stralghtforward to verify that YT = —Y. Thus,
(YT)kiyd = (—1)kiykiyd and Yo (YT)k = (—1)kiY iy Since YRy d = ydiyki,
we obtain (YT)*iYdi = Ydi(YT)¥ Based on this, the state of the system becomes

(100, 4, @ YEVE ), +(11),,,, @ YEVEOL ) ).

1
IX;) = E ( aib; @ (YTkiydiyh: M), + |11>a7:,b7: ® (YHkelydiykol Wﬁ»ﬁ)
1 _ . ) ®1 —
ﬁ (|00 a;,b; ® Yd (YT) ‘ mi>si + |11>ai,bi ® Yd! (YT)kZ@lYkl@l |m1>sl>
1
— (joo) +]11), i )
= =5 (o0, i), + 1), ),
i(|oo @YU H Y my), +[11), , @ YHH |m;) )
\/§ i, Di Sq a;,b; 1/ s;
1
7 (|00 o YEHS my), +[11), , YEH® |mi>si>
_ ﬁ (100}, 4, + 11104,4,) @ YEH fmy),,.
(3)
Finally, Bob obtains the quantum sequence |[M*)s, s,...s, = ®FL [T} )s; =
;n:lydiHCi mz>31
It is easy to obtain Y]0) = —|1),Y]|1) = |0), Y|+) = |-),Y|-) = —|+). That

is, if the measurement result on H®|m;),, is m}, then the measurement result on
Y H|m;)s, is m} ® 1, as specified in V-step2.

In the case where m} = m; (i = 1,2,...,n), this implies that d; = 0 and Bob
obtains [m})s, = YO H%|m;)s, = |M;)s, in V-step 1; when Bob measures particle s;
in the appropriate basis based on ¢; in V-step 2, he gets the same result m/, that
equals m}. Similarly, in the case where m} = m; @ 1, Bob obtains the opposite result
m} @1 that also equals m} in V-step 2. Therefore, Eve can tamper with the message




m and the corresponding signature |s’) to generate a new signature that matches the
fake message m*. In the following, we illustrate this attack with an example.
Suppose that Alice has message m = (mq,ma,m3,mq) = (0,1,1,0), and secret
keys ¢ = (c1,c2,¢3,¢4) = (1,0,0,1) and k = (k1, ko, k3, ka) = (0,1,0, 1). Since the keys
c and k are shared by Alice and Bob, Bob also holds them. Eve aims to replace m
with a new message m* = (mj, m3, mj,m}) = (1,0,1,1) and forge a corresponding
signature. From Equation (1), we obtain d = (dy,ds,ds,ds) = (1,1,0,1). After the
initializing phase and the signing phase, the states of the four systems become

i) = 7 (10004, 5, ® Y™ 1), + 111}y, 5, @ Y11 1), )
7 (|00 iy @ YEH Imy) 4 |11), , @ YRelge |m1)sl)
1
=7 (100}, ® YOH" [0),, + 11),,,,, @ Y1 H'[0),, ).
1
= —= 1000y, 4, ® [, + 110y, @), )
\/5 1,01 1,01 1
1 _ __
X2 = 5 (100)0, 0, © V2 ), + 111D, 0, © V5 ), )
1
= 5 (10000, , @ YV ma), 410, © VOB ), )
1
= 75 (1000, @Y H 1), 4 100),,, 0 VSO ), ).
1
= 75 (100}, ®100, + 1), @11,
1 _ __
|X3> = ﬁ <|Oo>a3,b3 ® Ykg |m3>sg + |11>a3,b3 ® Yk3®1 ‘m3>53)
1
- (|oo>a37b3 QYR HS mg), +[11),, , © YO e |m3>83)
1
- (|oo>a3,b3 QYCHO 1), +[11),, , © YOOI H I1>53) .
1
= 5 (100} 4y, ® 1, + 1), @ 101, )



|X4 |OO a4,ba ® yka |m4>34 + |11>a47b4 ® yka®l |m4>s4)

<|OO ag,by ® Yk4HC4 |m4>54 + |11>a4,b4 ® Yk4®1HC4 |m4>84)

MHEWﬁﬁH

100),, ,, ® Y H' [0),, + [11) ®Y1@1H1\0>S4).

a4,by

(100}, @ )y, + 11000, 4, ®14),,)

When Alice sends the signature |s')s, s5.55.5. = 1/51),155), [s5), [s4)} and the mes-
sage m to Bob. Eve intercepts them and replaces m with m*. Simultaneously, Eve
performs Y% (i = 1,2,3,4) on particle s;. After that, the states of the four systems
are converted into

I
Sl

i) = 5= (100),, 4, @ Y [4),, + 11,5, @ YO |-),)

(100}, 4, ® Y 14),, + 1), @Y [-),,)

(10004,.0, @ =), + 1), ® (<14),))

) = 100),,, ,, ® Y% [0),, +[11),,, ,, ® Y% |1>52)

az, b2

00}, 5, @Y [0),,, + [11),,,, ©V|1),, )

(
(
(100}, 4, © (= 1)) + 1), € 10),.)
(
(
(

00) 4, Y1), +[11),,,,, ® Y [0),)

00}, 5, @ YO [1)y, + 11,5, @ YO J0),,)

100) 3 05 @ 1)y, +111) 4, 5, @ |0>53),

as, b3

i) = == (100),, 5, @Y =), +[10),,,, @ V4 |4),,)

a4,bs

Hw~m~m~a~m~m~a~s%§%§%

(1004, 4, ® Y =), + 1)y 0, @ Y 14),,)

a4,by

V2
= % (|00>a4,b4 & (7 |+>34) + |11>a4,b4 ® |7>S4) :

Similar to the notation in Xin et al. [29], we denote the state of particle s; (i =
1,2,3,4) at this point by |s)). Eve sends {|s{),|s5),|s4),|s7)} as the new signature
and the tampered message m* to Bob. Subsequently, Bob performs the operation
(10Y5, (0] @ (YT)*i 4 [1), (1] @ (YT)F®1) on particles b; and s; (i = 1,2,3,4) with the



secret key k. The states of the four systems are now transformed into

IXG) = 7 (1000, 4, ® (V1Y =), + 111}, 5, @ (VIO (—]4),,) )
7 (10004, 4, @ ()0 |=),, + 1), 4, ® (VD (=14),, )
1
= 5 (100}, ®12), + 111, ®1-),,)
1
ﬁ <|00 ai,by ® + |11>a1,b1) ® |_>51 ’
—x 1
X3 = 75 (10000, © (VD (<11),,) + 1110, 5, © (V)9 ), )
1
= 5 (100}, ® ) (=11),,) + 1110, 5, © (V0 0),,)
1
= ﬁ <|00>a2,b2 ® |0>52 + |11>a2,b2 ® ‘0>$2)
1
- ﬁ (10004, 0, + 1)y, ) @10},
1
=5 (1000, 4, @ (15 1), + 1), 5, @ (VDO j0),.)
1 1
= 5 (10000, @ (V) 11),, + 1110, @ (V) ), )
1
= 75 (10000, @11, + 11}, ©11),,)
1
75 (10000, + 10), 0, ) @11,
1
- (|oo antn & (VD (=10, 4+ [11),, 5, @ (VT)HO1 ) )
! 00) - 11 ® (Y10 |-
= 5 (1000, ® YD (=14),,) + 1), © VD0 1),,
1
= 75 (100000, ®12),, + 110, , @17, )
1
7 (|00 ayq,by + |11>a4,b4) ® |_>S4

Bob then measures particles sj, s2, s3, and s4 in the respective bases {|+),|—)},

{10), 11}, {10),[1)}, and {|+),[=)} according to ¢ =
obtaining the measurement results |—), |0),

m =

m* = m/. Eve’s forgery attack is successful.

(61562703704) = (1307071)7
|1), and |—). Therefore, Bob attains

(m},mh,m4,mly) = (1,0,1,1). Finally, Bob accepts the forged signature as



4 Improved scheme

To address the security drawbacks and reduce the consumption of quantum resources,
we propose a novel alternative. The proposed scheme involves only two partners: a
signer(Alice) and a designated verifier(Bob). It comprises three phases: initializing,
signing, and verification phases.

4.1 Initializing phase

Similar to Xin et al.’s scheme [29], the operators H = (]0)(0] + [1){(0| + [0)(1] —
I1)(1])/v/2, Y = |0)(1] —|1)(0] and YT = [1)(0] — |0)(1] will be used in our scheme. We
also define H* = Y° = (Y1) = I, where I is the unit operator. Let |[+) = (]0)+]1))/v/2
and |—) = (|0) - [1))/v2.

Alice and Bob share two random secret keys d = {dy,ds,...,d,} € {0,1}" and
t={t1,ta,...,tn} € {0,1}"™ by performing the QKDP [38, 39].

4.2 Signing phase

Suppose that Alice has the original message m = (my,ma,...,my) € {0,1}" that
needs to be signed. Then Alice signs m by performing the following steps.
S-step 1 Alice converts the message m into a sequence of qubits as follows:

(ma,ma, ... ;mp) — (Ima),[ma), ..., [mn)). (4)

S-step 2 Alice applies the operations H% and Y* to |m;) using the secret keys d and
t, respectively. Alice then obtains |s) = ®I'_,|s;), where

|s;) = Y4 H

m;),i=1,2,...,n. (5)

|s) is the signature on the message m. To ensure the security of the quantum
channel, Alice randomly inserts a number of decoy particles into the signature, as
described in [40, 41], where the states of the decoy particles are randomly selected from
{10}, 1), |4),|—)}- The number of the decoy particles should be enough for the sta-
tistical analysis. Alice sends the signature with the randomly inserted decoy particles
and the message m to Bob.

4.3 Verification phase

After Bob receives the signature with the randomly inserted decoy particles, Alice
publishes the locations and states of these decoy particles via a classical authenti-
cated channel. Bob then checks whether any decoy particle has been disturbed by an
eavesdropper. If the check passes, Bob removes all the decoy particles to recover the
signature; otherwise, he discards it.

V-step 1 After receiving the signature successfully, Bob performs the operations
(HT)% and (YT)% on |s;) according to the respective secret keys d and t. Bob then



obtains |w) = ®F_; |w;), where
lw;) = (H)% (YT ]s,),i=1,2,...,n. (6)

V-step 2 Bob measures |w;) (¢ = 1,2,...,n) in the basis {|0),|1)}, obtaining
m' = (mh,mb,...,ml), where

‘ 1, if Jw;) )’

Finally, Bob checks whether m = m’. If m = m/, Bob accepts and announces that
the signature is valid; otherwise, he rejects it.

5 Security analysis

The correctness of our scheme is evident. Therefore, this section focuses on its security
analysis. We first prove that the signature of the proposed scheme satisfies ciphertext
indistinguishability, which serves as the core security foundation of our design. On
this basis, we focus on the forgery attack launched by the adversary, and demonstrate
that our scheme can resist various typical attacks, such as the impersonation attack.
It is worth noting that our proposed scheme inherently resists Trojan horse attacks
as it does not need to relay the encoded states. Finally, we verify that the proposed
scheme meets all required core properties of QDVS, including designated verification,
non-transferability, and source hiding.

5.1 Information-theoretic security

This section is devoted to a proof of the information-theoretic security of the
proposed scheme. Our QDVS scheme can be viewed as a quantum encryption
scheme, where the QDVS serves as the quantum ciphertext of the plaintext m. A
quantum encryption scheme is considered information-theoretically secure if it is
ciphertext-indistinguishable under a quantum chosen-plaintext attack [42—44].

Definition 1 [43, 44] For every quantum circuit family {C,, }, every positive poly-
nomial p(-), all sufficiently large n, and every pair of bit-strings m and m* in the
plaintext space, a quantum encryption scheme is ciphertext-indistinguishable under a
quantum chosen-plaintext attack if the probability Pr(-) satisfies:

|Pr [Cy (Erny(m)) = 1] = Pr [Cy (Epany (m)) =1]| < 1/p(n), (8)

where the encryption algorithm F is a quantum algorithm, L is its internal coin tosser
for the algorithm, and the resulting ciphertexts E(m) and E(m*) are quantum states.
As shown by Yang et al. in [44], the indistinguishability of the quantum ciphertext
under a selective plaintext attack is characterized by the trace distance between the
density operators of cipher states E(m)and E(m*).

10



Theorem 1 [44] A quantum encryption scheme is information-theoretically indis-
tinguishable if, for all plaintexts m and m' with corresponding ciphertext density
operators py, and p., and for every positive polynomial p(-) and all sufficiently large
n, the trace distance satisfies

D(pm; pmr) < 1/p(n). 9)

Theorem 2 The proposed QDVS scheme is information-theoretically indistin-
guishable.

Proof In the proposed QDVS scheme, the quantum signature is generated by
encrypting the message m during the signing phase. Consequently, the quantum sig-
natures |s) and |s’) can be viewed as quantum ciphertexts of distinct messages m and
m/, respectively. From the adversary’s perspective, the density operator of |s) must
account for all possible values of the secret keys d and t¢. Based on Equation (5), this
density operator becomes

1\ L ds 77t; s (y Ty di
ps_(> QD YEH ) (mal () (V) (10)

2 )
1=1d;,t;€{0,1}

For the i-th single qubit (i = 1,2,...,n), d; and t; have four possible combinations:
(00,01,10,11). The corresponding density operator is

pi = 1(10)O] + [+) (+] + (1) (1] + |[-)(~]) =
RN+ =)= 10)0] + ) (+]) =

It follows that the density operator of the n qubits becomes

Ps =pP1ROp2 Q- Qpy

NORORSG

ron
= 27’”.
Similarly, the density operator of |s') is py = 12@%. Clearly, the trace distance
between |s) and |s’) is D(pm, pm’) = 0. Hence, according to Theorem 1, our QDVS
scheme is information-theoretically secure.

5.2 Inter-resending attack

Within the QDVS framework, a valid signature must be generated and verified strictly
following the signing phase and the verification phase, respectively. An adversary
attempting to forge a signature using the attack methods described in Section 77 is
impossible. For example, if Eve intercepted and tampered with a signature during the

11



transmission from Alice to Bob. This would also alter the states of the decoy particles
inserted in |s). After Bob receives this signature with the randomly inserted decoy
particles, he checks whether the attack exists using the locations and states of the
decoy particles published by Alice in the verification phase. Clearly, Bob can detect
the presence of interference in the quantum channel, and he discards the signature.

5.3 Unforgeability

The secret keys d and t are established between Alice and Bob using an unconditionally
secure QKDP [38, 39], which inherently secures the keys against any adversary during
distribution. Thus, the access to the secret keys d and t in the initializing phase
cannot be achieved. This security guarantee is further strengthened by the information-
theoretic indistinguishability established in Section 5.1: the quantum signature |w)
reveals no information about the keys; no adversary can acquire the keys d and t.
Besides, the decoy particles were employed to ensure the secure transmission of the
signature; any attempt to tamper with the signature or the message will be detected.
Therefore, the forgery attack on our scheme fails.

5.4 Impersonation attack

It is infeasible for an adversary to impersonate the partners in any phase. To begin
with, it is impossible for Eve to impersonate Alice during the signature phase, because
our QDVS scheme is unforgeable, which has been demonstrated in section 5.3. It is
also infeasible for Eve to impersonate Bob during the verification phase, because only
the designated verifier Bob possesses the secret keys t and d. As a result, Bob is the
only party capable of verifying the quantum signature.

5.5 Designated verification property

In our QDVS scheme, the verification requires the secret keys ¢t and d. Crucially, only
the designated verifier Bob possesses these keys; hence, no one but Bob can verify
the quantum signature. Therefore, our scheme satisfies the designated verification

property.

5.6 Non-transferability

For the non-transferability property of our QDVS scheme, the designated verifier Bob
must be capable of simulating the signer’s quantum signature. In the following, we
show the procedure by which Bob generates the same quantum signature as Alice.
Based on the secret key d and ¢, Bob applies the operations Y% and H% on |m;)
(i=1,2,...,n), yielding the final state |s) = ®7_,|s;), where |s;) = Y% H*|m;).
Given the signing algorithm in section 4.2 and Bob’s simulation process above, the
quantum signatures generated by Alice and Bob are provably identical and therefore
indistinguishable. It follows directly from this that Bob cannot convince a third party
of the signature’s origin, thus ensuring the non-transferability of our QDVS scheme.
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5.7 Hiding source

In our scheme, both the signer and the designated verifier can generate identical
signatures. Since the signatures are provably identical, no outside party can distinguish
the signer’s signature from the verifier’s simulated one, even if the secret keys are
disclosed. Consequently, our QDVS has the hiding source property.

6 Conclusion

In this paper, we demonstrated that Xin et al.’s scheme [29] is vulnerable to forgery
attacks. To remedy this, we proposed an improved scheme based on single particles.
Our scheme eliminates the need for a trusted third center and is easier to implement
compared with Xin et al.’s scheme [29]. The security analysis confirms that the pro-
posed scheme is secure against common attacks such as intercept-resending, forgery,
and impersonation attacks.
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