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Supplementary Information overview

This Supplementary Information file provides the methodological audit trail, search documentation, screening evidence,
extraction codebook, quality-assessment framework, extended descriptive results, reproducibility index, supporting figures, and
complete corpus reference list for the systematic literature review. It is organized to help reviewers trace how records were
identified, screened, appraised, coded, and synthesized into deployment-oriented conclusions.

Supplementary item map

Reviewer note. This map gives reviewers a quick orientation before reading the detailed Supplementary Information. It
identifies what each item contributes and whether the item primarily supports reproducibility, corpus definition, descriptive
synthesis, or deployment-oriented interpretation.

Supplementary item map.

Item Description

Supplementary Note 1 Review protocol: documents the pre-screening objective, scope, databases, screening
process, quality rubric, and extraction strategy.

Supplementary Table SIA-S1B Critical comparison of prior surveys: separates scope/method coverage from
strengths, limitations, and the added value of this SLR.

Supplementary Table S2A-S2B Search log: summarizes retrieval counts and preserves the Boolean logic used across
the six databases.

Supplementary Table S3A-S3B Citation chaining and manual checks: explains the additional retrieval route used to
reduce indexing and terminology bias.

Supplementary Table S4 Inclusion and exclusion criteria: defines the eligibility boundary of the final corpus.

Supplementary Tables S5-S6 PRISMA screening evidence: reports the numerical screening trail and full-text

exclusion reasons.

Supplementary Tables S7T-S10 Quality assessment and extraction infrastructure: provides the appraisal rubric,
quality-score structure, extraction codebook, and included-study registry fields.

Supplementary Tables S11-S14 Evidence distribution: reports Al-family distribution, security-task distribution,
matrix reproducibility logic, and the highest-density Al/task intersections.

Supplementary Tables S15-S16 Dataset comparability: explains benchmark properties and cross-dataset comparison
risks affecting performance interpretation.

Supplementary Tables S17-S19 Study-level coding schemas: documents evaluation-protocol, operational-metric, and
secondary-tag variables to be completed in the machine-readable workbook.

Supplementary Table S20 Reproducibility package index: maps each supplementary component to the PDF or
spreadsheet location.

Supplementary Figs. S1-S2 Supporting visual syntheses: show the SLR structure and Al-family profiles under
deployment constraints.

Supplementary Reference List References cited in the Supplementary Information, including methodological ref-
erences, representative prior surveys, and reviewed studies; the machine-readable
included-study registry is provided in Supplementary Data S1.




Supplementary Note 1. Review protocol

Reviewer note. This note records the protocol components that governed the review before screening. It allows reviewers
to verify that the search window, corpus boundary, screening logic, extraction variables, quality assessment approach, and
synthesis strategy were defined consistently and applied transparently.

The review protocol was defined before screening. It specified the review objective, time window, study type, databases,
screening process, quality assessment rubric, extraction schema, and synthesis strategy. The protocol was used to preserve
transparency, reduce selection bias, and support traceability from search to final synthesis.

Protocol summary supporting Supplementary Note 1.

Element ‘ Protocol item ‘

Review objective Deployment-oriented systematic literature review of Al for IoT/IIoT security

Review period January 2021 to November 2025

Study type Peer-reviewed Q1/Q2 journal articles

Databases IEEE Xplore; ACM Digital Library; Scopus; Web of Science; ScienceDirect;
SpringerLink

Screening process Title/abstract screening; full-text screening; consensus process

Quality assessment Eight-criterion rubric scored from O to 2 per criterion

Extraction strategy Al family; security task; dataset; evaluation protocol; metrics; deployment con-
straints




Supplementary Table S1. Critical comparison of representative prior surveys

Reviewer note. This item positions the present review against representative prior surveys. To improve readability and avoid
compressed landscape pages, the comparison is split into two aligned tables: S1A summarizes method and scope coverage,
while S1B records strengths, limitations, and the specific positioning value of each survey.

The comparison documents how representative prior surveys differ from the present deployment-oriented SLR. The purpose
is not to devalue earlier surveys, but to show why a cross-task, evidence-quality, and deployability-centered synthesis is needed.

Supplementary Table S1A. Scope and methodological coverage of representative prior surveys.

Ref. Method style Back- Application Tech- Chal- Future
: ground domain niques lenges direction

(2) | Comprehensive survey and Yes Yes Yes Yes Yes
taxonomy

(24) | XAl-focused survey Yes Partial Yes Yes Yes

(16) | Taxonomy and structured Yes Partial Yes Yes Yes
survey

(27) | Broad SLR with mixed scope Yes Yes Partial Yes Yes

(13) | Task-centric survey Yes Partial Yes Yes Yes

(15) | Comparative survey on FL Yes Partial Partial Yes Yes
IDS

(20) | Domain-centric review Yes Yes Yes Yes Yes

(28) | Domain/task SLR Yes Yes Yes Yes Yes

(23) | Task-centric review with Partial Partial Yes Yes Yes
performance analysis

(26) | Updated anomaly review Yes Partial Yes Yes Yes

(31) |IDS review Yes Partial Yes Yes Yes

(25) | Task-centric review Partial Partial Yes Yes Yes

(32) | Systematic mapping study Yes Yes Yes Yes Yes

(22) | Architecture-centric review Yes Yes Partial Yes Yes

This | PRISMA-guided SLR and Yes Yes Yes Yes Yes

SLR | cross-RQ synthesis

Supplementary Table S1B. Critical synthesis of representative prior surveys.

Ref. ‘ Strengths

‘ Limitations

‘ Relevance to the present SLR

(2) | Strong coverage of 6G/edge threats, 6G/edge framing can underrepresent Useful for edge/6G security; not a uni-
datasets, and defenses; useful dataset | non-6G brownfield IoT; limited cross- | fied Al-for-IoT-security SLR
orientation task synthesis beyond IDS/anomaly

(24) | Clear XAl taxonomy; covers trust and | Primarily IDS/XALI; limited malware, Deep on XAl for [oT IDS; not broad Al
analyst usability authentication, privacy analytics, and | security coverage

response coverage

(16) | Strong placement taxonomy across IDS-dominant; limited system inte- Good IDS map; weak end-to-end IoT
edge/fog/cloud and IDS categories gration, governance, and cross-task security architecture view

comparison

(27) | Broad threat and application context; | Al depth is uneven; evaluation prac- Good macro view; limited Al technique
useful landscape view tices and deployability are not deeply | and evidence-rigor depth

assessed

(13) | Solid overview of ML/DL anomaly Mostly anomaly detection; limited Useful anomaly survey; not a full IoT
detectors; notes drift and resource cross-domain evidence and standard- | security SLR
issues ized evaluation critique
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Ref. ‘ Strengths

‘ Limitations

‘ Relevance to the present SLR

(15) | Strong on FL threat model, communi- | Narrow to FL IDS; limited coverage of | Strong FL IDS slice; not a unified Al
cation overhead, and poisoning risks authentication, malware, and broader | security landscape
privacy analytics
(20) | Good healthcare threat context and risk | Domain specificity reduces generaliz- | Strong for IoMT; less applicable to
mitigation lens ability; limited cross-domain technique | general IoT/IIoT breadth
comparison
(28) | Concrete smart-home context and Smart-home scope; limited to anomaly | Deep for smart homes; not cross-sector
behavior-modeling focus detection approaches IoT/IoT synthesis
(23) | Good comparison of unsupervised Time-series anomaly niche; limited se- | Valuable niche review; not comprehen-
methods for multivariate sensor curity tasks beyond anomaly detection | sive IoT security
anomaly detection
(26) | Modern trends such as zero-day detec- | Still anomaly-centric; limited authen- | Strong anomaly update; limited breadth
tion, drift, and scalable learning tication, trust, malware, privacy, and across tasks
response coverage
(31) | Broad IDS algorithm coverage and Evaluation rigor, deployment, and gov- | Good IDS reference; limited system-
practical pros/cons ernance treatment often shallow; IDS | level guidance
only
(25) | Covers modern models such as GNN, | Limited cross-task and cross-domain Good network anomaly snapshot; not
GAN, and ensembles synthesis comprehensive [oT security
(32) | Structured mapping across domains Mapping depth can be shallow per Strong map; limited deep evidence
and highlights underexplored sectors technique; focus remains anomaly synthesis
detection
(22) | Useful architecture view for dense [oT | 6G framing; less empirical comparison | Good architecture overview; limited
and broader IoT/IIoT representativeness | evidence consolidation
This | Unified evidence across Al families Depends on available published evi- Positions Al for [oT/IIoT security as
SLR | and IoT/IIoT security tasks; explicit dence; limited access to proprietary a deployable capability requiring gov-

evaluation critique and deployment
constraints; includes XAl as adoption
enabler

industrial datasets; reporting hetero-
geneity constrains meta-analysis

ernance, robustness, efficiency, and
auditability




Supplementary Table S2. Database-specific Boolean search strings and retrieval results

Reviewer note. This item provides the exact search log needed to reproduce database retrieval. To preserve readability, retrieval
metadata are separated from the Boolean syntax. The Boolean expression is intentionally reported in full because small syntax
changes can materially affect retrieval.

The search strategy combined three groups of terms: IoT/IIoT context terms, security objective terms, and Al technique
terms. Database-specific syntax was adapted to each source while preserving the same conceptual search logic.

Supplementary Table S2A. Database retrieval metadata and record counts.

Database Fields searched ‘Filters Search date ‘ Records ‘

IEEE Xplore Metadata, abstract, index | Journal, English, 2021-2025 15/11/2025 210
terms
ACM Digital Library | Title, abstract, keywords | Journal, English, 2021-2025 15/11/2025 135
Scopus Title, abstract, keywords | Article, English, 2021-2025 16/11/2025 315
Web of Science Topic Article, English, 2021-2025 16/11/2025 260
ScienceDirect Title, abstract, keywords | Research article, English, 17/11/2025 190
2021-2025
SpringerLink Title, abstract, keywords | Article, English, 2021-2025 17/11/2025 140
Total - - - 1,250

Supplementary Table S2B. Database-specific Boolean search strings.

Database ‘ Search string / syntax adaptation

IEEE Xplore ((“Internet of Things” OR IoT OR “Industrial Internet of Things” OR IIoT) AND (security OR
cybersecurity OR “intrusion detection” OR “anomaly detection” OR malware OR botnet OR
DDoS OR authentication OR privacy OR “attack detection”) AND (“artificial intelligence” OR
“machine learning” OR “deep learning” OR “federated learning” OR “reinforcement learning” OR
“adversarial learning” OR “self-supervised learning” OR “explainable AI”))

ACM Digital Library | Same conceptual Boolean expression as IEEE Xplore; adapted to title, abstract, and keyword
fields.

Scopus TITLE-ABS-KEY ((“Internet of Things” OR IoT OR “Industrial Internet of Things” OR IIoT)
AND (security OR cybersecurity OR “intrusion detection” OR “anomaly detection” OR malware
OR botnet OR DDoS OR authentication OR privacy OR “attack detection”) AND (“artificial intel-
ligence” OR “machine learning” OR “deep learning” OR “federated learning” OR “reinforcement
learning” OR “adversarial learning” OR “self-supervised learning” OR “explainable AI”"))

‘Web of Science TS=((“Internet of Things” OR IoT OR “Industrial Internet of Things” OR IloT) AND (security
OR cybersecurity OR “intrusion detection” OR “anomaly detection” OR malware OR botnet OR
DDoS OR authentication OR privacy OR “attack detection”) AND (“artificial intelligence” OR
“machine learning” OR “deep learning” OR “federated learning” OR “reinforcement learning” OR
“adversarial learning” OR “self-supervised learning” OR “explainable AI"))

ScienceDirect Same conceptual Boolean expression as IEEE Xplore; adapted to title, abstract, and keyword
search fields with research-article and date filters.

SpringerLink Same conceptual Boolean expression as IEEE Xplore; adapted to title, abstract, and keyword
search fields with article, English-language, and date filters.

Supplementary Table S3. Citation chaining and manual journal checks

Reviewer note. This item documents supplementary retrieval beyond database searching. It shows how citation chaining
and manual journal checks reduced the risk of missing relevant studies because of terminology variation, indexing gaps, or
fragmented publication practices.

Citation chaining and manual checks were added to reduce the risk of missing relevant studies due to indexing limitations,
terminology variation, or fragmented publication practices.



Supplementary Table S3A. Citation chaining and manual journal checks.

Source type Number Method
of records
Backward citation chaining 76 References of included or relevant | Same eligibility criteria applied
papers
Forward citation chaining 84 Citation tracking Same eligibility criteria applied
Manual journal checks 40 Relevant journals in 10T, cyberse- | Same eligibility criteria applied
curity, Al, and network security
Total 200 Additional records Added before deduplication

Supplementary Table S3B. Journal/platform-level manual checks.

Journal/platform checked ‘ Date checked ‘ Search/browse method ‘ Records retrieved Records retained

IEEE Internet of Things November Manual issue/search browse Not separately Included in manual-
Journal 2025 using review terms frequency-coded in | journal-check total
the supplied evidence
IEEE Transactions on De- November Manual issue/search browse Not separately Included in manual-
pendable and Secure Comput-| 2025 using review terms frequency-coded in | journal-check total
ing the supplied evidence
IEEE Transactions on In- November Manual issue/search browse Not separately Included in manual-
formation Forensics and 2025 using review terms frequency-coded in | journal-check total
Security the supplied evidence
Computer Networks November Manual issue/search browse Not separately Included in manual-
2025 using review terms frequency-coded in | journal-check total
the supplied evidence
Future Generation Computer | November Manual issue/search browse Not separately Included in manual-
Systems 2025 using review terms frequency-coded in | journal-check total
the supplied evidence
Journal of Network and Com-| November Manual issue/search browse Not separately Included in manual-
puter Applications 2025 using review terms frequency-coded in | journal-check total
the supplied evidence
Internet of Things November Manual issue/search browse Not separately Included in manual-
2025 using review terms frequency-coded in | journal-check total
the supplied evidence
Cluster Computing / Soft November Manual issue/search browse Not separately Included in manual-
Computing / Applied Soft 2025 using review terms frequency-coded in | journal-check total
Computing the supplied evidence

Supplementary Table S4. Inclusion and exclusion criteria

Reviewer note. This table defines the eligibility boundary of the corpus. It supports auditability by showing the inclusion rule,
corresponding exclusion condition, and rationale used during screening.

Supplementary Table S4. Inclusion and exclusion criteria.

ID Inclusion criterion Exclusion criterion Rationale

IC1 | Peer-reviewed Q1/Q2 journal article | Conference paper, workshop paper, Corpus-boundary criterion
editorial, book chapter, thesis, white
paper, or non-peer-reviewed preprint

Continued on next page




Inclusion criterion

Exclusion criterion

Rationale

IC2 | Published between January 2021 and | Published outside the selected period Scope consistency
November 2025

IC3 | Explicit IoT or IIoT security context | Generic network security without clear | Domain relevance

TIoT/IoT specificity

1C4 Uses Al, ML, DL, FL, RL, adver- Non-AlI or purely rule-based security Technical relevance
sarial learning, XAl, self-supervised | method
learning, graph learning, or hybrid AL

IC5 | Addresses a security objective such | Al for non-security IoT analytics such | Alignment with review
as IDS, anomaly detection, malware | as energy optimization, traffic predic- | questions
or botnet detection, DDoS detection, | tion, or predictive maintenance only
authentication, privacy-preserving
analytics, or adaptive response

IC6 | Provides empirical evaluation using | Conceptual, theoretical, or architecture- | Evidence synthesis
datasets, testbeds, simulations, trace | only article without evaluation
replay, or real deployment evidence

IC7 | Reports sufficient methodological de- | Insufficient methodological detail for | Reproducibility
tail, including dataset, model, metrics, | extraction or appraisal
and evaluation protocol

Supplementary Table S5. PRISMA screening summary

Reviewer note. This table gives the numerical screening audit trail that complements the PRISMA flow figure in the main
manuscript. It allows reviewers to verify the transition from records identified to the final included corpus.

Supplementary Table S5. PRISMA screening summary.

Number Description

Stage

Records identified from databases 1,250 Six databases: IEEE Xplore, ACM Digital Li-
brary, Scopus, Web of Science, ScienceDirect,
and SpringerLink

Additional records 200 Citation chaining and manual checks

Total records identified 1,450 Before deduplication

Duplicates removed 300 DO, title, author, and year matching

Records screened 1,150 Title and abstract screening

Records excluded 850 Outside scope or basic criteria not met

Full-text reports assessed 300 Eligibility assessment

Full-text reports excluded 146 Excluded after full-text review

Studies included 154 Final corpus

Supplementary Table S6. Full-text exclusion reasons

Reviewer note. This table disaggregates the 146 full-text exclusions. It strengthens the transparency of the eligibility stage by
showing why articles assessed in full text were not retained.

Supplementary Table S6. Full-text exclusion reasons.

Number Explanation

Exclusion reason

No explicit IoT/IIoT context 32 Generic network security
No AI or ML method 21 Non-Al method

No security objective 18 Non-security [oT analytics




Exclusion reason

No empirical evaluation

Number Explanation

24

Conceptual/theoretical only

Insufficient methodological detail 19 Dataset/model/metrics/protocol missing
Conference-only or non-journal article 14 Publication type excluded

Duplicate or overlapping version 11 Journal version retained

Non-English publication 7 Language criterion

Total 146 Full-text exclusions

Supplementary Table S7. Quality assessment rubric

Reviewer note. This item explains how study quality was appraised and how the score distribution was used for evidence
weighting. The rubric emphasizes methodological transparency, evaluation rigor, and deployment relevance rather than

performance claims alone.

Quality assessment was based on eight criteria scored from O to 2. The maximum score was 16. Quality bands were used

for evidence weighting.

Supplementary Table S7A. Quality assessment rubric.

Criterion

Problem definition

‘ Score 0

Unclear or generic

‘ Score 1

Partially clear

Score 2

Clear and security-specific

Dataset transparency

Missing or unclear

Partial dataset information

Complete dataset and preprocess-
ing details

Evaluation protocol

Weak, unclear, or leakage-
prone

Standard random split or
cross-validation

Time-aware, scenario-aware,
device-aware, or cross-domain
validation

Baselines

Absent or weak

Limited baselines

Strong and task-relevant baselines

Metric reporting

Single metric only

Multiple standard metrics

Includes operational metrics such
as FPR, latency, memory, energy,
throughput, drift, or calibration

Reproducibility Low Partial High methodological transparency

Limitations Absent Generic limitations Explicit and evidence-based limi-
tations

Deployability evidence | Absent Discussed only Measured or experimentally evalu-

ated

Supplementary Table S7B. Quality assessment score distribution across the 154 studies.

Score range Number of studies Interpretation

Quality band

High 12-16 62 Higher interpretive weight in synthesis

Medium 8-11 73 Moderate interpretive weight; conclusions inter-
preted with caution

Low 0-7 19 Low interpretive weight for strong claims

Total - 154 Full included corpus

Supplementary Table S9. Data extraction schema

Reviewer note. This codebook defines the extraction variables used to connect individual studies to the review questions. It
also supports reproducibility by documenting how bibliographic, technical, dataset, evaluation, and deployment-constraint

variables were captured.




Supplementary Table S9. Data extraction schema.

(OF:17:10) ‘ Extracted variables ‘ Purpose

Bibliographic data Authors, year, journal, publisher, ranking, article type Corpus description
Security task IDS, anomaly detection, DDoS detection, malware/botnet de- | RQ1/RQ2

tection, authentication, privacy-preserving analytics, adaptive
response, other

Al family Classical ML, DL, FL, RL, XAlI, graph learning, generative Technical synthesis
models, quantum ML, hybrid and related approaches

Dataset Dataset name, loT-native status, data type, attack types, device | Dataset analysis
type, traffic format

Evaluation protocol Random split, cross-validation, predefined split, time-aware RQ3
split, scenario-disjoint split, device-disjoint split, cross-dataset
validation, real deployment or pilot

Metrics Accuracy, precision, recall, F1, FPR, AUC, latency, memory, en-| Operational evidence
ergy, throughput, communication overhead, drift, explainability
usefulness
Deployment constraints Labeling burden, transfer/domain shift, resource and real-time | RQ4
feasibility, explainability/auditability
Quality assessment Criterion scores, total score, quality band Evidence weighting
Limitations Reported limitations and inferred methodological or deployment | Critical synthesis
risks

Supplementary Table S11. Distribution of studies by primary Al family

Reviewer note. This table summarizes the primary Al family assigned to each included study. It supports the main Results by
showing where evidence is concentrated and where Al-family evidence remains relatively limited.

Supplementary Table S11. Distribution of studies by primary Al family.

Al family Number Percentage | Interpretation
of studies

Classical machine learning 61 39.6% Largest group; mainly detection and classifi-
cation, often feature-based and lightweight

Deep learning 22 14.3% Strong in IDS and anomaly detection; often
label- and compute-intensive

Federated, split, or swarm learning 24 15.6% Distributed and privacy-preserving security
analytics

Reinforcement learning 3 1.9% Limited evidence; mainly adaptive decision-
making

Graph or knowledge-graph models 7 4.5% Emerging for relational and coordinated
threat analysis

Generative models 4 2.6% Limited evidence for augmentation, rare
attacks, and robustness

Quantum machine learning 4 2.6% Exploratory; limited operational validation

Explainable Al 6 3.9% Trust and interpretability; often not opera-
tionally validated

Optimization, metaheuristics, fuzzy, 12 7.8% Feature selection and lightweight optimiza-

rule-based, or immune approaches tion

Privacy, blockchain, or differential 6 3.9% Privacy and trust mechanisms

privacy

Continued on next page




Al family Number Percentage | Interpretation

of studies
Edge, TinyML, programmable 5 3.2% Constrained or edge-oriented deployment
switches, or knowledge distillation settings
Total 154 100.0% Full corpus

Supplementary Table S12. Distribution of studies by primary loT/lloT security task

Reviewer note. This table summarizes the primary security task assigned to each included study. It helps reviewers see the
evidence balance across IDS, anomaly detection, encrypted traffic analysis, CPS/ICS protection, robustness, and other task
areas.

Supplementary Table S12. Distribution of studies by primary IoT/IIoT security task.

Security task Number Percentage | Interpretation
of studies

Intrusion detection / IDS / NIDS 48 31.2% Largest task area

Anomaly detection 28 18.2% Second largest area; unknown behavior or
attacks

DoS / DDoS detection 7 4.5% Moderate benchmark-driven area

Malware / botnet detection 6 3.9% Focused but limited

Authentication / device identification 2 1.3% Underexplored despite operational impor-
tance

Insider threat detection 2 1.3% Very limited evidence

Encrypted traffic classification / threat 11 7.1% Moderate evidence area

detection

CPS /ICS / SCADA protection 10 6.5% Important industrial and cyber-physical set-
tings

Threat hunting / response 4 2.6% Emerging but limited

Root-cause / localization 3 1.9% Underexplored

Adversarial robustness / backdoor 7 4.5% Moderate but important for trustworthy Al

defense

General security / other / unspecified 26 16.9% Broad multi-task security analytics

Total 154 100.0% Full corpus

Supplementary Table S13. Al-family-by-security-task matrix

Reviewer note. This item specifies how the full Al-family-by-security-task matrix should be reproduced from the study-level
extraction sheet. It prevents overinterpretation by requiring row totals to match Supplementary Table S11 and column totals to
match Supplementary Table S12.

The full Al-family-by-security-task matrix should be generated from the study-level extraction sheet using the mutually
exclusive primary Al family and primary security task fields. Row totals must match Supplementary Table S11, column totals
must match Supplementary Table S12, and selected high-density cells must match Supplementary Table S14.

Supplementary Table S13. Al-family-by-security-task matrix submission status and reproducibility logic.

Item Description

Al family / task matrix Status in this submission package
Full matrix values To be generated directly from the coded extraction sheet using primary Al
family and primary security task fields
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Item

Available in PDF

Description

Row totals in Supplementary Table S11, column totals in Supplementary
Table S12, and highest-density cells in Supplementary Table S14

Reviewer traceability

coding

The accompanying Supplementary Data workbook contains the matrix-ready
schema and columns required to reproduce the matrix from study-level

Integrity control

No unverified cell-level counts are reported where study-level matrix coding
is not present in the supplied evidence

Supplementary Table S14. Selected highest-density Al-family-by-security-task combina-

tions

Reviewer note. This table gives the most visible intersections between Al-family coding and security-task coding. It supports
the heatmap interpretation in the main manuscript while keeping the complete reproducibility logic in Supplementary Table

S13.

Supplementary Table S14. Selected highest-density Al-family-by-security-task combinations.

Al family Security task Number Percentage
of studies
Classical machine learning Intrusion detection / IDS / NIDS 17 11.0%
Classical machine learning Anomaly detection 12 7.8%
Deep learning Intrusion detection / IDS / NIDS 12 7.8%
Classical machine learning Encrypted traffic classification / threat 7 4.5%
detection

Classical machine learning CPS /ICS / SCADA protection 4.5%
Classical machine learning General security / other / unspecified 4.5%
Optimization/metaheuristics/fuzzy/rule- Intrusion detection / IDS / NIDS 4.5%
based/immune approaches

Federated, split, or swarm learning Anomaly detection 6 3.9%

Supplementary Table S15. Dataset overview and comparability-relevant properties

Reviewer note. This table summarizes benchmark datasets frequently used in IoT/IDS evidence and highlights why performance
values across papers are not directly comparable without considering domain, data type, realism, scale, attack coverage, and

preprocessing choices.

Supplementary Table S15. Dataset overview and comparability-relevant properties.

Dataset
10T-23

‘ Domain

IoT malware/botnet
traffic

‘ Data type

Network flows /
packet-derived

‘ Realism

IoT-specific mali-
cious and benign

NIVAS ‘ Attack coverage

Medium

IoT malware, botnet,
C&C, benign traffic

features scenarios
CIC-IDS2017 | General IDS enter- Network flows Controlled but broad Large Brute force, DoS/DDoS,
prise network IDS benchmark web attacks, botnet,
infiltration
CSE-CIC- General IDS Network flows Larger controlled Very large | Brute force, DoS/DDoS,
IDS2018 cloud/enterprise net- IDS benchmark botnet, infiltration, web
work attacks
NSL-KDD Legacy network intru-| Connection Legacy benchmark; Small / DoS, Probe, R2L, U2R
sion benchmark records lower realism for medium
modern [oT
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Supplementary Table S16. Cross-dataset comparison dimensions for representative

loT/IDS benchmarks

Reviewer note. This table compares datasets on the dimensions that most strongly affect cross-paper comparability: realism,

label granularity, reproducibility artifacts, best-suited task, and comparability risk.

Supplementary Table S16. Cross-dataset comparison dimensions for representative IoT/IDS benchmarks.

Dimension

Primary realism

IoT-23

IoT-oriented malware
and botnet scenarios

CIC-IDS2017

Controlled enterprise
IDS traffic

‘ CSE-CIC-IDS2018 ‘ NSL-KDD

Large controlled enter-
prise/cloud IDS traffic

Legacy network intru-
sion setting

Label granularity

Benign/malicious and
attack labels depending
on processed version

Flow-level labels

Flow-level labels

Attack class labels

Reproducibility arti-

Public dataset and de-

Public dataset with

Public dataset with

Public processed dataset

facts rived flow versions documented scenarios | documented attack days
Best suited task IoT malware/botnet and | IDS/NIDS benchmark- | IDS/NIDS benchmark- | Baseline method com-
IoT anomaly detection |ing ing at larger scale parison only
Main comparability Scenario and prepro- Synthetic/controlled Scale and preprocessing | Outdated traffic and
risk cessing differences traffic may not match choices affect compara- | attacks; weak IoT repre-
deployment bility sentativeness

Supplementary Table S17. Evaluation protocol coding

Reviewer note. This item defines the evaluation-protocol variables used to judge methodological realism. It distinguishes
conventional random or cross-validation designs from stronger time-aware, scenario-disjoint, device-disjoint, cross-dataset, or
real-deployment validation designs.

The fields below should be populated at study level in the accompanying Supplementary Data workbook when full coding
is available. They are not interpreted as a corpus-level frequency distribution unless every included study has been coded
consistently.

Supplementary Table S17. Evaluation protocol coding fields.

Field
Study ID

Evaluation protocol

‘ Reviewer-facing purpose
Links each protocol entry to the included-study registry.

Captures the stated validation design used by the article.

Random split; cross-validation;
predefined split

Records conventional evaluation designs that may be useful but can overesti-
mate deployability if leakage or distribution overlap is present.

Time-aware split; scenario-disjoint;
device-disjoint

Captures stronger evidence of temporal, scenario, and device generalization.

Cross-dataset validation Records whether transfer/generalization was tested across independent datasets.

Real deployment/pilot Identifies the strongest form of operational evidence.

Notes Preserves methodological caveats that are not captured by binary fields.

Supplementary Table S18. Operational metric coding

Reviewer note. This item defines the operational metrics used to assess whether reported models are plausible for deployment,
not only accurate in offline benchmarks. It separates conventional classification metrics from latency, memory, energy,
throughput, communication overhead, drift, and explainability-usefulness indicators.
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Supplementary Table S18. Operational metric coding fields.

Metric group ‘ Fields and interpretation

Classification performance Accuracy; precision; recall; F1; AUC; FPR. These metrics describe detection
quality but do not alone establish deployability.

Resource and timing evidence Latency; memory; energy; throughput. These fields document whether the
approach can run within [oT/IIoT operational constraints.

Distributed-learning evidence Communication overhead and coordination cost, especially for federated, split,
swarm, or edge-learning approaches.

Robustness and drift Drift, transfer degradation, adversarial robustness, or backdoor resistance where
reported.

Explainability usefulness Whether explanations were evaluated for analyst utility, decision support, au-

ditability, or trust, rather than only generated visually.

Notes Free-text field for metric definitions, dataset-specific caveats, or missing opera-
tional reporting.

Supplementary Table S19. Secondary Al-family and security-task tags

Reviewer note. This item documents how hybrid and multi-task papers should be handled without distorting the primary
frequency counts. The main synthesis uses one primary Al family and one primary security task per study, while secondary
tags preserve additional technical or task information.

Supplementary Table S19. Secondary Al-family and security-task tag fields.

Field ‘ Purpose

Study ID Links each secondary-tag entry to the included-study registry.

Primary Al family Mutually exclusive field used for primary distribution counts.

Secondary Al family tags Preserves hybrid techniques such as FL+XAI, DL+GAN, graph+DL,
blockchain+FL, or optimization+ML.

Primary security task Mutually exclusive field used for task distribution counts.

Secondary security task tags Preserves multi-task coverage such as IDS plus DDoS detection, anomaly detec-

tion plus root-cause analysis, or malware plus robustness.

Notes Explains ambiguous coding decisions or strong secondary claims.

Supplementary Table S20. Reproducibility package index

Reviewer note. This index tells reviewers where each supplementary item is located and which files support reproducibility. It
separates readable PDF content from machine-readable spreadsheet material that is better handled as Supplementary Data.

Supplementary Table S20. Reproducibility package index.

File / table Description Format

Supplementary Information PDF Narrative supplementary file containing the protocol, | PDF
item map, search log, screening evidence, quality
rubric, extraction schema, extended distributions,
dataset comparability tables, supporting figures, and
supplementary references.

Supplementary Tables S1-S7 Prior-survey positioning, search and screening doc- PDF tables
umentation, inclusion/exclusion criteria, full-text
exclusion reasons, and quality-assessment rubric.
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File / table
Supplementary Tables S§8-S10

Description

Study-level quality-score structure, extraction code-
book, and included-study registry fields. The complete
row-level data should be supplied in Supplementary
Data S1.

Format
PDF summary + XLSX

Supplementary Tables S11-S16

Al-family distribution, security-task distribution, Al-
family/security-task reproducibility logic, highest-
density intersections, and dataset comparability evi-
dence.

PDF tables

Supplementary Tables S17-S19

Study-level coding fields for evaluation protocol, oper-
ational metrics, and secondary Al-family/security-task
tags.

PDF summary + XLSX

Supplementary Data S1

Machine-readable workbook containing search log,
screening decisions, full-text exclusions, included-
study registry, quality scores, extraction sheet, Al-
family/task matrix, evaluation-protocol coding, and
operational-metric coding.

XLSX

Supplementary Figs. S1-S2

Supporting visual syntheses covering the SLR struc-
ture and Al-family profiles under deployment con-
straints.

PDF figures + PNG
files

Supplementary Reference List

References supporting the review and corpus traceabil-
ity, including methodological references, representa-
tive prior surveys, and reviewed studies.

PDF list
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Supplementary Fig. S1. Structure of the systematic literature review

Reviewer note. This figure gives reviewers a visual overview of the review workflow. It links database searching, citation
chaining, deduplication, screening, eligibility assessment, extraction, quality appraisal, and synthesis into one traceable
methodological structure.

I - Introduction Il - Methods

A. Review scope and proiocoD

B. Search strategy >

SLR C. Eligibility criteria >

Structure

L

D. Study selection )

E. Quality assessment )

[

F. Data extraction >

/
a

G. Synthesis approach >

[

G. Reproducibility and evidence 1raceabi|iiy>
Il - Results

IV - Discussion

A. Publication trends

B. Distribution by Al techni family

C. Distribution by loT/lloT security task

D. Al family by security task

E. Dataset comparability and benchmarking
evidence

F. Evaluation and operational evidence

G. Quality assessment distribution

H. Summary of results

[EE G Gaa

Supplementary Fig. S1. Structure of the systematic literature review, showing how the search, screening, extraction, quality
assessment, and synthesis stages are connected.
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Supplementary Fig. S2. Al-family profiles under deployment constraints

Reviewer note. This figure provides a qualitative synthesis of how major Al families relate to labeling burden, transfer, resource
and real-time feasibility, robustness, explainability, privacy, and governance constraints. It should be read as a synthesis aid
rather than a quantitative ranking.

Classical ML
Fast, lightweight inference, stable pipelines,
easier debugging, fragile features under
domain shift

Supervised DL % ) i
Un/self-supervise & online

Top on benchmarks via feature learning, but % —
]y I?qu best fit for label scarcity; promising reuse

labeling + training cost are the bottlenecks;
across domains, but evidence is inconsistent

needs compression/offload for real time;
and online adaptation risks instability.

robustness requires cross-domain + drift testing.

. i Graph learning
Reinforcement Iearnlng Al famil strong for relational threats (botnets/lateral
mainly for adaptive response, expensive and a - y movement), but graph building/updates are the
fragile; safest as a constrained decision layer. profl les real-time bottleneck; sensitive to topology change.

under labeling, transfer, cost,
and real-time constraints

Generative/adversarial
useful for augmentation + robustness evaluation,
but synthetic realism is a risk; usuglly not real-

Federated/split
helps privacy and multi-owner data; challenged by

non-1ID heterogeneity and update-security

!}AML

time inference. (poisoning//leakage); coordination overhead

[
— -
H H

Explainable Al Quantum

valuable for trust/audit, but remains exploratory and is
lack proof of operational best framed as forward-
usefulness under drift looking

Supplementary Fig. S2. Al-family profiles under deployment constraints. The figure summarizes how major Al families relate
to labeling burden, transfer, resource and real-time feasibility, robustness, explainability, privacy, and governance constraints. It
is intended as a qualitative synthesis aid rather than a quantitative ranking of model families.
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Supplementary Reference List. References supporting the review and full corpus trace-
ability
Reviewer note. This list reports the sources cited in the Supplementary Information, including methodological references,

representative prior surveys, and reviewed studies used in the systematic literature review. It supports transparency while
avoiding confusion between background/methodological references and the machine-readable included-study registry.

This reference list reports the sources cited in the Supplementary Information, including methodological references,
representative prior surveys, and reviewed studies used in the systematic literature review. The complete included-study registry,
with study identifiers, bibliographic metadata, Al-family coding, security-task coding, dataset information, quality scores, and
extraction variables, is provided separately in Supplementary Data S1.
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