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Abstract This article studies an Agent Evidence Pack-
age (AEP) profile from the Agent Trust Framework
(EATF) and a Model Context Protocol (MCP) attesta-
tion profile using symbolic protocol modeling in Tamarin.
The starting point is an ordinary engineering question:
if a valid signed evidence package is shown to a verifier
twice, is the second acceptance only another inspection,
or a new action? The model represents agent authoriza-
tion, gateway forwarding, signer issuance, timestamp-
ing, ledger anchoring, and verifier acceptance under ex-
plicit Dolev–Yao and trust-anchor assumptions. Several
correspondence-style properties verify, including signer
and agent authentication, payload integrity, timestamp-
event linkage, forward-integrity-style pre-compromise
attribution, and resistance to a malicious gateway act-
ing as a signing oracle. The clearest negative result
concerns replay semantics: a stateless verifier can ac-
cept the same otherwise valid package hash more than
once, so freshness and ledger anchoring alone do not
imply unique verifier acceptance. A replay-cache variant
verifies uniqueness under added verifier state. The contri-
bution is model-bounded and profile-dependent: replay
resistance must be stated as a verifier-state or challenge-
bound property when a downstream application treats
acceptance as a fresh event.
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1 Introduction

Agent evidence packages are meant to make machine-
mediated actions inspectable after the fact. A verifier
can open a portable object and see canonical bytes,
signatures, timestamp material, ledger anchors, and in-
structions about what was checked. That promise is
useful precisely because the package can travel. It also
creates a subtle security question. If the same authentic
package is presented twice, is the second verifier accep-
tance merely another evidence check, or is it a fresh
consequential action?

This article analyses that question for an Agent Ev-
idence Package (AEP) profile from the Agent Trust
Framework (EATF) and a Model Context Protocol
(MCP) attestation profile. EATF is the surrounding
Tyche Institute research framework for agent evidence
packages, verifier outputs, fixtures, and claim bound-
aries; in this article it is treated as author-controlled
research material, not as a third-party standard or a
regulated trust service. AEP is the evidence-container
profile studied here. MCP is the agent/tool gateway
setting used to model a gateway between agent autho-
rization and downstream signing or verification.

The replay question did not begin as a polished the-
orem. It surfaced during a local language-model-assisted
test pass over the Tyche Institute AEP research pack-
age, where the test assistant was asked to behave like a
downstream tester probing a source-available evidence
package rather than like a standards editor.1 One gener-
ated test prompt treated a signed package as a reusable

1 Here “source-available” and “open” refer to the reproducibil-
ity posture of the research artifact: source snapshots, model
files, proof outputs, and manifests are being prepared for public
review. The final redistribution license remains an author-side
deposit choice.
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object and asked what should happen when a verifier
sees it twice. That prompt did not prove anything. It
identified the engineering question that the Tamarin
model tests below: whether verifier acceptance has mem-
ory.2

The analysis focuses on the core flow from agent
to MCP gateway, signer, ledger, and verifier. It asks
whether verifier acceptance can be linked to prior honest
authorization and signing; whether accepted payloads
match their signed canonical form; whether accepted
timestamps derive from a modeled timestamping event;
whether later agent-key compromise explains earlier ver-
ifier acceptance; whether a corrupted gateway can insert
claims attributed to an honest agent; and whether fresh-
ness plus ledger anchoring is enough to detect replay.

The contribution is deliberately narrow. It is not
a new cryptographic scheme and it does not prove
deployment-wide security for any implementation. It
is a small formal case study showing that “authentic
evidence” and “fresh action authorization” are sepa-
rate verifier-profile questions. A package can be safe to
re-read for archival evidence and unsafe to reuse as a
second consequential action.

2 Related Work and Positioning

This research sits in three overlapping lines of work.
First, symbolic protocol analysis asks whether trace
properties follow under an ideal-cryptography adversary
model. This includes the Dolev–Yao abstraction [1],
classic attack-synthesis work such as Lowe’s Needham–
Schroeder analysis [2], and modern tools such as
Tamarin for correspondence lemmas and adversarial
trace search [3,4].

Second, attestation and transparency infrastructure
gives verifiers signed evidence about systems, keys, times-
tamps, and logs. The standards background includes
timestamping work and RFC 3161 timestamp evidence
[5,6], JSON canonicalization [7], remote-attestation ar-
chitecture and token structure [8,9], and Certificate
Transparency as background for the ledger-anchoring
abstraction [10]. PKI and trust-service policy documents
provide the surrounding governance vocabulary for keys,
certificates, relying-party rules, and trust lists [11,12,13,
14]. Long-lived evidence also sits near legal trust-service
rules, AI documentation duties, certificate governance,
and post-quantum migration work [15,16,17,18,19,20,
21,22].

2 The language-model-assisted pass is part of the discovery
narrative, not part of the formal evidence. The reported claims
rest on the Tamarin theories, captured query outputs, and
human-reviewed trace interpretations.

Third, infrastructure studies explain why technical
checks become operational institutions only when their
claim boundaries are visible [23,24,25,26,27]. Repro-
ducibility practice adds a fourth pressure: artifacts need
durable identifiers, metadata, and enough structure for
later readers to inspect what was actually run [28,29,
30]. That is why the article treats replay as a verifier-
profile problem, not merely as a cryptographic primitive
problem.

3 Source Material and Artifact Labels

The primary source material consists of reviewed snap-
shots of the AEP profile, the MCP Attestation Profile,
and the MIRROR evidence-bundle schema. MIRROR
is a manifest-and-hash evidence-bundle schema used
here to make claims, sources, and artifacts reviewable
together. It is treated as a reviewed schema snapshot
for the artifact companion, not as an external standard.
Public AEP artifact-family records already exist as a
Zenodo artifact family [31]; the exact source snapshots
reviewed for this article are identified by local source
labels until a submission-specific artifact companion is
deposited.

The reviewed AEP snapshot also contains an op-
tional OVERT receipt entry and OVERT-aware verifier
obligations. This article’s main replay result concerns
base AEP/MCP acceptance, but the artifact set includes
focused OVERT compatibility checks as well.3 Those
checks ask a related question: if a compatibility format
changes what a verifier may claim, which receipt fields,
witness references, package identities, and manifest links
must be bound to the accepted evidence chain?

The extraction note is a short design record, to
be deposited with the artifact companion, that states
how those prose sources were translated into model
roles, messages, key material, ledger semantics, freshness
abstraction, and known simplifications. Each declared
model simplification is recorded there; an unrecorded
simplification would be a gap in the model’s traceability
claim.

Table 1 explains short labels used in the article.
They are artifact lookup handles, not new theoretical
concepts.

3 OVERT is treated here as the optional receipt/profile mate-
rial present in the reviewed AEP snapshot. The article does not
claim a complete audit of any independent OVERT implemen-
tation or service.
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Table 1 Reader map for artifact labels

Label form Plain meaning Where it belongs

S-0001, S-0002, . . . Reviewed source snapshots used by this
manuscript.

Evidence-source list and future public artifact
record.

01-auth, 07-replay, . . . Tamarin query-output filenames reserved for
the artifact companion.

Results table and future query-output artifact
directory.

E-0001–E-0004 Short errata proposal IDs for trust-anchor,
replay, claim-set, and compatibility-artifact
clarifications.

Errata discussion below and future artifact
companion.

4 Model Overview

The Tamarin theory represents agents, gateways, signers,
timestamp authorities, ledgers, verifiers, and a Dolev–
Yao adversary. Cryptographic primitives are idealized
using Tamarin signing and hashing built-ins. Enrollment
is modeled explicitly as key material and public-key
publication facts. The verifier acceptance rule checks
a signer signature over a canonical term, a timestamp
token over the package hash, and a ledger anchor over
the same hash. Corruption rules reveal agent, signer,
timestamp, and ledger keys.

The first lemma file duplicates the core theory to
keep proof runs self-contained. This keeps each proof
run easy to inspect, at the cost of duplicated model
rules. For readability, the main claims can be sketched
as trace formulas. These sketches are not replacement
Tamarin syntax.

Accepted evidence needs signer history.

A(h, i) ⇒ (∃j < i. S(h, j)) ∨ Ks(i)

If the verifier accepts package hash h, the model must
find an earlier signer issuance for the same package,
unless the signer key had already been compromised.

Accepted content matches canonical bytes.

A(p, m, h, i) ⇒ h = H(C(p, m))

Here p is the payload, m is metadata, C(·) means canon-
icalization, and H(·) means hashing. If the verifier ac-
cepts a payload and metadata under hash h, then h

must be the hash of exactly those canonical bytes.

The tempting replay claim.

A(h, i) ∧ A(h, j) ⇒ i = j

A package hash h should not create two separate accept
events. This is the replay-resistance intuition, and it is
the lemma that fails for the stateless verifier.

The same claim with verifier memory.

Acache(h, i) ∧ Acache(h, j) ⇒ i = j

Once the verifier remembers that package h has already
been accepted for this profile, a second fresh acceptance
should not appear. Tamarin verifies this cache-backed
statement for the replay-cache model.

5 Reproducibility and Proof Outputs

The verification evidence is preserved as files rather than
copied wholesale into the article. When the artifact com-
panion is deposited, it will include the relevant Tamarin
output files so later readers can inspect the emitted the-
ory, derivation-check result, proof status, and toolchain
banner. The runnable commands belong in the repro-
duction notes and query artifacts; the article records
the reader-facing contract in Table 2.

The preserved baseline proof outputs were produced
under Tamarin 1.12.0 in an environment where the cap-
tured banner reported Maude 3.2 as unsupported by
Tamarin’s preferred-version list. Maude is the rewriting-
logic engine used by Tamarin; version differences matter
because proof outputs should be interpreted with the
exact toolchain recorded. The installation check, mini-
mal sanity-check proof, and subsequent proof runs still
completed, so that warning remains part of the historical
baseline record.

A later rerun used a supported Maude 3.5.1 configu-
ration and preserved its outputs with the reproduction
materials. That rerun removes the unsupported-Maude
warning for the corrected proof commands and repro-
duces the selected positive lemma outcomes. Because
the historical baseline and the supported rerun differ in
which lemmas were selected and how they were named,
they are comparable as result checks rather than byte-
for-byte identical output files.

6 Abstractions and Limitations

Time is not arithmetic in the current model. Freshness
is represented by successful timestamp verification and
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Table 2 Proof-output artifacts intended for the companion record

Stage Captured artifact in companion Reader check

Tool startup check bootstrap output files: Tamarin startup plus a
minimal sanity-check proof.

Tamarin starts and can prove a minimal theory.

Theory parse check aep-parse output: parse and derivation check
for the core AEP theory.

The core AEP theory is syntactically well
formed.

Claim proofs Eight query outputs: 01-auth,
01-auth-agent-authorization, and
02-integrity through 07-replay.

Each claim area has a separate captured
output.

Repair check 07-replay-cache output: the replay-cache
variant of the model.

The cache variant verifies uniqueness and
remains executable.

Compatibility checks 16-overt-receipt-binding,
20-overt-package-binding, and
23-combined-verifier-policy outputs.

Optional OVERT and combined-artifact claims
are checked only under explicit verifier
obligations.

the existence of a timestamping event, not by proving a
numeric ±2 second skew bound. The ledger is a symbolic
anchor and chain link, not a full Merkle-tree member-
ship proof. The trust-anchor relation between embedded
public keys, signer certificates, agent_id, agent_uri,
gateway_id, and enrolled identities is an explicit model
assumption. Section 10 names the corresponding clar-
ification proposal as trust-anchor binding, with short
artifact ID E-0001.

The arithmetic-time limitation matters because the
AEP and MCP drafts discuss concrete clock behav-
ior: timestamp evidence, gateway-created times, and
local drift bounds. Tamarin’s trace order can show that
one event precedes another, but it does not by itself
express real-number or integer timestamp comparison.
The current freshness lemma therefore supports only the
statement that accepted packages are tied to a times-
tamping event under the model’s Fresh precondition.
It does not support evidence for a particular skew win-
dow, clock-synchronization policy, revocation cutoff, or
long-term archival validation interval.

The ledger abstraction is similarly narrow. The
model binds verifier acceptance to a symbolic ledger
anchor over the same package hash, which is enough
to study replay and content-binding questions. It does
not model block production races, omitted events,
tenant partitioning failures, Merkle inclusion proofs,
ledger-signing-key rotation, or equivocation between
two ledger views. A stronger future analysis should sep-
arate inclusion of a package hash in one authenticated
ledger statement, append-only consistency of a ledger
sequence, and non-equivocation for verifiers that may
see different ledger replicas.

The trust-anchor abstraction is the most important
authentication caveat. The lemmas assume an enrolled
mapping between identities and keys; the model does
not derive that mapping from embedded package ma-
terial alone. If a verifier accepted arbitrary embedded
public keys without a pinned enrollment record, the

Tamarin authentication premise would be stronger than
the verifier behavior and the positive lemmas would no
longer describe that implementation.

7 Results

Table 3 summarizes the model results using the query-
output labels reserved for the artifact companion. These
labels are file lookup handles; the right-hand column
gives the reader-facing interpretation.

The positive lemmas should be interpreted as a chain
of model-bounded event correspondences, not as an un-
restricted statement that AEP is secure in every deploy-
ment. The first authentication lemma starts at verifier
acceptance and the verifier’s checked signer signature.
In the model, that event must correspond either to a
prior signer-issuance event for the same agent, payload,
metadata, and package hash, or to the explicit exception
that the signer key was revealed.

The second authentication lemma connects signer
issuance back to the agent. A signer-issued package
must follow an agent-authorization event over the same
payload and context, unless the agent key has been
revealed. This captures the MCP gateway boundary: the
gateway may forward material, including through the
corrupt-gateway rule, but it does not acquire a symbolic
ability to synthesize an honest agent signature.

The integrity lemma states that the payload and
metadata accepted by the verifier equal the payload and
metadata in the canonical component checked under the
signer signature. It is not about ZIP parser behavior,
JSON canonicalization bugs, or alternate encodings;
those are outside the symbolic abstraction. Within the
model, however, a Dolev–Yao adversary cannot make
the verifier accept one claims payload while relying on
a signature over a different canonical payload.

The non-repudiation and forward-integrity lemmas
are best read as conditional accountability lemmas. Ac-
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Table 3 Model results and reader-facing interpretation

Claim area Artifact query label Result and reader meaning

Signer authentication 01-auth Verified: acceptance links back to signer issuance, except
signer-key reveal.

Agent authorization 01-auth-agent-authorization Verified: issuance needs matching agent authorization,
except agent-key reveal.

Integrity 02-integrity Verified: accepted payload and metadata match signed
canonical bytes.

Timestamp linkage 03-freshness Verified: accepted timestamps link to a timestamping
event, except timestamp-authority key reveal.

Accountability 04-nonrepudiation Verified: acceptance links to prior agent authorization,
except compromise cases.

Forward integrity 05-forward-integrity Verified: later agent-key reveal alone does not explain
earlier acceptance.

Gateway compromise 06-gateway Verified: a corrupt gateway is not an honest-agent
signing oracle.

Replay uniqueness 07-replay Falsified: a stateless verifier can accept the same valid
package twice.

ceptance links back to prior agent authorization unless
signer-key or agent-key compromise is admitted. For for-
ward integrity, the modeled question is whether a later
agent-key reveal alone can explain an earlier verifier
acceptance. Tamarin verifies that it cannot.

8 Replay Counterexample and Cache Variant

The replay-resistance result is the clearest negative re-
sult in the current model. The falsified lemma asked for
uniqueness of verifier acceptance per package hash: if
two acceptance events occur for the same package hash,
then they should be the same event. Tamarin found a
22-step trace that violates this property. An enrolled
agent authorizes a payload, the gateway forwards it, the
signer issues a package, the timestamp authority signs a
timestamp token over the package hash, and the ledger
signs an anchor over the same hash. The adversary does
not forge any cryptographic value. Instead, the adver-
sary replays the already valid package to the verifier
twice. Because the current verifier rule is stateless, the
signature, timestamp, and ledger checks succeed on both
presentations, producing two distinct accept events for
the same package hash.

Put plainly, the failed case is not that the attacker
edits the package. The failed case is that the verifier
treats the same already-valid package as two fresh accept
events. This does not contradict the integrity or authen-
tication lemmas. It shows that content authentication
and duplicate-acceptance detection are different prop-
erties. A timestamp token says that a package existed
at a time under the timestamping abstraction. A ledger
anchor says that a package hash was anchored under
the ledger abstraction. Neither fact consumes verifier
state.

The follow-up replay-cache model encodes one can-
didate repair for a future verifier profile. It adds a linear
unseen-package token emitted when the package is pro-
duced and consumed by verifier acceptance. Tamarin
linear facts are consumed when a rule uses them; this is
useful for modeling stateful protocols such as a replay
cache that accepts a package identifier once and then
removes the unseen state. The token is not intended to
claim that AEP literally creates global single-use state
at issuance time. It is a compact Tamarin abstraction
of an operational verifier replay cache.

Under this added state, Tamarin verifies the replay-
cache uniqueness lemma, so two accept events for the
same package hash collapse to the same event in the
model. A separate executability lemma also verifies, indi-
cating that the repair does not make honest acceptance
impossible.

9 OVERT Compatibility and Optional Artifacts

The replay result is about accepting the same signed
package twice. The OVERT compatibility checks ask a
neighboring question: when an AEP-compatible package
carries optional receipt or manifest material, does the
verifier bind the optional material to the same package
context that it is accepting? The answer matters because
optional artifacts can start as helpful metadata and
quietly become claim-bearing evidence.

The focused OVERT receipt model verifies that an
OVERT-aware acceptance can require the receipt con-
tent hash to match the accepted canonical MCP hash
and can require witness references to be present. That is
the easy case: the verifier mode says it is OVERT-aware
and records the receipt checks at acceptance time.
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Table 4 Verifier profiles give replay different meanings

Verifier profile Replay behavior Example

Evidence verification Re-check allowed; repeated presentation
should be reported rather than rejected.

An auditor opens the same AEP package
twice.

Action authorization Duplicate presentation should be rejected or
treated as an idempotent no-op; a cache or
nonce is required.

An agent payment or consequential tool call.

Workflow step Acceptance should be bound to a workflow
identifier, step identifier, and state hash.

A procurement, HR, or legal-review transition.

Ledger publication The same package can be read many times,
but it should not create a second publication
event.

An evidence-bundle ledger that records one
package once.

Observatory Repeated verification is expected, but
duplicate observations should not advance the
time series as new data.

A periodic standards, trust-list, or
citation-observation dataset.

The package-binding model shows the sharper risk.
If two packages carry the same canonical MCP content
hash, an unbound verifier path can accept package A
while using an OVERT receipt whose package identity
and witness references came from package B. Tamarin
verifies that this recombination trace is executable and
falsifies the lemma that the receipt package must match
the accepted package. The bound repair pattern in-
cludes the OVERT receipt digest in the signed core and
records same-step checks of package identity and witness
references; Tamarin verifies the corresponding repaired
lemmas.

The combined verifier-policy model generalizes the
point. A package can declare that manifest, disclosure,
and OVERT checks are required, while an unbound
verifier still emits a combined claim-bearing acceptance
after checking only a subset of them. The repaired model
binds the manifest, disclosure, and OVERT receipt di-
gests into the accepted core and records all required
same-step checks before emitting the combined accep-
tance event.

These compatibility checks do not change the main
replay conclusion. They do, however, make the same
design rule harder to miss: AEP-compatible verifier
profiles should state which optional formats are merely
carried, which are checked, and which fields become
claim-bearing. A compatibility profile is itself a small
standard and needs the same kind of formal checking
as the base package profile.

10 Errata Implications

In this article, “errata” means a proposed clarification
for a future AEP profile, not a live standards change.
The future artifact companion will use four short lookup
IDs for these proposals.

The trust-anchor proposal is tied to the model’s
explicit enrollment assumptions. The positive authen-
tication lemmas do not derive identity binding from
package-contained key material alone. Instead, the veri-
fier rule uses an enrolled signer key, and the signer rule
checks an enrolled agent key before issuing a package.
The proposal therefore makes the model premise visi-
ble at the specification layer: verifier acceptance should
require a trust list, registry, pinned mirror, certificate
path, or equivalent enrollment lookup that binds key
identifiers to permitted subjects and scopes.

The replay-semantics proposal is tied to the failed
uniqueness lemma and to the hardened replay-cache vari-
ant. The falsified replay-resistance lemma shows that the
current verifier rule is content-checking but stateless: a
valid package can satisfy the same signature, timestamp,
and ledger checks more than once. The replay-cache
variant adds a linear single-use abstraction for package
hashes and verifies uniqueness under that added state.

The claim-set and OVERT-compatibility proposals
are tied to optional artifacts. The positive integrity
lemma covers the signed canonical core, not every adja-
cent file that may travel with a package. The compati-
bility models therefore treat optional receipts, manifests,
disclosure files, and witness references as claim-bearing
only when a verifier profile explicitly checks them or
binds their digests into the accepted core.

11 Artifacts and Reproducibility Package

The related research materials include Tamarin theories,
captured query outputs, replay trace notes, the AEP ex-
traction note, errata proposals, SHA-256 indexes, source
snapshots, and a reproduction-output comparison helper.
The helper is a script for comparing future captured
Tamarin outputs with preserved baseline result sum-
maries. These files are research artifacts, not a regulated
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Table 5 Errata proposals mapped to model assumptions

Local ID Human name Plain proposal

E-0001 Trust-anchor binding A verifier should not trust package-contained public keys by themselves;
it should bind keys to enrolled identities, allowed agents, signer
authority, gateway authority, scope, and expiry or revocation state.

E-0002 Replay semantics A profile should say whether repeated presentation is allowed, reported,
rejected, converted to an idempotent no-op, or bound to a verifier or
application nonce.

E-0003 Claim-set boundary A profile should name the exact signed claim set for each verifier mode
and state which optional entries are integrity-critical.

E-0004 OVERT compatibility binding OVERT-aware and combined optional-artifact profiles should bind
claim-bearing receipt, package, witness, manifest, and disclosure fields
to the accepted evidence chain.

trust-service output, certificate, timestamp, or external
audit record.

A public artifact deposit has not yet been made for
this IJIS package. Before external journal submission as
reproducible original research, the related models, query
outputs, trace notes, and helper scripts need a separate
artifact record with metadata, license choice, file man-
ifest, and source-rights review. The preferred artifact
route is a Zenodo software/data record because Zenodo
records can carry mixed files, metadata, DOI assignment,
and DOI versioning [32,33]. The local package prepared
with this manuscript follows the same practical logic
as FAIR and artifact-availability guidance: name the
files, preserve the outputs, expose enough metadata for
inspection, and keep public artifact availability distinct
from independent reproduction [28,29,30]. If a public
source repository is later released, Software Heritage
can complement Zenodo with source-code preservation
and Software Heritage identifiers; it is not a replacement
for depositing the article’s mixed artifact bundle.

12 Conclusion

Under the stated symbolic abstraction, AEP’s core sig-
nature and verifier-check structure supports evidence
for authentication, integrity, accountability, forward-
integrity-style pre-compromise attribution, and gateway-
compromise resistance. The same model does not sup-
port a replay-resistance uniqueness claim unless verifier
replay state or challenge-bound uniqueness is added. The
optional OVERT and combined-artifact checks point in
the same direction: compatibility formats should not
be treated as trusted evidence merely because they
travel next to a signed package. These results should
inform a future AEP errata discussion, not be read as a
deployment-wide security guarantee or a legal compli-
ance conclusion.

The architectural lesson is simple: AEP profiles
should say, in ordinary verifier language, when re-reading

evidence is allowed, when duplicate presentation is a
reportable observation, when a duplicate must be re-
jected or converted into an idempotent no-op, and which
optional compatibility artifacts support which claims.
That is the simplest way to keep the formal result useful
for engineers rather than leaving it as a theorem about
an artificial trace.
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