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Abstract

The growing volume and complexity of heterogeneous medical data create challenges
in extracting diagnostic knowledge while preserving privacy because centralized
models face high computation costs and security risks. To overcome this limitation, the
novel Asynchronous Federated Multi-Convolution Spatial and Efficient Squeeze-
Excitation Network (AFL-MCSESEN) with Bulyan-Based Adaptive Differential
Privacy (BADP) was proposed for Privacy-Preserving Multi-Modal Data Fusion in
Sustainable Al-Driven Healthcare Systems (HS) (AFL-MCSESEN-BADP-HS).
Initially, Multi-modal data such as structured, semi-structured, and unstructured Knee
Osteoarthritis data are collected and stored in Apache Spark managed by data lake.
These heterogeneous sources are integrated using the Unified Element Tree Fusion
method. Then, these fused data are processed through Z-score normalization and feature
vector encoding. Simultaneously, the knee joint images are standardized for attaining
consistent visual representation of pathological changes. Then, these pre-processed
inputs are processed for Local Feature Extraction and Refinement using a Multi-
Convolution Spatial and Efficient Squeeze-Excitation Network. Here, ResNet-34
backbone integrated with a Condensed Depthwise Squeeze-Excitation (CDSE) module
and Multi-Convolution Spatial Attention (MCSA) was utilized to isolate subtle clinical
indicators. To maintain institutional privacy, these features are trained within an
privacy-preserving asynchronous federated learning framework, where ten institutional

clients compute local gradients on vertically partitioned data using secure inner-product



evaluations. Finally, a Bulyan-Based Adaptive Differential Privacy mechanism is
utilized for further enhancing robustness and privacy. By this, the proposed AFL-
MCSESEN-BADP-HS system provide sustainable, high-accuracy diagnostic tool for
classifying Kellgren-Lawrence (KL) Grades of Knee Osteoarthritis such as Grade 0
(Healthy), Grade 1 (Doubtful), Grade 2 (Mild), Grade 3 (Moderate) and Grade 4
(Severe). Here, the proposed AFL-MCSESEN-BADP-HS system attains an Accuracy
0f 99.64%, an Area Under curve value as 0.998, Communication Overhead as 285MB,
Data Integration Latency as 703.33ms, Spark Query Throughput as 516.67QPS, Attack
Success Rate as 1.8 and Privacy-Utility Index (PUTI) as 0.96. By this results, the
proposed AFL-MCSESEN-BADP-HS system provides the promising solution for
Privacy-Preserving Healthcare Systems.

Keywords: Multi-Modal Data, Data Fusion, Multi-Convolution Spatial and Efficient
Squeeze-Excitation Network, Privacy-Preserving Asynchronous Federated Learning,
Bulyan-based Adaptive Differential Privacy Mechanism.

1. INTRODUCTION

In recent years, high-tech medical devices are utilized for collecting multi-modal and
heterogeneous medical data [1]. Generally, multi-modal data includes structured data
such as Electronic Medical Records (EMRs), semi-structured data in formats like
Comma-Separated Values (CSV) and JavaScript Object Notation (JSON), and
unstructured data such as magnetic resonance imaging (MRI), computed tomography
(CT), X-ray, and positron emission tomography (PET) scans [2-5]. This escalating
volume and complexity of heterogeneous medical data generated by diverse medical
devices impose significant challenges on the extraction of diagnostic knowledge while
ensuring robust data protection [6-8].

Existing deep learning models are often suffer from high computational expenses and
a deficiency in real-time processing, because it fails to integrate fragmented multi-
modal data such as structured EMRs, semi-structured files, and unstructured imaging
into a single and cohesive model [9-10]. Moreover gathering all data in a single
centralized location introduces significant security risks because a single breach or
malicious participant can inject corrupted information and thereby compromise model
integrity and lead to the leakage of sensitive personal data [11-15]. In addition, these
systems also face efficiency limitations due to imbalanced computation capacity and
communication resources across participating healthcare institutions [16-22]. To

overcome this issues, novel Asynchronous Federated Multi-Convolution Spatial and



Efficient Squeeze-Excitation Network with Bulyan-Based Adaptive Differential
Privacy was introduced for Privacy-Preserving Multi-Modal Data Fusion in Sustainable
Al-Driven Healthcare Systems (AFL-MCSESEN-BADP-HS).

The motivation of the proposed AFL-MCSESEN-BADP-HS system arises due to the

requirement for an efficient and privacy-aware learning architecture capable of

supporting large-scale collaborative healthcare analytics. Here, asynchronous federated
learning strategy is utilized to improve training stability and computational efficiency
across heterogeneous institutional participants while avoiding direct data exchange.

Also, the Multi-Convolution Spatial and Efficient Squeeze-Excitation mechanisms is

incorporated, which strengthens the feature discrimination by emphasizing clinically

relevant spatial patterns and channel interrelations in Knee Osteoarthritis imaging. In
addition, the Bulyan-Based Adaptive Differential Privacy mechanism is introduced,
which enhances robustness by filtering adversarial updates and maintaining global
model integrity. By this, the proposed AFL-MCSESEN-BADP-HS system provide
accurate and resilient classification of Kellgren—Lawrence grades within a distributed
and sustainable Al-driven healthcare environment. The contribution of the proposed

AFL-MCSESEN-BADP-HS system is given below,

» The Unified Element Tree Fusion method is implemented to integrates
heterogeneous medical sources including structured EMRs, semi-structured
healthcare records, and unstructured imaging into a queryable Spark-managed data
lake.

» The MCSESEN architecture is utilized, which has ResNet-34 backbone with
Condensed Depthwise Squeeze-Excitation and Multi-Convolution Spatial
Attention modules for isolating subtle pathological indicators for Kellgren-
Lawrence grading.

» The privacy-preserving asynchronous federated learning framework is
implemented for reducing communication costs, energy consumption, and privacy
risks.

» The Bulyan-based robust aggregation strategy was employed, which incorporates
Multi-Krum and coordinate-wise trimmed mean filters for eliminating adversarial
updates and maintaining global model integrity.

» The adaptive differential privacy mechanism was utilized, which applies scheduled
Gaussian noise to aggregated updates for attaining high diagnostic utility with strict

institutional data protection standards.



The remainder of this paper is organized as follows. Section 2 delves into the related
work related to Federated Deep Learning for Privacy-Preserving Data Fusion in
Sustainable AI-Driven Healthcare Systems. Section 3 provides details about the
proposed AFL-MCSESEN-BADP-HS system. Section 4 illustrates the obtained results
and discussion. Finally, Section 5 concludes the paper with future research directions.

2. RELATED WORKS

This section presents a review of recent Federated Deep Learning for Privacy-
Preserving Data Fusion in Sustainable AI-Driven Healthcare Systems. Some of the
recent related works are given below,

In 2025, Wang, J., et al. [16] proposed privacy preserving framework for heterogeneous
multi-modal sensor fusion within smart healthcare system (PHMS-Fed). Here,
collection of diverse sensor data across multiple institutions was taken as input. Then,
these data are fused using adaptive tensor decomposition method. These fused data are
fed into privacy preserving federated learning for attaining smart healthcare system. It
achieves physiological monitoring accuracy as 0.9386 and privacy protection score as
0.9845. However, it has high computational overhead.

In 2025, Aanjankumar, S., et al. [17] developed an enhanced consumer healthcare data
protection system utilizing Al-driven TinyML and privacy-preserving techniques (FL-
TinyML-DP-HS). Initially, ECG readings and arrhythmia data from resource-
constrained edge devices was utilized as input. This data are fed into Tiny Machine
Learning for local feature extraction. After this, Federated Learning are utilized to train
models without the removal of sensitive information from the local environment. Here,
Differential Privacy is integrated for attaining robust defense against malicious data
recovery. However, it has low accuracy.

In 2025, Dubey, P., et al. [18] proposed federated learning framework for privacy-
enhanced mental health prediction utilizing multimodal data integration (FL-CNN-
LSTM-DPET-HS). Here, physiological signals (heart rate variability, sleep patterns)
and behavioural data (online activity, social media interactions) was utilized as input.
These input data are fed into Convolutional Neural Network (CNN) with Long Short-
Term Memory (LSTM) network for local feature extraction. After this, federated
learning environment (FL) are utilized to train models, where differential privacy and
encryption techniques (DPET) is integrated for attaining secured healthcare systems. It
achieves accuracy of 92% and an AUC-ROC score of 0.90. However, it has lower

Privacy-Utility Index.



In 2025, Siva, O.V. and Anbarasi, M.S., [19] developed federated graph-based
multimodal Al framework for privacy-preserving and explainable osteoporosis
detection. Here, structured clinical data, DXA scans, and biochemical markers was
utilized as input. These data are fed into Graph Neural Networks (GNNs) for attaining
trabecular bone connectivity. Then, Federated Learning (FL) was utilized as a
collaborative training across decentralized hospitals, while SHAP-based feature
importance analysis was utilized for explainable diagnostic outputs. It achieves 94.2%
accuracy and a ROC-AUC score of 0.96 with a low inference latency of 45 ms.
However, it has higher Attack Success Rate.

In 2025, Haripriya, R., et al. [20] suggested a federated adaptive aggregation framework
for privacy and scalability in healthcare Al Initially, tuberculosis chest X-rays, brain
MRI scans, and diabetic retinopathy images are taken as input. These data are fed into
ResNet and EfficientNet models for feature extraction. Then, dynamic switching
mechanism was employed to alternate between Federated Stochastic Gradient Descent
(FedSGD) for high data divergence and Federated Averaging (FedAvg) for low
divergence scenarios. It attains accuracy of 96%, communication overhead is reduced
by 23.5% and enhanced convergence speed. However, it has high computational
complexity.

In 2025, Rawas, S. and Samala, A.D., [21] developed a dual-layer security framework
for privacy-preserving Al-driven healthcare edge-cloud system. Here, hybrid edge-
cloud setup was implemented. In which, raw medical data are utilized for real-time
processing. Here, adaptive encryption and proactive security mechanisms was utilized
for anomaly detection. Then, Federated learning and differential privacy are used to
secure model by distributing computations between edge nodes and the cloud. It attains
98% attack detection accuracy and latency as low as 30—50 ms, throughput as 10,000
data points per second. However, it has lower Privacy-Ultility Index.

In 2025, Haripriya, R., et al. [22] developed a privacy-enhanced framework for
collaborative Big Data analysis in healthcare using adaptive federated learning
aggregation. Here, tuberculosis X-rays, brain MRIs, and diabetic retinopathy images
was taken as input. These input data are fed into ResNet and VGG16 architectures for
extracting features. Here, adaptive aggregation methodology was employed to
dynamically switch between Federated Averaging (FedAvg) and Federated Stochastic
Gradient Descent (FedSGD) based on real-time client data divergence. It achieves 96.3%

accuracy rate and 20% reduction in execution time. However, it has lower F1-Score.



2.1 Problem Statement and Motivation

The growing volume and complexity of heterogeneous medical data from diverse
sources create challenges in extracting diagnostic knowledge while preserving privacy
because centralized models faces challenges like high computation costs and security
risks [16-22]. Therefore, the proposed AFL-MCSESEN-BADP-HS system is
introduced, which employs asynchronous federated learning for secure collaboration
across institutions. Along with this, the proposed Multi-Convolution Spatial and
Efficient Squeeze-Excitation Network is integrated to capture subtle clinical patterns in
Knee Osteoarthritis imaging. Moreover, the Bulyan-Based Adaptive Differential
Privacy mechanism is utilized, which ensures robustness against adversarial updates
and protects sensitive information. Consequently, proposed AFL-MCSESEN-BADP-
HS system provide accurate and privacy-preserving classification of Kellgren—
Lawrence grades in distributed healthcare environments.

3. PROPOSED METHODOLOGY

In this section, the proposed Asynchronous Federated Multi-Convolution Spatial and
Efficient Squeeze-Excitation Network (AFL-MCSESEN) with Bulyan-Based Adaptive
Differential Privacy (BADP) for Privacy-Preserving Multi-Modal Data Fusion in
Sustainable Al-Driven Healthcare Systems (HS) (AFL-MCSESEN-BADP-HS) was
discussed. The block diagram of the proposed AFL-MCSESEN-BADP-HS system is
given in Figure 1. The detail description of the proposed AFL-MCSESEN-BADP-HS
system is given below,

3.1 Multi-Modal Data Acquisition and Fusion process

In this section, multi-modal information regarding Knee Osteoarthritis disease from
Beijing Tsinghua Changgung Hospital is collected. The collection includes Structured
Data such as Electronic Medical Records (EMRs) containing patient demographics and
clinical history, Semi-Structured Data such as Healthcare records in CSV, JSON, and
XML formats and Unstructured Data such as Medical imaging like X-ray, MRI, CT,
and PET scans. This medical data is stored in a data lake with the help of Apache Spark
to manage the high volume and variety of medical information. Also, metadata (for
example, In X-ray: date, the patient’s ID, and the machine used information) and file
paths are recorded to verify traceability back to original clinical records. Subsequently,
all collected heterogeneous medical data are fused using Unified Element Tree Fusion
method, which merges the matching keys across different modalities and integrates the

individual feature vectors into Delta tables or a single queryable Spark DataFrame for



Knee Osteoarthritis analysis [23]. These integrated datasets serve as the input for the

following analysis.
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Figure 1: Block diagram of the proposed AFL-MCSESEN-BADP-HS system
3.2 Pre-processing and Normalization
Let assume fused medical datasets related to Knee Osteoarthritis is based on the
following equation (1)
FD= X1 { A Aimagef
(1)



Where 4’ depicts the structured and semi-structured clinical features related to Knee
Osteoarthritis, A’,'-mage depicts the knee joint imaging modalities (X-ray, MRI, CT, PET)
and N depicts the total number of fused Knee Osteoarthritis cases. After this, the
Clinical features such as age, body mass index, pain score, joint stiffness indicators,

and diagnostic codes are normalized [24] using the following equation (2)

CF-u

CF, Normalization™ P

@)
Where CF depicts the Knee Osteoarthritis clinical feature, y depicts the mean of the
Knee Osteoarthritis clinical feature and o depicts the standard deviation of the Knee
Osteoarthritis clinical feature. By this, it handles variations in patient demographics.
After normalization, all clinical Knee Osteoarthritis features are encoded into a single

feature vector using following equation (3)

F=| CFNormatization1» CFNormalization 2r-rweeeseee s CFNormalization Dgz)
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Where Fg depicts encoded clinical feature vector for a Knee Osteoarthritis case and Dgr
depicts the total number of clinical features. Then, knee joint images are retrieved and

standardized using the following equation (4-5)
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This normalized knee image provides a consistent visual representation of joint space
narrowing, osteophyte formation, cartilage degradation, and subchondral bone changes.
3.3 Local Feature Extraction and Refinement using Multi-Convolution Spatial
and Efficient Squeeze-Excitation Network

Following the pre-processing stage, a feature extraction process is utilized to capture
visual patterns relevant to knee osteoarthritis. The architecture diagram of the Multi-
Convolution Spatial and Efficient Squeeze-Excitation Network is given in Figure 2.
This normalized knee image K1y, maiizationiS passed through a convolutional backbone
(ResNet-34) to extract multi-level Knee Osteoarthritis (KOA) visual features as defined

using equation (6)
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where Fgoa depicts multi-level Knee Osteoarthritis visual features such as joint space

narrowing, osteophyte formation, cartilage degradation, and subchondral bone changes

[25]. To enhance feature representation, a channel and spatial attention mechanism is

applied to capture subtle pathological changes such as cartilage thinning, osteophytes,
joint space narrowing, and subchondral bone alterations.

Here, Condensed Depthwise Squeeze-Excitation (CDSE) module is utilized which

prioritizes channels associated with pathological joint features. In this, Channel Feature

RAWEC ysing the

Extract (CFE) block processes the intermediate feature map Fypq€
following equation (7)
Frg= MiSh[CFERES(FKOA) + CFESk1p(F](OA)]
(7)
Where CFEgpgs and CFEg, represent the residual and skip connections of the CFE
block. And, the Mish activation function is defined using the following equation (8)

Mish(y)=y*tanh/In(1+e¥)/ (8)
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Figure 2: Architecture diagram of the Multi-Convolution Spatial and Efficient
Squeeze-Excitation Network
This condensed features are fed into the modified Squeeze-and-Excitation block
(MSEB). Here, a Global Average Pooling (GAP) operation is utilized, which unifies

the joint-level information using the following equation (9)

1
= < We 521 vmfl ki(u,v)
)

Where Ht Wt depicts the height and width of the feature map; k; represents the /™

channel. By this, the final weighted feature map is calculated using the following

equation (10)
Fepse ou=F [COHVZ [GAP(FMSEB)]] ® Froa

(10)



Where GAP denotes global average pooling, conv? indicates two 1x1 convolutional
layers, and £ is the Sigmoid function. This process enhances the discriminative features
linked to cartilage thinning, osteophytes, and sclerosis.
Multi-Convolution Spatial Attention (MCSA) for Spatial Refinement
In this, the MCSA block focus on anatomically relevant knee regions such as the
tibiofemoral regions and cartilage surfaces. Here, Max and average pooling is employed
to extract spatial information using the following equation (11) and (12)
Fipax=Max( k(u,v)]
(1D
FAverage:% Calki(u )]
(12)
Where k; represents the /" channel of the input maps. Then, Max and average pooling
are concatenated using the following equation (13)
Fa=Concat] Fyay Faverage]
(13)
Here, spatial-refined feature map is produced with the help of the following equation
(14)
Fuycsa ou=P [COUV[COHMZ (FCat)]] ® Fycsan
(14)
Where conv and ConM? represent 3X3 convolutional layers without and with the
Mish function respectively. This attention mechanism prioritizes knee joint space,
tibiofemoral regions, and cartilage surfaces relevant to Knee Osteoarthritis assessment.
3.4 Privacy-Preserving Asynchronous Federated Learning
Here, privacy-preserving asynchronous federated learning (AFL) framework was
employed to support sustainable Al-driven Knee Osteoarthritis (KOA) diagnosis across
distributed healthcare institutions without centralized data sharing. By this,
sustainability is achieved through reduced communication cost, energy consumption,
and privacy risk [26]. This Privacy-Preserving Asynchronous Federated Learning
optimized a regularized empirical risk minimization problem for vertically partitioned

data using the following equation (15)
. 1

minyg(9)= ,T,,Z}[]w:l LA ph,qn)+5(9)

(15)



where p, denotes the input feature vector, g, denotes the corresponding label, LF(.)
represents the loss function, g(9) denotes the regularization term, 9 depicts Global
model weights, and M denotes the number of samples.

Vertically Partitioned Healthcare Data

Here, each Knee Osteoarthritis (KOA) feature vector is vertically partitioned across R

healthcare institutions using equation (16)

(16)
where fngRd'i represents the feature subset stored at the g™ heathcare institution and
[X¢-1dg=4]
Asynchronous Local Gradient Computation
At each iteration, an unbiased stochastic gradient update was performed using the
following equation (17)
V<9-0X w
17)
where 6 denotes the learning rate and w represents the stochastic gradient. For AFL,
the stochastic gradient was defined using the following equation (18)

w=VH®)

(18)

where £ (9) corresponds to the loss associated with the sampled instance (py,,qy).
Privacy-Preserving Inner Product Evaluation
Here, each of the ten simulated institutional clients was locally computed a partial inner

products 9 gq(ph)gqfor preventing the exposure of raw patient features (pp)g,. For

secure transmission, a tree-structured asynchronous communication protocol was

implemented based on the following equation (19)
n= 23121 [ng(Ph)Gq]
(19)

Where g denotes the 10 simulated institutional clients. To mitigate inference attacks, a

random mask was added using the following equation (20)
8¢, (n) g, +mk,
(20)

The true value is recovered using the following equation (21)
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where mk, denotes a random masking number generated by the g™ institutional client
for a specific instance h.
Sustainable Asynchronous Optimization Strategies
To further stabilize training under asynchronous execution and address the staleness
caused by varying communication speeds between institutions, Asynchronous
Federated Stochastic Gradient Descent for Vertical Partitioning (AFSGD-VP)
algorithms was integrated. Here, AFSGD-VP updates the local parameters using
equation (22)

19[+1=‘8t‘§XX¢(t)w§o(t)

(22)
Where & denotes the learning rate and ¢@(£)€{1,2,....,10 }represents the specific
institutional client completing the update at time £ This strategy confirms the global
model convergence even when the ten distributed institutions possessed unbalanced
computational resources.
3.5 Bulyan-Based Adaptive Differential Privacy
In this section, robustness and privacy are enhanced in asynchronous federated learning
by integrating Bulyan aggregation with adaptive differential privacy.
Bulyan-Based Robust Aggregation
To mitigate Byzantine and poisoned updates, Bulyan aggregation is applied at the
server side. Initially, reliable gradients are selected using Multi-Krum by computing the
Krum score [27] for each update Az,based on the following equation (23)
Score(8)= Lve 2,02,
(23)
Where NN, represents the set of (/N-mc-2) nearest neighbors. mc depicts the maximum
number of malicious clients. ||Az,-Az,||3represents the squared Euclidean distance
between updates from client a and client b. Following the selection of the candidate set
[, the Bulyan aggregator performs coordinate-wise trimmed mean for each parameter

dimension dim to produce the final aggregated update using the following equation (24)

1

Azyyl dim]= PP

Z a€l/ Outliers Sa [ di. m]

(24)



Where Az, [ dim]depicts the robust aggregated update for dimension dim. Irepresents
the candidate set of updates selected by the Multi-Krum stage. p depicts the trim ratio,
which is commonly proportional to the fraction of malicious clients. s,[ dim] represents
the value of the dim dimension for the s™ candidate update. This two-stage
aggregation filters out adversarial and noisy updates while preserving informative
gradients relevant to Knee Osteoarthritis learning.

Adaptive Differential Privacy

To maintain strict (&J) privacy while preserving model utility, an adaptive noise-

scheduling mechanism is utilized. The standard deviation of the Gaussian noise ggis

adjusted across training rounds using an exponential decay schedule and it is given in
the equation (25)
0,=0.30exp(-0.01g)
(25)
Where o, depicts the noise multiplier for differential privacy in round g .
0.30 represents the initial noise level at the start of training. 0.01 depicts the decay
constant for noise reduction. grepresents the current federated learning round. Then,
each institutional Az, update is masked before aggregation using the following
equation (26)
78, =02,+N(0,05XC3X IM ;)
(26)
Where, Ag, depicts the noised gradient update for client a. Az represents the local
gradient update from the institutional client. N(O,O'E,XCZX[Md,-m)depicts the Gaussian
noise distribution with mean zero. Crepresents the clipping threshold for the gradient
norm to bound sensitivity. /M, depicts the identity matrix for the dim dimensional
parameter space. Through the joint application of Bulyan aggregation and adaptive
differential privacy, the proposed framework achieves resilience against malicious
clients, mitigates inference attacks, and sustains privacy-aware learning for distributed
Knee Osteoarthritis diagnosis.
By this, the proposed AFL-MCSESEN-BADP-HS system attains robust, privacy-
preserved global Knee Osteoarthritis diagnostic model by integrating Bulyan-based

aggregation with adaptive differential privacy under asynchronous federated learning.

4. RESULTS AND DISCUSSION



In this section, the performance of the proposed Asynchronous Federated Multi-
Convolution Spatial and Efficient Squeeze-Excitation Network (AFL-MCSESEN) with
Bulyan-Based Adaptive Differential Privacy (BADP) for Privacy-Preserving Multi-
Modal Data Fusion in Sustainable Al-Driven Healthcare Systems (HS) (AFL-
MCSESEN-BADP-HS) was evaluated. The experiments evaluation of the AFL-
MCSESEN-BADP-HS system were conducted on high-performance workstation
equipped with an Intel Core 17 CPU, 32GB RAM, and an NVIDIA GPU for supporting
deep learning operations and multi-modal data processing. The proposed AFL-
MCSESEN-BADP-HS system is implemented in Python. Here, PyTorch was utilized
for the proposed MCSESEN architecture and Apache Spark was utilized for the
management of the heterogeneous data lake containing structured Electronic Medical
Records (EMRs), semi-structured CSV/JSON healthcare records, and unstructured
imaging such as X-ray, MRI, CT, and PET scans. The dataset was divided into training
(60%), validation (20%), and testing (20%) sets. The dataset distribution is categorized
by Kellgren-Lawrence (KL) grades for the assessment of Knee Osteoarthritis and it is
given in Table 1. During the data acquisition phase, structured, semi-structured, and
unstructured medical information from Beijing Tsinghua Changgung Hospital is fused
into a unified element tree structure using matching keys to create a queryable Spark
DataFrame. Also, Asynchronous federated learning make decentralized training across
ten simulated institutional clients. To mitigate inference attacks, random masking
variables are integrated into the inner product evaluations. Furthermore, Bulyan-based
adaptive differential privacy is utilized against adversarial threats while maintaining
strict data protection standards. This experimental setup provides sustainable, high-
accuracy diagnostic tool for Knee Osteoarthritis. The experimental results of the
proposed AFL-MCSESEN-BADP-HS system is compared with the existing system
like Healthcare System based on Federated Learning (PHMS-Fed) [16], Federated
Learning, Tiny Machine Learning, and Differential Privacy for Healthcare Systems
(FL-TinyML-DP-HS) [17] and Federated Learning with Convolutional Neural
Networks, Long Short-Term Memory, Differential Privacy, and Encryption Techniques
for Healthcare Systems (FL-CNN-LSTM-DPET-HS) [18] respectively. The confusion
matrix of the proposed AFL-MCSESEN-BADP-HS system is given in Figure 3.
Table 1: Dataset distribution is categorized by Kellgren-Lawrence (KL) grades

for the assessment of Knee Osteoarthritis



Knee Osteoarthritis Total Training Validation Testing
Stage (KL Grade) Cases (60%) (20%) (20%)
Grade 0 (Healthy) 1,420 852 284 284
Grade 1 (Doubtful) 1,240 744 248 248

Grade 2 (Mild) 1,160 696 232 232

Grade 3 (Moderate) 990 594 198 198

Grade 4 (Severe) 770 462 154 154
Total 5,580 3,348 1,116 1,116
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Figure 3: Confusion Matrix of Proposed AFL-MCSESEN-BADP-HS System

4.1 Performance Metrics

In this section, various metrics used to evaluate the proposed AFL-MCSESEN-BADP-

HS system for sustainable Knee Osteoarthritis diagnosis are defined below,

4.1.1 Multi-Modal Fusion & Data Management

A. Data Integration Latency

Data integration latency is defined as the total time required to perform data acquisition,

processing, and fusion of heterogeneous sources (structured, semi-structured, and

unstructured) into a single queryable Spark DataFrame. It is calculated using following

equation (27)




Data integration latency=Time,cquisition + TiM€processing + TiMEfysion
27)
Where, Time, quisition represents Time taken to retrieve data from the decentralized
institutional clients and the Beijing Tsinghua Changgung Hospital sources.
Timepocessing represents the Time required for PyTorch and Spark to analyse EMRs
and extract features from high-resolution imaging (X-ray, MRI, etc.). Timegion
represents the Time taken to execute the matching keys logic and merge diverse data
types into the Unified Element Tree.
B. Spark Query Throughput

It is calculated using following equation (28)

Total successful diagnostic queries
[Execution time per query (includes model inference)+]
Idle time (network bottlenecks or asynchronous lag)

Spark Query Throughput=

(28)
4.1.2 Diagnostic Performance Metrics
In this section, various Diagnostic Performance Metrics are used to evaluate the ability
of the proposed AFL-MCSESEN-BADP-HS system for classifying Kellgren-

Lawrence (KL) grades correctly.

TP+TN

Accuracy= ——
V= TP FPL TN EN

(29)
Where 7P (True Positives) depicts Correct classification of a specific Knee
Osteoarthritis KL grade (e.g., the model correctly identifies a “Grade 3” image as
“Grade 3”); FP(False Positives) indicates model incorrectly assigns a different grade
to a specific category (e.g., a “Grade 2” image is wrongly labeled as “Grade 37). FN
(False Negatives) denotes model fails to identify the actual KL stage (e.g., a “Grade 3”
image is missed and labeled as “Grade 47). TN (True Negatives) depicts Correct

identification of the absence of a specific KL stage (e.g., correctly deciding that a

“Grade 0” image is not “Grade 3.

. TP
Sensitivity (Recall)= TP (30)
Fl Score— 2% (1 Pre‘cits'ionx SEH:S‘I:Z'I'TII'ZJ/) ( 3 1)

(Precision+ Sensitivity)
Precision= TR (32)
Specificity= 4 (33)

(TN+FP)



4.1.3 Federated Learning Performance Metrics
a. Convergence Rate
Convergence rate measures the reduction in error across successive communication

rounds. It is calculated using the following equation (34)

AAccuracy

Convergence Rate= —
ACommunication rounds

(34)

b. Communication Overhead

Communication overhead quantifies the total volume of data transmitted between the
decentralized institutional clients and the central server. It is calculated using the
following equation (35)

Communication Overhead= Z§=1(Supload+5download)XNChents

(35)

Where Sypi0adand Sgownioad Tepresents Size of uploaded/downloaded model updates.
Naients represents the Total number of participating institutional clients. R depicts the
Total communication rounds.

4.1.4 Privacy and Robustness Metrics

Privacy Budget

The Privacy Budget measures the privacy loss.

Byzantine Resilience Rate

Number of correctly aggregated updates after Bulyan filtering

Byzantine Resilience Rate= —————
Total number of participating clients

(36)
Attack Success Rate

Number of attacks that successfully infer sensitive information
or corrupt the global model

Attack Success Rate=

Total number of simulated attacks
(37)
Privacy-Utility Trade-off Index (PUTI)

Accuracy

Privacy-Utility Trade-off Index (PUTI)=

Differential privacy budget

(38)

4.2 Performance Metrics Analysis

4.2.1 Multi-Modal Fusion & Data Management Analysis

Figures 4 visually illustrate the Multi-Modal Fusion & Data Management Analysis.

Here, comparative evaluation of Data Integration Latency and Spark Query Throughput



between the proposed AFL-MCSESEN-BADP-HS system is compared with the
existing system like PHMS-Fed [16], FL-TinyML-DP-HS [17] and FL-CNN-LSTM-
DPET-HS [18] respectively.

Multi-Modal Fusion Efficiency: Apache Spark Management
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Figure 4: Multi-Modal Fusion & Data Management Analysis

Figure 4 depicts the Multi-Modal Fusion & Data Management Analysis. Here, the
proposed AFL-MCSESEN-BADP-HS system achieved reductions in Data Integration
Latency of 35.56%, 44.23% and 50.85% for 500 GB data volume; 29.27%, 38.30%
and 44.76% for 1.2 TB data volume and 24.85%, 34.39% and 40.95% for 1.95 TB data
volume when compared to existing system like PHMS-Fed, FL-TinyML-DP-HS and
FL-CNN-LSTM-DPET-HS respectively. Also, the proposed AFL-MCSESEN-BADP-
HS system demonstrated a notable enhancement in Spark Query Throughput.
Specifically, it exhibited a 35.59%, 44.06% and 50.84% improvement in Spark Query
Throughput for 500 GB data volume, 39.21%, 47.05% and 54.901% higher Spark
Query Throughput for 1.2 TB data volume and 46.66%, 55.55% and 62.22% higher
Spark Query Throughput for 1.95 TB data volume compared with the existing system
like PHMS-Fed, FL-TinyML-DP-HS and FL-CNN-LSTM-DPET-HS respectively.
These results demonstrate superior efficiency in handling large-scale heterogeneous
medical data.

4.2.2 Diagnostic Performance Metrics

Figures 5-10 visually illustrate the Knee Osteoarthritis Diagnostic Performance Metrics

Analysis of the proposed AFL-MCSESEN-BADP-HS system is compared with the



existing system like PHMS-Fed [16], FL-TinyML-DP-HS [17] and FL-CNN-LSTM-
DPET-HS [18] respectively.

Accuracy Performance Analysis
102

100 G—
98
96 & & @ &
= ? —e
> 94
(o]
-
]
E 92 .
MM
20 w‘wﬁ
88 —8— PHMS-Fed
FL-TinyML-DP-HS
—#— FL-CNN-LSTM-DPET-HS
867 —@— AFL-MCSESEN-BADP-HS (Proposed)
Grade 0 Grade 1 Grade 2 Grade 3 Grade 4
(Healthy) (Doubtful) (Mild) (Moderate) (Severe)

Knee Osteoarthritis Stage (KL Grade)

Figure 5: Accuracy analysis across various Knee Osteoarthritis Stage (KL
Grade)

Figure 5 depicts the Accuracy analysis across various Knee Osteoarthritis Stage (KL
Grade). For Grade 0 (Healthy) analysis, the proposed AFL-MCSESEN-BADP-HS
system achieves an accuracy increase of 3.79% against PHMS-Fed, 4.55% over FL-
TinyML-DP-HS, and 7.95% when compared to FL-CNN-LSTM-DPET-HS. In the
detection of Grade 1 (Doubtful), the proposed AFL-MCSESEN-BADP-HS system
shows an 3.85% higher accuracy against PHMS-Fed, a 4.73% increase over FL-
TinyML-DP-HS, and a 8.13% improvement with respect to FL-CNN-LSTM-DPET-
HS. For Grade 2 (Mild) analysis, the proposed AFL-MCSESEN-BADP-HS system
achieves an accuracy increase of 3.91% against PHMS-Fed, 4.89% over FL-TinyML-
DP-HS, and 8.32% when compared to FL-CNN-LSTM-DPET-HS. In the detection of
Grade 3 (Moderate), the proposed AFL-MCSESEN-BADP-HS system shows an 3.91%
higher accuracy against PHMS-Fed, a 5.01% increase over FL-TinyML-DP-HS, and a
8.44% improvement with respect to FL-CNN-LSTM-DPET-HS. Finally, for Grade 4
(Severe) analysis, the proposed AFL-MCSESEN-BADP-HS system achieves an
accuracy increase of 3.96% against PHMS-Fed, 5.24% over FL-TinyML-DP-HS, and
8.69% when compared to FL-CNN-LSTM-DPET-HS.



Precision Analysis Across Different KL Grades
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Figure 6: Precision analysis across various Knee Osteoarthritis Stage (KL
Grade)

Figure 6 depicts the Precision analysis across various Knee Osteoarthritis Stage (KL
Grade). Here, the proposed AFL-MCSESEN-BADP-HS system attains 6.00%, 9.13%
and 3.58% higher precision for Grade 0 (Healthy) analysis; 4.92%, 9.89% and 8.10%
higher precision for Grade 1 (Doubtful) analysis; 3.30%, 6.95% and 12.51% higher
precision for Grade 2 (Mild) analysis; 8.92%, 5.01% and 11.60% higher precision for
Grade 3 (Moderate) analysis; 6.10%, 7.95% and 4.43% higher precision for Grade 4
(Severe) analysis compared with the existing system like PHMS-Fed, FL-TinyML-
DP-HS and FL-CNN-LSTM-DPET-HS respectively.

Figure 7 depicts the recall analysis across various Knee Osteoarthritis Stage (KL Grade).
For Grade 0 (Healthy) analysis, the proposed AFL-MCSESEN-BADP-HS system
achieves an recall increase of 8.09% against PHMS-Fed, 4.26% over FL-TinyML-DP-
HS, and 10.85% when compared to FL-CNN-LSTM-DPET-HS. In the detection of
Grade 1 (Doubtful), the proposed AFL-MCSESEN-BADP-HS system shows an 10.22%
higher recall against PHMS-Fed, a 8.31% increase over FL-TinyML-DP-HS, and a 4.34%
improvement with respect to FL-CNN-LSTM-DPET-HS. For Grade 2 (Mild) analysis,
the proposed AFL-MCSESEN-BADP-HS system achieves recall increase of 5.08%
against PHMS-Fed, 11.43% over FL-TinyML-DP-HS, and 9.23% when compared to
FL-CNN-LSTM-DPET-HS. In the detection of Grade 3 (Moderate), the proposed AFL-




MCSESEN-BADP-HS system shows an 11.92% higher recall against PHMS-Fed, a
6.42% increase over FL-TinyML-DP-HS, and a 7.22% improvement with respect to
FL-CNN-LSTM-DPET-HS. Finally, for Grade 4 (Severe) analysis, the proposed AFL-
MCSESEN-BADP-HS system achieves an recall increase of 6.63% against PHMS-Fed,
9.21% over FL-TinyML-DP-HS, and 11.04% when compared to FL-CNN-LSTM-
DPET-HS.

Grade0  —— FLTinymL-DP-HS

== FL-CNN-LSTM-DPET-HS
=== AFL-MCSESEN-BADP-HS (Proposed)

Gradd 4 ' Ghade 1

Figure 7: Recall analysis across various Knee Osteoarthritis Stage (KL Grade)
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Figure 8: F1-Score analysis across various Knee Osteoarthritis Stage (KL Grade)
Figure 8 depicts the F1-Score analysis across various Knee Osteoarthritis Stage (KL
Grade). Here, the proposed AFL-MCSESEN-BADP-HS system attains 7.04%, 6.69%
and 7.20% higher F1-Score for Grade 0 (Healthy) analysis; 7.57%, 9.10% and 6.22%
higher F1-Score for Grade 1 (Doubtful) analysis; 4.19%, 9.20% and 10.87% higher F1-
Score for Grade 2 (Mild) analysis; 10.42%, 5.70% and 9.41% higher F1-Score for
Grade 3 (Moderate) analysis; 6.37%, 8.57% and 7.74% higher F1-Score for Grade 4
(Severe) analysis compared with the existing system like PHMS-Fed, FL-TinyML-
DP-HS and FL-CNN-LSTM-DPET-HS respectively.
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Figure 9: Specificity analysis across various Knee Osteoarthritis Stage (KL
Grade)

Figure 9 depicts the Specificity analysis across various Knee Osteoarthritis Stage (KL
Grade). Here, the proposed AFL-MCSESEN-BADP-HS system attains 5.70%, 9.53%
and 3.94% higher Specificity for Grade 0 (Healthy) analysis; 4.20%, 10.30% and 8.03%
higher Specificity for Grade 1 (Doubtful) analysis; 3.69%, 6.68% and 11.95% higher
Specificity for Grade 2 (Mild) analysis; 9.42%, 5.04% and 11.00% higher Specificity
for Grade 3 (Moderate) analysis; 6.02%, 7.74% and 4.24% higher Specificity for Grade
4 (Severe) analysis compared with the existing system like PHMS-Fed, FL-TinyML-
DP-HS and FL-CNN-LSTM-DPET-HS respectively.
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Figure 10: Receiver Operating Characteristic (ROC) Analysis
Figure 10 depicts the Receiver Operating Characteristic (ROC) Analysis. The proposed
AFL-MCSESEN-BADP-HS system achieves a 3.40% higher AUC value against the
PHMS-Fed. Furthermore, a 6.06% increase in AUC value against the FL-TinyML-DP-
HS system. With respect to FL-CNN-LSTM-DPET-HS system, the framework attains
a 7.62% higher AUC value. This elevated AUC performance signifies a lower false-
positive rate and higher true-positive rate across all Kellgren-Lawrence grades of Knee
Osteoarthritis diagnosis.
4.2.3 Federated Learning Performance Metrics
Figures 11-12 visually illustrate the Federated Learning Performance Metrics Analysis
of the proposed AFL-MCSESEN-BADP-HS system is compared with the existing
system like PHMS-Fed [16], FL-TinyML-DP-HS [17] and FL-CNN-LSTM-DPET-
HS [18] respectively.
Figure 11 illustrates the convergence rate analysis across 50 communication rounds for
10 simulated clients. The proposed AFL-MCSESEN-BADP-HS system shows superior
performance in both accuracy and loss reduction compared to existing system like

PHMS-Fed, FL-TinyML-DP-HS, and FL-CNN-LSTM-DPET-HS respectively.



Figure 12 depicts the Communication Overhead analysis. The proposed AFL-

MCSESEN-BADP-HS system achieves lower Communication Overhead of 20.83%
against PHMS-Fed, 34.48% over FL-TinyML-DP-HS, and 10.85% when compared to

FL-CNN-LSTM-DPET-HS. These results demonstrate superior operational efficiency

within the evaluated privacy-preserving asynchronous federated healthcare setting.
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Figure 12: Communication Overhead Analysis

4.2.4 Privacy and Robustness Metrics

Figures 13 visually illustrate the Privacy and Robustness Metrics Analysis of the
proposed AFL-MCSESEN-BADP-HS system is compared with the existing system
like PHMS-Fed [16], FL-TinyML-DP-HS [17] and FL-CNN-LSTM-DPET-HS [18§]
respectively.

Figure 13 illustrates the comparative analysis of privacy and robustness metrics for the
AFL-MCSESEN-BADP-HS framework. The proposed AFL-MCSESEN-BADP-HS
system attains 66.67%, 53.13% and 46.43% lower Privacy Budget (€); 30.56%, 20.51%
and 16.05% higher Byzantine Resilience (BRR %); 85.60%, 78.57% and 75.00% lower
Attack Success Rate (ASR %) and 41.18%, 21.52% and 17.07% higher Privacy-Ultility
Index (PUTI) compared with the existing system like PHMS-Fed, FL-TinyML-DP-HS
and FL-CNN-LSTM-DPET-HS respectively. These results shows that the integration
of Bulyan-based adaptive differential privacy effectively mitigates adversarial threats

while maintaining high diagnostic utility in sustainable healthcare environments.



Privacy & Robustness Metrics: AFL-MCSESEN-BADP-HS System Analysis
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Figure 13: Privacy and Robustness Metrics Analysis
4.4 Discussion
Here, proposed Asynchronous Federated Multi-Convolution Spatial and Efficient
Squeeze-Excitation Network (AFL-MCSESEN) with Bulyan-Based Adaptive

Differential Privacy (BADP) was successfully implemented for Privacy-Preserving



Multi-Modal Data Fusion in Sustainable Al-Driven Healthcare Systems (HS) (AFL-
MCSESEN-BADP-HS). It successfully integrates multi-modal healthcare data through

the Unified Element Tree Fusion method to optimize decentralized record management.

By combining specialized attention modules for precise Kellgren-Lawrence grading

with a Bulyan-based asynchronous federated learning framework, the the AFL-

MCSESEN-BADP-HS sytem guarantees high diagnostic utility while mitigating

adversarial threats and institutional latency.

Table 2: Overall Average Performance Analysis

FL- FL-CNN- | AFL-MCSESEN-
PHMS-
Fed TinyML- LSTM- BADP-HS
e
DP-HS DPET-HS (Proposed)
Accuracy (%) 95.91 95 92 99.64
Precision (%) 94.18 92.48 92.34 99.66
Recall (%) 91.96 92.36 91.84 99.63
F1-Score (%) 93.05 92.4 92.03 99.64
Specificity (%) 94.3 92.5 92.58 99.738
AUC 0.965 0.942 0.928 0.998
Communication
360 435 480 285
Overhead (MB)
Data Integration
973.33 1116.67 1246.67 703.33
Latency (ms)
Spark Quer
P Query 310 266.67 230 516.67
Throughput (QPS)
Privacy Budget (¢) 4.5 3.2 2.8 1.5
Byzantine
72 78 81 94
Resilience (%)
Attack Success
12.5 8.4 7.2 1.8
Rate (%)
Privacy-Utility
0.68 0.79 0.82 0.96
Index (PUTI)

Table 2 and Figure 3-13depicts the Overall Average Performance Analysis. The
proposed AFL-MCSESEN-BADP-HS method attains notable improvements in the



accuracy values by achieving increases of 3.88%, 4.88% and 8.30%; 5.85%, 7.79%
and 8.03% higher precision; 8.39%, 7.93% and 8.54% higher Recall; 7.12%, 7.85%
and 8.29% higher F1-Score; 5.806%, 7.858% and 7.832% higher specificity; 3.40%,
6.06% and 7.62% higher AUC Value; 20.83%, 34.48% and 40.62% lower
Communication Overhead; 27.73%, 37.01% and 43.58% lower Data Integration
Latency; 40.49%, 48.89% and 55.99% higher Spark Query Throughput; 66.67%, 53.13%
and 46.43% lower Privacy Budget (€); 30.56%, 20.51% and 16.05% higher Byzantine
Resilience (BRR %); 85.60%, 78.57% and 75.00% lower Attack Success Rate (ASR %)
and 41.18%, 21.52% and 17.07% higher Privacy-Utility Index (PUTI) compared with
the existing system like PHMS-Fed, FL-TinyML-DP-HS and FL-CNN-LSTM-DPET-
HS respectively.

In Futurework, applicability of the MCSESEN architecture will be enhanced for
additional musculoskeletal disorders and degenerative conditions to validate diagnostic
versatility across diverse medical domains. Moreover, refinement of tree-structured
communication and gradient masking techniques will be done to minimize bandwidth
requirements for institutions with limited infrastructure.

5. CONCLUSION

In this study, the proposed Asynchronous Federated Multi-Convolution Spatial and
Efficient Squeeze-Excitation Network with Bulyan-Based Adaptive Differential
Privacy was successfully developed and validated to address the challenge faced during
Privacy-Preserving Multi-Modal Data Fusion in Sustainable Al-Driven Healthcare
Systems. Initially, structured Electronic Medical Records (EMRs), semi-structured
CSV/JISON healthcare records, and unstructured imaging such as X-ray, MRI, CT, and
PET scans are gathered into a data lake managed by Apache Spark. Subsequently, all
collected heterogeneous medical data are fused using Unified Element Tree Fusion
method. Here, it merges the matching keys across different modalities and integrates
the individual feature vectors into Delta tables or a single queryable Spark DataFrame
for Knee Osteoarthritis analysis. Then, these fused data are fed into Z-score
normalization and feature vector encoding. Likewise, knee joint images are
standardized for getting consistent visual representation of pathological changes. These
normalized images are processed through a ResNet-34 backbone followed by a
Condensed Depthwise Squeeze-Excitation (CDSE) module and Multi-Convolution
Spatial Attention (MCSA) for prioritizing anatomically relevant regions like the

tibiofemoral surfaces. Then these resulting local features are utilized within a privacy-



preserving asynchronous federated learning framework where ten institutional clients
compute local gradients on vertically partitioned data. Here, tree-structured protocol
and random masking was utilized for secure transmission. On the server side, a Bulyan-
based robust aggregation strategy was utilize, which has Multi-Krum and a coordinate-
wise trimmed mean for filtering adversarial updates. Subsequently, an adaptive
differential privacy mechanism was utilized, which applies Gaussian noise to these
aggregated updates to maintain strict privacy standards while preserving model utility.
Then the finalized global model is redistributed to institutional clients for accurate
diagnostic prediction. Here, the proposed AFL-MCSESEN-BADP-HS system attains
3.88%, 4.88% and 8.30% high accuracy; 5.85%, 7.79% and 8.03% higher precision;
8.39%, 7.93% and 8.54% higher Recall; 7.12%, 7.85% and 8.29% higher F1-Score;
5.806%, 7.858% and 7.832% higher specificity; 3.40%, 6.06% and 7.62% higher AUC
Value; 20.83%, 34.48% and 40.62% lower Communication Overhead; 27.73%, 37.01%
and 43.58% lower Data Integration Latency; 40.49%, 48.89% and 55.99% higher Spark
Query Throughput; 66.67%, 53.13% and 46.43% lower Privacy Budget (€); 30.56%,
20.51% and 16.05% higher Byzantine Resilience (BRR %); 85.60%, 78.57% and 75.00%
lower Attack Success Rate (ASR %) and 41.18%, 21.52% and 17.07% higher Privacy-
Utility Index (PUTI) compared with the existing system like PHMS-Fed, FL-TinyML-
DP-HS and FL-CNN-LSTM-DPET-HS respectively. Future research will focus on the
diagnostic expansion to musculoskeletal disorders while optimizing communication

protocols to minimize bandwidth requirements.
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