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Abstract 

The Internet of Things (IoT) is increasingly embedded in smart homes, industrial 

systems and healthcare environments, creating new requirements for low latency, 

bandwidth efficiency and robust security. However, many IoT devices remain difficult 

to secure because of limited processing capability, storage capacity, energy 

resources and fragmented communication protocols. This study investigates 

security and privacy concerns associated with IoT adoption in smart-home and 

related environments, with a particular focus on users in the MENA region. An online 

questionnaire was distributed to Arabic-speaking participants, resulting in 164 valid 

responses from 12 countries. The results show that users are highly concerned 

about privacy invasion, data theft, device hacking and unauthorized access, while 

their protection practices remain inconsistent. More than half of the respondents 

reported a need for additional support to secure existing IoT devices rather than 

replacing them. The findings also show that commonly used protection mechanisms 

include strong passwords, two-factor authentication, firmware updates, antivirus 

software, firewalls and VPNs, although users still require clearer guidance, 

checklists and professional support. Based on the survey results and related 

literature, the paper discusses practical recommendations for strengthening IoT 

security through user awareness, network protection, device-level controls, edge 

computing and blockchain-enabled approaches. 
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1 Introduction 

The Internet of Things (IoT) has quickly become a key technology for reducing 

costs, saving time and supporting automation in everyday tasks. Furthermore, the 



architecture of IoT networks is evolving rapidly, enabling widespread adoption 

across multiple industries [1]. For example, in industries such as "the Internet-of-

Vehicles (IoV)" [2] and smart homes [3], [4], [5], [6]. Thus, the authors Park et al. [7] 

anticipated that by 2025, IoT devices would generate enormous volumes of data—
more than 79. 4 zettabytes (ZB). Despite numerous obstacles, the number of IoT 

devices continues to rise, and they are becoming increasingly important across a 

variety of industries. By 2030, there will be more than 10 billion connected devices, 

or three times as many, according to Statista [8]. Nonetheless, there are other 

obstacles, including security and privacy [7], [1], [9], [10], [11], decentralization [7], 

[11], [12], data authentication [7], [13], and bandwidth of the network [14], [15], [16]. 

The shortcomings of IoT devices include limited storage capacity, poor energy 

efficiency [13], [6], [17], and an inability to protect data [1], [12], [18]. To protect their 

data, individuals and businesses that use IoT devices or applications increasingly 

rely on security tools, programs and protocols. Additionally, they are more aware of 

the need to protect networks against malicious IoT devices. This has enabled a 

range of solutions to emerge, including firewalls, antivirus software, security 

software tailored to the Internet of Things, and blockchain technology (BC). 

Moreover, one of the main characteristics of blockchain is the implementation of 

consensus protocols, which enable the resolution of security [14] and tampering 

concerns as well as the tracking of action origins [13]. For instance, blockchain 

roles: integration of BC-based Internet of Edge model (BloE) [21], ECBCM [20], 

Edge-of-Things and BC (BEoT) [22], and a Novel BC-based key management 

scheme for MEC [23]. Therefore, the goal of these applications and technologies is 

to prevent unforeseen errors and the introduction of harmful IoT devices into the 

network. Although Edge Computing (EC) offers several advantages, including 

reduced network bandwidth, lower data transfer latency, enhanced user privacy, 

and reduced cloud energy consumption, EC still faces security challenges [15]. 

However, privacy and security issues remain due to heterogeneity across smart 

edge devices. Decentralized deep learning (DDL) [24], which can effectively 

process large volumes of data, is the optimal solution in these circumstances. 

Additionally, it incorporates state-of-the-art technologies to ensure reliable and 

effective communication, according to [6]. Therefore, several surveys and papers 

attempted to demonstrate the use of methods and protocols in the Internet of Things 

environment for data protection, or the application of blockchain in addressing the 

security of the IoT, for example, “Survey on Security Protocols for IoT” [3]. 
Accordingly, this study aims to identify the fears that individuals and organizations 

have regarding the use of IoT applications and devices. In addition, the study 

assesses how individuals and organizations protect their IoT devices and 

applications. The primary objective is to understand their approaches and compare 

them with other proposed methodologies. The study also identifies the extent to 



which IoT users report privacy and security concerns. These findings motivate the 

search for practical methods to protect individual and organizational IoT assets. 

The remainder of this paper is organized as follows. Section 2 reviews related work 

on IoT security. Section 3 presents the IoT ecosystem architecture. Section 4 

describes the survey design and data collection. Section 4. 1 presents the survey 

results and analysis. Section 5 provides recommendations for enhancing IoT 

security, and Section 6 concludes the paper and identifies future research directions. 

 

2 Related work 

In order to improve data security for the Internet of Things environment, we review 

a number of studies that employ new, innovative, or integration approaches 

between two or three technologies, such as IoT, edge computing, Blockchain, 

protocols, or any other strategies. To achieve security and privacy, these programs 

and technologies can be used in a variety of industries, such as healthcare, 

manufacturing, smart cities, and smart homes [4], [19], [25], [26]. Here, we highlight 

research that has addressed data protection challenges by utilizing effective 

strategies that can be implemented to improve overall performance and data 

security. Additionally, these employed the survey to demonstrate the beneficial 

effects of either the survey alone or their approaches. 

 

In an effort to improve patient data security and privacy in the healthcare industry, 

this study [27] used blockchain technology and found that BC had a beneficial 

impact on patient data protection. Additionally, the survey was distributed to 

administrators and healthcare professionals who employed blockchain technology 

in their individual businesses as part of the study. As a result, it attempted to find 

and demonstrate BC's beneficial influence during the survey. However, because 

this experiment cannot be applied to other fields, it may be constrained by the tiny 

dataset used. Ultimately, the security issue remains. 

The purpose of the survey [3] was to highlight the importance of robust security 

protocols for the Internet of Things (IoT) ecosystem. For instance, in fields like smart 

cities, healthcare, and industry. Additionally, it demonstrated weaknesses across 

several IoT protocol tiers in addressing the problem. Therefore, the study focused 

on describing security flaws and the defenses provided by IoT protocols, which can 

achieve numerous crucial security and privacy goals, such as authorization, data 

integrity, and authentication. Nonetheless, the study operated at two levels: the 

network layer and the perception layer. The initial level collected data and sought to 

identify connected devices. Data transfer from the first level via current 

communication networks (edge and cloud service provider levels) was the primary 



focus of the second level. Additionally, the study outlined protocols, including Public 

Key Infrastructure (PKI), Constrained Application Protocol over Datagram Transport 

Layer Security (CoAPs), and Open Authorization (OAuth), which are primarily used 

to protect data. Unfortunately, security is challenging, complex, and resource-

intensive due to the restricted resources of IoT devices. Due to the low processing 

and storage capability of the perception layer (IoT devices). 

 

This study [28] explores the security challenges faced by the Internet of Things (IoT) 

due to its integration in areas like smart cities and homes, emphasizing the 

vulnerability of IoT devices to cyber threats. It reviews algorithms and authentication 

techniques to enhance IoT network security and safeguard data. One key 

contribution is an authentication method that uses device fingerprints, incorporating 

physical state and location characteristics, verified through the Infinite Gaussian 

Mixture Model (IGMM) to ensure device authenticity. The document also 

categorizes diverse attack types, including physical, side-channel, environmental, 

cryptanalysis, and software attacks. Additionally, Zhang et al. [29] developed an 

algorithm to prevent Denial-of-Service (DoS) attacks by segmenting the network 

into working nodes, legitimate user nodes, attacker nodes, and monitoring nodes. 

Furthermore, the study highlights the development of a lightweight authentication 

protocol called PAuthKey, designed for distributed IoT systems. This protocol 

enables direct, efficient authentication between users and sensors, making it 

suitable for resource-constrained IoT devices. Overall, the study demonstrates 

improved authentication performance compared to traditional methods and offers 

practical solutions to bolster IoT security. Researchers at the University of South 

Carolina Aiken [30] examined IoT security by conducting a printer penetration test 

using the PRET tool in Kali Linux, following the RUB-NDS guide on GitHub. They 

also conducted a survey on IoT in the workplace, examining the balance between 

IoT benefits and security risks. Students emphasized the need to address security 

gaps to maximize the benefits of IoT, particularly in large organizations, while 

acknowledging the daily importance of IoT devices. Wireshark analysis of network 

traffic recorded over 80, 000 entries and 900 unique MAC addresses, revealing a 

diverse range of devices on campus. The researchers highlighted limitations in their 

data collection using basic tools and stressed the need for stronger network 

infrastructure. Ultimately, they concluded that secure IoT integration is essential to 

enhance learning experiences and prevent network issues, data breaches, and 

operational disruptions. 

This survey [31] discusses various security problems that occur at each level of an 

IoT system, including the IoT layer, network layer, middleware layer, and gateways. 

It also identifies new approaches to addressing these security issues, thereby 

improving privacy and safety in IoT systems. These solutions include blockchain, 



fog computing, edge computing, and machine learning. The study examines the 

current state of IoT security and explains the risks associated with each component 

of the system. When they discussed blockchain, they said it helps keep data safe 

by using a shared, decentralized record [31]. This survey paper [32] examines how 

Blockchain technology can integrate with the Internet of Things (IoT) to address 

challenges in device connectivity and data security. It examines how Blockchain can 

enhance the integration and security of IoT systems and provides examples of how 

this is achieved. For instance, Zhao et al. [34] created a wireless monitoring system 

that used a LoRaWAN gateway to send information to the cloud. They used different 

Blockchain methods like Bitcoin-based integration with digital signatures, Ethereum-

based integration with smart contracts and crypto accounts, Hyperledger-based 

integration to improve tracking, and adhoc integration.Big data management plays 

a crucial role in sectors such as finance, healthcare, and education, where secure 

data storage and controlled information sharing are essential. However, this survey 

concentrates specifically on how blockchain technology can mitigate integration and 

security challenges within IoT environments. It further examines blockchain 

consensus mechanisms that safeguard against data manipulation, strengthen 

system security, and enable traceability of transactional activities.      

The paper also explores how Blockchain is used in IoT contexts, demonstrating how 

it can enhance security and integration. In the end, the survey shows how widely 

Blockchain can be used in IoT environments. 

All of these studies addressed and focused on methods. So, Table 1 shows that the 

studies shared the same issue, which is security and privacy, but they selected 

different methods, as shown in Fig. 1. We select a survey to help us discover 

people’s techniques, because users and businesses should tell us what they feel 

about IoT security and how they protect their IoT devices. Our survey aims to 

address these questions and identify which technique is most useful to users. 



 

 

Fig. 1 Security risks in IoT systems and potential solution approaches 

 

 

 

 

 

 

 

 

 

 

 

 

 



Table 1 Studies related to IoT security and privacy 

No. Studies Issues Suggested possible 
solution Main aim 

1 
A Survey of User Perspectives on 
Security and Privacy in a Home 
Networking Environment [10] 

IoT security; security 
and privacy; security 

Further studies to 
secure data Secure data 

2 
A Comprehensive Survey of Threat 
Detection and Mitigation in Layered 
IoT Security Frameworks [6] 

IoT security and 
privacy 

Reinforcement 
learning 

Intrusion detection 
methods in IoT 
environments 

3 
A Survey on IoT Security: Application 
Areas, Security Threats, and Solution 
Architectures [31] 

IoT security and 
privacy BC, fog, EC and ML High security 

4 
A Survey on Security, Privacy, Trust, 
and Architectural Challenges in IoT 
Systems [34] 

IoT security, privacy 
and trust ML, DL, BC and SDN High performance 

5 Lightweight Authentication Methods in 
IoT: Survey [37] 

IoT authentication 
and security 

IOTA blockchain, 
MEC and several 
protocols 

Lightweight 
authentication 

6 
Multi-Access Edge Computing 
Architecture, Data Security and 
Privacy: A Review [57] 

Data security and 
privacy 

Multi-Access Edge 
Computing (MEC) 

Reliable and high-
speed communication 

7 
Exposed by Default: A Security 
Analysis of Home Router Default 
Settings and Beyond [36] 

Default device and 
router vulnerabilities 

Transport Layer 
Security (TLS) Data protection 

8 

Enhancing Security and Privacy of 
Patient Data in Healthcare: A 
SmartPLS Analysis of Blockchain 
Technology Implementation [27] 

Patient data security 
and privacy BC Scalability and 

interoperability 

9 

PUFchain: Hardware-Assisted 
Blockchain for Sustainable 
Simultaneous Device and Data 
Security in the Internet of Everything 
(IoE) [51] 

Device and data 
security 

BC, PUF-enabled 
mechanisms and 
PUFchain 

Scalability and energy 
efficiency 

10 
This survey investigates security 
concerns and protection practices 
among IoT users 

IoT security and 
privacy in user 
environments 

BC, MEC and 
PUFchain 

Scalability, low 
latency and energy 
efficiency 

 

The protocols and methodological approaches summarized in Table 2 are designed to 

reduce security vulnerabilities in IoT environments characterized by multiple addressing 

schemes. They also aim to reduce resource consumption, improve scalability, maintain 

performance and lower latency. The comparison highlights the inherent tension between 

security and energy efficiency and emphasizes the need for continued development of 

secure, scalable and efficient IoT mechanisms. 

 

 

 

 

 

 



Table 2 Comparison of techniques based on significant aspects in the IoT 
environment 

Type Security Energy cost Scalability Performanc
e Low latency 

Secure Edge Mobility Protocol 
(SEMP) Yes Yes Yes Yes Yes 

Blockchain (PoW) [61] Yes Yes No No Yes 

PUFchain [51] Yes No Yes Yes Yes 

BC-edge framework (BlockEdge) 
[47] Yes No Yes No No 

MEC (Blockchain/PoW) [59] Yes No Yes No No 

Edge-of-Things and BC (BEoT) 
[22] Yes No No Yes No 

Proof of PUF-Enabled [50] Yes No No Yes No 

Collaborative DNN-based IDPS 
[58] Yes No No Yes Yes 

BC-edge framework [47] Yes No No No Yes 

DAG-based blockchain (IOTA) [26] Yes No Yes No Yes 

Multi-Access Edge Computing 
(MEC) [57] Yes No No Yes Yes 

OIDC based on the Ethereum 
Blockchain [56] Yes No No Yes No 

However, numerous studies focus on IoT security and privacy across different 

sectors. Only a limited number address the threats faced by individuals and compare 

these with the risks encountered by businesses. As a result, we acquire valuable 

insights into how both individuals and businesses navigate security challenges in the 

IoT domain. This will also deepen understanding of how people use and protect IoT 

applications and devices in domestic settings, professional environments, and across 

various industries. 

 

 

3 IoT ecosystem architecture 

A wide range of industries are currently adopting the Internet of Things (IoT), which 

interconnects everyday services through an extensive, integrated network. IoT links 

people and gadgets to collect data through sensors, as those in a patient's 

monitoring system, webcams, and home plant watering systems, as shown in Fig. 

2. The Perception Layer, which collects data, the Network Layer, which is in the 

middle of the structure and includes devices like routers, and the Application Layer, 

which processes and stores the data and includes devices like the cloud, are the 

three primary components of the Internet of Things. Additionally, it is used in several 



important industries, including healthcare, the military, and finance. Because IoT 

devices lack standardized protocols [16], attacks at the Things layer can target them 

to obtain or fabricate data [13]. This enables any device to connect to them [3]. The 

amount of data produced by these IoT devices is expected to exceed 79. 4 

zettabytes (ZB) by 2025 [7], [14]. By then, Huawei predicts that there will be 

approximately 100 billion IoT devices, with more than a million sensors being added 

every hour [64]. This results in a large volume of data, which poses significant 

security and privacy risks. For example, given the limitations of security measures 

and the wide range of IoT devices, security and privacy are crucial for detecting 

distributed denial-of-service (DDoS) attacks [7]. Furthermore, due to their limited 

computing capacity and energy consumption, IoT devices are generally weak and 

unable to defend against security threats [15]. While the Internet of Things (IoT) 

enhances daily life [12] by streamlining tasks and increasing efficiency, it 

simultaneously introduces significant security and privacy challenges. 

Consequently, the integration of edge computing with IoT presents substantial 

potential to enhance operational efficiency, minimize energy usage [13], [64], 

reduce latency [15], [24], and strengthen privacy protections [15], [13], [63]. Despite 

the persistent security concerns associated with edge computing [15], [38], 

blockchain technology is widely regarded as a viable solution for addressing 

vulnerabilities within IoT ecosystems [14], [20], [54]. 

 

 

 

Fig. 2 IoT ecosystem architecture and common application domains 

 



4 Survey design and data collection 

Initially, we designed the online questionnaires using SurveyMonkey. The survey 

comprised three sections: the first gathers general participant information, 

including location, age, and IoT technology familiarity. The second section, 

Security Practices, explores how participants manage their IoT devices—covering 

updates, password types, and security configurations. The final section, Tools and 

Programs, Concerns and Awareness, prompts participants to share how they 

protect their IoT devices and which tools they employ. We analyzed the survey 

data with SurveyMonkey and validated our findings using SPSS, a software suited 

for data collection, analysis, interpretation, presentation, and organization through 

statistical and mathematical methods. 

The survey was designed primarily for individual users. Business-level data 

collection would require formal approval letters, institutional ethical clearance and 

consent from organizations in each participating country. Therefore, this study 

also draws on prior surveys and studies involving companies and organizations, 

particularly studies that examine how organizations use and protect IoT devices 

in workplace and industry settings. 

The survey was distributed to the general public, with a focus on Arabic-speaking 

individuals. The online survey was completed by 164 respondents from 12 

countries, including Saudi Arabia, Egypt, Tunisia, Kuwait, Qatar, Bahrain, Oman, 

Iraq, Algeria, the United Kingdom, Australia and Turkey. The focus on Arabic 

speakers was selected to address the limited representation of the MENA region 

in prior IoT security survey research. 

 

Another purpose of this survey was to focus on the Arabic-speaking region. 

Although the topic is global, we selected this area because the Middle East and 

North Africa (MENA) region includes a large Arabic-speaking population with 

diverse levels of IoT adoption and cybersecurity awareness. Extensive survey 

research has examined security and privacy issues, including [36], which focused 

on China and collected a total of 393 responses, comprising 322 from China and 

71 from North America and Europe but none from MENA. Therefore, we chose 

the MENA region to redress this gap in the literature. 

The survey focuses mainly on the security tools used by individuals and 

organizations to protect IoT devices, as well as the development of a practical 

protection framework supported by recommendations. In contrast, China-based 

studies often emphasize technical and device-level vulnerabilities, while global 

studies typically focus on conceptual frameworks, behavioral perspectives and 

systematic literature reviews, as shown in Table 3. 

 



 

 

 

 

 

 

Table 3 Comparison between the MENA survey, China-based study, and global 
IoT security studies 

 

Aspect MENA region (this study) China-based study [36] Global studies [10] 

Research type Survey-based empirical study Experimental and technical 
security analysis 

Systematic literature reviews 
and surveys 

Main focus Security tools and protection 
practices used by users 

Device configuration 
vulnerabilities and default 
settings 

Security challenges, user 
perspectives and conceptual 
frameworks 

Study environment Smart homes and mixed IoT 
environments 

Home routers and network 
infrastructure 

General smart-home 
ecosystems 

Data source Survey responses from users 
and organizations 

Analysis of commercial 
devices and configurations 

Multiple academic studies 
and datasets 

Security perspective Practical deployment and 
protection practices 

Technical threat modeling 
and vulnerability discovery 

Behavioral and conceptual 
security analysis 

Identified risks Inconsistent protection practices 
and improper tool usage 

Weak default configurations 
and insecure protocols 

Heterogeneous device 
interaction risks 

Security tools 
considered 

Firewalls, antivirus, IoT 
protection software and network 
security tools 

Router configuration, TLS 
implementation and firmware 
security 

General security mechanisms 
and frameworks 

Regional 
characteristics 

Diverse security maturity levels 
across users 

Device-centric security 
evaluation Non-region-specific analysis 

Main contribution Protection framework and 
practical recommendations 

Security evaluation 
framework for devices 

Identification of research 
gaps and future research 
directions 

 

4. 1 Survey results and analysis 

The survey findings show how participants perceive IoT security, which tools they 

use, and where further support is needed. The analysis also clarifies users' 

awareness of privacy, authentication, firmware updates, network protection and 

device-level security controls in smart-home and related IoT environments. 

The questionnaire was created using SurveyMonkey and distributed to the general 

public, with a focus on Arabic-speaking participants. A total of 164 valid responses 

were collected from 12 countries, including Saudi Arabia, Egypt, Tunisia, Kuwait, 

Qatar, Bahrain, Oman, Iraq, Algeria, the United Kingdom, Australia and Turkey, as 

shown in Fig. 3. 



 

 

 

Fig. 3 Countries represented in the survey responses 

Saudi Arabia, Egypt and Tunisia accounted for the largest shares of responses, with 

approximately 67. 07%, 15. 85% and 6. 10%, respectively. Bahrain and Qatar each 

contributed three responses, while Oman, Iraq, Algeria, Australia and Turkey each 

contributed one response. 

 

Table 4 Percentage and number of survey participants by country 

 

Country Percentage Number of participants 

Saudi Arabia 67.07% 110 

Bahrain 1.83% 3 

Kuwait 3.05% 5 

Oman 0.61% 1 

Qatar 1.83% 3 

Egypt 15.85% 26 

Tunisia 6.10% 10 

Iraq 0.61% 1 

The United Kingdom 1.22% 2 

Algeria 0.61% 1 

Australia 0.61% 1 

Turkey 0.61% 1 

Total 100% 164 

 

Question 2 shows a high level of participation among younger respondents, particularly 

those aged between 18 and 24, who represented more than half of the sample. This 

pattern is consistent with the rapid diffusion of IoT technologies among younger users 



and students. Participation from older groups was lower, indicating that some 

demographic segments are still adapting to IoT technology, as illustrated in Fig. 4. 

 

 

Fig. 4 Age distribution of survey participants 

Most Arabic-speaking participants are familiar with IoT technology, and 127 participants 

also work with it. However, 33 participants do not use it at home or at work, representing 

less than 25% of all participants, as shown in Fig. 5. 

 

 

 

 

 

Fig. 5 Participants who use IoT technology 

Question 4 shows that more than 50% of participants have between 1 and 3 IoT devices. 

However, for 7 devices or more and more than 10 devices, participation is less than 10%, 

indicating that IoT technology is increasing rapidly. Option B indicates that more than 30% 

of participants have between 4 and 6 devices. As shown in Fig. 6. 

 

 



 

 

 

Fig. 6 Number of IoT devices used by participants 

Here we demonstrate how users perceive privacy and security and why these are 

important to them. Privacy refers to protecting information for every IoT device and its 

users [4]. Security encompasses confidentiality, integrity, and access control [4], all of 

which ensure data availability when needed. Privacy and security represent central 

concerns within IoT systems, particularly due to threats such as distributed denial-of-

service (DDoS) attacks [15]. Additional challenges include the limitations of existing 

security mechanisms [7], the heterogeneity of IoT devices [7], [15], constrained 

computational resources [28], and the energy costs associated with implementing 

security measures., 

Survey findings indicate that 38% of participants selected combined privacy and security 

factors as their primary means of protecting data. A further 35% emphasized security and 

privacy concerns, reflecting the strong cultural emphasis on privacy within Arab societies, 

where trust is a significant issue and religious values further reinforce the importance of 

personal privacy [66]. For analytical clarity, security and privacy were treated as separate 

categories. Security alone was selected by 10% of respondents, while privacy alone was 

chosen by 8%, as illustrated in Fig. 7. Although edge computing can help mitigate security 

and privacy risks [14], its capacity to handle large data volumes remains limited, reducing 

its overall effectiveness. In this context, blockchain technology offers a complementary 

solution by facilitating the development of secure, transparent, and trustworthy systems 

capable of addressing security and privacy challenges in edge computing environments 

[8], [14], [45] 

      

 

 



 

 

 

Fig. 7 Participants’ perception of privacy and security 

This question explores the frequency with which participants update IoT device firmware. 

While 20% of participants reported weekly updates and around 23% reported monthly 

updates, a large share update only every few months, rarely or never. This result 

suggests that many users are aware of IoT risks but still require clearer guidance on the 

importance of regular updates, as shown in Fig. 8. 

 

 

 

 

 

Fig. 8 Frequency of IoT firmware updates 

This question assesses users' ability to select strong and unique passwords for IoT 

devices. Half of the participants reported that they always use strong passwords, while 

30% do so sometimes. However, approximately 20% rarely or never use strong 

 

 



passwords, indicating a continuing need for basic security awareness, as shown in Fig. 

9. 

 

 

 

 

 

Fig. 9 Use of strong and unique passwords for IoT devices 

This question examines the security methods that participants use for IoT devices and 

applications. Notably, over 45% of respondents selected option (a) Strong password, 

which relates to encryption types such as Symmetric Encryption (using one shared key) 

and Asymmetric Encryption (employing a public/private key pair). Common password 

encryption techniques include Rivest-Shamir-Adleman (RSA), Data Encryption Standard 

(DES), and Advanced Encryption Standard (AES), among others. In contrast, option (b) 

is regarded as more robust and secure than option (a), as it involves a two-step 

authentication process for accessing IoT devices or applications. Consequently, about 

28% of participants chose (b), indicating that many still find it difficult to secure their IoT 

systems compared to organizations. Additionally, option (c) is an effective technique for 

protecting IoT devices, as it updates programs to identify new vulnerabilities or malware; 

however, less than 10% of respondents selected this option. Furthermore, around 5% of 

participants chose Network segmentation as a way to safeguard their IoT devices. The 

least popular choice is (e) None, which indicates a lack of awareness regarding IoT 

threats, posing a vulnerability. Approximately 7% of participants selected this option. In 

conclusion, while participants generally recognize the risks associated with IoT 

technology, they do not possess enough knowledge to determine the most effective 

methods to secure their IoT devices or applications. They are also aware of potential 

hazards linked to using IoT technology. As shown in Fig. 10. 

 



 

 

 

 

Fig. 10 Security measures used to safeguard IoT devices 

 

In this section, we aim to emphasize the significance of how participants view updating 

their security settings. Option (a) received 20% of responses, producing a similar 

outcome to question 6. Conversely, option (b) attracted less than 20% of respondents. 

Option (c) exceeded 30% of participants, while in question 6, the same option ("Every 

few months") had around 28% of respondents. Therefore, we can conclude that most 

participants typically check the security settings of their IoT devices every two to three 

months. Option (d) accounted for approximately 22% of participants, and about 9% of 

respondents stated that they never review these settings, as illustrated in Fig. 11. 

 

 

 

 

 

 



 

Fig. 11 Frequency of reviewing IoT device security settings 

 

 

In this survey, over 50% of participants chose 'yes' to enable two-factor authentication 

(2FA) in their IoT systems for secure device management. Conversely, around 26% of 

respondents do not implement this method for their IoT systems or applications. The 

option 'Not sure' accounts for approximately 21% of participants, indicating their 

uncertainty regarding this technique and its functionality, as reflected in our earlier 

inquiries. As shown in Fig. 12. 

 

 

 

Fig. 12 Use of two-factor authentication (2FA) for IoT systems 

 

This question focuses on device ownership among the broader public. The most 

common devices were smart appliances, security cameras and smart 

thermostats, used by roughly 40%, 39% and 37% of participants, respectively. 

According to several studies [64], [65], [66] and [45], businesses also commonly 

deploy security cameras and related IoT devices. Smart speakers and smart 

lighting were each reported by roughly 28% of participants, as shown in Fig. 13. 

This part of the survey therefore reflects individual-level IoT use. 

IoT adoption is also expanding in the business sector. The study in [45] shows that 

the United States, Canada, Australia, Singapore and the United Kingdom possess 

essential national infrastructures that can support IoT and Industrial IoT (IIoT) 

deployment in the context of Industry 4.0, as shown in Table 5. Table 6 

summarizes selected fields and locations where IoT technology is used in Arab 

 



countries, although each country has a different level of infrastructure [56], [64], 

[66]-[71]. 

 

 

 

 

 

Fig. 13 Types of IoT devices used by participants 

 

Table 5 Overview of key national infrastructures that may support IIoT 
deployment 

Country Number of fields Fields Ref. 

The USA 16 Industry, finance, healthcare, energy, water and 
transportation systems [45] 

The UK 13 Not specified Not specified 

Canada 10 Not specified Not specified 

Singapore 9 Not specified Not specified 

Australia 8 Not specified Not specified 

 

Table 6 Selected Arab country infrastructure and IoT adoption indicators 

Country Number of 
companies 

Number of 
fields Fields Ref. 

Saudi Arabia 32 9 
Industry, finance, healthcare, 
energy, water, transportation, 
education and agriculture 

[64], [71] 

Egypt - 8 Not specified [56], [67]-[69] 

Tunisia 9 7 Not specified [66], [70] 

Qatar - 9 Not specified [71] 

 



Country Number of 
companies 

Number of 
fields Fields Ref. 

UAE - 9 Not specified [71] 

 

The security of IoT devices and applications fundamentally depends on the network 

through which they operate. This section outlines the types of networks participants use 

to connect their IoT devices. Two primary options were identified, both reflecting users’ 
awareness of IoT-related risks and their level of concern regarding security. 

Approximately 60% of participants reported relying on both their home networks and 

mobile networks supporting 4G and 5G connectivity. Fewer than 10% selected company 

networks, despite generally perceiving them as secure, likely due to strict organizational 

security policies. Meanwhile, more than 10% of respondents identified public networks as 

the least secure option, as illustrated in Fig. 14. 

 

 

 

 

Fig. 14 Types of networks used to connect IoT devices 

 

This question thoroughly explores users' understanding of IoT device security procedures 

and protocols. It also shows the number of tools they employed. Therefore, precisely 40% 

of respondents use antivirus software to protect their Internet of Things devices. However, 

roughly 27% of participants activated the firewall to secure their gadgets. Approximately 

20% of participants reported using VPNs to establish secure connections for their 

devices, recognizing this as an effective method for protecting data exchanged between 

two endpoints. In addition, more than 20% indicated that they rely on IoT-specific security 

software to safeguard their devices. Notably, none of the participants selected the option 

indicating that they use no additional security measures in the corresponding survey 

option. As Fig. 15 demonstrates, less than 5% of respondents selected other tools, while 

more than 20% indicated that they do not use any specific program or tool to secure their 

 



devices. The majority of users recognize the importance of employing security tools 

(programs, protocols, or approaches) to safeguard their IoT devices from IoT risks. 

 

 

 

Fig. 15 Tools and programs used to secure IoT devices 

 

Question 14 examines participant satisfaction with the tools and programs used to secure 

IoT devices. Fewer than 25% of respondents were very satisfied with their current 

methods. More than 40% were satisfied, while approximately 27% reported a neutral 

position. A small proportion were unsatisfied or very unsatisfied, indicating that existing 

tools still need to become clearer, more reliable and easier to use, as depicted in Fig. 16. 

 

 

 

Fig. 16 User satisfaction with IoT security tools and programs 

 

 

 



The main issues people face with IoT devices are outlined here. Over 50% of participants 

worry about privacy invasion, more than 49% about data theft, and around 46% are 

concerned about device hacking. To protect user data, all concerns highlight the need for 

strong security, which is considered the primary issue in the Internet of Things. According 

to [45], [64], [65], [66], [67], security is not only a concern for regular users but also for 

governments. Consequently, various studies have sought to find effective solutions for 

IoT risks such as Edge-of-Things and BC (BEoT) [19], Multi-Access Edge Computing 

(MEC) [57], and (DAG)-based blockchain like IOTA [62]. However, over 20% of 

participants are worried about losing control over their devices, and about 1% remain 

uncertain about their concerns regarding IoT security, as shown in Fig. 17. 

 

 

Fig. 17 Main concerns when using IoT devices 

 

This question reveals the extent of users' awareness regarding IoT device security. 27% 

of participants are extremely knowledgeable about how to secure their IoT devices, while 

about 33% are somewhat informed. Additionally, 31% of respondents to option (c), “Not 
very experienced, ” stated that they lacked sufficient experience to handle configuring 
security on their IoT devices. Around 9% of respondents selected option (d), which is “not 
at all knowledgeable”. Overall, approximately 60% of participants have the knowledge 

necessary to secure their devices and protect their data, which is adequate to reduce IoT 

risks. Moreover, this percentage is considered excellent, reflecting the level of user 

awareness of IoT security, as shown in Fig. 18. 

 

 



 

 

 

Fig. 18 User knowledge of IoT device security 

 

Resources that could help users protect IoT devices more effectively are summarized in 

Fig. 19. Guides/tutorials and security checklists received the highest levels of support, at 

approximately 48% and 50%, respectively. Professional consultations and workshops or 

webinars were also identified as useful resources. 

 

Fig. 19 Resources that can help users secure IoT devices 

 

 

This section highlights that users' primary concern when using IoT devices is data privacy. 

Over 50% of respondents identified data privacy as their main worry. Furthermore, 

"Unauthorized Access" is selected by nearly 47% of respondents as the main threat to 

IoT security. About 27% of respondents chose "Device malfunction, " indicating that 

 

 



devices may sometimes experience issues. The "Network security" option receives 40% 

of responses, which is less than the "Data privacy" option, as shown in Fig. 20. This 

suggests that users focus more on protecting their data than on the security of their 

network. However, the network security concern is still significant. According to [64], 52% 

of 328 businesses are worried about security and privacy. Additionally, developers are 

primarily concerned with this issue [66]. Since hacking and data theft could have severe 

consequences for users, researchers and developers should prioritize developing 

methods to reduce IoT risks. 

 

 

 

Fig. 20 Primary concerns about IoT security 

 

This question directly supports the main objective of the study by showing that both 

individuals and organizations require stronger guidance and practical tools for IoT 

security. Approximately 55% of respondents expressed a need for more information on 

security tools, while 31% selected professional security assessment and 22% selected 

community support groups, as shown in Fig. 21. 

 

 

 

 



 

Fig. 21 Options that can help users improve IoT security practices 

 

 

5 Recommendations 

Based on the survey findings, we recommend combining user-oriented security tools 

with IoT applications and devices. Recommended mechanisms include strong 

authentication, regular firmware updates, firewall protection, VPNs, network 

segmentation and IoT-specific security software. In organizational settings, 

blockchain and edge computing can also strengthen confidentiality, data integrity and 

authentication while helping to address latency and scalability constraints [4], [14], 

[15], [45]. These recommendations are summarized in Tables 7 and 8. 

 

Table 7 Techniques for safeguarding data in IoT devices 

 

No. Tool used Technique Latency Security 

1 IoT-specific security 
software 

Secures IoT applications and 
devices 

Depends on the number of 
IoT devices Yes 

2 Firewall Works as a filter Yes; scanning may add 
delay Yes 

3 VPN Secures connections and 
transactions 

Depends on distance and 
technology Yes 

4 Antivirus software Works as a filter Yes; scanning may add 
delay Yes 

5 Two-factor authentication 
(2FA) Requires two authentication steps Yes; authentication adds 

delay Yes 

6 Network segmentation Distributes network load and reduces 
congestion 

No; it can reduce 
congestion when 
configured properly 

Yes 

7 Strong passwords 
Protects access credentials but does 
not by itself secure data or 
transactions 

No; single-step access No 

 

  



Table 8 Comparison of technologies based on security, energy cost, 
scalability, performance and latency 

Technology/protocol Security Energy cost Scalability Performanc
e Latency Ref. 

IoT apps/devices Weak Low Low Low Yes [28], [31], [37], 
[66] 

EC Medium High No High No [15], [38], [40], 
[62] 

BC Strong Depends on 
complexity Yes High Depends on 

complexity 
[14], [19], [20], 
[45], [72] 

PUFchain, PoW, PUF-

enabled, BEoT, 

BlockEdge and BC-edge 

frameworks 

See Table 
2 See Table 2 See Table 2 See Table 2 See Table 2 Table 2 

 

 

The comparative analysis demonstrates that the proposed MENA-based study 

addresses an important gap between technical security research and conceptual security 

studies. While technical studies provide detailed insights into vulnerabilities, and global 

surveys provide theoretical frameworks, the present work contributes a practical 

perspective by analyzing how security tools are actually used in real environments. This 

enables the development of recommendations that are more applicable to real-world 

deployments, particularly in emerging IoT markets within the MENA region. 

Table 9 Comparative security recommendations 

Category MENA region 
recommendation 

China study 
recommendation 

Global studies 
recommendation 

Device security 
Encourage adoption of 
security tools and regular 
updates 

Improve secure default 
configurations 

Standardized device security 
architecture 

Network protection Promote firewall usage and 
network segmentation 

Enforce secure firmware 
updates and TLS 
implementation 

Multi-layered security models 

Manufacturer role Provide simplified and 
accessible security tools 

Strengthen default security 
settings 

Develop interoperable 
security standards 

Framework direction User-centric protection 
framework 

Device-centric evaluation 
framework 

Holistic ecosystem security 
frameworks 

 

 

6 Conclusion 

As the Internet of Things (IoT) continues to expand into various sectors, including 

healthcare, smart homes, and industrial applications, significant security and privacy 

challenges arise. This study has highlighted the pressing concerns individuals and 



organizations face regarding IoT security, reflecting a strong preference for privacy 

over security measures. Survey results indicate that a majority of respondents 

prioritize methods to enhance the security of their existing devices rather than 

investing in newer technology. Moreover, despite general awareness of the IoT 

landscape, many users still lack adequate knowledge and tools for effectively 

safeguarding their devices. Nevertheless, the research conducted by Ratna (2020) 

highlighted numerous challenges to the deployment of IoT, including security issues, 

costs, infrastructure limitations, and IoT quality. Furthermore, security and scalability 

have emerged as urgent issues for essential infrastructures in the context of Industry 

4.0 [45]. To address these vulnerabilities, it is imperative to adopt comprehensive 

security frameworks that integrate advanced technologies like blockchain and edge 

computing. Such solutions can provide robust protection through decentralization, 

improved authentication, data integrity, and user privacy. Continued research and 

development in security protocols are essential to create a safer IoT ecosystem. 

Engaging stakeholders and raising awareness about IoT security measures will also 

empower users to make informed decisions, ultimately fostering a more secure digital 

environment. 
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