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Purpose and scope
The Corporate Digital Responsibility Disclosure Index (CDRDI) measures the breadth of voluntary Corporate Digital Responsibility (CDR) disclosure in firm-year reports. The index comprises 47 binary disclosure items organized across six dimensions: Data Privacy and Security; Digital Ethics; Digital Environmental Impact; Digital Inclusion, Access and Awareness; Digital Governance and Transparency; and Responsible Innovation, Deployment and Economic Conduct. The instrument was refined following pilot coding and is designed to capture observable disclosure in core corporate reports rather than the quality, effectiveness, maturity, or external assurance of the disclosed practices.
Coding protocol
The primary document analyzed is the Universal Registration Document (URD) for the relevant financial year. Information contained in a contemporaneous annual report, integrated report, or sustainability report is considered only where the URD explicitly refers to and substantively incorporates the relevant disclosure. Information available solely through external hyperlinks, corporate webpages, or non-incorporated documents is not coded. Each item is scored at the firm-year level. A value of 1 is assigned where the report provides specific and substantive disclosure corresponding to the item definition; otherwise, the item is scored 0. Specific and substantive disclosure requires more than a generic statement, broad commitment, or simple assertion of legal compliance. For example, a statement that the firm complies with GDPR is insufficient unless accompanied by information on the relevant process, mechanism, governance arrangement, control, program, standard, or implementation practice. The coding captures the presence of disclosure rather than its quality or effectiveness. Formal policies qualify where they are described with sufficient specificity, but a detailed account of established practices, processes, or programs may also satisfy an item. Inference is used cautiously and only where the disclosed information strongly and directly indicates the presence of the item. Coding is based on disclosures relevant to the financial year under analysis.
Scoring
Each item is scored at the firm-year level using the binary disclosure rule below.
CDR_ITEMijt = 1 if firm i discloses item j in year t; 0 otherwise.
The aggregate CDR disclosure score and index are calculated as follows.
CDR_SCOREit = Σj=147 CDR_ITEMijt
CDR_INDEXit = CDR_SCOREit / 47 = (Σj=147 CDR_ITEMijt) / 47
Dimension-level scores are calculated as the sum of disclosed items within each dimension divided by the number of items assigned to that dimension.
DIMENSION_SCOREdit = (Σj∈d CDR_ITEMijt) / nd
In the dimension-level formula, d denotes the relevant CDRDI dimension and n_d denotes the number of items assigned to that dimension.
Table OR2. Corporate Digital Responsibility Disclosure Index checklist
Data Privacy and Security
	Item
	Disclosure item
	Operational definition

	DP1
	Data privacy commitments
	Substantive discussion of data privacy commitments, including how privacy principles are operationalized, governed, or embedded in organizational practice.

	DP2
	Data breach preparedness and response
	Disclosure of breach-preparedness or response arrangements, such as simulations, incident-response teams, dedicated cybersecurity units, notification procedures, or stakeholder-support processes.

	DP3
	Cybersecurity frameworks or measures
	Identification of cybersecurity frameworks, certifications, protocols, investments, programs, or technical and organizational measures, such as ISO 27001, NIST, or equivalent arrangements.

	DP4
	Data minimization and purpose limitation
	Description of practices, controls, review processes, or examples showing how data minimization or purpose limitation is implemented beyond general regulatory compliance.

	DP5
	Government or third-party data requests
	Disclosure of a policy, process, or transparency commitment for handling government or third-party requests for data.

	DP6
	Data encryption or security standards
	Description of data-storage security methods, encryption standards, encryption protocols, or equivalent technical safeguards applied to relevant data, systems, or services.

	DP7
	User data control or portability
	Disclosure of rights-management tools, platform features, access mechanisms, dashboards, portability options, or other arrangements that enable users or stakeholders to exercise meaningful control over their data.

	DP8
	Data stewardship and lifecycle management
	Description of data stewardship programs, responsible data-management frameworks, ethical review processes for new data uses, or lifecycle-based governance of data collection, use, retention, sharing, or deletion.

	DP9
	Third-party data risk management
	Disclosure of processes for assessing or managing privacy and security risks associated with suppliers, vendors, partners, processors, or other third parties.

	DP10
	Data unlinkability and intervenability
	Disclosure of technical or policy measures that limit cross-domain data linking or enable intervention in processing, such as anonymization, pseudonymization, preference centers, or comparable privacy-enhancing mechanisms.

	DP11
	Data consent mechanisms
	Description of how meaningful consent is obtained, managed, renewed, or withdrawn, including clarity of information, granularity of choice, ease of withdrawal, or consent-management mechanisms.



Digital Ethics
	Item
	Disclosure item
	Operational definition

	DE1
	Ethical AI or digital-technology guidelines
	Disclosure or substantive summary of ethical guidelines, principles, charters, or codes governing AI, algorithms, automated decision-making, or digital technologies.

	DE2
	AI bias identification and mitigation
	Disclosure of processes, tools, reviews, audits, or governance arrangements for identifying, assessing, monitoring, or mitigating bias in AI systems, algorithmic models, or data practices.

	DE3
	Transparency and explainability in automated decision-making
	Disclosure of policies or practices intended to make significant automated or AI-driven decisions transparent, explainable, intelligible, or contestable for affected individuals or stakeholder groups.

	DE4
	Digital well-being initiatives
	Disclosure of programs or measures addressing digital well-being or adverse digital effects for users, employees, customers, or other stakeholders, including digital overload, harmful online behavior, or unsafe technology use.

	DE5
	Independent digital ethics oversight
	Disclosure of an ethics advisory body, review panel, committee, external expert group, or formal review process for digital ethics, AI ethics, or algorithmic accountability with some degree of independence from routine operational management.

	DE6
	Mis- and disinformation measures
	Disclosure of actions addressing misinformation or disinformation related to the firm's activities, platforms, services, or communications, including content-governance policies, verification initiatives, or external partnerships.

	DE7
	Ethical robotics or automation deployment
	Disclosure of ethical principles, guidelines, or considerations for robotics or automation deployment, particularly where such technologies affect human interaction, labor processes, stakeholder rights, or social values.

	DE8
	Ethical digital surveillance
	Disclosure of policies, limits, or governance arrangements for digital surveillance, monitoring, tracking, or behavioral analytics, including employee monitoring or customer tracking beyond security needs or basic legal compliance.

	DE9
	Human-centred technology design
	Disclosure of principles, processes, or practices indicating that digital technologies are designed around human values, user well-being, human oversight, human-centric AI, or comparable commitments.

	DE10
	Digital self and user autonomy
	Disclosure of policies, design choices, or governance arrangements intended to protect user autonomy, identity, agency, or digital freedom beyond standard data-access or data-control rights.



Digital Environmental Impact
	Item
	Disclosure item
	Operational definition

	DEI1
	Carbon footprint of digital operations
	Quantified energy use or carbon emissions attributable to digital operations, corporate IT, data centers, networks, or digital infrastructure, or substantive discussion of measures to reduce their environmental footprint.

	DEI2
	E-waste management
	Disclosure of collection, recycling, refurbishment, reuse, or take-back programs for ICT equipment, digital hardware, electronic products, or digital devices.

	DEI3
	Renewable energy for digital infrastructure
	Disclosure of targets, achievements, procurement, or investments in renewable energy for data centers, IT networks, or comparable digital infrastructure.

	DEI4
	Circular economy for digital products or hardware
	Disclosure of circular economy practices for ICT hardware, digital equipment, digital products, electronic devices, or digitally enabled products, including eco-design, recycled materials, repairability, reuse, refurbishment, or take-back schemes.

	DEI5
	Water efficiency in data centers
	Disclosure of measures, targets, or indicators related to water-use efficiency in data centers or significant digital infrastructure.



Digital Inclusion, Access and Awareness
	Item
	Disclosure item
	Operational definition

	DIA1
	Bridging external digital divides
	Disclosure of initiatives, partnerships, investments, or programs that improve digital access, technology provision, connectivity, or participation for underserved communities or digitally excluded groups.

	DIA2
	Digital literacy and skills programs
	Disclosure of programs that develop digital literacy, digital skills, data skills, cybersecurity awareness, or technology capabilities among employees, customers, communities, suppliers, or other stakeholders.

	DIA3
	Accessibility of digital products and services
	Disclosure of accessibility features, standards, design principles, testing procedures, or dedicated efforts to improve the accessibility of digital products, websites, applications, platforms, or online services.

	DIA4
	Digital tools for social cohesion or empowerment
	Disclosure of initiatives using digital tools, platforms, or technologies to foster social inclusion, community cohesion, empowerment, participation, or support for vulnerable groups.

	DIA5
	Fair access to digital hardware, software, or connectivity
	Disclosure of initiatives facilitating access to digital hardware, software, internet connectivity, or comparable digital resources for underserved stakeholders, employees, communities, or user groups.

	DIA6
	Consumer or user education on digital risks
	Disclosure of programs or resources that educate consumers, users, or other stakeholders about digital risks and safe digital practices, including cybersecurity, privacy, online safety, fraud prevention, or responsible technology use.



Digital Governance and Transparency
	Item
	Disclosure item
	Operational definition

	DGT1
	CDR governance structure or oversight
	Disclosure of a governance structure, board-level responsibility, management role, committee, or oversight arrangement explicitly responsible for, or substantively covering, CDR, digital ethics, AI ethics, data governance, or comparable digital responsibility issues.

	DGT2
	Digital infrastructure reliability and resilience
	Disclosure of information or metrics on the reliability, continuity, resilience, availability, or business-continuity arrangements of critical digital infrastructure, operational technology, digital systems, or cybersecurity-relevant infrastructure.

	DGT3
	Stakeholder engagement on CDR issues
	Disclosure of mechanisms, consultations, dialogues, materiality processes, or engagement activities with stakeholders specifically concerning CDR, digital ethics, AI, data governance, cybersecurity, digital inclusion, or comparable digital responsibility themes.

	DGT4
	Algorithmic impact assessments
	Disclosure of processes, procedures, or summary findings from ethical, societal, human-rights, privacy, or stakeholder-impact assessments of significant AI systems, automated decision tools, algorithms, or data-intensive digital technologies.

	DGT5
	Digital business model transparency
	Disclosure of how digital operations, platforms, data, algorithms, or digital services contribute to value creation or revenue generation, particularly where data sharing, data monetization, platform activity, or digital intermediation is relevant.

	DGT6
	CDR-related codes, standards, or initiatives
	Disclosure of adherence to digital-responsibility codes, standards, industry principles, AI ethics initiatives, cybersecurity commitments, multi-stakeholder initiatives, or comparable self-regulatory or co-regulatory frameworks.

	DGT7
	CDR policy enforcement and escalation
	Disclosure of mechanisms for reporting, escalating, investigating, or remediating violations of CDR, digital ethics, data governance, AI, cybersecurity, or comparable digital responsibility policies.



Responsible Innovation, Deployment and Economic Conduct
	Item
	Disclosure item
	Operational definition

	RIT1
	Impact assessments for new digital technologies
	Disclosure of a formal process for ethical, social, human-rights, stakeholder, or societal impact assessment before deploying significant new digital technologies, beyond purely technical, security, or operational review.

	RIT2
	Employee reskilling or transition for automation
	Disclosure of retraining, upskilling, redeployment, transition, or workforce-support programs for employees affected by automation, digitalization, robotics, AI, or technological transformation.

	RIT3
	Digital social innovation or tech for good
	Disclosure of investments, partnerships, projects, or programs using digital technology for explicit social, environmental, humanitarian, public-interest, or community benefit.

	RIT4
	Collaboration on responsible digital practices
	Disclosure of collaboration with universities, NGOs, industry peers, standard-setting bodies, regulators, civil society, or other external actors to develop, promote, or implement responsible digital practices or standards.

	RIT5
	Fair competition in digital markets
	Disclosure of commitments, policies, governance measures, or practices concerning fair competition specifically in digital markets, platforms, data-driven markets, or digitally mediated business models.

	RIT6
	Non-discriminatory digital pricing
	Disclosure of policies or commitments addressing unfair or discriminatory pricing through digital tools, algorithmic pricing, personalized pricing, or data-driven pricing mechanisms.

	RIT7
	Interoperability and openness
	Disclosure of commitments to interoperability, open standards, portability, compatibility, open ecosystems, or user choice in relation to digital products, platforms, services, or systems.

	RIT8
	Liability and accountability for digital harms
	Disclosure of the firm's approach to responsibility, liability, remediation, or accountability for harms caused by digital products, services, algorithms, automated systems, or data-intensive technologies.


Note. Each item is scored 1 where the firm-year report provides specific and substantive disclosure consistent with the operational definition, and 0 otherwise. General statements, vague commitments, or unelaborated legal-compliance language are insufficient. For the Digital Environmental Impact dimension, disclosure must clearly and substantively link the environmental measure to digital infrastructure, digital products, digital services, ICT equipment, data centers, networks, or other digital operations. Source: Author's CDRDI coding protocol.
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