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| This research addresses the fragmented development landscape of Tiny
 Machine Learning (TinyML) in resource-constrained IoT devices.
- Through a systematic review of 35 publications, five core research gaps
.are identified: standardized benchmarking, systematic co-design,
Ilifecycle management,  security  integration, and  toolchain
| interoperability. The proposed TinyML-CoDE framework integrates
| constraint-aware specification, hardware-model recommendation,
|automated  optimization, unified benchmarking, and lifecycle
- management. Expected benefits include 30% reduction in development
-time and 25% improvement in performance efficiency, enabling scalable
| deployment in industrial and healthcare [oT applications.

The rapid expansion of IoT demands intelligent, low-power computing

at the edge,
(TinyML) on microcontrollers. While TinyML enables Al on devices
with <IMB memory and milliwatt power budgets, its development is
hindered by toolchain fragmentation, unreliable evaluation methods,
and poor hardware-software compatibility. Current TinyML
development relies heavily on manual tuning and siloed tools, leading
to prolonged development cycles, suboptimal solutions, and limited
scalability. This paper addresses these challenges by proposing
a systematic co-design framework to streamline development, enhance
efficiency, and ensure reproducibility.
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RQ1: How can standardized benchmarking enable fair comparison
across diverse hardware?

RQ2: What systematic co-design principles optimize hardware-software
integration?

RQ3: How can toolchain
complexity?

interoperability reduce development

RQ4: What lightweight security measures are feasible for resource-
constrained deployments?

RQS5: How can lifecycle management sustain TinyML systems at scale?

RQ6: How does

maintainability?
L

systematic co-design improve efficiency and

RO1: Design a unified benchmarking model for TinyML across
accuracy, latency, memory, and energy.

RO2: Develop a systematic co-design approach considering
hardware-software constraints.

RO3: Design an interoperable toolchain for seamless TinyML
development.

RO4: Implement lightweight, resource-aware security solutions.
ROS: Build lifecycle management tools for deployed TinyML
systems.

ROG6: Validate the framework through industrial and healthcare case
studies. I
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Hardware Diversity: MCU platforms vary in compute, power,
connectivity, and cost.
Software =~ Fragmentation: =~ Incompatible  toolchains lead to

accuracy/performance losses.

Optimization Challenges: Quantization, pruning, and NAS methods are
hardware-specific.

Generalization Issues: real-world -

conditions.

Lab-optimized models fail in

Methodological Shortcomings: Only 22% of studies are reproducible; |
15% include energy measurements. |
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I 1. Standardized Benchmarking — Limited reporting of energy, memory,
and latency metrics

| 2. Systematic Co-Design — Lack of formal methodologies linking models

i and hardware

- 3. Lifecycle Management — Focus on deployment rather than long-term

- maintenance

. 4. Security Integration — Security often treated as an afterthought

I'5. Toolchain Interoperability — Fragmented tools increase development
complexity

Constraints Solution

Standardized

I
I
I
I
I
I
I
I
! Benchmarking Gap
I
I
I
I
I
I
I
I
I

Core Development Gaps ESP32- High compute High power
class and connectivity consumption
\ 4 A 4
Systematic Co-Design Toolchain
Gap Interoperability Gap Higch-
STM32H7 & Moderate energy
4 class EECIes efficienc
MCU v
> Deployment Gaps <
T nRF52- Ultra-low power Limited compute
\ 4 v class and wireless capability
Security Integration Lifecycle Management
Gap Gap Apollo3- Ultra-low power Lower processing
1 x | class operation speed
Deployment
Callenges RP2040- LoW cost, Wit e
class flexible I/O I

| This study follows a design science approach in three integrated
phases

| Systematic Review — Analysis of 35 publications (2020-2025) on
- TinyML implementation challenges.

Framework Design — Iterative development of the TinyML-CoDE
| framework based on identified gaps.
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I
 Validation Planning — Preparation for real-world case studies and |
comparatlve benchmarking. |
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I TinyML-CoDE is a structured co-design and evaluation framework that connects

| application requirements, hardware selection, model development, optimization,

i benchmarking, and lifecycle support.
Core components:

I 1) Constraint-Aware Specification

I 2) Hardware—Model Recommendation

| 3) Automated Optimization

- 4) Unified Benchmarking Suite

5) Lifecycle Management
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The TinyML-CoDE framework is expected to significantly improve theI
efficiency and reliability of TinyML development. By enabling.
systematic hardware—software co-design and unified evaluation, the
framework reduces development complexity while improvingl
performance and energy efficiency.

Development time ~30% reduction

Performance efficiency ~25% improvement

Model accuracy ~5% improvement

Energy efficiency ~25% improvement

Deployment success rate ~20% increase

A. Implementation Phases B. Validation Approach

Complmentary methods:
* Comparative analysis (benchnaking)

Phase 1 (Months 1-6):
Protoype Development

; ; w * Case studies (industrial monitoring, healthcare
Recommentation engine
Measures of Success
Phase 2 (Months 7-12): = 3
Integration Pipeline Decreased development time
Maximize TinyML tool efficiacy * Improved performance
* Increased reliability

Recommentation engine

Phase 2 (Months 7-14): S
tlntegrati(fn Pipeline JJ C. Implementation Challenges

* Hardware hetereereity
* Ecosystem adoption barriers
[ Phase 4 (Motyas) E

Lifecyle & Security * Measurement consistencs

Management & Security Measures

Mitication Strategies
" * Open-source creation
Months 24 * Hardware manufacturer callaboration
* Integration with existing TinyML ecosstems

Months O 12 12 18

| The paper reveal the various issues that are inherent in the development
| of TinyML such as a lack of toolchain frag- mentation, evaluation
i inconsistency, and hardware-software mismatches and proposes the
- TinyMLCoDE framework as an answer to these problems. The
. framework provides a methodological design of TinyML development,
I which includes specification constraint-conscious, co-design, automated
| design, standard benchmarking, and man-conscious.
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| The focus of future research will be on a step one step implementation plan |
land confirmation. Short term (0-12 months): This period will be focused |
lon the development of prototypes of benchmarking and the creation of |
|partnerships. with industry partners The emphasis will be on optimization |
(improvements and introducing lightweight security features that are;
-specifically relevant to resource-constrained settings in the medium term -

IThe work will focus on full MLOps integration, building the community- |
| driven standardization, and creating automated and privacy-aware co- |
| design methods in the long term.

Implementation & Validation Roadmap (2026-)
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Short-Term (0-12 months) Medium-Tem (1-3 years) Medium-Term (1 years Long (> years)

+ Prototype Development

(Benchbrmckring) + Industry Partnerships
+ Industry Standiniration
+ Optimized & Lightweight Security

Full MLOPps Integration
Community-Driven

+ Advanced Features
Wider Adoption & Impact

Community-Driven
Standoktiod Co-Design
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