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Abstract

With advanced image generation techniques and rapidly evolving deep learn-
ing technology, deepfakes have become a significant concern, with increasingly
realistic fake content on social media impacting people’s lives. Deepfakes raise
serious identity and trust issues, as they are frequently used to spread misin-
formation, manipulate public opinion, damage reputations, and most concerning
child abuse via cyberbullying. What makes this threat even more alarming is that
such fabricated content is not only relatively easy to produce but also extremely
difficult to detect. To address this issue, we developed a robust ensemble method
with and without a Squeeze-and-Excitation (SE) block to detect real vs fake
images. In this study, we employed pretrained convolutional neural networks
(CNNs), specifically VGG19 and ResNet50, in our ensemble model. To further
enhance the model, we incorporated a channel-wise attention mechanism (SE
block) that recalibrates channel-wise features, and allows the network to focus on
the most informative feature maps. The two models we developed are VGG19-
ResNet50 and VGG19-ResNet50-SE. We trained and evaluated these models
on our own CCD-FusedFaces dataset and to evaluate generalization we tested
these models on 140k-Real-And-Fake Faces. Additionally, we performed domain-
enhanced training to improve the models’ generalization capability. Our results



demonstrated that our models achieved exceptional performance, with VGG19-
ResNet50-SE (Fusion Model with Attention) achieving 99.50% test accuracy
and VGG19- ResNet50 with Partial Fine-Tuning achieving 99.41% test accu-
racy on the CCD-FusedFaces dataset, significantly outperforming state-of-the-art
methods.

Keywords: Ensemble model, VGG19, ResNet50, Squeeze-And-Excitation Block, SE
Block, Deepfake Image detection, CCD-FusedFaces, 140k-Real-And-Fake Faces, Cyber
Bullying, Child Abuse

1 Introduction

Deepfakes are becoming increasingly prevalent across social media and other digital
platforms. These manipulated media can take various forms, including audio, images,
and videos. While the technology behind deepfakes has potential for creative and edu-
cational applications, its misuse poses serious threats; especially in sensitive domains
such as law enforcement, identity theft, cyberbullying, misinformation campaigns,
defamation of public figures, and, most alarmingly, child abuse via cyberbullying. This
work primarily focuses on identifying and protecting children from threats like online
child abuse and cyberbullying in the digital age.

Deepfake technology is increasingly used to create non-consensual, Al-generated
child sexual abuse material (CSAM), contributing to digital forms of child abuse. The
malicious actors use deepfakes to fabricate realistic pornographic content involving
children, often using altered images or likenesses of real minors. This causes severe
psychological and reputational harm to victims [1, 2]. The advancements in digital
technology, especially generative Al and deepfakes, are enabling the creation and distri-
bution of highly realistic, Al-generated child sexual abuse material (CSAM), posing a
grave threat to child safety. Offenders exploit open-source Al tools to produce synthetic
images that mimic real child abuse by often sharing techniques and models on dark
web forums to bypass content moderation and legal restrictions. The digital deepfake
technology is not only fueling harmful fantasies but also expanding the ecosystem of
child abuse, demanding urgent legal and policy responses worldwide [2]. Additionally,
with the widespread popularity of online games, particularly among younger children
and teenagers, there is growing concern. Many children are naturally outgoing, curious
and sociable, but they lack the maturity and awareness needed to understand the risks
of digital interactions. As a result, they often interact with strangers online and engage
in multiplayer games without understanding the potential consequences. During inter-
action over online games or other social media platforms, children may unknowingly
share personal information through in-game chats, or they might participate in video
calls or voice chats, sharing personal information or photos. They are often unaware
that not everyone they interact with online is trustworthy. Malicious individuals such
as predators or cyberbullies, may target these children, record their interactions, and
exploit the shared content. Such attackers can use this personal data to create fake
images, voice clips, or videos through deep fake technology. They may use fake audio



or video impersonating a child’s parents to deceive and manipulate them into tak-
ing harmful actions. Manipulated content is increasingly being used to threaten or
blackmail children and attackers often claiming they will share the fake content with
the child’s school or peers. Fearing public embarrassment and humiliation, the child
may feel pressured to comply with the demands. This can lead to serious emotional
consequences, including anxiety, depression, and mental-health issues. In more severe
cases, abusers may use deepfakes to blackmail a child’s parents, escalating their threats
by demanding money through fabricated and manipulative content. The real-world
examples, such as a case in North Carolina where a child psychiatrist used Al to con-
vert school photos of children into explicit content and another in Quebec where a
man was sentenced for producing synthetic child pornography using deepfake tools
and images from social media. The study emphasises how digital exploitation, even
without AT can lead to severe psychological distress and suicide. These cases illustrate
how deepfakes intensify existing threats, making it easier to fabricate realistic abuse
content and target children without their knowledge or consent [3]. Although parents
play a vital role in protecting their children through parental controls, supervision,
and education. The responsibility cannot rest on families alone. As researchers and
technologists, we share the duty to address these challenges by developing robust deep
fake detection tools by enhancing child-centered online safety measures, and raising
public awareness. Since, deepfakes are increasingly being used to exploit vulnerable
individuals, especially children. It is imperative that, we create effective solutions to
detect and prevent such threats to ensure a safer digital environment. Additionally,
urgent global action is needed through legal reforms, public education, and stronger
content moderation by platforms to address this alarming form of digital child abuse.

To address this issue, we propose a generalizable and efficient deep learning ensem-
ble model and to test the robustness of the model, we aim to generate a custom
synthetic dataset named Center of Cyber Defense (CCD)-FusedFaces using an open-
source Al tool called Face Fusion [4]. The motivation behind generating our own
dataset is to contribute to the research community by providing diverse and realis-
tic samples, that can support the development and evaluation of deepfake detection
models across various manipulation techniques. In the context of addressing cyber-
bullying and child abuse cases, the dataset will not only include images of male and
female indviduals across different age groups such as younger and older adults but
also images of children specifically school-aged children and teenagers, thus allows
us to test the model’s effectiveness in scenarios involving minors. In this study, we
employed a combination of two pretrained Convolutional Neural Networks (CNN)
models namely Visual Geometry Group (VGG19, a lightweight model) and a Residual
Network (ResNet-50, a heavier model). The motivation behind choosing VGG19 lies in
its uniform architecture and low computational cost. However, to address the trade-off
between accuracy and efficiency, we incorporated ResNet-50, a powerful architecture
known for extracting deep semantic features in image classification tasks. Although
VGG19 and ResNet50 have been used individually or in combination with other mod-
els for image classification and deepfake detection tasks, to the best of our knowledge,
there is no prior work that explicitly explores an ensemble model combining VGG19



and ResNet50. Moreover, numerous ensemble models exist, but they lack model gen-
eralization capabilities[5] [6]. To address this gap, we developed an ensemble model
by integrating both architectures, with and without the inclusion of a Squeeze-and-
Excitation (SE) block, using domain-enhanced training. This allowed us to investigate
how effectively these pretrained models can be leveraged to construct a more efficient
and robust ensemble for deepfake detection. VGG19 is chosen for its computational
efficiency, requiring less processing power and offering faster inference times, making
it ideal for systems with limited hardware or real-time applications. In recent stud-
ies, VGG19 has consistently achieved high accuracy of 95% for deepfake detection
tasks. Its pretrained availability on ImageNet dataset facilitates efficient fine-tuning for
transfer learning. Moreover, VGG19 has demonstrated strong generalizability across
diverse deepfake datasets [7][8][9][10]. On the other hand, ResNet-50 was chosen for
this study, as it is a popular deep learning model that effectively addresses the vanish-
ing gradient problem through its residual connections. The model also ensures efficient
gradient flow by enabling deep architectures to learn complex patterns. This struc-
ture allows ResNet-50, to capture both high-resolution visual features and essential
semantic cues, making it particularly effective in identifying the subtle facial manip-
ulations typical of deepfake imagery. Its depth and robust feature learning make it
adept at extracting nuanced expressions and inconsistencies in synthetic faces. Prior
studies [11] [12] [13] have also highlighted its strength in deepfake detection.

In this study, VGG19 and ResNet50 were used as baseline models and served
as feature extractors. We evaluated their performance individually as well as in
combination(VGG19-ResNet50) called Fusion Model, both with and without the
integration of Squeeze-and-Excitation (SE) blocks. A custom classifier (MLP) was
employed for binary classification purposes. The models were trained and tested on two
datasets: our own custom dataset,CCD-FusedFaces and an open source dataset, 140k-
Real-and-Fake-Faces[14]. This ensemble model architecture was designed to assess the
impact of SE blocks on the model performance, comparing configurations with and
without SE integration. Our experiments were conducted using the PyTorch frame-
work. For learning rate tuning, we employed the ReduceLROnPlateau strategy. We
also focused on improving the model generalization by applying domain-enhanced
training, in which a new training set is constructed by combining datasets from mul-
tiple domains. This approach demonstrated that, when deep learning models are
exposed to datasets from varying domains, their performance becomes more robust and
applicable to real-world scenarios. Although the Fusion Model with Attention achieved
higher accuracy in our study, the Fusion Model without Attention demonstrated more
consistent performance across all datasets and is computationally efficient. The two
models developed in this study are tested on datasets generated using different meth-
ods. We tested these models using our own custom dataset named CCD-FusedFaces.
We also used the 140k-Real-And-Fake Faces dataset, which contains images generated
using StyleGAN.This dataset provides rich visual variability, with faces appearing
across a broad spectrum of lighting conditions, including indoor and outdoor settings,
changes in natural light, and a variety of background scenes. The CCD-FusedFaces
dataset consists of 60,000 real images from Flickr-faces-FFHQ [15] dataset and 20,000
Al-generated fake images for Face Swap and Expression use cases for all demographic



information such as Men, Women and Children, while the 140k-Real-And-Fake-Faces
dataset [14] includes both real and StyleGAN-generated images of 70k images for
each class. Our models demonstrated consistent performance across both datasets and
showed improved results when domain-enhanced training was applied.

The key contributions of this study are:

® Creation of the CCD-FusedFaces dataset.

® The design and evaluation of the ensemble model with and without the integration
of Squeeze-and-Excitation (SE) blocks, using an ablation technique.

® Implementation of a domain-enhanced training strategy to improve model general-
isation.

The rest of this paper is organised as follows. Section 2 provides a literature review of
the CNN models: VGG19, ResNet50, existing Ensemble models,SE block mechanism
and general deep fake detection approaches. Section 3 provides Methodology, Data
collection, augmentation, preprocessing, building ensemble model and classification.
Section 4 provides the results of the study and comparative analysis with existing
state-of-the-art methods. Finally, Section 5 concludes with implications, limitations,
and suggestions for future research.

2 Related Works

This section explores the technologies and methodologies used in recent studies, that
underpin our ensemble-based deepfake detection framework. We begin by examin-
ing VGG-19’s pioneering approach to deep convolutional architectures and its impact
on feature extraction capabilities. We then investigate, ResNet-50’s residual learning
mechanism that enabled training of deeper networks while maintaining gradient flow.
The discussion progresses to ensemble methods, highlighting how combining multiple
models can overcome individual limitations and achieve superior classification per-
formance. We analyze the Squeeze-and-Excitation block and channel-wise attention
mechanisms that allow networks to adaptively emphasize the most relevant features
for detection tasks. Finally, we review existing deepfake detection approaches to under-
stand current challenges and identify opportunities for improvement that our proposed
methodology addresses.

2.1 Visual Geometry Group (VGG19):

In the study by Pashine et. al. [7], VGG-19 was trained on deep fake image data and
achieved good accuracy (around 73% on the test set) with low errors. While not the
most accurate compared to more complex models like Xception, VGG-19 stands out
for its computational efficiency, it requires less processing power and memory, and
has much faster inference time, especially when optimized with TensorRT (just 113.9
milliseconds). This makes VGG-19 a great choice for systems with limited hardware,
where speed and efficiency are important for real-time applications. Hayathunnisa et
al. [8] used VGG19 as one of the models to classify real versus Al-generated images
from the CIFAKE dataset. VGG19 achieved a validation accuracy of 84.85% after 20
training epochs. While it performed well and completed training in just 44 minutes, it



was outperformed by a custom-designed CNN model that achieved 94.46% accuracy,
but it took more than 3 hours for model training. Therefore, despite its slightly lower
accuracy, VGG19 was highlighted for its computational efficiency and effectiveness
in feature extraction and demonstrates high performance in identifying fake images.
VGG19 is employed as the backbone model in the wavelet-integrated deep learning
model for deepfake detection.This study highlights VGG19’s ability to extract high-
level abstract features through a simple and uniform architecture composed of 19
layers. VGG19’s architecture consisting of 3x3 convolutional filters and ReLU activa-
tions, along with its deep and wide structure, makes it effective for identifying subtle
manipulation artifacts in facial images. Its pretrained availability on ImageNet allows
for efficient fine-tuning, enabling strong performance in transfer learning tasks[10]. In
this study, the wavelet-enhanced VGG19 model achieved robust results across multiple
deepfake datasets, and outperforms more complex architectures like Xception in cross-
domain evaluations and thus demonstrating superior generalizability and effectiveness
in detecting fake faces. Taeb et al. [9] evaluated VGG19 as part of a comparative study
on deepfake detection techniques and found it to be highly effective and observed that
the model achieved 95% accuracy, the highest among the models tested. The authors
stated that VGG19 can extract rich and discriminative features from facial images
and makes it well-suited for tasks such as face recognition and deepfake classification.
The study also highlighted VGG19’s effectiveness in both full-face and partial-face
classification settings.

2.2 ResNet50

ResNet-50 was evaluated as one of the four deep learning models for deepfake
detection[16]. ResNet-50, a 50-layer deep residual network, effectively addresses the
vanishing gradient problem through residual connections and enables gradient flow
across layers. This architecture allows the model to learn, both high-resolution fea-
tures in early layers and importance maps in later layers, and enhances its capacity to
distinguish subtle deepfake manipulations. ResNet-50 proved to be a stable and accu-
rate model for detecting deepfakes, showing promise in complex computer vision tasks.
Niteesh Kumar et al. [13] used pretrained models-VGG16, ResNet50, and InceptionV3,
individually for feature extraction from deepfake images, with each model’s features
passed separately to classifiers such as SVM, Logistic Regression, and Random Forest.
The features from different models are not combined; instead, each model-classifier
pair is evaluated independently to assess performance. The authors conclude that the
combination of ResNet50 for feature extraction and Logistic Regression for the clas-
sification task, delivers the highest accuracy of 88.47% in detecting deepfake images.
Lew Kar Yee et al. [17] presents a deep fake detection approach using the ResNet50
model combined with Gaussian blur as a pre-processing technique to improve general-
ization. The study uses two datasets namely DeepFakeFace and Deepfake Processed,
and evaluates performance with different train-test splits (60:20:20 and 80:10:10).
ResNet50 is fine-tuned with additional layers and trained on 4,000 images per experi-
ment. Gaussian blur is applied with varying kernel sizes to suppress low-level artifacts.
The best accuracy achieved is 82.75% without blur, while blur improves specificity up
to 65%, reducing false positives. The results show that Gaussian blur enhances model



robustness and makes ResNet50 more effective for detecting deepfakes across diverse
datasets. Pranav Sathe et al. [18] evaluates and compares the performance of sev-
eral deep learning models, including CNN, CNN+LSTM, ResNet50, and YOLOvVS, for
detecting deepfake images. Among these, ResNet50 is notable, for its strong feature
extraction capabilities which leverages its deep architecture and residual connections
to effectively learn subtle differences between real and fake images. The model achieved
74% accuracy, 75% precision, and a 73% F1l-score, outperforming both standard CNN
and CNN+LSTM architectures.

The authors highlight that ResNet50’s depth and residual design enable it to cap-
ture complex facial features often missed by shallower models, making it a powerful
tool for DeepFake detection. While more computationally demanding, ResNet50 pro-
vides a solid balance between accuracy and robustness. Its performance in the study
underscores, its value as a reliable and effective architecture for detecting manipulated
facial content. Soha Safwat et al. [12] introduces a hybrid model combining ResNet50
and GAN to enhance deepfake detection. ResNet50 serves as a powerful feature extrac-
tor, strengthened with Channel-Wise Attention Mechanisms to focus on key facial
features and manipulation artifacts. Its deep architecture and residual connections
helps in efficient training process and robust feature learning. While ResNet50 alone
outperforms models like VGG16, the hybrid model achieves even better performance,
with over 83% accuracy and shows improved generalization and precision. This high-
lights ResNet50’s effectiveness and scalability in detecting fake faces. Yesugade, Kiran,
et al. [11] states that ResNet-50 demonstrates a strong capacity for precise image
analysis. This study states that, ResNet50 has shown higher precision in classifying
metastatic cancer images. Its robustness in classification tasks, particularly with com-
plex datasets, is also a notable advantage. Furthermore, ResNet-50’s ability to capture
subtle features and effectively classify facial expressions makes it highly suitable for
deepfake detection.

2.3 Ensemble models

In many recent studies (Patel, Yogesh, et al. [19], Ganguly, Shreyan et al. [20], Tay,
Wan Xin, et al. [21]), ensemble models are used for deep fake image or video detection
tasks and have shown promising results. The features extracted from two different
deep learning models are stacked together and then passed to the classifier. The impor-
tance of ensemble models lies in their ability to overcome the limitations of single
CNN architectures.In general single models, often struggle to generalize across differ-
ent types of manipulations or datasets. By incorporating attention mechanisms, as an
ensemble enhancement, the model gains the capacity to detect a wider range of forgery
artifacts, such as inconsistent textures, edges, or facial features. In this study by Gan-
guly, Shreyan, et al. [20], ViXNet, an ensemble deepfake detection model is employed
that integrates a Vision Transformer (ViT) with a Xception CNN to effectively cap-
ture both local and global facial features indicative of manipulation. A key innovation
in ViXNet is, use of patch-wise self-attention, where an input image is divided into
patches that are selectively masked using learnable convolutional filters. This enables
the model to emphasize regions likely to contain deepfake artifacts. These masked
patches are processed by ViT, whose multi-head self-attention mechanism captures



long-range dependencies and global correlations between distant facial regions and thus
allows ViXNet to identify subtle and spatially dispersed inconsistencies often missed
by standard CNNs. The features extracted from the ViT and Xception branches are
fused for classification, enabling robust detection of forgeries. ViXNet demonstrates
strong performance on benchmark datasets such as FaceForensics++, Celeb-DF (V2),
DFID, and DFDC, achieving up to 98.93% AUC in intra-dataset settings and showing
excellent generalization with up to 83.60% AUC in inter-dataset tests, outperforming
several state-of-the-art models. A novel deepfake detection architecture called RSE-
Net, which combines two variants of the pretrained EfficientNetB0 model. One variant
(Model A) is fine-tuned by replacing the original Swish activation with ReLU to reduce
overfitting and improve efficiency, while the other (Model B) is frozen to preserve
generic features learned from ImageNet. The outputs from both models are fused and
passed through additional dense and softmax layers for classification. This ensem-
ble approach leverages the strengths of both feature adaptation and generalization to
robustly detect manipulated videos across multiple datasets. EfficientNetB0 is used
not only for fixed feature extraction but also for fine-tuning in one stream, enabling
the model to learn deepfake-specific patterns. Its role in the ensemble improves perfor-
mance, efficiency, and generalizability across different types of deepfakes. The model
achieves state-of-the-art results when tested against FaceForensics++ and CelebDF
datasets, and demonstrates that integrating pretrained CNNs in both frozen and
trainable forms can significantly enhance detection accuracy and robustness (Minhas,
Samiya Afzal et al., [22]). Inspired by these studies (Patel, Yogesh, et al. [19], Gan-
guly, Shreyan et al. [20], Tay, Wan Xin, et al.[21], Minhas, Samiya Afzal et al.[22]), we
developed an ensemble model by combining VGG19 and ResNet50 for feature extrac-
tion. In this ensemble model ResNet50 is not just used for feature extraction but also
finetuned, which enables the model to learn specific patterns from input data and
enhances model performance. The features from VGG19 and ResNet50 are stacked
together and passed to the custom classifier for binary classification. Ha, Hyunsoo, et al
(2023) proposed hybrid models combining vision transformers and CNNs, which have
shown strong performance in DeepFake detection, particularly for side faces and low-
quality videos. A weighted majority voting ensemble of ResNeSt269 and DeiT achieved
97.66% accuracy on the DFDC dataset, surpassing the previous state-of-the-art accu-
racy of 96.78%[23]. Another recent study demonstrated that combining CNNs with
Vision Transformers (ViTs) enhances deepfake detection performance. The proposed
hybrid model, MesoNet-ViT, achieved higher accuracy than standalone methods, with
MesoNet-ViT reaching 96.2% on DFDC and 98.1% on DF-TIMIT (Ismail Ilhan et al,
2025)[24].

2.4 Squeeze-And-Excitation Block (SE Block)

Squeeze-and-Excitation (SE) blocks have emerged as a transformative mechanism
for enhancing deepfake detection through adaptive channel-wise attention. Originally
introduced by Hu et al. [25], SE blocks have capability to address a critical limitation
in traditional convolution operations by explicitly modeling interdependencies between



feature channels rather than treating all channels equally. This ability proves invalu-
able for deepfake detection, where manipulation artifacts often manifest as subtle
inconsistencies across different feature channels.

The SE mechanism operates through two fundamental operations i.e., squeeze and
excitation. The squeeze operation aggregates global spatial information using global
average pooling to generate channel descriptors, while the excitation operation employs
a bottleneck fully connected network to model channel relationships and generate
adaptive scaling factors. These scaling factors emphasize informative channels while
suppressing irrelevant ones. This property is perfectly aligned with deepfake detection
needs, where manipulation artifacts may be concentrated in specific feature channels.

Recent research has demonstrated SE blocks’ effectiveness across multiple deepfake
detection paradigms. Dasgupta et al. [26] showed how SE blocks can be strategically
incorporated into lightweight CNN designs for dynamic channel-wise feature recali-
bration. Bhattacharjee et al. [27] developed CAE-Net by integrating EfficientNet with
SE blocks, DeiT, and ConvNeXt models enhanced with Haar wavelet transforma-
tion and achieved robust generalization across diverse datasets. The channel attention
paradigm has been extended to audio deepfake detection through Multi-Frequency
Channel Attention (MFCA) mechanisms [28]. Balafrej et al and Decoret [29] incor-
porated SE blocks into steganalysis-inspired architectures, maintaining fine-grained
spatial resolution while providing channel-wise attention.

Deng et al. [30] integrated SE modules into EfficientNet-V2’s MBConv structures
for video deepfake detection. Sheng et al. [31] developed ID-insensitive models employ-
ing SE-inspired channel compression techniques for cross-dataset generalization. gao
et al. [32] combined SE block channel attention with Block-wise Discrete Cosine Trans-
form for adaptive frequency-aware mulit-spatial attention. Wu et al. [33] achieved
99.88% accuracy on FF++ through their Interactive Two-Stream Network, applying
SE-inspired attention across RGB and frequency modalities. Chen et al. [34] developed
comprehensive spatiotemporal attention frameworks incorporating channel-wise atten-
tion with convolutional long short-term memory(convLSTM), achieving 99.00% AUC
on FF++ dataset with superior cross-dataset generalization. Shi et al. [35] proposed
Face Reconstruction-Based Generalized Deepfake Detection (FRG2D) combining SE-
like attention with reconstruction learning, achieving 99.18% AUC on FF++ and
74.77% on cross-dataset evaluation.

2.5 General Deepfake detection approaches

Advancements in machine learning-based deepfake detection have progressed from
single-feature analysis to increasingly complex methodologies. Researchers advanced
multi-feature detection by integrating diverse face attributes, while others improved
identification by biological signal analysis spanning spatial-temporal dimensions uti-
lizing facial landmarks [36, 37]. A notable method investigates the combination of
artifacts that arise when the created content is reintegrated into the frame, resulting
in the creation of CNN models that use edge detection techniques [38]. A poten-
tial technique examines the correlation between facial traits and their contextual
environment, as evidenced by frameworks that compare foreground and background
information while allowing networks to autonomously identify distinguishing features



[39]. Moreover, GAN-generated deepfakes often exhibit unique fingerprints that can be
recognized through examination of these subtle patterns and characteristics. Despite
these machine learning algorithms attaining accuracy levels of up to 98%, their detec-
tion accuracies is not consistent as it depends on the characteristics of the dataset and
the selection of features. Cross dataset testing reportedly drops accuracy to around
50%, highlighting the difficulty of creating generalizable detection methods [6].

Deep learning has driven recent advances in Deepfake detection, with Convolu-
tional Neural Networks (CNNs) being the predominant models. Early approaches
focused on detecting GAN-induced artifacts and extracting features from RGB
data[40].The development of inception module-based networks (Meso-4 and
Mesolnception-4) proved to be a key development for video-based deepfake detection
[16]. Studies indicate that deep CNN’s surpass shallow architectures in supervised
learning contexts.

Common deep learning models such as XceptionNet, GoogleNet, VGG, ResNet,
EfficientNet, MobileNet, are used for deepfake detection purposes [41]. Feature extrac-
tion has been a pivotal area of interest, with academics developing techniques for
the analysis of handcrafted features, spatiotemporal patterns, and face landmarks.
Innovation persisted with the advent of capsule networks and ensemble learning
methodologies, attaining accuracy rates beyond 99%. Recurrent Neural Network
(RNN) models have been also used for deepfake identification. RNN-based methodolo-
gies have enhanced detection of deepfakes with the use of feature extraction at both
micro and macroscopic scales. Researchers have devised optical flow approaches and
autoencoder designs to mitigate overfitting issues [42].

With the enhancement of deepfake quality, novel architectures incorporating
attention modules, such as Vision Transformers (ViT), were developed [43]. The iden-
tification of deepfakes mostly relies on the minute characteristics of facial photographs.
The implementation of attention techniques for fake face identification has yielded
advantages. Recent advancements have greatly enhanced detection skills via multi-
modal analysis, that integrates both audio and visual information [16]. The use of
attention-based architectures has significantly transformed this field by facilitating
more sophisticated and context-sensitive detection algorithms [5].

Researchers have developed advanced detection methods by integrating CNN and
ViT architectures. EfficientNet B0 has been combined with ViT to develop models
for deepfake detection, which utilizes the advantages of both methodologies. Vision
Transformers (ViTs) often demonstrate low performance on datasets of intermediate
size when compared to CNNs and require datasets of huge size to train from to achieve
optimal performance [10]. Convolutional Vision Transformers optimize the advantages
of both convolutional neural networks and Vision Transformers [44].

Despite the outstanding achievements of these approaches, the area still faces
issues regarding model generalization and its adaptability across varied datasets. The
transition from traditional machine learning techniques to advanced deep learning
methods, by incorporating attention mechanisms clearly shows the progression in deep-
fake detection performance, yet the pursuit of more resilient and universally applicable
solutions persists.
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To address this generalization issue, we proposed an ensemble models with and
without an SE block using domain-enhanced training. Unlike recent studies, where
[22] used two different versions of the baseline model, EfficientB0 with a variation in
the activation function by replacing the regular Swish activation with ReLU in the
Conv2D layers, another study[45] employed a majority voting approach combining
three different models with principal component analysis (PCA) for dimensionality
reduction. In that approach, majority voting is applied after obtaining the individual
model performances. In contrast, our study combines two different baseline models,
whose features are fused before passing them to the classifier. Specifically, we employed
VGG19 due to its proven excellent feature extraction capabilities, although it is prone
to the vanishing gradient problem. We combined VGG19 with ResNet50, thus the
vanishing gradient issue is eliminated through its skip connections, and the model is
capable of capturing deeper semantic features. Further, to improve the channel-wise
attention mechanism, we integrated our fusion model with an SE block mechanism,
which makes our model architecture unique compared to existing models.

3 Methodology

This section presents the comprehensive methodology employed in developing our
ensemble-based deepfake detection framework. Section 3.1 describes the data collec-
tion process, including the creation of our custom CCD-FusedFaces dataset using
Face Fusion tool for both FaceSwap and Expression restorer use cases and the utiliza-
tion of the 140k Real-and-Fake Faces dataset for comparative evaluation. Section 3.2
details the data augmentation techniques applied to balance the dataset by employ-
ing ten different transformation methods to expand our fake image samples from
20,000 to 60,000. Section 3.3 outlines the preprocessing pipeline applied to both CCD-
FusedFaces and 140k datasets, including image resizing, normalization, and various
transformations required to prepare inputs for the pretrained CNN models. Section 3.4
presents the ensemble model architecture, explaining the integration of VGG19 and
ResNet50 with and without Squeeze-and-Excitation blocks, resulting in five distinct
model variants for comparative analysis. Finally, Section 3.5 describes the experimen-
tal setup, which includes hardware specifications, hyperparameter tuning by employing
ReduceLROnPlateau method, and the domain-enhanced training strategy designed to
improve cross-dataset generalization performance.

3.1 Data collection

For this study, we created our own dataset named CCD-FusedFaces using the
FFHQ (Flickr-Faces-HQ) dataset as input images, which contains 70,000 real images
at 1024x1024 resolution. From this, we selected approximately 1,000-1500 real
images and generated 20,000 fake images using the open-source AI tool called Face
Fusion (formerly known as a next-generation face swapper and enhancer built on
advanced deep learning algorithms), by applying two popular image manipulation tech-
niques: Face Swap and Ezpression Restorer, out of possible manipulations such as Face
Swap, Face Morphing, Expression Restorer, Age Modifier, head pose modification,
style transfer etc.
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Fig. 1: Framework for image generation using face fusion tool

The FaceFusion tool we employed performs image manipulation using techniques
such as face detection with 68-point facial landmarks, pretrained face swap and morph
processors, Live Portrait integration, face masking, face morphing, GFPGAN (Gener-
ative Facial Prior GAN) for restoration, and ESRGAN (Enhanced Super-Resolution
GAN) for super-resolution. For each use case, Face Swap and Expression Restorer
generate approximately 3,500 images per demographic group (Men, Women, and
Children), resulting in 10,000 images per use case and over 20,000 fake images in
total. To create a complete dataset, 20,000 fake images were paired with 60,000
real FFHQ images across all demographic groups, and augmentation techniques were
applied to balance the classes, resulting in 60,000 fake images for training. Thus, the
CCD-FusedFaces dataset comprises the following three categories: Men and Women
(including both older and younger adults), and Children (ages 0-19, including infants,
school-aged children, and adolescents), representing diverse ethnic backgrounds. The
images in these categories also exhibit a wide range of lighting conditions, includ-
ing indoor and outdoor environments, variations in daylight, and diverse background
scenes. Detailed steps for data generation, augmentation, and preprocessing are pro-
vided in Sections III-A, III-B, and III-C. Figure 1 gives an overview on the image
generation process using face fusion.

3.1.1 Face Swap:

Face Swap is a popular image manipulation technique in which the face of a source
person is transferred to a target person. This method replaces the target’s facial iden-
tity, including features such as facial shape, skin tone, and texture-with that of the
source, resulting in an image that visually appears as if the source person is present
in the target scene [46]. In this manipulation method, the source person’s expression
is transferred to the target, meaning that if the source person is smiling, then the
swapped face on the target will also smile.

12
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Fig. 2: Sample images from 140k-Real-And-Fake-Faces dataset

3.1.2 Expression Restorer:

Expression Restorer is a more advanced face manipulation technique, that combines
face swapping with expression preservation[4]. In this case, the source face is still
transferred onto the target image, just like in traditional face swap. However, instead
of adopting the expression from the source, the resulting image retains the original
expression of the target. This means that while the face now appears to belong to
the source individual, it conveys the emotion or facial expression that was originally
present in the target images such as smiling, frowning, surprise, or neutrality. Each use
case listed above produced 10,000 images, resulting in 20,000 fake images across dif-
ferent demographic categories such as men, women, and others. To ensure consistency
and realism, we processed each demographic separately, as swapping faces between
vastly different features (e.g., women with bangs and men, or swapping faces of adults
and children) often produced unnatural results, which were excluded. The final images
were enhanced and resized to 256x256 pixels. This image generation is achieved by
applying batch processing using the Face Fusion app, split into mini batches to accom-
modate hardware and GPU constraints. In addition to this, we utilized a publicly
available dataset called 140k Real-and-Fake Faces, which consists of 70,000 real and
70,000 fake images at a resoltuion of 256x256 pixels, which is already split into train-
ing (50,000), validation (10,000), and test (10,000) sets per class.Some sample real and
fake pictures from 140k-Real-And-Fake Faces datasets are shown in Figure 2.

3.2 Data Augmentation

We generated 10,000 fake images for each use case namely Face Swap and Expression
Restoration, to create our own CCD-FusedFaces dataset. To form a balanced CCD
dataset, we randomly selected 60,000 real images from the FFHQ dataset (which con-
tains 70,000 images). Since we had only 20,000 fake images, we employed 10 different
augmentation techniques, such as horizontal flipping and color jittering with 10 dis-
tinct scale values. Out of these ten possible augmentations, any two were applied to
each fake image with an augmentation factor of 2, resulting in 60,000 fake samples.
The final CCD dataset consists of 60,000 real and 60,000 fake images. This dataset
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was then split into training, validation, and test sets, with 50,000, 5,000, and 5,000
images respectively for each class.

3.3 Data preprocessing

The two datasets 140k-Real-And-Fake Faces and CCD-FusedFaces are applied with fol-
lowing data processing techniques. The steps include torch vision transforms to prepare
image inputs for the training, validation, and testing phases of the proposed ensemble
model. These transformations make sure all images have the same size and format,
and their pixel values are normalized. This helps the models VGG-19 or ResNet-50
to process them correctly and improves the model’s performance during training. For
both train and validation transforms, firstly each image is resized to 256 x256 pixels
to standardize its dimensions. Then, it is randomly resized and cropped to 224x224
resolution, introducing variability in object positioning and scale. This augmentation
technique encourages the model to be invariant to minor spatial shifts and zooms. Then
RandomHorizontalFlip and ColorlJitter are also applied to add additional augmenta-
tions for further robustness, such as mirroring images and slightly altering brightness,
contrast, and saturation. After these spatial augmentations, the image is converted
into a PyTorch tensor, which also scales the pixel values from [0, 255] to [0.0, 1.0].
Finally, the tensor is normalized using ImageNet Mean and standard deviation val-
ues for each color channel, to ensure the data distribution aligns with the pretraining
conditions of popular models like VGG-19 and ResNet-50.

3.4 Ensemble Model Architecture

Ensemble models are developed by combining multiple neural networks to achieve
better performance than individual models by exploiting their diverse learning capa-
bilities . In deepfake detection, different architectures capture distinct manipulation
artifacts - while VGG19 excels at detecting low-level texture inconsistencies through
its shallow feature maps, ResNet50 identifies high-level semantic anomalies using its
deeper representations. This complementary behavior motivated our feature fusion
approach, where both networks process the same input image simultaneously and their
extracted features are concatenated before classification. The fusion strategy addresses
a critical limitation of a single-model approaches: deepfakes often contain both subtle
pixel-level artifacts and semantic inconsistencies that require different architectural
depths to detect effectively. Our implementation creates a 2560-channel feature vector
by combining 512-channel outputs from VGG19 and 2048-channel representation from
ResNet50, by preserving both fine-grained details and abstract patterns. We devel-
oped five variants to systematically evaluate architectural choices: individual VGG19
and ResNet50 as baselines, basic feature fusion, fusion enhanced with SE blocks for
adaptive channel weighting, and fusion with partial fine-tuning to balance pretrained
knowledge with task-specific adaptation. This design enables the model to detect
diverse manipulation techniques while maintaining computational efficiency through
selective fine-tuning and frozen backbone weights.
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3.4.1 VGG-19 Architecture

VGG19 is a deep convolutional neural network consisting of 19 layers i.e., 16 convolu-
tional and 3 fully connected layers, that takes input images of size 224 x224x 3. It uses
small 3x3 convolution filters with ReLU activations and applies max-pooling after
every few layers to progressively reduce spatial dimensions[7]. The network has five
convolutional blocks with increasing filter depths (64 to 512). In this study, the classi-
fication head (the fully connected layers and softmax output) is removed, and VGG19
is used solely for feature extraction. As a result, the output is a 7x7x512 tensor (after
the last max-pooling layer), representing 512 high-level feature maps that capture rich
semantic information from the input image. A diagrammatic representation of the
VGG-19 architecture is given in Figure 3.

3.4.2 ResNet-50 Architecture

The architecture of ResNet50 model proves effective for deepfake detection due to its
hierarchical feature extraction capabilities and residual learning mechanism [47]. The
network’s 50 layers, organized into four residual stages with bottleneck blocks, which
progressively captures features ranging from low-level textures and edges to high-level
semantic patterns. The skip connections inherent in ResNet50 preserves fine-grained
details, that might otherwise be lost in deeper layers-a critical advantage for detect-
ing subtle artifacts and inconsistencies introduced during face manipulation. When
employed as a feature extractor in our framework, ResNet50 outputs a 7 x 7 x 2048 fea-
ture tensor that encodes both the global facial structure and local texture anomalies
characteristic of deepfakes. The bottleneck architecture (1 x1 — 3x 3 — 1 x 1 convo-
lutions) efficiently processes these features while maintaining computational efficiency
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and enabling the network to identify complex manipulation patterns such as unnatu-
ral skin textures, boundary artifacts around the swapped face region, and inconsistent
lighting conditions. These rich, multi-scale representations from ResNet50, when com-
bined with complementary features from VGG19, provide our dual-stream architecture
with comprehensive visual information necessary for robust deepfake detection, par-
ticularly in challenging scenarios where manipulations are sophisticated and visually
convincing. A diagrammatic representation of the ResNet-50 architecture is given in
Figure 4.

3.4.3 SE Block

The Squeeze-and-Excitation (SE) block serves as a crucial attention mechanism in
our architecture, enabling the network to adaptively recalibrate channel-wise feature
responses [25]. This module addresses a fundamental limitation in conventional convo-
lutional operations, which treat all channels equally without considering their varying
importance for the specific task at hand.

The SE block operates through a two-stage process on input feature maps of
dimension H x W x C. First, the squeeze operation employs global average pooling to
compress spatial information into a channel descriptor of size 1 x 1 x C'. This aggre-
gation captures the global receptive field for each channel, effectively encoding the
distribution of channel-wise feature responses. Subsequently, the excitation operation
models channel interdependencies through a bottleneck formed by two fully con-
nected layers. The first layer reduces dimensionality from C to C/r (where r denotes
the reduction ratio, typically set to 16), followed by ReLU activation. The second
layer then projects back to the original C' dimensions. A sigmoid activation function
produces the final channel attention weights, constraining outputs between 0 and 1.

These learned attention weights are applied to the original feature maps through
channel-wise multiplication, allowing the network to emphasize informative features
while suppressing less relevant ones. The skip connection ensures that the original fea-
ture information remains accessible, with the SE block learning to modulate rather
than replace the input features. In the context of deepfake detection, this selective
channel emphasis proves particularly valuable. Different channels may capture various
aspects of facial manipulation, some responding to texture inconsistencies, others to
color artifacts, and yet others to structural anomalies. The SE block enables our model
to dynamically prioritize channels that are most discriminative for detecting specific
types of forgeries. For instance, channels sensitive to skin texture patterns might be
upweighted when detecting face-swap artifacts, while those capturing color distri-
bution could be emphasized for detecting GAN-based manipulations. This adaptive
feature recalibration, when applied to the fused features from VGG19 and ResNet50,
enhances the model’s ability to focus on subtle but critical indicators of facial manip-
ulation, thereby improving detection accuracy across diverse deepfake generation
techniques. The mathematical descriptions for all the operations in the SE block
module are taken from [25] are given below:
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The squeeze operation is as follows, in symbols:

1 H W
ZC:HXW;;uC(Z,]) (1)

where, z. is the squeezed value for channel ¢, H and W are the height and width of
the input feature map, respectively, and wu.(i, j) represents the value at position (4, j)
in channel c.

The reduce operation equation is as follows, in symbols:

w = ReLU(W12z + by) (2)

where, w is the reduced dimensionality vector, W and b; are the weights and biases
for the reduction layer, z is the input channel descriptor from the squeeze operation,
ReL U refers to the rectified linear unit activation function.

The excitation equation is as follows, in symbols:

s = o(Waw + ba) (3)

where, s is the channel-wise recalibration weight vector, W5 and b, are the weights
and biases for the excitation layer, o denotes the sigmoid function.
Lastly, the scaling operation is as follows, in symbols:

V(i J) = Se - ue(i, J) (4)

where, v.(4, ) is the value at position (4,j) in channel ¢ of the output feature map, and
S¢ is the recalibration weight for channel ¢. A simple visual flowchart and a detailed
diagrammatic representation of the SE block attention architecture are given in Figure
5, 6, respectively.

3.4.4 Ensemble Model for Feature Extraction and Classification:

In this study, we performed an ablation analysis with five model variants to assess how
architectural changes affect binary classification performance in deepfake detection.
The five models include two baseline CNNs namely; Model-1 (VGG19) and Model-2
(ResNet50) and three fusion-based ensemble models :

e Fusion Model (VGG19-ResNet50)
e Fusion Model with Attention (VGG19-ResNet50-SE Block)
¢ Fusion Model with Partial Fine Tuning (VGG19-ResNet50-Partial Fine-Tuned)

We employed PyTorch framework for model implementation. The two ensemble mod-
els were designed by combining the complementary feature representations of VGG19
and ResNet50. In the Fusion Model with SE Block, an attention mechanism (Squeeze-
and-Excitation block) is introduced after feature fusion to recalibrate channel-wise
feature responses. In the Fusion Model with Partial Fine-Tuning, the ResNet50 is par-
tially fine-tuned by unfreezing its last 20 layers, and thus allowing it to adapt more
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effectively to the target domain while retaining the general features learned during
pretraining. For both baseline models, VGG19 and ResNet50 are used solely as fea-
ture extractors. Their pretrained weights are frozen, and extracted features are passed
to a custom classifier for final prediction. In the proposed fusion model, feature maps
from VGG19 and ResNet50 are concatenated along the channel dimension, forming
a 2560-channel representation (512 from VGG19 and 2048 from ResNet50). For a
batch of input images, VGG19 produces feature maps of shape (batch_size, 512, 7,
7), and ResNet50 produces (batch_size, 2048, 7, 7) after its final convolutional layers.
To enable concatenation, the spatial dimensions are aligned, with VGG19’s feature
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maps resized via bilinear interpolation if needed to match ResNet50. The concatena-
tion along the channel axis yields a fused feature map of shape (batch_size, 2560, 7, 7),
preserving spatial structure while integrating complementary features from both net-
works. The fused representation is subsequently pooled and fed into the classifier for
prediction. For the attention-based variant, the fused feature map is passed through an
SE block to enhance channel-wise dependencies before classification. In contrast, the
basic fusion model (without attention) feeds the concatenated features directly into the
downstream layers. All fusion models use adaptive average pooling to compress spatial
dimensions to 1x1, followed by a flattening operation to prepare the features for clas-
sification. A custom classifier is implemented as a Multilayer Perceptron (MLP) using
a feed-forward architecture, shared across all models, and is built using PyTorch’s
Sequential module. It includes a Flatten layer, a Linear transformation from reduces
the dimensionality from the number of input features (self.fusion_channels) to 256
units, Batch Normalization to stabilize training, a ReLU activation for non-linearity,
a Dropout layer (30%) to reduce overfitting, another Linear layer mapping to a sin-
gle output, and a final Sigmoid activation to produce a probability score for binary
classification. This overall design leverages the fine spatial detail captured by VGG19
and the deep semantic understanding of ResNet50. Through careful architectural vari-
ation, such as the addition of attention and selective fine-tuning, the study aims to
optimize feature representation for robust deepfake image detection. Figure 7 gives an
overview of the system architecture developed for detection of fake images.

3.5 Experimental Setup

The experiment is conducted using NVIDIA’s RTX A5000 GPU configured with four
GPUs, equipped with 256 GB of system RAM. Each GPU has 24 GB of GPU RAM.
This section further discusses the hyperparameters used for the experiments and the
setup for model training and evaluation.
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3.5.1 Hyper Parameter Tuning:

We applied manual hyperparameter tuning in this binary classification task. BCE-
WithLogitsLoss function is employed, which combines a sigmoid activation with binary
cross-entropy loss. BCEWithLogitsLoss is preferred when compared to a separate Sig-
moid layer followed by BCELoss, as it avoids potential instability during training. The
optimizer chosen is Adam with a learning rate of 0.0001, applied only to the model
parameters that require gradient updates, this is particularly important when using
pre-trained models where some layers are frozen. To further refine learning, a learning
rate scheduler, ReduceLROnPlateau is employed. This scheduler lowers the learning
rate by 50%, by monitoring the validation loss, if the loss does not improve for three
consecutive epochs and helps the model converge more effectively by adapting the
learning rate during plateaus in training. The maximum number of epochs are set to
200 with an Early Stopping criteria and patience=10, which monitors validation loss
and halt training when no improvement is seen for 10 consecutive epochs, helping to
prevent overfitting. Table 1 provides a summary of the hyperparameters used in the
experiment.

Table 1: Hyperparameters used for the model training

Hyperparameter Value Description

Loss Function BCEWithLogitsLoss =~ Combines sigmoid activation with binary
cross-entropy loss

Optimizer Adam Applied only to parameters requiring
gradient updates

Learning Rate 0.0001 Initial learning rate for the optimizer

LR Scheduler ReduceLROnPlateau  Monitors validation loss for adaptive
learning rate adjustment

Scheduler Factor 0.5 Learning rate reduction factor when
validation loss plateaus

Scheduler Patience 3 epochs Number of epochs with no improvement
before reducing learning rate

Maximum Epochs 200 Maximum number of training epochs

Early Stopping Enabled Monitors validation loss to prevent
overfitting

Early Stopping Patience 10 epochs Number of epochs with no improvement

before stopping training

3.5.2 Model Training and Evaluation:

The train, validation, and test sets are loaded using a PyTorch Data Loader. For
each epoch, the baseline and ensemble models are trained using the training dataset
and validated against the validation set until the early stopping criterion is triggered.
The training and validation accuracies and losses are recorded for each epoch. Once
the early stopping condition is met, the best-performing model is saved and can later
be loaded from disk to test on new data. This best model is then evaluated on the
test dataset, which remains unseen during training, and the test accuracy, confusion
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matrix, and classification report, Area under the curve-Receiver Operating character-
istics (AUC-ROC) are generated. To evaluate model generalization, we first loaded
the model trained on the CCD-FusedFaces dataset and tested it against the test set
of the 140k-Real-and-Fake Faces dataset. Similarly, we loaded the model trained on
the 140k-Real-and-Fake Faces dataset and tested it against the test set of the CCD-
FusedFaces. This cross-dataset validation was performed for all five models, including
baseline and ensemble models. However, we observed that the models did not perform
well in this setup and indicate challenges in generalizing across datasets. To address
the generalization issue, we developed a domain-enhanced training methodology. In
this approach, all models were trained and validated using a combination of the train-
ing and validation sets from both the 140k-Real-and-Fake Faces and CCD-FusedFaces
datasets. After early stopping, the domain-enhanced best model was saved and tested
on the test sets of each dataset individually, as well as on the combined test set. Across
all three test configurations,both individual and combined-the model achieved higher
accuracy, demonstrating improved generalization. Thus, we conclude that to enhance
the generalization capability of deep learning models, it is important to train them on
diverse and extensive datasets, which allows the models to perform more effectively
on unseen or new data.

4 Results and Discussions

We trained and evaluated all five models using our custom CCD-FusedFaces and
140K-Real-And-Fake-Faces and tested them with both datasets. The experimental
evaluation highlights the performance and generalization capability of various deep
learning models, including VGG19, ResNet50, and their fused versions, trained with
and without fine-tuning and SE (Squeeze-and-Excitation) blocks. Baseline models like
VGG19 show moderate accuracy when trained and tested on the same dataset. For
example,VGG19 achieves 92.4% accuracy on CCD but perform poorly on cross-dataset
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Table 2

: Performance comparison of different models across various training and testing configurations

Training Configuration

Performance Metrics

Model Train Set Val Set Test Set Cross Dataset Train Acc Train Loss Val Acc Val Loss Test Acc Cross Test Acc
VGG19 CCD CCD CCD 140K 0.8844 0.5621 0.9112 0.5451 0.9240 0.5978
VGG19 140K 140K 140K CCD 0.7809 0.5986 0.8344  0.5767 0.8405 0.7225
VGG19 CCD+140K CCD+140K CCD 140K 0.8043 0.5916 0.8256  0.5766 0.8913 0.8192
VGG19 CCD+140K CCD+140K CCD+140K - 0.8043 0.5916 0.8256  0.5766 0.8432 -
ResNet50 CCD CCD CCD 140K 0.9583 0.5292 0.9443 0.5124  0.9655 0.5804
ResNet50 140K 140K 140K CCD 0.8650 0.5642 0.9124  0.5314 0.8882 0.7379
ResNet50 CCD+140K CCD+140K CCD 140K 0.8860 0.5578 0.8679  0.5543 0.9604 0.8698
ResNet50 CCD+140K CCD+140K CCD+140K - 0.8860 0.5578 0.8679  0.5543 0.9000 -
Fusion Model CCD CCD CCD 140K 0.9616 0.5281 0.9449  0.5126 0.9564 0.5771
Fusion Model 140K 140K 140K CCD 0.8835 0.5561 0.9290  0.5331 0.9314 0.7309
Fusion Model CCD+140K CCD+140K CCD 140K 0.9063 0.5487 0.9239 0.5384 0.9583 0.8908
Fusion Model CCD+140K CCD+140K CCD+140K - 0.9063 0.5487 0.9239  0.5384 0.9118 -
Fusion 4+ Attention CCD CCD CCD 140K 0.9934 0.5100 0.9793  0.4976  0.9950 0.5945
Fusion + Attention 140K 140K 140K CCD 0.8806 0.5575 0.9288  0.5382 0.9230 0.7376
Fusion + Attention CCD+140K CCD+140K CC 140K 0.9021 0.5508 0.9034  0.5546 0.9743 0.8928
Fusion + Attention CCD+140K CCD+140K CCD+14OK - 0.9021 0.5508 0.9034  0.5546 0.9199 -
Fusion + Partial FT CCD CCD CCD 140K 0.9941 0.5104 0.9850 0.4959  0.9941 0.5557
Fusion + Partial FT 140K 140K 140K CCD 0.9716 0.5164 0.9799  0.4943 0.9868 0.6059
Fusion + Partial FT ~ CCD+140K CCD+140K CCD 140K 0.9802 0.5142 0.9851  0.5067 0.9956 0.9825
Fusion + Partial FT ~ CCD+140K CCD+140K CCD+140K - 0.9802 0.5142 0.9851  0.5067 0.9868 -




Table 3: Classfication Report for Different Models Across Various Training and Test-
ing Configurations (excluding Accuracy)

Training Configuration Performance Metrics
Model Train Test/Cross Prec Rec F1  AUC
VGG19 CCD CCD .93 92 .92 .984
VGGI19 CCD 140K .61 .60 .58 .598
VGG19 140K 140K .85 .84 .84 .927
VGG19 140K CCD .65 .64 .63  .723
VGGI19 CCD+140K CCD .90 .89 .89 975
VGG19 CCD+140K 140K .83 82 .82 .909
VGG19 CCD+140K CCD+140K .84 84 .84 934
ResNet50 CCD CCD 97 97 97 998
ResNet50 CCD 140K .63 b8 .63 .661
ResNet50 140K 140K .89 .89 .89 .956
ResNet50 140K CCD N 714 73 833
ResNet50 CCD+140K CCD .96 96 .96 967
ResNet50 CCD+140K 140K .87 87 .87 944
ResNet50 CCD+140K CCD+140K .90 90 .90  .966
Fusion Model CCD CCD .96 .96 .96 .998
Fusion Model CCD 140K .64 .58 .52 .669
Fusion Model 140K 140K .93 .93 .93 983
Fusion Model 140K CCD .79 .73 .72 .832
Fusion Model CCD+140K CCD .96 95 .95 .998
Fusion Model CCD+140K 140K .89 89 .89 963
Fusion Model CCD+140K CCD+140K .91 91 91 977
Fusion Model w/ Attention CCD CCD 1.00 .99 .99 1.000
Fusion Model w/ Attention CCD 140K .62 59 57 646
Fusion Model w/ Attention 140K 140K .93 .92 .92 981
Fusion Model w/ Attention 140K CCD .78 1473 827
Fusion Model w/ Attention CCD+140K CCD 97 97 97 .998
Fusion Model w/ Attention =~ CCD+140K 140K .89 .89 .89  .960
Fusion Model w/ Attention =~ CCD+140K CCD-+140K .92 92 .92 976
Fusion Model w/ Partial FT CCD CCD .99 99 .99  1.000
Fusion Model w/ Partial FT CCD 140K .61 .56 .60 .622
Fusion Model w/ Partial FT 140K 140K .99 .99 .99 999
Fusion Model w/ Partial FT 140K CCD 7 .61 .54 735
Fusion Model w/ Partial FT ~CCD+140K CCD 1.00 1.00 1.00 1.000
Fusion Model w/ Partial FT ~CCD+140K 140K .98 .98 .98 998

Fusion Model w/ Partial FT ~CCD+140K CCD+140K .99 .99 .99 999

evaluations, such as dropping to 59.78% when tested on the 140K dataset. Similarly,
ResNet50 trained on CCD reached 96.55% on its own test set but dropped to 58.04%
in cross-dataset testing. While baseline models such as VGG19 and ResNet50 demon-
strated decent performance when evaluated on the same dataset that they were trained
on, their ability to generalize on cross-datasets was limited. This degradation of the
performance is primarily due to the domain shift between the datasets i.e., 140k-
Real-and-Fake Faces is generated using StyleGAN, whereas CCD-FusedFaces contain
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for Fusion Model, trained and tested on
CCD-FusedFaces dataset

manipulations produced through a broader range of generative methods. To system-
atically assess generalization, we conducted a series of cross-dataset evaluations for all
the models. When models trained on CCD-FusedFaces were tested on the 140k dataset,
the accuracy hovered around 55-59%. Conversely, models trained with 140k achieved
only around 60-73% accuracy when tested on CCD. These findings reveal that models
trained on a single domain have low performance on the cross-domain dataset and they
struggle to recognize fake content generated by different manipulation techniques and
thus pose a significant challenge for real-world deployment. To address this, we intro-
duced a domain-enhanced training strategy in this study. In this approach, models
were trained on a combined dataset drawn from both CCD-FusedFaces and the 140k-
Real-and-Fake Faces datasets. This strategy exposed the models to a more diverse
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set of fake images. As a result, models trained using domain-enhanced data achieved
substantial improvements in generalization, recording training, validation, and test
accuracy consistently around 81-99% for all models and specifically, Fusion model
with partial fine-tuning achieved above 98%. When trained on CCD and tested on
the same, ResNet50 reaches 96.55% accuracy, and cross-domain performance improves
significantly when trained on a combined dataset, achieving 86.98% accuracy. The
Fusion model, combining VGG19 and ResNet50, offers better results than standalone
CNNs, with test accuracy up to 95.83% and improved cross-dataset accuracy up to
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89.08%. Incorporating SE blocks into these fusion models further enhances perfor-
mance, allowing models to recalibrate features more effectively. These Fusion Models
with Attention achieve even higher scores, for example, up to 99.50% accuracy when
trained and tested on CCD. When partial fine-tuning is applied to ResNet50 i.e., only
the last 20 layers of the model are unfrozen, the fusion model achieves peak perfor-
mance. The best-performing configuration, a fusion model with partial fine-tuning,
reaches 99.41% accuracy on the CCD-FusedFaces test set and an impressive 99.56%
in cross-dataset evaluation, demonstrating excellent generalization. This performance
boost can be attributed to ResNet50; when it is used purely as a feature extractor,
trained on the ImageNet dataset, it did not perform well on other data distributions,
such as 140k-Real-And-Fake Faces and the combined dataset, due to domain shift.
However, when the last few layers of Resnet50 were unfrozen, the fusion model with
partial fine-tuning adapted to the current data distribution, resulting in a consistent
accuracy improvement across all intra and cross-dataset testing scenarios. Moreover,
the domain-enhanced training approach adopted in this study enabled the model to
learn a diverse range of manipulation patterns across multiple domains, thereby achiev-
ing an accuracy of 99.56% when tested on the CCD-FusedFaces dataset, surpassing
current State-of-the-Art methods.

Overall, the results clearly demonstrate that model performance and generaliza-
tion are significantly improved through a combination of feature-level fusion, attention
mechanisms (SE blocks), fine-tuning, and training on diverse datasets, including mul-
tiple generative techniques. These findings emphasize that such architectural and
training enhancements are essential for building robust deepfake detection models that
are capable of handling unseen and varied data, especially under diverse lighting con-
ditions. A full summary of these evaluations, including individual and cross-dataset
combinations, is provided in Table 2. The classification report, presented in Table 3,
demonstrates strong performance on both in-domain & cross-domain evaluations.The
confusion matrix for all models trained and tested on CCD is also presented below.

Based on the performance evaluation results, our proposed models demonstrate
exceptional capability in distinguishing between real and Al-generated face images.
The confusion matrices show consistently high classification accuracy across all
architectures, with the fusion model variants achieving near-perfect performance.
Especially, the Fusion Model with Partial Fine-Tuning correctly classified 5,036 real
images with only 7 false negatives, while achieving 4,920 true positives for fake images
with 37 false negatives. This pattern of minimal misclassification continues across all
models, with Fusion Model with Attention layer showing even better performance
(5,037 real correctly classified with 6 false negatives and 4,913 fake correctly classi-
fied with 44 false negatives). The ROC curves further validate the following findings,
all models achieves AUC values exceeding 0.98, indicating excellent discriminative
power. The fusion models with attention and partial fine- tuning mechanisms partic-
ularly stands out with an AUC of 1.0 (0.998 and 0.9995 respectively rounded off to
1.0), suggesting near-optimal separation between real and fake image classes. While
VGG19 shows the lowest AUC of 0.9843, it still maintains strong performance, with
its confusion matrix revealing 4,928 correctly classified real images and 4,312 correctly
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classified fake images. The consistently steep initial rise in all ROC curves demon-
strates that our models achieve high true positive rates while maintaining very low
false positive rates, which is crucial for practical deepfake detection applications, where
both precision and recall are equally important.

Additionally, the evaluation of the proposed models on the CCD dataset highlights
a clear trade-off between computational efficiency and model performance as shown
in Table 4 . VGG19 (80.6 MB) achieves moderate accuracy (92.40%) and reasonable
inference speed (2,570 images/sec), while ResNet50 (96.5 MB) performs best on the
CCD dataset with high accuracy (96.55%) and fast throughput (5,336 images/sec) due
to its efficient residual architecture. Fusion-based models increase in size substantially
(177-180 MB), which reduces inference speed (1,467-1,585 images/sec) but signifi-
cantly improves accuracy, with Fusion with Attention and Fusion with Partial FT
reaching over 99.5%. Importantly, Fusion with Partial FT generalizes well across mul-
tiple datasets, whereas ResNet50’s performance drops outside the CCD-FusedFaces
dataset. Efficiency analysis reveals that ResNet50 is the most efficient in terms of accu-
racy per megabyte(MB) and images processed per second. At the same time, fusion
models prioritize high accuracy and robust generalization at the expense of speed.

These results highlight the clear trade-off between model complexity, inference
speed, model performance, and generalization, suggesting that model choice should
consider both real-time requirements and the need for robust detection across diverse
datasets. The proposed models can effectively detect fake content designed to pro-
mote cyberbullying across demographic groups, including men, women, and children,
particularly school-aged children and teenagers who frequently engage with online dig-
ital media. Future potential lies in experimenting with lightweight models, such as
MobileNet, EfficientNet, XceptionNet, or ShuffleNet alongside ResNet-50, aiming to
enhance inference speed while maintaining high accuracy and generalization across
diverse datasets. This framework can be extended to multiclass classification of men,
women, and children using our CCD-FusedFaces dataset, which we would like to
address in our future experiments. Our dataset contains three demographic groups
separately and is capable of achieving multiclass classification task. This multiclass
classification will not only distinguish between real and fake content for each demo-
graphic group but will also help identify the most vulnerable group. This identification
is necessary to create targeted rules and laws to protect victims. It can also support in
enhancing the educational programs to raise awareness about the benefits and risks of
digital technology and the importance of safe online practices. Furthermore, developing
adversarial perturbed datasets would facilitate deeper cross-validation and robustness
testing, while incorporating explainability techniques into the model would enhance
transparency and interpretability, representing valuable directions for future research.

4.1 Comparison with Existing works

This section presents a comparative evaluation of recent deepfake detection models
on the 140K dataset, as well as on video-based datasets such as Real and Fake Face
Detection, DFDC, FaceForensics++, and CelebDF(v2), each offering a balanced mix
of real and manipulated facial images and videos to enable comprehensive benchmark-
ing. Additionally, we present our results on the CCD dataset. Since CCD is a new
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Table 4: Comparison of Inference Speed, and Test Accuracy on the CCD Dataset

Model Name Model Size Inference Test Accu-

(MB) Speed racy (CCD)
(Images/sec)

VGG19 (Baseline) 80.6 2570 0.9240

ResNet50 (Baseline) 96.5 5336 0.9655

Fusion Model 177.1 1528 0.9583

Fusion + Attention 180.4 1467 0.9950

Fusion + Partial FT 177.1 1585 0.9956

dataset, direct comparison with prior studies using the same data is not possible.
Therefore, we compare our findings with those of studies that have employed simi-
lar ensemble approaches, observing that our models outperform the state-of-the-art
(SOTA) methods. The primary goal of this study is to assess model performance based
on architecture type, feature extraction techniques, and classification accuracy. The
results achieved in this study, highlight not only the effectiveness of individual mod-
els but also how specific design choices such as ensemble methods and deep learning
techniques, contribute to improved detection accuracy. Performance metrics are sum-
marized in Table 5 to provide a practical perspective for model selection in real-world

scenarios.

Table 5: Comparative Analysis of Deepfake Detection Models

Study Dataset Model/Arch. Techniques Accuracy (%)
Alshammari & Ellei- 140K MesoNet (opt.) Fine-tuning + weight  96.20
thy [48] opt.
Mallet et al. [49] 140K MLP & LSTM Hybrid DL model 74.7
Mallet et al. [50] 140K CNN & SVM Hybrid ML framework 88.33
Arshad et al. [51] 140K Lightweight GAN edge trace 95
CNN
Dasgupta et al. [5] 140K CNN + Multi-  Attention enhancement 98
Head Attn.
Karathanasis et al. [52] 140K Compressed Compression + TL Acc: ~98
CNNs
Maryam,Taeb et al. [9] 140K CNN (6 layers) Facial & head movement 95
opt.
Debashis,Samal et 140K Basic CNN Spatio-temporal fea- 95.18
al. [53] tures
Soudy,Ahmed Hatem, et FaceForensics++, CviT Majority voting from the 85
al. [54] DFDC ensemble model
Yasser,Basma, et al. [55] FaceForensics++4, EfficientNet-B4 Deep CNN models 92.9
DFDC
Yasser,Basma, et al. [55] FaceForensics+4, XceptionNet Deep CNN models 90.1
DFDC
Xi,Aprille J., et al. [56] Real and Fake SwinTransformer Hybrid DL model+Fine 71.29
Face Detection tuning
Fusion model with 140K dataset Ensemble + Feature fusion+Fine 98.68
partial FT (Ours) ResNet FT tuning
Fusion model with CCD dataset Ensemble + Feature 99.50
Attn.(Ours) SE Block Fusion+Attention
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5 Conclusion and Future Work

This study introduces a novel image dataset, i.e., CCD-FusedFaces, comprising images
generated using both face swap and expression restorer techniques, with a particular
emphasis on the inclusion of diverse demographic groups, especially children. The pri-
mary objective was to develop computationally efficient deep learning ensemble models
capable of detecting image deepfakes. To address this challenge, we proposed an ensem-
ble approach that integrates channel-wise attention mechanisms (SE Blocks) with
pretrained convolutional neural networks, namely VGG19 and ResNet50. The ensem-
ble models demonstrated exceptional performance by achieving over 99% accuracy
across both intra-dataset and cross-dataset evaluations and significantly outperform-
ing many existing methods. The results underscore the models’ robustness and ability
to generalize across various deep-fake generation techniques. The proposed VGG19-
ResNet50 ensemble approach can be adapted to audio and video deepfake detection,
enabling a multimodal framework. Audio can be processed as spectrograms, and video
as frame sequences with possible LSTM integration, highlighting the potential for
future multimodal exploration. Additionally, this work can be further extended by
training the proposed models on datasets generated using other techniques such as
Autoencoders, Manual editing tools (e.g., Photoshop), Diffusion models, and addi-
tional GAN-based methods like Deep Convolutional GAN (DCGAN), Progressive
GAN (PGGAN), and Wasserstein GAN (WGAN). Such domain-enhanced training
would improve the applicability of these models in real-time scenarios. Broadening
the range of domains represented in the training data will enhance the real-world
effectiveness and robustness of deep fake detection systems, especially in safeguard-
ing vulnerable populations within digital platforms. In real-time applications, the
proposed ensemble models can be integrated into social media platforms as a pre-
publication filter, automatically evaluating content and flagging or blocking identified
deepfake material to help mitigate cyberbullying. Alternatively, they can be deployed
as a standalone application, allowing users to input images and receive immediate feed-
back on whether the content is genuine or manipulated. By leveraging multiple models,
these systems reduce false positives and false negatives, making detection more reliable
and suitable for practical deployment, where rapid, accurate decisions are essential.
Additionally, from an ethical perspective, deepfake detection plays a crucial role in
mitigating online harms, such as cyberbullying and the spread of misinformation. At
the same time, it is essential to address potential biases in datasets and algorithms to
ensure fair performance across different demographic groups. Our findings underscore
the need for transparent and accountable detection systems that support responsi-
ble deployment of Al technologies, particularly when applied in real-world scenarios
affecting vulnerable populations.
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