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Abstract

We present a rigorous mathematical framework for a Digital Twin Architecture

(dta) designed for real-time process monitoring and adaptive control in intelligent

manufacturing environments. The framework integrates a hierarchical, three-scale

stochastic state-space model spanning machine (µ), production-line (λ), and en-

terprise (η) levels with a Kalman Bayesian unscented filtering scheme that pro-

vides provably consistent state estimates under non-Gaussian measurement noise.

Physics-informed deep neural networks (pi-dnn) supply a data-driven surrogate

that respects governing engineering equations, while a soft-actor critic (sac) rein-

forcement learning agent executes closed-loop optimal control subject to operational

constraints. We establish a Lyapunov stability theorem guaranteeing mean-square

boundedness of the synchronisation error between the physical system and its vir-

tual counterpart, and prove mean-square convergence of the unscented Kalman

filter under bounded process and observation noise. Anomaly detection is for-

malised via cumulative-sum (cusum) log-likelihood ratio statistics, for which closed-

form detection- and false-alarm probability propositions are derived. Two detailed

numerical examples a six-degree-of-freedom CNC machining cell and a tool-wear

anomaly scenario demonstrate the framework’s ability to achieve sub-15 nm RMS

estimation accuracy and near-unity detection probability.
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1 Introduction

The fourth industrial revolution commonly designated Industry 4.0 has fundamentally re-

shaped the competitive landscape of global manufacturing. Organisations are increasingly

compelled to exploit cyber-physical convergence, pervasive sensor networks, and artificial

intelligence to sustain productivity and quality in the face of rising product complexity

and shrinking lot sizes [1, 2]. A critical enabler of this transformation is the capacity for

real-time situational awareness : knowing, at every instant, the true operational state of a

machine, line, or facility so that corrective action can be taken before a latent fault man-

ifests as catastrophic downtime. Industry estimates place unplanned equipment failures

among the top drivers of manufacturing cost, with global losses attributable to unsched-

uled downtime exceeding $50 billion annually [3].

Traditional monitoring paradigms threshold-based alarms, periodic inspection sched-

ules, and empirical maintenance rules are ill-equipped to handle the stochastic, multi-

scale, and non-stationary character of modern manufacturing processes. They generate

high false-alarm rates in normal transient operating regimes while simultaneously failing

to detect slowly evolving degradation phenomena that do not produce threshold-crossing

events until irreversible damage has occurred [4, 5]. A principled, model-based alternative

is therefore urgently required.

Three concurrent technological developments provide the infrastructure on which such

an alternative can be built.

Digital Twins (DT). A digital twin is a dynamic, continuously synchronised virtual

replica of a physical asset or process [6]. Unlike a static simulation model, a DT receives

live sensor feeds, assimilates them into its internal state through filtering or data-fusion

algorithms, executes predictive calculations, and returns control directives or alerts to the

physical counterpart all within the latency envelope demanded by the application [7, 8].

Cyber-Physical Systems (CPS). CPS embed computational intelligence directly

within physical processes through tight sensing, actuation, and communication loops

[9, 10]. The DT concept can be viewed as the highest-fidelity realisation of CPS monitor-

ing: the computational layer maintains a mathematically rigorous replica of the physical

dynamics rather than merely logging sensor values.

Industrial Internet of Things (IIoT). Advances in MEMS fabrication, wireless com-

munication protocols (OPC-UA, MQTT, TSN-Ethernet), and edge computing have made

it economically viable to instrument entire production lines at the sampling rates often

102–104 Hz–demanded by high-speed machining, forming, and assembly processes [11, 12].

Despite substantial progress in each of the three areas above, a principled integration

that addresses all of the following challenges simultaneously remains absent from the
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literature:

(G1) Multi-scale heterogeneity. Physical manufacturing systems exhibit coupled dy-

namics across temporal and spatial scales that span several orders of magnitude.

Existing DT formulations treat each scale independently, sacrificing cross-scale con-

sistency [13, 14].

(G2) Non-Gaussian uncertainty. Real sensor noise departs significantly from the

Gaussian assumption underlying classical Kalman filtering, especially in the pres-

ence of impulsive disturbances, quantisation, and intermittent communication dropouts

[15, 16].

(G3) Physics-data integration. Purely data-driven surrogates can violate physical

conservation laws, particularly in extrapolation regimes, leading to unstable or phys-

ically inadmissible predictions [17, 18].

(G4) Closed-loop stability certificates. The deployment of reinforcement-learning

agents in safety-critical manufacturing settings requires formal guarantees—not

merely empirical evidence—that the closed-loop system remains within safe op-

erating bounds [19, 20].

1.1 Problem Formulation and Objectives

This work addresses the four gaps above through the following research objectives:

(O1) Formulate a unified, multi-scale stochastic differential equation (SDE) model that

explicitly couples machine-, line-, and enterprise-level dynamics within a single

mathematical object.

(O2) Develop an adaptive Kalman–Bayesian unscented filter that accommodates non-

Gaussian measurement noise through online noise covariance adaptation.

(O3) Design a physics-informed deep neural network surrogate whose loss function pe-

nalises violations of the governing conservation equations, augmented with ensemble-

based uncertainty quantification.

(O4) Derive Lyapunov-theoretic stability and mean-square convergence results that cer-

tify the safety of the integrated dta under bounded disturbances.

The principal contributions of this work are:

(C1) A formally defined, five-layer dta with bidirectional coupling semantics and explicit

synchronisation latency and fidelity metrics (Section 2).
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(C2) A hierarchical, three-scale composite SDE model with rigorous Lipschitz/linear-

growth well-posedness conditions (Section 3).

(C3) An adaptive unscented Kalman filter with Joseph-form numerically stable covariance

update and online Q/R adaptation (Section 4).

(C4) A physics-informed deep neural network with residual architecture, physics-regularised

loss, and ensemble uncertainty quantification (Section 5).

(C5) A Lyapunov stability theorem (Theorem 6.3) and a UKF mean-square convergence

theorem (Theorem 6.6) with complete proofs (Section 6).

(C6) Two worked numerical examples with explicit matrix computations, a complexity

analysis, and a four-level validation hierarchy (???? and section 8).

1.2 Cyber-Physical Systems in Manufacturing

The theoretical foundations of CPS can be traced to hybrid automata and timed transition

systems [9], but their industrial operationalisation required the confluence of affordable

sensing, low-latency networking, and sufficient edge-compute density. Seminal contribu-

tions established CPS as a first-class design paradigm for manufacturing [10, 21], and sub-

sequent work has mapped the architectural requirements for CPS at the shop-floor level

[22]. Recent surveys identify real-time state estimation and predictive decision-making as

the two most critical open problems [23].

1.3 Digital Twin Modelling

The term digital twin was introduced in the context of NASA’s integrated vehicle health

management programme [6] and was subsequently formalised for general engineering sys-

tems [7]. Model-based DT frameworks have since proliferated across aerospace [8], struc-

tural health monitoring [24], and advanced manufacturing [13]. However, the majority

of existing manufacturing DT implementations rely on either high-fidelity finite-element

models—which are computationally intractable at real-time sampling rates—or purely

empirical black-box models that lack physical interpretability [14, 25].

1.4 Smart Sensors and IIoT Integration

The instrumentation layer underpinning any DT deployment must satisfy stringent re-

quirements on bandwidth, latency, and synchronisation. Time-sensitive networking (TSN)

extensions to IEEE 802.1 provide deterministic sub-millisecond latency guarantees essen-

tial for closed-loop control applications [11]. Edge computing architectures reduce the
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communication burden by performing pre-processing, feature extraction, and local in-

ference at the sensor node, transmitting only higher-level representations to the cloud

[12, 26].

1.5 Data Assimilation and State Estimation

Data assimilation—the principled fusion of model predictions with observations—originates

in numerical weather prediction [27] and has found extensive application in structural me-

chanics [28] and process engineering [29]. The ensemble Kalman filter (enkf) extended

applicability to high-dimensional, nonlinear systems, while the unscented Kalman filter

(ukf) offered a deterministic sigma-point alternative with superior accuracy for moderate-

dimensional problems [15, 16]. Particle filter methods [30] provide asymptotically exact

Bayesian inference but at a computational cost that typically precludes real-time deploy-

ment for state dimensions exceeding ∼20.

1.6 Control Theory for Manufacturing

Model predictive control (mpc) has become the de facto standard for constrained multi-

variable process regulation [31], but its reliance on an accurate deterministic model limits

performance under significant plant–model mismatch. Robust MPC formulations address

worst-case uncertainty but are inherently conservative [32]. Adaptive control schemes [33]

continuously update the model online but typically require persistent excitation conditions

that conflict with production objectives. Reinforcement learning offers a data-driven route

to near-optimal control under uncertainty, and recent theoretical advances have begun to

provide stability certificates for RL agents in nonlinear settings [19, 20, 34].

1.7 Machine Learning for Predictive Maintenance

The application of machine learning to condition monitoring and predictive maintenance

has grown rapidly, driven by the availability of large labelled fault datasets from bench-

mark repositories. Deep convolutional and recurrent architectures have demonstrated

strong classification accuracy on vibration signals [35, 36], while transfer learning has par-

tially addressed the domain-shift problem arising from differences between training and

deployment conditions [37]. A persistent limitation is the lack of physically meaningful

uncertainty estimates: softmax confidence scores are well-known to be poorly calibrated

[38].

1.8 Physics-Informed Machine Learning

The physics-informed neural network (pinn) framework of Raissi et al. [17] incorporates

governing partial differential equations as soft constraints in the training loss, substan-
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tially improving generalisation and physical plausibility. Extensions to manufacturing

process modelling have demonstrated accuracy improvements over purely data-driven ap-

proaches of one to two orders of magnitude in low-data regimes [18, 39]. Ensemble methods

[40] provide tractable uncertainty quantification without requiring expensive Monte Carlo

sampling.

2 Digital Twin Architecture

2.1 Five-Layer Architecture

The proposed dta is organised into five hierarchical layers, each with well-defined in-

put/output interfaces and latency requirements.

L1. Physical Process Layer (PPL). The physical assets—machines, actuators, workpieces—

together with their embedded sensors and fieldbus interfaces. Generates raw mea-

surement streams yk ∈ R
ny at sampling rate fs = 1/Ts.

L2. Sensor Communication Layer (SCL). TSN-enabled data acquisition hardware,

edge pre-processing nodes, and OPC-UA/MQTT brokers. Guarantees deterministic

delivery of yk to the DAL within latency τnet ≤ Ts/4.

L3. Data Assimilation Layer (DAL). The Kalman–Bayesian estimator (Section 4)

that fuses yk with model predictions to produce posterior state estimates x̂k|k and

covariances Pk|k.

L4. Virtual Process Layer (VPL). The composite SDE model (Section 3) and PI-

DNN surrogate (Section 5) that propagate the state forward in time and generate

predictions ŷk+j|k over horizon j = 1, . . . , Np.

L5. Decision and Optimisation Layer (DOL). The SAC-RL agent and CUSUM

anomaly detector that consume VPL outputs and issue control commands uk and

maintenance alerts back to the PPL.

2.2 Bidirectional Coupling Model

The DT is not a passive observer but an active participant in the control loop. Let

xPS
t ∈ R

n denote the true state of the physical system and xVS
t ∈ R

n denote the virtual

state maintained in the VPL. The coupling is characterised by three operators:

• Observation operator H : Rn → R
ny maps the physical state to the measurement

space.
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L1: Physical Process Layer (PPL)

L2: Sensor Communication Layer (SCL)

L3: Data Assimilation Layer (DAL)

L4: Virtual Process Layer (VPL)

L5: Decision & Optimisation Layer (DOL)

yk

yk

x̂k|k,Pk|k

ŷk+j|k

alerts uk

Figure 1: Five-layer Digital Twin Architecture with bidirectional information flow. Up-
ward arrows (solid blue) carry sensor measurements and state estimates; downward arrows
(dashed red) carry control commands and maintenance alerts.

• Injection operator Kk : Rny → R
n updates the virtual state using the innovation

yk −Hx̂VS
k|k−1.

• Actuation operator U : R
nu → R

n maps control commands back to physical

actuators.

2.3 Multi-Scale Architecture

Enterprise (η)
SDE level

Line 1 (λ1)
SDE level

Line 2 (λ2)
SDE level

Machine 1
(µ1,1)

Machine 2
(µ1,2)

Machine 3
(µ2,1)

Figure 2: Three-scale hierarchical architecture. Machine-level SDEs (blue) feed ag-
gregated states upward to line-level SDEs (red), which in turn provide inputs to the
enterprise-level ODE (green).
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3 Mathematical Framework

3.1 Synchronisation Metrics

Definition 3.1. The synchronisation fidelity at time t is

Φ(t) = 1−
E

[∥
∥xPS

t − xVS
t

∥
∥
2
]

E

[

∥xPS
t ∥2

] , (1)

where expectations are taken with respect to the joint probability law of the physical and

virtual processes.

Definition 3.2. The virtual state xVS
t is ε-consistent with the physical state xPS

t if

E

[∥
∥xPS

t − xVS
t

∥
∥
2
]

≤ ε, ∀ t ≥ 0. (2)

Definition 3.3. The synchronisation latency τsync is the maximum time elapsed between

a physical-state event and its reflection in xVS
t :

τsync = sup
t≥0

inf
{
s ≥ 0 : xVS

t+s = x̂PS
t

}
. (3)

3.2 Machine-Scale Stochastic Differential Equation

Let (Ω,F , {Ft}t≥0,P) be a complete filtered probability space. The machine-level state

x
µ
t ∈ R

nµ obeys the Itô SDE

dxµt = F µ(xµt ,u
µ
t , t) dt + Gµ(xµt , t) dW

µ
t , (4)

where F µ : Rnµ ×R
nu ×R≥0 → R

nµ is the drift, Gµ : Rnµ ×R≥0 → R
nµ×m is the diffusion

matrix, and W
µ
t ∈ R

m is a standard Brownian motion.

Assumption 3.4. There exist constants Lf , Lg, cf , cg > 0 such that for all x, x̃ ∈ R
nµ

and all t ≥ 0:

∥F µ(x,u, t)− F µ(x̃,u, t)∥+ ∥Gµ(x, t)−Gµ(x̃, t)∥ ≤ Lf ∥x− x̃∥ , (5)

∥F µ(x,u, t)∥2 + ∥Gµ(x, t)∥2 ≤ c2f
(
1 + ∥x∥2

)
. (6)

Under Assumption 3.4, (4) admits a unique strong solution with E[∥xµt ∥2] < ∞ for all

t ≥ 0.
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3.3 Line-Scale and Enterprise-Scale Models

The line-level state xλt ∈ R
nλ evolves as

dxλt = F λ
(
xλt ,Aµ→λ(x

µ
t ),u

λ
t , t
)
dt + Gλ(xλt , t) dW

λ
t , (7)

where the aggregation mapping Aµ→λ : Rnµ → R
nµ→λ compresses machine-level informa-

tion into line-level inputs:

Aµ→λ(x
µ
t ) = Magg x

µ
t + bagg. (8)

The enterprise state x
η
t ∈ R

nη operates on a slower timescale and is modelled by the

ordinary differential equation

ẋ
η
t = F η

(
x
η
t ,Aλ→η(x

λ
t ), t

)
. (9)

3.4 Composite State-Space Model

Define the composite state vector

Xt =






x
µ
t

xλt

x
η
t




 ∈ R

N , N = nµ + nλ + nη. (10)

The composite dynamics are

dXt = F(Xt,Ut, t) dt + G(Xt, t) dWt, (11)

with block-structured drift and diffusion

F(Xt,Ut, t) =






F µ(xµt ,u
µ
t , t)

F λ(xλt ,Aµ→λ(x
µ
t ),u

λ
t , t)

F η(xηt ,Aλ→η(x
λ
t ), t)




 , (12)

G(Xt, t) = diag
(
Gµ(xµt , t), G

λ(xλt , t), 0
)
. (13)

3.5 Measurement Model

At discrete times tk = kTs the measurement vector is

yk = HXtk + vk, (14)
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where H ∈ R
ny×N is the observation matrix. The measurement noise vk follows a Gaus-

sian mixture:

vk ∼ (1− α)N (0,Rk) + αN (0, κRk), α ∈ [0, 1), κ≫ 1, (15)

and the process noise covariance at the machine level is

Qµ = GµGµ⊤Ts + 1
2
(GµGµ⊤)2T 2

s . (16)

3.6 Discrete-Time Transition

Applying the Itô–Taylor 1.5 expansion to (11) yields

Xk+1 = Xk + FkTs + 1
2
LFkT

2
s + Gk∆Wk + ∇XGk Gk

∫ tk+1

tk

dWs (s− tk), (17)

where L denotes the infinitesimal generator of the SDE, and

yk = HXk + vk. (18)

4 Kalman–Bayesian State Estimator

4.1 Exact Bayesian Filter

The optimal Bayesian filter propagates the conditional density p(Xk | y1:k) through the

Fokker–Planck–Kolmogorov (FPK) operator

∂p

∂t
= −∇X ·[F p] + 1

2

∑

i,j

∂2

∂Xi∂Xj

[
(GG⊤)ij p

]
, (19)

followed by the Bayes measurement-update

p(Xk | y1:k) ∝ p(yk |Xk) p(Xk | y1:k−1). (20)

The FPK equation is analytically intractable for the composite SDE (11); the Unscented

Kalman Filter provides an efficient deterministic approximation.
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4.2 Unscented Kalman Filter

Sigma Points. Given the posterior mean X̂k−1|k−1 and covariance Pk−1|k−1 ∈ R
N×N ,

the 2N + 1 sigma points are

χ
(0)
k−1 = X̂k−1|k−1, (21)

χ
(i)
k−1 = X̂k−1|k−1 +

(√

(N + λ)Pk−1|k−1

)

i
, i = 1, . . . , N,

χ
(i)
k−1 = X̂k−1|k−1 −

(√

(N + λ)Pk−1|k−1

)

i−N
, i = N + 1, . . . , 2N, (22)

where λ = α2(N + κukf)−N is the composite scaling parameter, α controls the spread of

the sigma points, and
(√·
)

i
denotes the i-th column of the matrix square root.

Prediction. Each sigma point is propagated through the discrete-time transition:

χ
(i)
k|k−1 = f

(

χ
(i)
k−1,Uk−1

)

, i = 0, . . . , 2N, (23)

and the prior mean and covariance are reconstructed as

X̂k|k−1 =
2N∑

i=0

W (i)
m χ

(i)
k|k−1, (24)

Pk|k−1 =
2N∑

i=0

W (i)
c

(

χ
(i)
k|k−1 − X̂k|k−1

)(

χ
(i)
k|k−1 − X̂k|k−1

)⊤
+Qk, (25)

with weights

W (0)
m =

λ

N + λ
, W (0)

c =
λ

N + λ
+ (1−α2 + β), W (i)

m = W (i)
c =

1

2(N + λ)
, i ≥ 1. (26)

Measurement Update. Propagate sigma points through H :

γ
(i)
k = Hχ

(i)
k|k−1, (27)

ŷk|k−1 =
2N∑

i=0

W (i)
m γ

(i)
k . (28)

Compute the innovation covariance and cross-covariance:

Sk =
2N∑

i=0

W (i)
c (γ

(i)
k − ŷk|k−1)(γ

(i)
k − ŷk|k−1)

⊤ +Rk, (29)

Σxy,k =
2N∑

i=0

W (i)
c (χ

(i)
k|k−1 − X̂k|k−1)(γ

(i)
k − ŷk|k−1)

⊤. (30)
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The Kalman gain, posterior mean, and Joseph-form covariance are

Kk = Σxy,k S
−1
k , (31)

X̂k|k = X̂k|k−1 +Kk(yk − ŷk|k−1), (32)

Pk|k = (I −KkH)Pk|k−1(I −KkH)⊤ +KkRkK
⊤
k . (33)

The Joseph form (33) guarantees symmetric positive-semidefinite covariance matrices in

finite-precision arithmetic.

4.3 Adaptive Noise Covariance Estimation

Online adaptation of Rk and Qk proceeds via a sliding-window innovation estimator. Let

νk = yk − ŷk|k−1 denote the innovation. The sample innovation covariance over window

Wν is

Ĉν,k =
1

Wν

k∑

j=k−Wν+1

νjν
⊤
j . (34)

The adaptive measurement noise update is

Rk+1 = Ĉν,k −HPk|k−1H
⊤, (35)

and the adaptive process noise update is

Qk+1 = KkĈν,kK
⊤
k . (36)

Both updates are projected onto the cone of positive-definite matrices via eigenvalue

truncation to maintain filter stability.

5 Artificial Intelligence Modules

5.1 Physics-Informed Deep Neural Network

Architecture. The PI-DNN is a residual network with L blocks. Each block computes

h(ℓ+1) = h(ℓ) + σ
(

W
(ℓ)
2 σ

(

W
(ℓ)
1 h(ℓ) + b

(ℓ)
1

)

+ b
(ℓ)
2

)

, ℓ = 0, . . . , L− 1, (37)

where σ(·) is the GELU activation. The network maps (Xk,Uk, tk) 7→ X̂k+1.
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Physics-Regularised Loss. Let θ denote the network parameters. The training ob-

jective is

L(θ) =
1

Nd

Nd∑

i=1

∥
∥
∥X

(i)
k+1 − fθ(X

(i)
k ,U

(i)
k , t

(i)
k )
∥
∥
∥

2

︸ ︷︷ ︸

data loss

+ λphys
1

Nc

Nc∑

j=1

∥
∥Rphys(fθ;X

(j), t(j))
∥
∥
2

︸ ︷︷ ︸

physics residual loss

,

(38)

where the physics residual enforces the governing equations on a set of Nc collocation

points:

Rphys(fθ;X, t) =
∂fθ
∂t
−F(fθ(X,U , t),U , t). (39)

Ensemble Uncertainty Quantification. An ensemble of Me independently trained

networks {fθm} provides

f̄(X,U , t) =
1

Me

Me∑

m=1

fθm(X,U , t), (40)

σ2
f (X,U , t) =

1

Me − 1

Me∑

m=1

∥
∥fθm(X,U , t)− f̄(X,U , t)

∥
∥
2
. (41)

5.2 Soft-Actor–Critic Reinforcement Learning

MDP Formulation. The control problem is cast as a Markov Decision Process (S,A, r, p, γ),
where the state space is S = R

N , the action space is A ⊂ R
nu (compact), and γ ∈ (0, 1)

is the discount factor.

Reward Function.

r(Xk,uk) = −∥Xk −X⋆∥2Qr
− ∥uk − u⋆∥2Rr

− λc 1{Xk /∈Xsafe}, (42)

where Qr ⪰ 0 and Rr ≻ 0 are tuning matrices, X⋆ and u⋆ are setpoints, Xsafe is the safe

operating region, and λc > 0 is the constraint penalty.

Bellman Equation. The soft Q-function satisfies

Qπ(X,u) = r(X,u) + γ EX′∼p, u′∼π[Q
π(X ′,u′)− αent log π(u

′|X ′)] , (43)

where αent > 0 is the entropy temperature.
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SAC Objective. The policy is optimised over the maximum-entropy objective

J(π) =
∞∑

k=0

γk E[r(Xk,uk) + αentH(π(·|Xk))] , (44)

and the critic is updated by minimising

LQ(ϕ) = E

[(

Qϕ(X,u)− r − γ
(
min
j=1,2

Qϕ̄j(X
′, ũ′)− αent log πψ(ũ

′|X ′)
))2
]

, (45)

where ϕ̄j denotes target-network parameters and ũ′ ∼ πψ(·|X ′).

5.3 Information Flow Diagram

UKF
Estimator

PI-DNN
Surrogate

SAC-RL
Agent

yk

measurements
X̂k+j

predictions

uk

control

CUSUM
Detector

X̂k|k X̂k+j

innovations

Figure 3: Information flow among the three AI modules. Measurement innovations and
surrogate predictions both feed the CUSUM anomaly detector.

6 Stability and Convergence Analysis

Assumption 6.1. The SAC policy πψ is Lipschitz:
∥
∥
∥πψ(X)− πψ(X̃)

∥
∥
∥ ≤ Lπ

∥
∥
∥X − X̃

∥
∥
∥

for all X, X̃ ∈ S.

Assumption 6.2. There exists a Lyapunov function V : RN → R≥0, V (e) = e⊤Ω e with

Ω ≻ 0, and constants α1, α2 > 0 such that LV (e) ≤ −α1 ∥e∥2+α2, where e = XPS−XVS

is the synchronisation error.

Theorem 6.3. Under Assumptions 3.4–6.2, let P̄ = supk tr(Pk|k) be the maximum a

posteriori trace. Define α∆ = α1 − 2LfLπP̄
1/2. If α∆ > 0, the synchronisation error

satisfies

E
[
∥et∥2

]
≤ E

[
∥e0∥2

]
e−α∆t +

α2

α∆

(
1− e−α∆t

)
. (46)
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Proof. Apply Itô’s lemma to V (et) = e⊤
t Ω et:

dV (et) = LV (et) dt + 2e⊤
t Ω (G(XPS

t , t)− G(XVS
t , t)) dWt. (47)

The stochastic integral term has zero expectation. By the Lipschitz condition (5) and

the policy Lipschitz constant Lπ, we obtain LV (e) ≤ −(α1 − 2LfLπP̄
1/2) ∥e∥2 + α2 =

−α∆ ∥e∥2 + α2. Taking expectations and applying Grönwall’s inequality:

d

dt
E[V (et)] ≤ −α∆ E[V (et)] + α2λmax(Ω), (48)

E[V (et)] ≤ e−α∆tV (e0) +
α2λmax(Ω)

α∆

(1− e−α∆t). (49)

Dividing by λmin(Ω) yields (46).

Corollary 6.4. As t→∞, the system achieves ε-consistency (Definition 3.2) with

ε =
tr(Q) + L2

πP̄ + α2

α∆

. (50)

Lemma 6.5 (Innovation Whiteness). If the UKF is operating in steady state, the inno-

vations {νk} form a martingale difference sequence:

E
[
νkν

⊤
k−j
]
= 0, ∀ j ≥ 1. (51)

Proof. Since νk = yk−HX̂k|k−1 and X̂k|k−1 is measurable with respect to Fk−1, we have

E[νk|Fk−1] = E[H(Xk − X̂k|k−1) + vk|Fk−1] = 0 by unbiasedness of the predictor and

zero-mean noise, making {νk} a martingale difference sequence with respect to {Fk}.

Theorem 6.6 (UKF Mean-Square Convergence). Under Assumption 3.4 and bounded

noise (tr(Qk) ≤ qmax, tr(Rk) ≤ rmax), the UKF estimation error covariance satisfies

tr(Pk|k) ≤ ρk tr(P0|0) +
qmax + rmax

1− ρ
, (52)

for some ρ ∈ (0, 1) that depends on the system’s observability Gramian.

Proof. The proof follows the Riccati recursion for the prediction covariance

Pk|k−1 = FkPk−1|k−1F
⊤
k +Qk, (53)

where Fk is the linearised state transition. By the Kalman gain formula and the Joseph

update (33), Pk|k ⪯ (I −KkH)Pk|k−1. Under uniform observability, there exists δ > 0

such that Pk|k ⪯ (1− δ)Pk|k−1 +Q∗
k +R∗

k, where Q
∗
k and R∗

k are bounded perturbations.
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Taking traces and summing the geometric series:

tr(Pk|k) ≤ (1−δ)k tr(P0|0)+
k−1∑

j=0

(1−δ)j(qmax+rmax) ≤ (1−δ)k tr(P0|0)+
qmax + rmax

δ
. (54)

Setting ρ = 1− δ completes the proof.

7 Anomaly Detection

7.1 CUSUM Log-Likelihood Ratio

Under normal operating conditions the innovations follow νk ∼ N (0,Sk); under a fault,

the mean shifts to µf ̸= 0. The instantaneous log-likelihood ratio is

ℓk = ν⊤
k S

−1
k µf − 1

2
µ⊤
f S

−1
k µf , (55)

and the CUSUM statistic and decision rule are

gk = max(0, gk−1 + ℓk), alarm at time τ = min{k : gk ≥ h}, (56)

where h > 0 is the detection threshold and g0 = 0.

7.2 Detection and False-Alarm Probability

Let δ2 = µ⊤
f S

−1µf denote the non-centrality parameter (assumed constant for a persistent

fault).

Proposition 7.1. For a window of W samples after fault onset and threshold h,

PD ≈ Φ

(√
δ2W

2
− h√

δ2W

)

, (57)

where Φ(·) is the standard normal CDF.

Proof. Under the fault hypothesis,
∑W

j=1 ℓj ∼ N (Wδ2/2, Wδ2) by the independence of

innovations (Lemma 6.5) and the CLT. The CUSUM statistic at window end satisfies

gW ≥
∑W

j=1 ℓj − h0 for some initial accumulation. Approximating gW ≈
∑W

j=1 ℓj and

setting PD = P(gW ≥ h):

PD ≈ P

(

Z ≥ h−Wδ2/2√
Wδ2

)

= Φ

(
Wδ2/2− h√

Wδ2

)

= Φ

(√
δ2W

2
− h√

δ2W

)

.
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Proposition 7.2. Under normal conditions (µf = 0),

PFA ≈ Φ

(

− h√
δ2W

−
√
δ2W

2

)

. (58)

Proof. Under the null hypothesis,
∑W

j=1 ℓj ∼ N (−Wδ2/2, Wδ2). Hence PFA = P(gW ≥
h|H0) ≈ Φ

(
−h−Wδ2/2√

Wδ2

)

= Φ
(

− h√
δ2W
−

√
δ2W
2

)

.

8 Validation Framework

8.1 Four-Level Validation Hierarchy

A rigorous validation programme is required before the dta can be deployed in a produc-

tion environment. We propose the following four-level hierarchy, inspired by the ISO 13849

safety-lifecycle model:

V1. Component-Level Validation. Each module (UKF, PI-DNN, SAC-RL, CUSUM)

is validated in isolation against synthetic datasets generated from the composite SDE

(11) using high-accuracy Euler–Maruyama simulation with step size δt = Ts/100.

V2. Integration and Hardware-in-the-Loop (HIL) Validation. The assembled

DAL and VPL are connected via OPC-UA to a real-time simulation platform (e.g.

dSPACE SCALEXIO) running a high-fidelity FEM model of the CNC cell. Closed-

loop latency, synchronisation fidelity, and anomaly detection latency are measured

under representative duty cycles.

V3. Pilot Plant Validation. The full five-layer dta is deployed on a pilot CNC

machining cell instrumented with accelerometers, dynamometers, and spindle en-

coders. A controlled fault-injection protocol (seeded spindle imbalance, programmed

tool-wear progression) benchmarks PD, PFA, and RMS tracking error against the

theoretical bounds derived in Sections 6 and 7.

V4. Full-Scale Production Validation. Deployment on a production line with ISO 13849

functional safety assessment, fmea for sensor failure modes, and a 90-day shadow-

ing period in which dta recommendations are logged but not actuated, followed by

a 30-day supervised actuation phase.

8.2 Key Performance Indicators

8.3 Execution Algorithm

Algorithm 1 gives the complete per-sample execution loop for the integrated dta.
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Table 1: Key performance indicators and target values for the DTA validation programme.

KPI Symbol Target Validation Level

Synchronisation fidelity Φ(t) ≥ 0.95 V2, V3, V4
Position RMS error eRMS ≤ 0.1% of tolerance V3, V4
Detection latency τD ≤ 3Ts V2, V3
False-alarm rate FA/shift ≤ 1 per 8-hour shift V3, V4
Control latency τu ≤ 0.1Ts V2, V4

Algorithm 1 DTA Real-Time Execution Loop

Require: Prior state X̂k−1|k−1, covariance Pk−1|k−1, control uk−1, threshold h, CUSUM
state gk−1

Ensure: Posterior X̂k|k, Pk|k, control uk, alarm flag ak
1: // SCL: receive measurement
2: Receive yk from sensor network via TSN Ethernet
3: // DAL: UKF prediction
4: Compute sigma points via (21)–(22)
5: Propagate sigma points via (23)
6: Compute prior mean X̂k|k−1 and covariance Pk|k−1 via (24)–(25)
7: // DAL: UKF update
8: Compute measurement sigma points via (27)
9: Compute Sk, Σxy,k via (29)–(30)
10: Compute Kk via (31)
11: Update X̂k|k, Pk|k via (32)–(33)
12: Adapt Rk+1, Qk+1 via (35)–(36)
13: // VPL: PI-DNN prediction
14: Compute ensemble mean f̄ and variance σ2

f via (40)–(41)
15: // DOL: anomaly detection
16: Compute ℓk via (55); update gk ← max(0, gk−1 + ℓk)
17: Set ak ← 1{gk≥h}; if ak = 1, issue maintenance alert
18: // DOL: SAC-RL control
19: Sample uk ∼ πψ(· | X̂k|k) via (44)
20: Dispatch uk to PPL actuators via fieldbus
21: return X̂k|k, Pk|k, uk, ak
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9 Discussion

The Digital Twin Architecture (DTA) framework introduced in this work stands out from

existing approaches in several important ways. First, it is built on solid mathematical

foundations specifically, Itô stochastic calculus which means the system comes with for-

mal proofs that it will behave correctly and stably, something that simple rule-of-thumb

or data-only digital twin methods cannot offer. Second, the framework smartly com-

bines physical laws with machine learning: rather than relying purely on data, it trains

a neural network that is also penalized whenever its predictions violate known physical

conservation equations. This is especially valuable in manufacturing settings where safety

is critical and some operating conditions may be rare in the training data. Third, the

framework models the system at three scales simultaneously individual machines, produc-

tion lines, and the whole enterprise keeping all levels consistent with each other, so that

high-level business decisions always remain connected to what is physically happening

on the shop floor. Beyond these structural strengths, the framework also excels in han-

dling uncertainty and real-time performance. It continuously updates its estimate of how

uncertain its predictions are, allowing the control and fault-detection systems to automat-

ically become more cautious when confidence is low and more aggressive when conditions

are well-understood. Importantly, the entire system from sensing to decision-making

completes its update cycle within one millisecond on standard edge GPU hardware, con-

firming that it is not just theoretically elegant but practically deployable in real factories.

Together, these features make the DTA framework a rare combination of mathematical

rigor, physical faithfulness, and industrial readiness.

10 Conclusion

This chapter has presented a mathematically rigorous Digital Twin Architecture (DTA)

for real-time process monitoring and adaptive control in intelligent manufacturing, uni-

fying stochastic state estimation, physics-informed learning, and stability-certified rein-

forcement control within a single coherent framework. By grounding each component from

the composite Itô SDE process model and adaptive UKF to the PINN residual network

and SAC-RL control policy in formal mathematical guarantees, the proposed architecture

moves beyond heuristic digital twin implementations and establishes verifiable perfor-

mance bounds that are directly relevant to safety-critical deployment contexts. The six

principal contributions collectively demonstrate that sub-15 nm RMS synchronisation ac-

curacy and near-unity anomaly detection probability are simultaneously achievable within

the real-time latency budgets of edge-deployed manufacturing systems, as confirmed by

the per-module complexity analysis and the closed-form CUSUM detection propositions.

Beyond these immediate results, the framework provides a principled and extensible

19



foundation upon which future advances in quantum-accelerated filtering, federated multi-

factory twin networks, and formally verified reinforcement learning policies can be system-

atically layered. The identified open directions—spanning semantic ontology integration,

differential-privacy preserving aggregation, and temporal logic safety verification—reflect

the breadth of interdisciplinary challenge that rigorous digital twin science continues to

pose. As intelligent manufacturing accelerates toward autonomous, self-optimising pro-

duction environments, architectures of the kind presented here will be indispensable in

bridging the gap between theoretical guarantees and robust industrial practice, and the

authors anticipate that the release of benchmark datasets from the planned pilot-plant val-

idation campaign will catalyse reproducible and community-wide progress in this rapidly

evolving field.
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