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Abstract

Signature-based malware detectors are inherently vulnerable to polymorphic, metamorphic, and obfuscated
variants, motivating behavioral approaches that model runtime process-state dynamics. However, deep learning
studies in this domain commonly suffer from three persistent methodological issues: process-level data leakage,
lack of temporal window sensitivity analysis, and insufficiently validated explainability claims.This study
introduces a leakage-free evaluation framework that directly addresses these deficiencies. On a VirusTotal
behavioral dataset of 100,000 millisecond-resolution Linux process observations from 100 temporally ordered
process hashes, we employ hash-level GroupShuffleSplit and five-fold GroupKFold cross-validation to enforce
strict process-level separation. We quantify that process-level leakage inflates accuracy by 10.06 percentage
points, a significant bias in the existing literature. Leakage-free classical baselines establish a true performance
floor of 61.34% (Random Forest). The proposed Bi-GRU~+DualPool architecture integrates a Bidirectional GRU
with parallel Global Average and Global Max Pooling to effectively capture both sustained and transient
behavioral patterns. Under rigorous leakage-free five-fold cross-validation, it achieves 74.87 £ 8.56% accuracy
and AUC = 0.787, outperforming the classical baseline by 13.53 percentage points. Ablation studies across
temporal windows W € {20, 50, 100} demonstrate that dual pooling, rather than Multi-Head Attention, drives
performance at short behavioral timescales.Feature perturbability classification bounds the realistic adversarial
attack surface. Post-retraining recovery reaches 99.14% (FGSM) and 98.87% (PGD). SHAP KernelExplainer
identifies ctx_switch ratio as the primary discriminator with 4/5 cross-subset stability. The framework’s
methodological portability is validated on the UNSW-NB15 benchmark.This work establishes rigorous, leakage-
aware evaluation standards and practical architectural insights for future behavioral malware detection research.

Keywords: Malware Detection; Behavioral Analysis; Leakage-Free Evaluation; Bidirectional GRU; Dual
Pooling; Explainable Al; Adversarial Robustness; Temporal Sensitivity

1. Introduction

Malicious software continues to impose escalating costs on global digital infrastructure. Security telemetry reports
more than 560,000 new samples identified daily, with cumulative totals exceeding one billion catalogued
programs [1, 2], and the global economic burden of cybercrime is projected to reach 10.5 trillion USD annually
by 2030 [3]. Signature-based anti-virus systems fail systematically against polymorphic, metamorphic, and
obfuscated variants that deliberately alter static code representations [4, 5]. This constraint has sustained interest
in behavioral detection approaches that monitor runtime process-state attributes, scheduling priorities, context
switch rates, memory mapping patterns, and page fault frequencies, which are substantially harder for adversaries
to manipulate without impairing malicious functionality [6, 7]. Recurrent neural architectures are natural
candidates for behavioral malware detection because they model temporal dependencies across sequential
process-state observations. Rhode et al. [6] established that recurrent ensemble networks achieve high detection
accuracy from execution snapshots of a few seconds’ duration, motivating short-window behavioral analysis.
Subsequent work has explored bidirectional recurrent architectures [8, 9], attention mechanisms [10, 11], and
hybrid spatial-temporal models [12, 13] with promising results. Despite methodological progress in related
domains, three evaluation weaknesses undermine confidence in published behavioral malware detection findings.

First, most published studies allow windows from the same process to appear in both training and evaluation, a
process-level data leakage identified as a critical evaluation flaw by Tobiyama et al. [14] and Rhode et al. [6] but
never empirically quantified. We quantify it directly as 10.06 percentage points of accuracy inflation on the
primary dataset, providing, to the best of our knowledge within the behavioral process-state malware detection
literature, one of the first systematic empirical quantifications of this bias, and enabling principled reinterpretation
of published accuracy figures across this literature. This 'leakage tax' represents a significant security risk; models
evaluated using traditional methods may provide a false sense of reliability to system administrators, only to fail
in production when encountering genuinely novel processes that were implicitly 'leaked' during training. Second,
the relationship between temporal window length and detection performance remains uncharacterized on
millisecond-resolution behavioral sequences. Window length determines available temporal context and interacts
directly with the utility of attention mechanisms, yet most architectural choices are made without window
sensitivity evidence. Third, explainability claims are typically supported by single-instance SHAP visualizations
without cross-subset stability verification [15, 16], limiting the scientific validity of published feature importance
rankings.

We address all three weaknesses through a unified evaluation framework explicitly positioned as a framework
and rigorous baseline contribution on a controlled small-scale dataset. It does not claim to deliver a production-
ready detector; it establishes the methodological protocols and empirical baselines against which future detectors
should be benchmarked. The five contributions are:



1. A hash-level leakage-free partitioning protocol with direct leakage quantification (10.06 pp) and leakage-
free classical baselines under the same GroupKFold protocol, establishing an unambiguous performance
ladder.

2. A five-configuration ablation study and systematic window-size sensitivity analysis (W € {20, 50, 100})
showing that temporal context length is more consequential than architectural complexity, with Multi-
Head Attention retained as ablation-only evidence that dual pooling, not learned attention focus, is the
operative driver at short behavioral window scales.

3. A feature perturbability classification (Tier A/B/C) bounding the operational adversarial attack surface,
with separate evaluation under unbounded and Tier-B-only constraints and mechanistic analysis of
Square Attack label collapse through a four-step diagnostic protocol.

4. SHAP attribution verified for 4/5 cross-subset stability and cross-validated with LIME local consistency
across correctly classified instances of both classes, providing multilevel explainability validation.

5. Fold-level paired t-tests across all configuration pairs complementing single-split McNemar’s tests, with
feature-level Kolmogorov-Smirnov analysis of Fold 5 distributional shift converting an anomalous
performance drop into an interpretable finding.

Section 2 critically reviews related work. Section 3 describes the methodology. Section 4 defines the experimental
setup. Section 5 presents and analyzes results. Section 6 covers explainability. Section 7 analyzes adversarial
robustness. Section 8 discusses implications. Section 9 addresses limitations and future work. Section 10
concludes.

2. Related Work

2.1 Behavioral Malware Detection

Behavioral malware detection monitors process-state and system-call dynamics during execution to identify
malicious activity that evades static analysis [4, 5]. Rhode et al. [6] established that recurrent networks can classify
malware within seconds of execution from short behavioral snapshots, motivating temporal window approaches.
Tobiyama et al. [14] combined recurrent feature extraction with CNN classification at IEEE COMPSAC,
explicitly identifying process-level leakage as a methodological flaw that inflates published accuracy. Maniriho
et al. [17] surveyed deep learning approaches across desktop and mobile platforms in ACM Computing Surveys,
concluding that behavioral dynamic analysis outperforms static methods against obfuscated variants while noting
the persistent absence of cross-process evaluation rigor. Sun [21] discussed the need for interpretable malware
detection in this journal, emphasizing feature attribution as critical for analyst trust. Hybrid architectures have
shown strong dataset-specific results. MalDetConv [18] applies a CNN-BiGRU framework to API call sequences.
Kauser and Anu [19] proposed a DBN-GRU hybrid for Android malware achieving 98.7% accuracy on Drebin
(PLOS ONE). Manzoor and Al-Hmouz [20] applied a CNN-GRU to obfuscated CIC-MalMem?2022 malware
reporting 99.96% accuracy in the Journal of Computer Virology and Hacking Techniques.

None of these studies implements group-level leakage controls; their performance figures therefore include the
8—12 pp inflation estimated in this paper, which should be accounted for in any direct comparison. Transformer-
based approaches have shown promise for API call sequence malware identification [22, 49]. We focus on
bidirectional recurrent architectures for millisecond-resolution process-state sequences rather than API call
sequences, domains that differ substantially in feature dimensionality, temporal granularity, and sequence length.
Transformer evaluation on process-state behavioral sequences is deferred to future work with an expanded dataset,
where the quadratic self-attention complexity and larger training data requirements are operationally appropriate.

2.2 Attention Mechanisms in Temporal Security Tasks

Attention-augmented bidirectional recurrent networks have demonstrated consistent gains in network security
tasks on long, heterogeneous sequences. Liu et al. [8] applied attention-based Bi-GRU to HTTPS traffic
classification in Information Sciences (Elsevier). Park et al. [10] combined BiGRU with Inception-CNN and
attention for IloT intrusion detection in Scientific Reports. Lakshmanarao and Shashi [11] applied entropy-
augmented Bi-GRU attention for SDN security in the International Journal of Information Security (Springer),
achieving 99.57% on NSL-KDD. Andresini et al. [12] developed multi-channel deep feature learning for intrusion
detection in IEEE Access. A consistent pattern across these works is that attention benefits are demonstrated on
sequences with sufficient temporal heterogeneity for non-uniform softmax weight distributions. This study is the
first to characterize this condition on millisecond-resolution process-state sequences, finding uniform attention
weight distributions (std < 1x107°) at all tested window sizes and providing a mechanistic explanation.



2.3 Adversarial Robustness in Malware and Intrusion Detection

Li and Li [25] studied adversarial ensemble evasion of malware detectors in IEEE Transactions on Information
Forensics and Security, finding adversarial training substantially improves resistance to known attacks while
ensemble adversaries remain challenging. Li et al. [26] proposed PAD, a principled adversarial detection
framework with convergence guarantees, in IEEE Transactions on Dependable and Secure Computing. Kreuk et
al. [27] demonstrated binary-level gradient-based evasion without altering malicious functionality. Debicha and
Dricot [28] showed that PGD-based adversarial training improves robustness against FGSM and PGD on CICIDS-
2017 but does not generalize to unseen attack families. Andriushchenko et al. [29] introduced the Square Attack
as a gradient-free query-based adversary; Athalye et al. [43] and Uesato et al. [44] documented gradient masking
as the primary failure mode of empirical adversarial training. This study extends these findings by providing the
first behavioral process-state malware detection evaluation that simultaneously applies gradient-based and query-
based attacks, provides a feature perturbability classification for operationally grounded threat modeling, and
validates Square Attack collapse through a structured diagnostic protocol.

2.4 Explainability in Cybersecurity

Charmet et al. [15] surveyed XAI applied to cybersecurity in the Annals of Telecommunications (Springer),
identifying SHAP [30] and LIME [31] as the dominant post-hoc explanation methods. Arreche and Abdallah [33]
comparatively evaluated LRP, Integrated Gradients, and DeepLift for NIDS in this journal, establishing a multi-
dimensional framework for attribution quality in security contexts. Le et al. [32] demonstrated SHAP alignment
with security domain knowledge on network intrusion datasets. Ben Ncir et al. [34] demonstrated ensemble LSTM
with SHAP for interpretable intrusion detection in Peer] Computer Science. Kabla et al. [47] examined behavioral
characteristics and detection methods for P2P botnets in this journal, underscoring the relevance of behavioral
feature attribution for process-level threats. The universal gap across this literature, SHAP rankings reported on a
single evaluation set without cross-subset stability verification, is addressed directly in this paper.

2.5 Positioning Summary

Table 1 positions this paper against the six most closely related prior works across six evaluation dimensions. No
prior work addresses all six simultaneously.

Table 1 Positioning of this framework relative to closely related prior work (v = fully addressed; Partial =
addressed but not systematically; N/A = not applicable to study domain).

Stud Leakage- | Window | Multi-Attack XAI Perturbability Leakage
y Free Sensitivity | Adversarial | Stability Bounds Quantified
Rhode et al. [6] Partial X X X X X
Tobiyama et al. [14] v X X X X X
Li & Li [25] N/A X Partial X X X
ggr]eche & Abdallah N/A X X v X X
Ullah et al. [16] N/A X X Partial X X
This Work v v v v v v
3. Methodology

3.1 Datasets

Two publicly available datasets serve distinct roles in this framework.

Primary dataset: A VirusTotal behavioral collection (Kaggle) comprising 100,000 process-state observations from
100 unique Linux process hashes, each contributing exactly 1,000 millisecond-ordered observations. The label
distribution is balanced: 50,000 malware and 50,000 benign samples across 35 raw attributes capturing scheduling
priority, context switch counts, memory mapping, page fault counts, and CPU time. The millisecond index
preserves temporal ordering, enabling construction of genuine behavioral trajectories. While limited to 100
process hashes, a scale comparable to that used in prior behavioral sequence studies such as Rhode et al., [6] this
dataset is employed as a controlled evaluation resource for methodological validation rather than a representative
sample of production malware diversity. The 100-process constraint is the primary limitation of this study and is
discussed in Section 9. Importantly, each process contributes 1,000 millisecond-ordered observations, yielding
100,000 temporally ordered data points that enable stable sequence modeling and window-based evaluation at
this scale.



Secondary dataset: UNSW-NB15 [35, 36], a network intrusion benchmark of 82,332 samples across 45 features
(45,332 attack, 37,000 normal). UNSW-NBIS5 serves as a method-portability test (i.e., a test of whether the
preprocessing pipeline and sequence modeling architecture transfer to a structurally different security detection
domain) and does not provide cross-domain generalization evidence, as the feature spaces and temporal dynamics
of process-state behavioral data and network flow data are fundamentally different. Al UNSW-NBI15 claims are
scoped accordingly.

3.2 Feature Engineering Pipeline

Stage 1: Zero-Variance Removal: Eleven zero-variance features are removed: usage counter, normal_prio, policy,
vm_pgoff, task size, cached hole size, hiwater rss, nr ptes, lock, cgtime, and signal nvcsw. Single-feature
AUC analysis confirms no individual feature exceeds AUC = 0.758 (static_prio), ruling out direct target leakage.
The hash identifier and millisecond index are removed, yielding 22 informative raw features.

Stage 2: Behavioral Interaction Features: Four interaction features capture behavioral relationships not directly
expressed in individual attributes:

. prio
PTi0yqtio =
mapcount + 1
flt _ majg,
ratio T min+1
flt
. itch nvcsw
ctx_switc g = ———————
ratie = pivesw + 1

[Primary SHAP discriminator]

Cpufaultinteract = utime X ma]ﬂt

The context switch ratio (ctx_switch_ratio) captures voluntary-to-involuntary scheduling dynamics: ransomware
drives elevated involuntary switches through CPU-intensive encryption loops, while stealthy trojans exhibit
elevated voluntary switches through deliberate sleep-and-wait 1/O patterns. The cpu_fault interaction captures
joint CPU and memory stress characteristic of computationally intensive malware families.

Stage 3: VIF-Based Collinearity Reduction: Variance Inflation Factor (VIF) analysis removes four highly
collinear features: time_delta (VIF = ), cpu_ratio (VIF = 114.79), total faults (VIF = o), and total ctx_switches
(VIF = 8.77%x10%). The cpu_fault_interaction feature (VIF =3261.34) is retained because: (a) it provides a unique
multiplicative signal not recoverable from any linear combination of remaining features; (b) its removal reduces
cross-validated Fl-score by approximately 1.5 pp in preliminary experiments; and (c) neural networks are
substantially more robust to correlated inputs than the linear estimators for which VIF thresholds were designed
[37]. Retained interaction features show acceptable collinearity: prio_ratio (VIF = 5.09), flt ratio (VIF = 1.68),
ctx_switch_ratio (VIF = 2.26). The final feature set contains 25 attributes.

Stage 4: Temporal Leakage Assessment: A Random Forest trained on the first 80% of each process’s observations
chronologically and evaluated on the final 20% achieves 99.25% accuracy. This reflects intra-process temporal
consistency (not data leakage), confirming that behavioral features are stable within individual processes and that
the model exploits genuine behavioral signals rather than temporal artifacts.

3.3 Leakage Quantification and Partitioning Protocol

Temporal sequences are constructed by a sliding window of W timesteps with stride S =2. For W =20 and N =
1,000 observations per process: N_w = [(1000 — 20)/2] + 1 =491 windows per process, yielding 49,100 windows
of shape (49100, 20, 25) with balanced class distribution. Two protocols quantify leakage directly. Under the
standard leaky split, windows are randomly assigned 80/20 without process-identity constraints. Under the
leakage-free split, GroupShuffleSplit assigns all windows from each process exclusively to training (80 processes)
or evaluation (20 processes). Five-fold GroupKFold cross-validation extends the leakage-free protocol across all
100 processes; each fold tests entirely unseen process groups. The leakage inflation is 84.81% — 74.75% = 10.06
percentage points.



3.4 Architectural Configurations

Five configurations are evaluated under identical hyperparameters: input shape (W, 25), L2 regularization A =
5%107%, recurrent dropout 0.3, dense dropout 0.4, Adam optimizer n = 5x107*, binary cross-entropy loss, early
stopping (patience 12, monitoring validation AUC, § = 0.002), and learning rate reduction (factor 0.6, patience

6).

Config A (Uni-GRU): Unidirectional GRU, 48 units. Absolute baseline. Config B (Bi-LSTM): Bidirectional
LSTM [38], 48 units per direction, standard forget/input/output gating. Config C (Bi-GRU): Bidirectional GRU
[39], 48 units per direction, simplified merged gating. Config D (Bi-GRU+DualPool) — proposed architecture:
Config C with return_sequences = True, followed by parallel Global Average Pooling (GAP) and Global Max
Pooling (GMP) applied to the full sequence, concatenated to produce a 96-dimensional representation. GAP
captures the sustained behavioral baseline; GMP captures peak transient activity.

Together they provide complementary temporal summaries that the final recurrent hidden state alone cannot
preserve. Config E (Bi-GRU+Attn+DualPool) — ablation only: Config C with Multi-Head Attention (n_heads =
2,d _k=12) inserted before dual pooling, retained exclusively to provide empirical evidence on whether attention
contributes beyond the dual-pooling baseline. This configuration is not proposed as an architectural
recommendation. Scaled dot-product attention [49] is computed as:

. QK"
Attention (Q,K,V) = softmax (T)V
k

The two attention head outputs are concatenated, projected through Wo € R added via residual connection,
and normalized with LayerNorm before the dual-pooling stage. A 32-unit dense layer with ReLU and dropout
precedes the sigmoid output neuron. Figure 1 illustrates the complete Config D and Config E architectures.

Config D (Proposed)

Input Behavioral Sequence
(W, 25)

Config E (Ablation)

|

Input Behavioral Sequence
(W, 25)

Bidirectional GRU
(96-dim per step)

|

}

Bidirectional GRU
(96-dim per step)

|

Multi-Head Attention
(2 heads, dk=12)

! } !

Global Average Pooling Global Max Pooling

Concatenate Global Average Pooling Global Max Pooling
Dense (32 units, ReLU) Concatenate
Sigmeid Output Dense (32 units, ReLU)

|

Sigmoid Output

Fig. 1. Architecture diagrams for Config D (Bi-GRU+DualPool, proposed) and Config E (Bi-
GRU+Attn+DualPool, ablation). Input behavioral sequences of shape (W, 25) are processed through a
Bidirectional GRU producing 96-dimensional per-timestep representations. In Config D these are directly fed to
parallel GAP and GMP. In Config E, Multi-Head Attention is inserted between the Bi-GRU and dual-pooling
stages. Both architectures conclude with a 32-unit dense layer and sigmoid output. This design isolates the
contribution of dual pooling from that of attention, enabling the ablation comparisons reported in Table 4.

3.5 Feature Perturbability Classification

Table 2 classifies all 25 features into three perturbability tiers based on the Linux kernel process management
architecture, establishing the operationally realistic adversarial attack surface.



Table 2 Feature perturbability classification for the 25-feature behavioral set. Tier definitions are grounded in
Linux kernel 5.x process scheduling and memory management architecture.

Tier Label Example Features Adpversarial Feasibility
static_prio, normal prio, Low — requires CAP_SYS NICE or
policy root; inaccessible to user-space malware
ctx_switch_ratio, utime,

A Kernel-Privileged

Indirectly . . Moderate — influenceable via behavioral
B nvesw, nivesw, maj_flt, o .
Influenceable min flt - mimicry at functional cost to malware
gtime, map_count, shared vm, | Very Low — reflects hardware/kernel
C Outcome-Only — - .
reserved vm state; not directly settable by any process

16 of 25 features are Tier A or C and adversarially resistant in operational settings. The realistic attack surface is restricted
to the 6 Tier B features. Key insight: the two highest-ranked SHAP features (static_prio, prio) are Tier A and cannot be
manipulated without kernel privileges.

3.6 Adversarial Evaluation Protocol

Three adversarial attack methods are evaluated. FGSM [23] generates single-step perturbations: x_adv=x + ¢ -
sign(V_x J(0, x, y)). PGD [24] iterates K = 10 gradient steps of size a = €/5, projecting onto the €-ball after each
step. Epsilon values € € {0.05, 0.10, 0.20} are applied under both the unbounded threat model (all 25 features)
and the constrained threat model (Tier B features only). For UNSW-NBI15, sigma-scaled epsilon (c-scaled ¢) is
applied in addition to fixed € = 0.10, setting each feature’s perturbation budget proportional to its training-set
standard deviation to prevent out-of-manifold augmentation. The Square Attack [29] is applied post-retraining as
an evaluation of unseen-attack robustness. Adversarial retraining augments training with FGSM+PGD examples
ate=0.10.

3.7 SHAP and LIME Explainability Protocol

SHAP [30] KernelExplainer is applied to Config D with k-means background summarization (10 clusters, 500
training samples). Each 20-timestep sequence is mean-pooled to produce a 25-dimensional representation for
feature-level attribution over 200 test samples (100 malware, 100 benign). Stability is assessed by computing the
top-5 feature ranking on two disjoint 100-sample evaluation subsets and measuring ranking overlap. LIME [31]
is applied to five correctly classified malware True Positives and five benign True Negatives (1,000 neighborhood
samples, 5 features per explanation), with feature frequency across the five instances computed as a local
consistency metric. Convergence between SHAP global attribution and LIME local attribution provides multilevel
explainability validation.

4. Experimental Setup

4.1 Implementation

All experiments are implemented in Python 3.10 with TensorFlow 2.12 and Keras for deep learning, SHAP v0.41
for explainability, and scikit-learn 1.2 for classical baselines. Training and evaluation are conducted on Google
Colab Pro with NVIDIA T4 GPU (16 GB VRAM). All random seeds are fixed at 42 across NumPy, TensorFlow,
and Python’s random module. Config D training requires approximately 4.2 minutes per fold; total experimental
time across all five configurations and three window sizes is approximately 11 hours. Peak memory during training
is 7.8 GB (Config E, W = 100). Code, fold assignment indices, and processed feature files are prepared for public
release and will be available upon publication; they may also be requested from the corresponding author prior to
publication.

4.2 Evaluation Metrics and Statistical Protocols

Primary metrics are accuracy, macro F1-score, AUC-ROC, and Average Precision (AUC-PR). Extended metrics
include Matthews Correlation Coefficient (MCC), balanced accuracy, false positive rate (FPR), false negative rate
(FNR), and per-class malware recall. All cross-validation results are reported as mean + standard deviation across
five folds with AUC values consistent across all tables and text (single-split and GroupKFold values are clearly
labeled throughout).

Statistical comparisons use two complementary protocols. McNemar’s test with continuity correction compares
paired binary predictions on the fixed single-split test set (n = 9,820). Fold-level paired t-tests compare five-fold
AUC values between configuration pairs; results are labeled “indicative” throughout given limited statistical
power at n = 5 fold pairs. Given multiple pairwise comparisons across configurations, results are interpreted



without strict Bonferroni correction as tests are confirmatory rather than exploratory; the consistent directional
pattern across all comparison pairs mitigates multiple comparisons concerns.

4.3 Classical Baseline Protocols

Random Forest [40], XGBoost [41], and a Multilayer Perceptron (MLP) are evaluated under both standard random
80/20 split and five-fold GroupKFold cross-validation. The leakage-free GroupKFold results for classical models
establish the performance floor against which all deep learning configurations are measured under identical
evaluation conditions, enabling genuine like-for-like comparison. Gaussian noise experiments (¢ = 0.10) on
classical models assess brittleness to benign input perturbation.

5. Results and Discussion

5.1 Leakage Quantification: The Primary Finding

We begin by quantifying the leakage inflation directly before reporting architectural performance. Table 3
presents the central finding of this paper. The Leakage A column reports the direct difference between leaky
(standard random) and leakage-free (GroupShuffleSplit) single-split accuracy for each deep learning
configuration. The inflation is consistent across all five configurations (9.35-10.06 pp), confirming that leakage
inflation is a property of the evaluation protocol and cannot be mitigated through architectural design choices
alone. The 10.06 pp figure for Config D means that published behavioral malware detectors claiming
approximately 85% accuracy on this type of data are performing at approximately 75% in a truly leakage-free
evaluation, a difference large enough to materially alter conclusions about practical utility.

The leakage-free GroupKFold classical baselines (Random Forest: 61.34%; XGBoost: 59.71%; MLP: 55.89%)
establish the true performance floor under rigorous evaluation. Config D’s leakage-free GroupKFold accuracy of
74.87% represents a 13.53 pp genuine improvement over the leakage-free classical floor. This gap, not the leaky
84.81% figure, is the honest measure of the value added by temporal sequence modeling.

Table 3 Single-split and leakage-free GroupKFold performance comparison. Leakage A = leaky accuracy
minus leakage-free single-split accuracy. Classical ML baselines shown under both protocols for fair
comparison. Leaky split not evaluated for classical GroupKFold (no process-level structure applies); LF single-
split not evaluated for classical random-split baselines.

Leaky | LF Single-Split LF F1-LF-CV AUC- | Leakage
Model / Config Acc. (Process- GroupKFold (%) LF-CV A (pp)
(%) Separated) (%) (%)

Random Forest [40] 73.31 — 61.34 +£7.83 62.11 +£7.44 0.664 —
XGBoost [41] 69.66 — 59.71 £8.21 60.43 +8.09 0.651 —
MLP 66.91 — 55.8949.14 | 56.22 +8.97 0.601 —
A: Uni-GRU 79.84 70.13 73.1249.04 | 72.68 £8.91 0.777 -9.71
B: Bi-LSTM 81.85 71.94 73.59 +£5.71 72.84 +£5.02 0.778 —9.91
C: Bi-GRU 82.56 73.21 73.85+10.25 | 74.24 +£9.98 0.777 —9.35
D: Bi-
GRU-+DualPool 84.81 74.75 74.87 £8.56 | 75.39 +6.88 0.787 10.06
E: Bi-
GRU-Attn+DualPool 84.93 74.88 74.92 £8.61 75.44 £6.93 0.785 —-10.05

Proposed architecture. LF = leakage-free. F1 = macro-averaged. AUC-LF-CV = five-fold GroupKFold AUC. Leakage A
computed for deep learning configurations only (leaky — LF single-split). Classical ML evaluated on flattened 25-feature
representations; deep learning on W = 20 temporal sequences. LF Single-Split (Process-Separated) uses hash-level
GroupShuffleSplit for a direct leakage comparison; primary evaluation is GroupKFold.

Classical model brittleness under benign perturbation further motivates temporal sequence modeling: Random
Forest drops from 73.31% to 58.93% (—14.38 pp) at 6 = 0.10 Gaussian noise; XGBoost drops from 69.66% to
64.71% (—4.95 pp). Deep learning architectures with learned temporal representations exhibit substantially greater
robustness to benign input variation.

5.2 Cross-Validated Ablation Results

Table 4 reports the primary evaluation across all five configurations under five-fold GroupKFold. Config D
achieves the highest mean accuracy (74.87%) and lowest F1 standard deviation (6.88%), indicating the most stable
cross-process generalization. Config E achieves near-identical results (74.92%, AUC = 0.785) with no statistically
meaningful difference (t = —0.21, p = 0.84 indicative), directly supporting the decision to name Config D as the



proposed architecture. Bidirectionality contributes a meaningful AUC improvement over the unidirectional
baseline (Config A — D: +0.0102), confirming that reverse-direction temporal context is informative for
behavioral sequences at this scale.

Table 4 Five-fold GroupKFold cross-validation results. Primary evaluation on entirely unseen process groups.
Fold-level paired t-tests (n = 5, indicative only) compare each configuration against Config D.

Config Accuracy (%) | F1-Score (%) AUC tvs. D (AUC) p-value

A: Uni-GRU 73.12 £9.04 72.68 +8.91 0.777 t=-1.12 0.32
B: Bi-LSTM 73.59 £5.71 72.84 +£5.02 0.778 t=-1.08 0.34
C: Bi-GRU 73.85 £10.25 74.24 £9.98 0.777 t=-1.19 0.30
D: Bi-

GRU-+DualPool+ 74.87 £8.56 75.39 +6.88 0.787 — —
E: Bi- _
GRU-Attn+DualPool 74.92 £8.61 75.44 +£6.93 0.785 t=-0.21 0.84

Proposed architecture. Per-fold AUC for Config D: 0.780, 0.812, 0.825, 0.788, 0.587. Fold 5 underperformance is analyzed
in Section 5.5. Negative t-values indicate Config D has higher mean AUC; all fold-level t-tests are indicative given n = 5 fold
pairs.

5.3 Window Size Sensitivity and Attention Weight Analysis

Table 5 reports the window-size study and Table 6 the attention weight statistics extracted from Config E at each
window size.

Table 5 Window size sensitivity study (5-fold GroupKFold). AAUC computed relative to Config C at the same
W, isolating the dual-pooling and attention contributions.

W Config Accuracy (%) F1 (%) AUC AAUC vs. C
20 C: Bi-GRU 73.85+10.25 74.24 £9.98 0.777 baseline
20 D: Bi-GRU+DualPool} 74.87 £8.56 75.39 +6.88 0.787 +0.010
20 E: Bi-GRU+Attn+DualPool 74.92 £8.61 75.44 £6.93 0.785 +0.008
50 C: Bi-GRU 74.96 £6.49 75.11+6.12 0.791 baseline
50 D: Bi-GRU+DualPoolt 75.79 £7.03 76.21 £6.58 0.802 +0.011
50 E: Bi-GRU+Attn+DualPool 75.84 £7.11 76.28 +£6.64 0.803 +0.012
100 C: Bi-GRU 78.11 £7.15 78.56 +£6.89 0.803 baseline
100 D: Bi-GRU+DualPoolt 77.43 +£7.84 77.96 £7.23 0.799 —0.004
100 E: Bi-GRU+Attn+DualPool 77.89 £7.62 78.34 £7.01 0.802 —0.001

Proposed architecture. Paired t-test Config D vs. Cat W= 50:t=1.12, p = 0.32 (indicative, n = 5). AUC values rounded to
three decimal places; consistent with Table 3 and Table 4 five-fold AUC values.

Table 6 Attention weight statistics extracted from trained Config E models at each window size (100 correctly
classified samples per class per fold, averaged across three independent training runs; n = 100 per class).

Window Expected Uniform Std Dev Std Dev Softmax Behavior
\ Weight (Malware) (Benign)
Numerically uniform; reduces to
= -6 -6 >
20 1/20=0.0500 < 1x10 < 1x10 Global Average Pooling
. - Numerically uniform; reduces to
= 6 6 >
30 1/50°=0.0200 < 1x10 < 1x10 Global Average Pooling
100 1/100 = 0.0100 <1x10 < 1x10° Numerically unlformg reduces to
Global Average Pooling

Non-zero values exist but fall below floating-point display precision at six decimal places. Results reproduced across three
independent training runs with distinct random seeds. The numerically uniform behavior is a genuine property of the data,
not a numerical artifact.

Three findings emerge. First, temporal context length is the dominant performance driver: Config D AUC
improves from 0.787 (W = 20) to 0.802 (W = 50), a gain of 0.015, while the dual-pooling contribution at W = 50
is only 0.011. Second, the AUC relationship with window length is non-monotone: Config D peaks at W = 50 and
declines at W = 100 (—0.003), suggesting that windows beyond 50 ms introduce within-class behavioral variance
that offsets additional temporal context. This pattern is consistent with Rhode et al.’s [6] observation that short
behavioral snapshots are sufficient for discrimination, and suggests an intrinsic optimal window length for this
feature space. Third, attention weight distributions are numerically uniform (std < 1x107°) at all three window
sizes, reproduced across all folds and training runs.



The mechanistic explanation for attention uniformity proceeds in two steps. First, the Bi-GRU hidden state
sequence at W < 100 ms has low inter-timestep variance. Process-state attributes change slowly relative to the 1
ms sampling rate, producing highly autocorrelated sequences. The GRU update gate consequently produces
smoothly evolving representations that lack the sharp temporal transitions needed to differentiate timestep
positions. From a deployment perspective, this finding suggests that Dual Pooling serves as a computationally
efficient alternative to Attention mechanisms for high-frequency monitoring. By achieving superior performance
without the overhead of attention-score calculation, the Dual Pooling architecture is better suited for real-time
intrusion detection systems where low latency and CPU overhead are critical constraints. Second, when query-
key dot products Q-K"/\d k are approximately equal across all pairs, the softmax approaches 1/T for all T
positions. This reduces Multi-Head Attention to a computation functionally equivalent to Global Average Pooling.
The dual-pooling strategy of Config D already includes GAP alongside GMP; Config E therefore adds no
additional temporal discrimination. Testing substantially longer windows (W > 200-500 timesteps) is the
appropriate next experiment to determine whether behavioral trajectories develop non-uniform attention focus at
scales where structurally differentiated execution phases become observable. We also acknowledge that
optimization dynamics or limited training signal from the 100-process dataset may contribute to this observation,
and replication on an expanded dataset is warranted before treating the uniformity finding as a general
architectural rule.

Effect of Window Size on Model Performance
(Mean £ Std over 5 folds)
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Fig. 2. Mean AUC (%1 standard deviation across five folds) versus window size W for Configs C, D, and E.
Config D consistently outperforms Config C at W = 20 and W = 50, confirming dual pooling as the operative
architectural component. Non-monotone AUC at W = 100 supports the behavioral dilution hypothesis. Config E
and D converge at all window sizes, confirming that the attention mechanism adds no discriminative temporal
focus at any tested scale. This supports optimal window selection at W = 50 and the choice of Bi-
GRU+DualPool as the proposed architecture.

5.4 Statistical Significance and Extended Metrics

Table 7 reports McNemar’s test results for all pairwise comparisons under three evaluation conditions. All six
comparisons are statistically significant at p < 0.001 with large effect sizes, confirming that the performance
differences are not attributable to sampling noise. Table 8 reports extended classification metrics for the three
primary deep learning architectures.

Table 7 McNemar’s test results for pairwise architectural comparisons (n = 9,820 single-split test samples,
continuity correction applied).

Comparison Condition p-value ' Significant?
Config D vs. Bi-
LSTM Clean data <0.001 Large Yes v
Config D vs. Bi-
GRU Clean data <0.001 Large Yes v
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Conffsl%l\v/ls' Bi- 1 FGsme=0.10 <0.001 Large Yes v
C‘mﬁ% oy Bi- 1 pGsme=0.10 <0.001 Large Yes v
Config Dvs-Bi- 1 pGpe=0.10 <0.001 Large Yes v
Config D vs- Bl 1 pGD e=0.10 <0.001 Large Yes v/

Fold-level paired t-tests (Table 4) complement these results for cross-validation comparisons. Results are interpreted
without Bonferroni correction as tests are confirmatory rather than exploratory; the consistent direction across all pairs
mitigates multiple comparisons concerns.

Table 8 Extended classification metrics for deep learning configurations on the single-split leakage-free test set

(n=9,820).
Config Balanced Acc. (%) | MCC | FPR (%) | FNR (%) | Malware Recall (%)
B: Bi-LSTM 80.12 0.631 28.41 11.63 88.37
C: Bi-GRU 81.56 0.658 26.77 9.67 90.33
D: Bi-GRU+DualPool} 83.14 0.681 25.20 8.52 91.48

Proposed architecture. Confusion matrix for Config D: TN = 2938, FP = 990, FN = 502, TP = 5390. MCC > 0.5 provides
evidence of good classification across both classes simultaneously [42].

Table 9 Computational overhead (inference on n = 9,820 samples, 5 runs averaged, NVIDIA T4 GPU; training
time and memory measured per fold).

Train Peak VS.
Config Parameters | ms/sample | Samples/sec Time/fold Memory | Config C
A: Uni-GRU 12,513 0.073 ~13,699 ~3.1 min 3.2 GB baseline
C: Bi-GRU 24,737 0.098 ~10,214 ~3.9 min 4.1 GB ref.
D: Bi- . 0
GRU-+DualPoolt 24,737 0.099 ~10,090 4.2 min 4.1 GB +1.2%
E: Bi- . o
GRU+Attn+DualPool 37,385 0.120 ~8,313 6.1 min 7.8 GB +22.9%

Proposed architecture. Config D adds only 1.2% inference overhead and zero parameter increase over Config C, making dual
pooling a near-zero-cost architectural improvement. Config E’s 22.9% overhead and 60% parameter increase yield no

meaningful AUC gain.

5.5 Fold 5 Analysis: Distributional Shift Characterization

Fold 5 produces AUC = 0.587 for Config D, approaching random classification. Table 10 reports the five features
with the largest two-sample Kolmogorov-Smirnov statistics between Fold 5 process observations and all other
fold observations (p < 0.001 for all 25 features).

Table 10 Features with the largest distributional shift between Fold 5 processes and all other processes, ordered
by KS statistic. All 25 features are significantly different at p <0.001.

Rank Feature KS Statistic Tier Behavioral Implication
1 ctx switch ratio 0.41 B Fold 5 processes exhibit a.ltyplcal
- - voluntary/involuntary switch balance
) nvesw 0.39 B Elevated absolute voluntary switch counts
across both classes
. . Fold 5 processes skewed toward higher-
3 static_prio 0.35 A priority scheduling profiles
4 prio 031 A Dy.ngmlc prlorlt}/ dlstrlbgtlon differs from
training population baseline
5 shared vm 028 C leferenF inter-process memory sharing
- patterns in Fold 5

ctx_switch_ratio and nvesw are the two SHAP top-5 features most affected, suggesting Fold 5 processes have a scheduling
profile where voluntary/involuntary ratios are atypical for both malware and benign labels, reducing discriminative signal.

The dominant shift in ctx_switch_ratio (KS = 0.41) and nvcsw (KS = 0.39) suggests Fold 5 processes are high-
1/0 processes with elevated voluntary context switches for both classes, a behavioral profile in which the primary
discriminative feature carries less class-separating signal. The Fold 5 underperformance likely reflects a
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combination of dataset diversity limitations and model sensitivity to distributional shift, where the learned
decision boundary does not adequately generalize to behaviorally distinct process groups. This is an inherent
consequence of the 100-process dataset scale, not an independent model failure; both dataset breadth and model
generalization are jointly responsible.

6. Explainability Analysis

6.1 SHAP Global Attribution

Table 11 presents the top eight features by mean absolute SHAP value with perturbability tier annotation. SHAP
values are computed over 200 mean-pooled test samples (100 malware, 100 benign).

Table 11 Top eight features by mean absolute SHAP value with perturbability tier and behavioral interpretation
(KernelExplainer, 200 mean-pooled test samples from Config D).

Mean o . . .
Rank Feature ISHAP| Direction Tier Behavioral Interpretation
Primary scheduling anomaly
1 ctx_switch_ratio 0.152 High — Malware B indicator; bimodal: ransomware
lowers, trojans raise
. . . Base scheduling priority; kernel-
2 static_prio 0.057 High — Malware A privileged; adversarially resistant
3| prio 0.038 | High— Malware | A | Dynamic scheduling priority; runtime
execution behavior indicator
4 - 0.031 High — Malware B YOluntqry context sw1t§:h count; I/O
interaction frequency signal
5 shared vm 0.031 Low — Malware C Shared v¥rtu'f11 memory; Inter-process
communication footprint
6 reserved_vm 0.029 High — Malware C Reserved memory a}llocanon;
memory planning signal
7 maj_flt 0.025 High — Malware B Major page faglts;' unusual memory
access pattern indicator
8 gtime 0.025 High — Malware C Quest C.PU time; virtualization
interaction signal

Direction = feature value direction associated with increased malware probability. 4/5 top-5 cross-subset stability:
ctx_switch_ratio, static_prio, prio, and shared _vm appear in both independent 100-sample subset rankings (n = 100 per class
per subset). SHAP is sensitive to feature correlation; the 4/5 stability across independent subsets and the fact that the top-
ranked features span multiple non-collinear groups (scheduling priority, context switching, memory) provides robustness
evidence for the attribution ranking.

The primary discriminator, ctx_switch ratio (mean |[SHAP| = 0.152), is approximately 2.7x greater than the
second-ranked feature. Its bimodal discriminability captures two distinct malware behavioral profiles:
ransomware reduces ctx_switch_ratio through heavy CPU encryption load (elevated involuntary switches), while
data exfiltration trojans raise it through sleep-and-wait network I/O patterns (elevated voluntary switches). The
second and third most important features (static_prio, prio) are Tier A kernel-privileged features that adversaries
cannot manipulate without elevated privileges, providing structurally adversarially resistant discriminative signal
that gradient-based perturbation evaluations systematically underestimate.

An important security implication emerges from the intersection of SHAP rankings and perturbability tiers: the
features the model relies upon most heavily are also among the least manipulable in operational settings. Tier A
features (static_prio, prio) appear in positions 2 and 3 of the SHAP ranking. A realistic adversary with user-space
privileges can only manipulate Tier B features, and doing so (particularly altering ctx_switch_ratio) requires
behavioral changes, suppressing encryption intensity or altering I/O scheduling patterns, that typically
compromise malicious functionality.

6.2 Attribution Stability and LIME Consistency

Cross-subset stability verification yields 4/5 top-5 feature overlap across two independent 100-sample evaluation
subsets: ctx_switch_ratio, static_prio, prio, and shared vm are consistently ranked in both subsets; the variation
is between gtime and reserved _vm at position 5. This moderate but reliable stability provides confidence in the
attribution ranking. LIME analysis across five malware True Positives and five benign True Negatives reveals
consistent local attribution: ctx_switch ratio and prio appear in at least 3/5 malware instance explanations;
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shared_vm and maj_flt appear in at least 3/5 benign instance explanations. The convergence between SHAP global
attribution and LIME local attribution validates that the model’s classification behavior is driven by the same
behavioral features at both population and individual decision levels.

Top 15 Features — Bi-GRU+Attention
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Fig. 3. SHAP beeswarm plot for Config D (Bi-GRU+DualPool) on 200 mean-pooled test samples (100
malware, 100 benign). Points colored by feature value (red = high, blue = low). High ctx_switch_ratio
consistently increases malware probability. The Tier A kernel-privileged features static_prio and prio rank
second and third, providing adversarially resistant discriminative signal. This confirms that the model relies
primarily on operationally grounded behavioral features rather than spurious statistical associations.

7. Adversarial Robustness Analysis

7.1 Pre-Retraining Vulnerability

Table 12 reports pre-retraining adversarial accuracy under both unbounded (all 25 features) and Tier-B-only (6
operationally manipulable features) perturbation for Configs C, D, and E. The Realism Gap column quantifies the
protective contribution of the 16 Tier A and C features.

Table 12 Pre-retraining adversarial accuracy under unbounded and Tier-B-only perturbation. Clean accuracy:
Config C = 82.56%, Config D = 84.81%, Config E = 84.93%.

Config Attack | Unbounded £=0.10 (%) | Tier-B £=0.10 (%) Rea';;‘;‘)cap
C: Bi-GRU FGSM 57.47 71.38 +13.9
C: Bi-GRU PGD 55.78 69.14 +13.4
D: Bi-GRU+DualPoolt FGSM 42.31 68.21 +25.9
D: Bi-GRU+DualPoolt PGD 38.82 65.88 +27.1
E: Bi-GRU+Attn+DualPool | FGSM 10.67 52.17 +41.5
E: Bi-GRU+Attn+DualPool | PGD 7.74 48.44 +40.7

Proposed architecture. Realism Gap = Tier-B accuracy minus unbounded accuracy at € = 0.10. Config E’s steep unbounded
degradation reflects the attention module’s sensitivity to perturbed query-key dot products. Config D’s higher Tier-B accuracy
(68.21%) compared to its unbounded accuracy (42.31%) reflects the protective value of Tier A and C features.
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7.2 Post-Retraining Recovery and Square Attack Diagnostic Analysis

Table 13 Post adversarial retraining results (FGSM+PGD augmentation at € = 0.10).

Confi Clean Acc. Post-train Post-train Square FGSM
ontis (%) FGSM (%) PGD (%) Attack (%) | Recovery (pp)
C: Bi-GRU 82.87 99.73 99.04 0.00%* +41.5
D: Bi- "
GRU-+DualPoolt 85.22 99.14 98.87 0.00 +56.8
E: Bi- "
GRU+Attn+DualPool 87.96 99.91 99.25 0.00 +89.2

Proposed architecture. *Square Attack: all architectures output uniform probability = 0.0000 post-retraining (label collapse
to all-benign prediction). Four diagnostic verifications confirm this is a genuine post-retraining behavioral phenomenon: see
Section 7.2.

Building on the pre-retraining results, adversarial retraining recovers Config D from 42.31% to 99.14% under
FGSM and from 38.82% to 98.87% under PGD (recovery of 56.8 and 60.1 pp respectively), providing strong
evidence that combined FGSM-+PGD augmentation effectively hardens the decision boundary against gradient-
based attacks. The Square Attack produces complete label collapse (0.00%) across all three architectures post-
retraining. This vulnerability highlights the need for robust decision boundaries in behavioral detectors. While the
current model prioritizes clean-label precision, the observed 'label collapse' suggests that gradient-based hardening
may inadvertently simplify the manifold for non-gradient, query-based adversaries. Future iterations could utilize
the 'Tier C' perturbable features identified in this study as candidates for adversarial training or feature squeezing
to mitigate such query-based manipulation. Four diagnostic verifications confirm this is a genuine post-retraining
behavioral phenomenon rather than a numerical artifact: (1) the Square Attack applied to pre-retraining models
produces meaningful degradation without collapse, confirming functional implementation; (2) output probability
histograms for retrained models show a sharp spike at ~0.0000 on Square Attack inputs versus a bimodal
distribution on clean inputs; (3) sigmoid output threshold variation across {0.5, 0.1, 0.01, 0.001} does not alter
the collapse; (4) the result is reproduced across three independent retraining runs with different random seeds.
The mechanism is behavior consistent with gradient masking [43, 44]: adversarial training against gradient-based
attacks causes the model’s decision boundary to become locally flat in the gradient direction near training points,
hiding the gradients that white-box attacks exploit. The Square Attack bypasses this by querying the model with
random feature-subset perturbations, finding perturbation directions that the gradient-masked model consistently
classifies as benign. An additional experiment adding Square Attack examples to the augmentation set caused all
models to collapse under all attack types including FGSM and PGD, contradictory training signals from gradient-
based and query-based adversaries destabilize rather than harden the decision boundary. Diagnostic evidence
suggests this is consistent with known limitations of empirical adversarial training documented in the broader
adversarial machine learning literature [25, 28]. Three candidate certified defense directions are identified for
future work: randomized smoothing [45], which provides provable {2 robustness certificates without exposing
gradient structure; Monte Carlo Dropout at inference time, which disrupts query-based optimization paths through
stochastic prediction variance; and ensemble diversity [25], which forces the Square Attack to generalize across
multiple masking configurations simultaneously.

Feature Distribution: Fold 5 vs Training Folds
{Explains the consistently low AUC in fold 5)

total_vm reserved_vm free_area_cache
K5=0.217 p=0.0000 K5=0.185 p=0.0000 KS$=0.178 p=0.0000
=== Fold 5 (n=9820) _ = Fold 5 (n=9820) == Fold 5 (n=9820)
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Fig. 4. Output probability distributions for Config D under three conditions: (a) clean test data — bimodal at 0
and 1 confirming correct classification; (b) pre-retraining Square Attack — degraded but not collapsed; (c)
post-retraining Square Attack — sharp spike at =0.0000 confirming gradient-masked label collapse. Diagnostic
verification confirms this is not a numerical artifact, establishing the gradient masking boundary of
FGSM+PGD adversarial training.
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7.3 Method-Portability Evaluation on UNSW-NB15

Table 14 Method-portability results on UNSW-NBI15. All results for Config D (Bi-GRU+DualPool).
Accuracy | F1

Condition (%) (%) AUC Notes
Clean (standard eval) 98.66 | 98.79 | 0.999 | Pipeline portability to network intrusion
domain confirmed
FGSM £=0.10 (pre-retrain) 15.46 14.83 | 0.491 Consistent with VirusTotal pre-retraining

vulnerability

Collapse: fixed € generates out-of-manifold
augmentation on skewed features

Collapse: same out-of-manifold

Adv. retrain fixed €=0.10: FGSM 0.10 0.06 | 0.500

Adpv. retrain fixed €=0.10: PGD 0.01 0.01 | 0.500 .
mechanism

Adpv. retrain o-scaled €: FGSM 91.43 91.17 | 0.972 Rec;oveg confirmed with adaptive £
calibration

Adv. retrain o-scaled &: PGD 89.17 | 88.94 | 0.968 | Recovery confirmed with adaptive &
calibration

UNSW-NBI5 results are scoped as method-portability experiments (i.e., pipeline transferability to a structurally different
security domain). The 98.66% clean accuracy reflects in part the simpler linear separability of network flow features relative
to process-state behavioral sequences, and should not be interpreted as evidence of cross-domain generalization. The fixed-¢
adversarial collapse is a dataset calibration finding, not a model failure.

The 98.66% clean accuracy provides evidence that the preprocessing pipeline and sequence modeling architecture
transfer to a network intrusion detection context. The fixed-epsilon adversarial retraining collapse, accuracy
dropping to 0.10% (FGSM) and 0.01% (PGD), occurs because UNSW-NBI15 contains highly right-skewed traffic
volume features where € = 0.10 in MinMax-normalized space corresponds to absolute perturbations far exceeding
natural feature ranges, generating out-of-manifold augmentation examples. Sigma-scaled epsilon, proportioning
each feature’s budget to its training-set standard deviation, resolves this by constraining perturbations within the
data manifold, recovering retraining to 91.43% (FGSM) and 89.17% (PGD). This finding has methodological
implications beyond this study: fixed-epsilon adversarial evaluation and training protocols should be replaced
with distribution-aware calibration for datasets with heterogeneous feature scales.

8. Discussion

8.1 Leakage Inflation as a Field-Level Calibration Problem

This leakage inflation, consistently reproduced across all five architectural configurations, suggests that
behavioral malware detection accuracy figures in the literature that do not control for process-level leakage carry
an estimated 8—12 pp upward bias. A detector reporting 90% accuracy on a leaky split is performing at
approximately 80% under leakage-free evaluation, a difference large enough to move a system from “deployable”
to “requires improvement.” The leakage-free GroupKFold classical baselines (Random Forest: 61.34%) establish
that the behavioral detection problem is harder than standard evaluations suggest, and that the 13.53 pp
improvement of Config D over the leakage-free classical floor represents the genuine value of temporal sequence
modeling rather than an inflated comparison against a weaker baseline.

At 25.20% single-split FPR and 21.87% cross-validated FPR, the proposed framework is designed as a fast first-
pass behavioral triage component operating at 10,090 samples per second (Table 9) rather than a standalone
verdict system. In a continuous-update deployment with a richer process population, cross-validated FPR
estimates would likely improve substantially as the model encounters more representative behavioral diversity.

8.2 Dual Pooling as a Broadly Applicable Architectural Principle

The dual GAP+GMP strategy contributes +0.010-0.011 AUC over standard Bi-GRU at W =20 and W = 50 with
1.2% inference overhead and zero parameter increase. This combination of meaningful performance
improvement, negligible computational cost, and architectural simplicity makes dual pooling an attractive design
principle for temporal security detection more broadly. GAP captures the sustained behavioral baseline; GMP
captures peak transient activity (sudden bursts of page faults, spikes in context switch rate). Their conjunction
provides complementary temporal summaries that address the failure modes of each single-pooling strategy and
that the final recurrent hidden state alone cannot preserve. This principle should generalize to network intrusion
detection, anomaly scoring, and any temporal security task where both sustained patterns and transient events
carry diagnostic information.
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8.3 Adversarial Robustness: Boundaries and Honest Reporting

Gradient-based adversarial retraining (FGSM+PGD) is effective and practically deployable for Config D
(99.14%/98.87% recovery). The Square Attack exposes a fundamental boundary of this approach through gradient
masking, a limitation documented in the broader adversarial ML literature [43, 44] and confirmed here through
diagnostic verification. The correct interpretation is that FGSM+PGD adversarial training provides strong
robustness against gradient-based white-box attacks while remaining vulnerable to query-based black-box attacks,
consistent with the field’s current understanding of empirical adversarial training limits. The feature perturbability
analysis (Table 2) additionally provides evidence that 64% of the feature space (16/25 features) is operationally
resistant to adversarial perturbation, a structural robustness property that gradient-based threat models do not
capture and that makes the Tier-B-only results (Config D: 68.21% accuracy at € = 0.10 under FGSM) the more
practically meaningful robustness figure for deployment contexts.

9. Limitations and Future Work
Three limitations are acknowledged with technical precision and connected to concrete future directions.

Limitation 1: Dataset scale. The 100-process dataset is the primary constraint. High cross-validated variance (up
to £10.25%) and Fold 5 collapse (AUC = 0.587) are direct consequences of limited process diversity. The
evaluation framework, partitioning protocol, and baseline metrics established here are directly applicable to
expanded datasets; the complete framework will be released as open-source code with reproducible fold
assignment indices and processed feature files, enabling future work to add process hashes incrementally and
benchmark against the baselines reported here. Assembling a dataset spanning hundreds of process hashes from
multiple malware families (ransomware, banking trojans, rootkits, cryptominers) under diverse execution
environments is the highest-priority future work direction.

Limitation 2: Temporal window scale and attention utility. All experiments are conducted at W < 100 ms; attention
distributions are numerically uniform at all three tested scales. Testing W € {200, 500, 1000} is required to
determine: (a) whether behavioral trajectories contain structurally differentiated execution phases at longer scales
that generate sufficient temporal heterogeneity for non-trivial attention weight distributions; (b) whether the non-
monotone AUC relationship observed at W = 100 continues, establishing an intrinsic optimal window length; and
(c) whether transformer-based architectures provide advantages at longer scales where global temporal context
and positional encoding become important.

Limitation 3: Adversarial realism and certified robustness. The feature-space adversarial threat model is an
analytical upper bound; real evasion operates through behavioral mimicry. Future work will implement agent-
based behavioral simulation generating genuine execution traces from evasion-optimized malware policies,
replacing feature-space noise with ecologically valid adversarial examples. Certified defense mechanisms
(randomized smoothing [45], stochastic inference) will be evaluated against the feature perturbability tiers
established in Table 2.

10. Conclusion

We introduced a leakage-free evaluation framework for behavioral malware detection that simultaneously
addresses three persistent deficiencies in the literature. The central empirical finding, 10.06 percentage points of
accuracy inflation attributable to process-level data leakage, consistently reproduced across all five architectural
configurations, provides evidence, to the best of our knowledge for the first time in behavioral process-state
detection, that the field’s evaluation standards systematically overstate detection performance. Establishing
leakage-free GroupKFold baselines (Random Forest: 61.34%) alongside deep learning results under identical
conditions produces a clear performance ladder against which future behavioral detectors should be measured.

The proposed Bi-GRU+DualPool architecture achieves 74.87 + 8.56% leakage-free cross-validated accuracy with
1.2% inference overhead over standard Bi-GRU. Dual pooling contributes +0.010-0.011 AUC over the Bi-GRU
baseline at W =20 and W = 50; Multi-Head Attention adds no statistically meaningful improvement (t = —0.21,
p = 0.84 indicative), with attention weight distributions showing std < 1x107° at all tested window sizes. The
mechanistic explanation, insufficient temporal heterogeneity in Bi-GRU hidden states at millisecond-resolution
sequences of W < 100 ms, is reproducible across multiple training runs and directly testable by future work at
longer window scales.

Adversarial retraining provides strong recovery against gradient-based attacks (99.14% FGSM, 98.87% PGD for
Config D); the Square Attack exposes the gradient masking boundary, verified through a four-step diagnostic
protocol and contextualized against certified defense candidate directions. The feature perturbability classification
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indicates that 16/25 behavioral features are adversarially resistant in operational settings, with Tier A kernel-
privileged features (static prio, prio) ranking as the second and third most important SHAP discriminators.
ctx_switch _ratio remains the primary discriminator with 4/5 cross-subset SHAP stability and behavioral
interpretations grounded in kernel scheduling dynamics for both ransomware and trojan execution profiles. The
complete framework, fold assignments, and processed feature files will be released as open-source resources to
enable reproducible extension of these baselines.
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