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Abstract

High-throughput steganographic coding remains difficult because syndrome-
trellis codes (STC) incur high computational cost at practical security settings,
while steganographic polar codes retain strong serial dependencies in their
successive decoding schedule. This paper proposes CuSPC, a GPU-oriented
steganographic polar coding architecture that restructures simplified succes-
sive cancellation (SSC) execution, introduces an ordinary-node (Ord) design
for short residual subtrees, and combines inter-cover parallelism with inter-
leaved global-memory access. The implementation maps intra-node, inter-node,
and inter-cover parallelism to the CUDA execution model while preserving the
distortion-minimizing formulation of polar steganographic coding. Experiments
show that CuSPC reaches up to 30 Mb/s and improves throughput by about 30
times over the CPU serial baseline, while keeping the coding loss below 2% and
maintaining steganalysis performance comparable to mainstream baselines.

Keywords: covert communication, steganographic codes, polar codes, successive
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1 Introduction

As a covert communication technique, the core objective of steganography is to embed
secret information into digital media without arousing the suspicion of third parties
[1, 2]. With the rapid development of digital imaging and multimedia technologies, the
mainstream paradigm of steganography has shifted from the early focus on preserv-
ing high-order statistical features to a framework of minimal embedding distortion.
Within this framework, the sender relies on a designed distortion function [3-8] to
assign modification costs to cover elements, modeling the steganographic process as
a combinatorial optimization problem of minimizing a constrained additive distor-
tion. As the core algorithm for information embedding, the steganographic encoder
is responsible for finding the optimal modification path for the cover under a given
distortion distribution. Consequently, the encoding algorithm not only directly deter-
mines the system?s upper bound of security for a specific payload but also serves as
the crucial link between the theoretical distortion function and the actual modification
of the cover.

Steganographic coding has evolved to approach optimal embedding efficiency under
tight distortion constraints. Early steganographic coding schemes were primarily based
on linear channel code design and were only applicable to scenarios with constant
distortion distributions where all modification positions had the same cost [9, 10].
However, the complex local textures and strong statistical correlations of natural
media covers result in modification costs exhibiting high spatial non-uniformity. To
overcome this limitation, wet paper coding (WPC) [11, 12] was introduced into the
steganography framework, effectively resolving the binary distortion constraint where
modification costs are either non-zero or infinite. The emergence of content-adaptive
steganography has extended distortion costs to positive real numbers, challenging
steganographic coding to find the optimal trade-off between embedding capacity and
total distortion under continuous distributions.

The syndrome-trellis code (STC) [13, 14] is the first near-optimal code based
on the Viterbi algorithm and has been widely integrated into mainstream stegano-
graphic schemes over the past decade due to its flexible applicability and capacity to
approach the rate-distortion bound. However, the long-standing dominance of STC
has also led to new technical bottlenecks. STC is essentially a Viterbi decoder for
convolutional codes. Although its decoding process can be accelerated through block-
based parallel strategies, to strictly approach the rate-distortion bound, STC requires
a large constraint length (h), which leads to an exponential expansion of the state
space (O(2")). This creates an irreconcilable conflict between embedding efficiency
and real-time throughput. In traditional small-scale digital image steganography, such
millisecond-level delays are tolerable. However, in emerging covert communication sys-
tems designed for the high-speed network and high-definition streaming era, systems
must maintain extremely high anti-analysis capabilities while delivering high through-
put to avoid communication latency. In this context, the exponentially increasing
computational overhead of STC becomes a barrier to technological implementation.

The introduction of polar codes [15] provides a theoretical path around this
bottleneck. Unlike STC, steganographic polar codes (SPC) [16-19] can approach
the rate-distortion bound with logarithmic-linear decoding complexity (O(N log N)).



However, this algorithmic advantage does not directly translate into high through-
put in practice. SPC encoding still relies on a depth-first traversal of the polar tree,
and the resulting data dependencies limit concurrency on conventional central pro-
cessing units (CPUs). Existing CPU-side optimizations, such as segmented parallelism
[20] and sub-polarized steganographic codes [18], improve throughput only partially
because thread-level scalability and memory-access efficiency remain limited.

To overcome these computational bottlenecks, we can draw valuable cross-
disciplinary insights from the hardware acceleration of standard polar codes. Since
standard polar codes have been established as the coding scheme for 5G control
channels, the communications community has conducted extensive research into low-
level optimizations for their execution efficiency. Although steganographic polar codes
serve a completely different purpose, they share the same underlying mathematical
topology. Motivated by the maturation of the simplified successive cancellation (SSC)
algorithm and its evolved variants [21, 22], high-performance polar decoders based on
graphics processing units (GPU) [23-25] have emerged, successfully overcoming the
serial latency of the polar tree. The single instruction multiple thread (SIMT) model
inherent to GPU architectures shares a natural topological isomorphism with the con-
current computation requirements of the vast number of independent nodes in the
polar tree structure. Unlike standard communication protocols, multimedia steganog-
raphy processes cover sequences that are substantially longer than typical polar code
blocks. This massive scale makes GPUs highly advantageous for exploiting large-scale
data-level parallelism (DLP), thereby significantly boosting throughput.

Motivated by this gap, this paper proposes CuSPC, a GPU-oriented steganographic
polar coding architecture for heterogeneous computing. Built on the SSC algorithm
[21, 22], CuSPC restructures the execution schedule of the polar tree for steganographic
coding rather than treating GPU acceleration as a direct implementation add-on. It
combines fine-grained node-level parallelism with coarse-grained inter-cover scheduling
so that the decoding structure of SPC can be executed efficiently on the CUDA SIMT
model. The main contributions of this paper are as follows:

1. We reformulate SSC execution for GPU-oriented steganographic coding by exposing
both intra-node and inter-node parallelism in the polar tree. To reduce scheduling
overhead on short residual subtrees, we introduce an ordinary-node (Ord) design
that truncates recursive traversal and evaluates local candidates in parallel.

2. We propose an inter-cover scheduling mechanism tailored to the SIMT execu-
tion model. By combining cover segmentation with interleaved memory layout, the
proposed architecture improves global-memory coalescing and increases hardware
occupancy for large covers.

3. We implement an end-to-end CuSPC encoder and evaluate it on representative
devices. The proposed design reaches up to 30 Mb/s, improves throughput by about
30x over the CPU serial baseline, and preserves near-baseline embedding efficiency
and steganalysis performance.

The remainder of this paper is organized as follows. Section 2 reviews optimal
embedding and the polar-coding background. Sections 3 and 4 present the proposed



Table 1 Main symbols used in the steganographic and polar-coding formulations.

Symbol Domain Meaning

X,y Steganography Cover sequence and stego sequence of length N.

m Steganography Secret message to be embedded.

pi(zi, i), D(x,y) Steganography Local distortion and total additive distortion.

ma (yilxi) Steganography Optimal modification probability induced by the Lagrange multi-
plier A.

H Steganography Linear constraint matrix that enforces the message constraint
yH = m.

u,p,q Polar coding Source vector, transmitted codeword, and observed sequence in the
decoding view.

Gy Polar coding Polar generator matrix ByF$™.

A, A° Polar coding Information-bit index set and frozen-bit index set.

uyc Polar coding Frozen-bit sequence shared by the sender and receiver.

G;‘c Polar coding Submatrix used to express the frozen-bit constraint in the decoding
formulation.

Lg\l,) Polar coding Log-likelihood ratio (LLR) of the ith polarized bit channel.

d, M CuSPC design Number of cover segments for inter-cover parallelism and trunca-
tion threshold for Ord nodes.

[N CuSPC analysis  Number of scheduled nodes in the SSC traversal after pruning.

e, T Evaluation Embedding efficiency and encoding throughput.

parallel architecture and its GPU implementation. Section 5 reports numerical and ste-
ganalysis results. Section 6 discusses runtime and memory scaling. Section 7 concludes
the paper.

2 Preliminaries

This section reviews the mathematical model of optimal steganographic coding and the
theoretical limit of distortion-minimizing embedding. It then summarizes the duality
that connects steganographic embedding to polar decoding. Finally, it reviews the
recursive construction of polar codes and the serial bottleneck of SC/SSC execution.

2.1 Theory of Optimal Steganographic Coding

In this paper, we use the term ”steganographic coding” specifically to refer to the
process of finding the optimal cover modification sequence under a given distortion
distribution, as distinct from the encoding and decoding operations of polar codes in
the field of communications. Throughout this paper, bold lowercase letters (e.g., x)
denote vectors, bold uppercase letters (e.g., By) denote matrices, and italic letters
(e.g., X) denote sets. Table 1 summarizes the main symbols used throughout the paper.

Specifically, we define x = (z1,72,...,2x) € XN and y = (y1,92,..-,yn) € YV
as the original digital cover sequence and the stego sequence of length N, respec-
tively, where X is the dynamic range of the cover elements. The secret message to be
embedded is denoted by m, and Z; C X represents the set of permissible modification
operations for the corresponding cover element x;. In the polar channel domain, p and
q denote the transmitted codeword and the received signal, respectively. Furthermore,
the function B(z) = x mod 2 is used to extract the least significant bit (LSB) of the
input value, while H[] is dedicated to performing maximum likelihood hard decisions
on the log-likelihood ratio (LLR).



Within the framework of minimizing distortion in modern steganography, the most
typical application paradigm is the payload-limited sender (PLS) model [14]. Given
a cover sequence x and its modification set Z;, the mathematical essence of stegano-
graphic coding lies in solving for an optimal conditional state transition probability
distribution 7 that minimizes the overall statistical distortion resulting from commu-
nication, while satisfying the secret information embedding capacity. This constrained
optimization problem can be formally expressed as

argmin F, (D) = arg min Z m(y|x)D(x,y). (1)
™ s
yeyN
Simultaneously, the entropy constraint on embedding capacity must be satisfied:

H(m) = - Y w(ylx)log,m(y[x) = |m], (2)
yeyN
where |m| denotes the total bit length of the secret information to be embedded, and
D(x,y) is defined as the total embedding distortion at the sequence level. Assuming
that the local distortion costs p;(z;,y;) incurred when each cover element x; is modified
to y; are mutually independent and linearly additive, which is

N
D(x,y) = sz(fﬂmyz) (3)

According to the maximum entropy principle in information theory, the global
optimal solution to the above constrained additive distortion optimization problem
asymptotically follows the Gibbs distribution [26]. For any cover element z;, the
analytical expression for its optimal modification probability 7 is given by

v eT; exp[—Ap;(z;,y')]’
where A > 0 is the Lagrangian multiplier controlling the overall information embedding
rate [27].

Equation 4 establishes the theoretical limit distribution for optimal steganographic
coding from an information-theoretic perspective. The core strength of SPC lies in
their ability to closely approximate this physical limit distribution by constructing
specific algebraic coding structures.

ma(yilzi) = Z

2.2 Theoretical Framework of Steganographic Polar Codes

The theoretical foundation of SPC stems from the duality between constrained
steganographic embedding and channel decoding. Under the additive distortion model,
the search for the optimal stego sequence can be written as a constrained maximum-
likelihood problem over independent binary modification channels. Polar codes then
provide a structured decoding mechanism for solving this problem.

Polar codes are linear block codes based on channel polarization theory. The core
idea is to use a recursive transformation to combine N independent binary discrete
memoryless channels (B-DMCs) into N polar bit channels [15]. As the code length
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Fig. 1 The recursive structure of polar codes. The basic unit of polar codes W2 is depicted within
the blue zone.

N increases, the capacities of these composite channels exhibit a polarized trend
where some approach perfect reliability (capacity 1) while others approach pure noise
(capacity 0).

2.2.1 Polar Mapping and Steganographic Basics

In polar communication systems, polar codes are typically defined by the parameters
(N, K, A% u4c), where the code length is N = 2" K is the information bit length,
A€ is the index set of frozen bits, and A is its complement (the set of information
bits). For a source vector u of length N, its basic generation process is realized via
modular-2 matrix multiplication:

p = uByFY" = uGy, (5)
where By is the bit-reversing permutation matrix, and Fgg) ™ denotes the nth Kronecker
power of the core polarization matrix Fy = [19].

In SPC, this process is reinterpreted for embedding, as shown in Fig. 1. The
information-bit set A carries the secret message, while the frozen-bit set A¢ is filled
with the shared pseudorandom sequence u_4-. The embedding task is therefore to find
a source vector u whose generated codeword p, interpreted as the stego sequence y,
satisfies the message constraint while minimizing distortion with respect to the cover
x. This algebraic structure leads naturally to a recursive decoding procedure.



2.2.2 SC Embedding and its Inherent Serial Bottleneck

To find the optimal source vector u described above, the SPC encoder must invoke
the successive cancellation (SC) algorithm|[28] of the polar code at the embedding
stage. During the SC embedding process, the encoder utilizes the recursive structure
of the polar code to estimate each source bit 4; sequentially, one by one. For the ith
bit, its estimate 4; = H[Lg\l,)] depends strictly on the current channel?s equivalent

log-likelihood ratio (LLR, denoted as LS\?) as well as the sequence of all previously
estimated bits 4%~ *. The recursive update formula for the LLR is as follows

LG = 2tanh ! (tanh (2 /2) tann (LG /2)),
L3 = (1 = 2a9,_1) L) + L,

Because the estimate of bit ¢ depends on the previous ¢ — 1 decisions, SC decod-
ing remains strongly serial and its latency grows with the code length. This limits
throughput and makes direct parallelization difficult. The SC list (SCL) decoder [29]
alleviates this issue by maintaining [ candidate paths, expanding them to 2/ candi-
dates at each information bit, and pruning back to the [ most likely paths. The final
estimate 1 is selected from the surviving paths.

2.3 Tree Representation and Node Pruning of SPC

To decouple the strict serial dependencies of the aforementioned bit-level computa-
tions, it is necessary to seek breakthroughs in the underlying mechanisms by exploiting
the tree-like topological structure inherent in polar codes. For an SPC of code length
N = 2" its SC embedding process can be modeled as a complete binary tree T,,(0)
of depth n. In this tree topology, the root node represents the complete codeword of
total length N, while the internal nodes at each level represent the local subcodes
obtained through recursive decomposition. Specifically, the parent node T;(¢) at stage
t (0 <t < n) can be decomposed into a left child node T;_1(2¢) and a right child node
T;_1(2¢ 4+ 1), corresponding respectively to the upper and lower branch operations in
the polarization transformation process.

In the standard SC steganographic embedding algorithm, the encoder must per-
form a depth-first search (DFS), traversing the entire tree layer by layer down to
all leaf nodes and estimating the secret information sequentially, as shown in Fig.
2. This leaf-by-leaf traversal approach involves significant computational redundancy,
as shown in Figure 2a. The SSC algorithm identifies specific distribution patterns of
frozen bits and information bits within the tree structure, directly classifying subtrees
satisfying specific conditions as special types of macro-nodes. For these special nodes,
the encoder can output the estimated results of the local sequence directly at the par-
ent node level without recursively traversing down to the leaf nodes, thereby achieving
large-scale pruning of the polar tree. The basic SSC algorithm defines the following
four core node patterns [21, 22]:
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Fig. 2 Tree representation of a (32,16) polar code based on SC and SSC decoder, where short codes
are divided into 6 child nodes with special patterns whose source bits can be estimated directly. Nodes
where all source bits are frozen or unfrozen are denoted in black and white, respectively, while other
nodes are depicted in gray. (a) Tree representation of SC decoder. (b) SSC decoder with typical
identified nodes.

1. Rate-0 Node. In the subcode corresponding to this node, all source bits are frozen
bits. Since the values of the frozen bits are shared in advance (typically 0), the
output codeword of this node is entirely determined by the frozen bits. Therefore,
the encoder can derive the result directly without calculating any distorted LLR,
significantly reducing the computational complexity to O(1).

2. Rate-1 Node. All source bits in this node are information bits. In this case, no polar-
ization freezing occurs in the channel, which is equivalent to uncoded transmission.
Consequently, to minimize the embedding distortion for this block, the encoder sim-
ply applies maximum likelihood (ML) hard decisions to the input LLR sequence,
yielding the locally modified sequence p:

b= (L), (6)
where #(-) is the hard decision function. This process can be executed entirely in
parallel.

3. Repetition Node. For a Rep node of length N, only the last bit is an information
bit carrying the secret message, and the rest are frozen bits. Consequently, there
are only two valid candidate local codewords, py and p;:

po = (u1,uz,- -, un—1,0)G N



p1 = (u1,u2, - un—1,1)G N/
The SPC encoder calculates the total distortion introduced by these two modifi-
cation schemes and selects the candidate codeword with the larger metric value nfP
(i.e., the one with the smaller distortion) as the final judgment p = (p1, po, ..., DN’ ):

N/
R =3 (1= 2p) LY (7)

i=1
4. Single Parity Check Node (SPCN). In this node, only the first source bit is a frozen
bit u', while the remaining bits are information bits. The sequence p = (p1,po, .. .)

generated by this node must satisfy the parity check condition:
(p)=Ppi =, (8)
i

where € denotes modulo-2 addition. During steganographic embedding, the
encoder first performs fast parallel hard decision-making, similar to the Rate-1 node.
If the preliminary decision does not satisfy the parity condition, the encoder locates
the LLR with the smallest absolute value within this node and forces a flip of the
corresponding estimated bit. This effectively minimizes local embedding distortion
while satisfying the parity constraint.

By recursively decomposing the cover sequence into the four aforementioned special
nodes, the SSC algorithm significantly reduces computational complexity. More impor-
tantly, it transforms the original bit-level serial operations into highly independent,
node-level block operations. This local structural characteristic provides the algorith-
mic mapping foundation for the parallel steganographic coding architecture proposed
in this paper, enabling the realization of high-throughput parallel acceleration on GPU
platforms.

While SSC reduces the amount of computation through subtree pruning, its default
depth-first traversal still imposes temporal dependencies across nodes. As a result,
lower algorithmic complexity does not automatically yield high throughput. This lim-
itation is especially pronounced for large covers, where serial waiting between nodes
restricts hardware utilization. CuSPC addresses this gap by exposing parallelism at the
intra-node, inter-node, and inter-cover levels and mapping these forms of parallelism
to the GPU SIMT execution model.

3 Parallel Coding Architecture

This section presents the CuSPC architecture. It first formalizes the connection
between additive-distortion steganographic coding and constrained polar decoding. It
then introduces the three-level scheduling strategy of CuSPC, covering intra-node,
inter-node, and inter-cover parallelism.



3.1 Problem Formulation

To solve the binary PLS problem, we first provide the following definitions for
convenience:

milys = milws) = 70, milys = Filwi) = 7

0
pi(yi = x5, ;) = Pg ), pi(Yyi = Ty, x5) = p;

Based on Equation (4), the distortion in binary additive steganographic coding
can be expressed as:

0 1 1 1
PE)PE))\IHl(O)lla 9)

T

W _ o _ 1 1

K2

When x € X is given with fixed probability 1/|X|, the total distortion in PLS
problem can be further expressed by substituting Equation (9) and (10) that

N N
Dxy) =Y p¥+ 3 oY
=1 =1

Yi=T; YiFTi

thereafter we can deduce that

1
Dix,y) =5 [ +olV] +
=1

N (1) N (0)

1 T T,

ﬁ Z In ©) + Z In M s
i=1 ™ i=1 T
Yi=T; YiFTi

and the optimal stego sequence can be calculated according to Equation (8) and (9)
that

o L Dixd
¥ =erg min (x,¥)
yH=m

10
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Fig. 3 The basic structure of the steganographic coding model of SPC.Data flows are depicted in
the figure with arrows.
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where matrix H represents a shared linear transformation for receivers to decoding m
[27]. Since the modification of each cover element is independent, and §; equals either
x; or T;, the equation above can be maximized by

N
Yy = arg max In 7; (y;|x; 11
ya gyey ; (yz‘ i) (11)
subject to yAH = m. (12)

For a polar code (N, K, A,u4c), assume that the sender transmits codeword p
generated from source word u and the receiver observes q. The ML estimate of p can
then be written as

N
Py = In W (q;|p: 13
Px arglggg; n W (qilpi) (13)
subject to pAG/ge = U e, (14)

where G/, is the submatrix of inverse matrix of Gy formed by the columns with
indices in A°.

The optimization in (11) has the same constrained-ML structure as (13): both
maximize a sum of per-symbol log-likelihood terms under a linear constraint. Following
Li et al.[19], each binary modification position can be interpreted as an independent
binary-input channel whose transition probabilities are determined by my(y;|z;). In

11



the symmetric binary case, this channel reduces to a BSC with crossover probability
induced by the optimal embedding distribution.

Proposition 1 Given a cover sequence X, additive distortion profile p, and payload constraint
|m|, the binary PLS embedding problem can be mapped to a constrained ML decoding problem
in which the cover plays the role of the observation, the stego sequence is the decoded codeword,
and the message/frozen-bit constraint is enforced through the polar code structure.

Proof sketch. Equation (11) shows that optimal embedding selects y by maximizing
the log-probability of independent local transitions under the linear constraint yH =
m. Equation (13) has the same optimization form, with W(g;|p;) replacing m; (y;|z;).
By identifying q with the observed cover x and p with the stego sequence y, the
embedding problem becomes a constrained decoding problem over independent binary
channels. Polar decoding, and in particular SC/SSC decoding, therefore provides a
structured way to realize the embedding rule.

This decoding interpretation leads to the SPC framework shown in Fig. 3:

1. Compute the optimal modification distribution 7, from m and p, and associate
each position with an independent binary modification channel;

2. Perform channel polarization on these non-uniform binary channels and estimate
their reliabilities;

3. Assign the message and frozen-bit constraints according to the selected information
set;

4. Recover the stego sequence y through SC/SSC decoding using the corresponding
initial LLRs.

This equivalence links steganographic coding to polar decoding at the execu-
tion level. It does not imply that practical SC/SSC implementations are identical to
exact ML decoding for finite lengths, but it does justify using mature polar-decoding
machinery as the computational backbone of steganographic embedding.

3.2 Parallelization Strategies for Steganographic Polar Codes

Based on the preceding analysis, the computational efficiency of SPC encoding is pri-
marily constrained by the encoding and decoding algorithms of polar codes. Although
the SSC algorithm successfully transforms inefficient bit-by-bit estimation into efficient
node-by-node estimation by pre-identifying specific nodes, existing serial implementa-
tions face two major challenges when directly porting the SSC algorithm to the SIMT
parallel architecture of a GPU.

1. Underutilization of intrinsic parallelism potential. At specific levels of the polariza-
tion transformation, computations between nodes in different subtrees (inter-node)
and bit-level operations within a specific node (intra-node) are completely decou-
pled in terms of data dependencies. Traditional DF'S scheduling fails to exploit this
topological property, resulting in an inability to fully unleash the parallel computing
performance of modern hardware under the SIMT programming model.

12



2. Scheduling overhead of fine-grained nodes. Relying solely on the four basic SSC node
types for pruning leaves a large number of short nodes at the lower levels of the
polar tree. Under the SIMT programming model, frequently waking up the kernel
to process these fine-grained nodes triggers severe control divergence and thread
scheduling overhead. The resulting additional latency undermines the performance
gains of parallel computation.

To address these challenges, this section details the two-level fine-grained par-
allelization strategy of the CuSPC architecture, encompassing both intra-node and
inter-node levels. Given that list decoding offers only marginal security gains in
steganographic scenarios, which are grossly disproportionate to its exponentially
expanding computational complexity [19], this paper adopts an SSC-based non-
list decoding structure, thereby maximizing encoding throughput while ensuring
near-optimal security.

3.2.1 Intra-Node Parallelism with Ordinary Nodes

To mitigate the scheduling overhead caused by fine-grained nodes, this paper intro-
duces a GPU-optimized node type called the ordinary node (Ord). During the
recognition and pruning stages of the polar tree, for subtrees of length M that cannot
be classified as a standard SSC special node (Rate-0, Rate-1, Rep, SPCN), CuSPC
no longer enforces recursive probing but instead truncates them directly and marks
them as Ord nodes. We then employ a highly parallel exhaustive search strategy for
block-level processing. For an Ord node of length M, let its set of candidate source
sequences be V. We utilize the high-concurrency characteristics of GPU warps to con-
currently compute the steganographic metric n°7¢ for all 2 candidate sequences v’
and directly determine the optimal local steganographic sequence v.

It Ord ./
= 15
v = argmax (V') (15)
M .
where 7974 (v') = Z(l - QUQ)LS:,)/M (16)

i=1

In the specific CUDA implementation, we set the truncation threshold M to 8 (i.e.,
constructing Ord-8 nodes) to achieve an optimal balance between the size of the search
space and the number of nodes. Furthermore, for steganographic coding scenarios, this
paper redefines and deeply adapts the internal parallel logic of the standard SSC node
within the steganographic context.

1. Fully frozen node (corresponding to the Rate-0 node in standard polar codes). All
source bits within this node are frozen bits, meaning they are entirely filled with
a pseudorandom sequence shared by both sender and receiver and do not carry
the secret message m. Since its output codeword is a priori determined, this paper
adopts an offline pre-calculation strategy, generating this segment directly before
the start of the steganographic coding and thereby reducing the computational
complexity to strictly O(1).

2. Dual-Candidate Node (DC/Rep Node). Only the last bit is an information bit car-
rying m. At this point, there are only two valid candidate sequences, py and p;.

13



CuSPC allocates parallel threads to simultaneously evaluate the metrics of both
candidates and performs a branch-free best-fit decision.

Nl
n(DC) =3 (1= 25) L)y (17)
=1

3. Full-payload node (corresponding to the Rate-1 node in standard polar codes). All
source bits within this node are information bits, all used to carry the secret message
m. This is equivalent to transmission without coding constraints. To minimize local
embedding distortion, CuSPC schedules multiple threads to perform fully parallel
maximum likelihood hard decisions on the input LLR sequence.

pi = H(LY) n)- (18)

4. Single Parity Check Node (SPCN). Only the first bit is subject to the frozen bit
constraint, while the remaining bits carry the secret information. CuSPC first per-
forms fully parallel hard decision-making in Rate-1 mode. Subsequently, it executes
the parity-check equations in parallel. If the parity check fails, it utilizes the GPU?s
efficient reduction algorithm to rapidly locate the index with the smallest absolute
value of the LLR and performs parallel bit flipping.

3.2.2 Inter-Node Parallelism

In addition to fine-grained operations within nodes, the topological structure of the
polar tree offers substantial inter-node parallelism. For sibling nodes at the same stage
t, LLR and partial-sum updates depend only on their local parent branches, so different
branches can be processed independently. As shown in Fig. 4, CuSPC maps decoupled
node-level tasks at the same stage to different CUDA thread blocks or thread bun-
dles for concurrent execution. This breaks part of the serial waiting imposed by DFS
traversal and increases overall throughput.

3.3 Inter-Cover Parallelism and Segmentation Scheduling
Mechanism

Concurrency strategies based on cover segmentation (such as the CPU-STC scheme
by Su et al. [20]) have been proven to effectively reduce the encoder?s state space.
Inspired by this, this paper introduces a macro-level inter-cover parallelism mechanism
for SPC. However, if such coarse-grained segmentation tasks, suitable for CPUs, are
directly mapped to GPUs, the concurrent execution of multiple independent SPC
trees will generate a large volume of intermediate state data. This leads to severe
uncoalesced memory access, significantly degrading the memory bandwidth utilization
of the GPU’s Streaming Multiprocessors (SMs). Consequently, the core breakthrough
of this paper?s inter-cover parallel architecture lies in reconstructing a thread-block-
adaptive independent scheduling and interleaved memory access architecture at the
CUDA level after proportionally partitioning the original N-length stego cover into d
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Fig. 4 The parallel update of LLRs and partial sums for polar code decoding at different stages.

independent sub-covers. This architecture arranges intermediate variables that belong
to different vector segments but share isomorphic positions within the polar tree into
an interleaved and contiguous layout within physical video memory. This underlying
scheduling seamlessly aligns SPC?s segment encoding logic with the SIMT execution
model, maximizing the concurrent computing power of the GPU when processing
large-capacity vectors while ensuring coalesced global memory access.

The inter-cover parallelism mechanism enhances system-level performance in two
main aspects:

1. Maximizing SMs utilization. By decoupling d independent steganography tasks and
mapping them to independent CUDA thread blocks, coarse-grained task parallelism
is achieved. This decoupling design eliminates the synchronization overhead between
fragments, enabling the GPU scheduler to efficiently distribute massive computa-
tional tasks across individual SMs. This significantly improves hardware utilization
and effectively masks global memory access latency through high-concurrency
threading.

2. Optimization of Resource Granularity and Computational Density. The reduction
in sub-cover length (N — N/d) proportionally reduces the scale of intermediate
variables required per task. This refinement of resource granularity greatly alleviates
the pressure on registers and on-chip caches per thread, while also allowing each
SM to physically host more concurrent thread bundles, thereby achieving higher
computational throughput under limited on-chip resource constraints.

However, architectural design often involves trade-offs. As the number of segments
d increases, although hardware concurrency grows linearly, the reduction in subcode
length N/d causes the channel polarization effect to decline non-linearly, leading to
a slight increase in embedding distortion (i.e., a compromise in security). Therefore,
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Fig. 5 The heterogeneous cooperative architecture of CuSPC for steganographic polar coding.

in practical streaming covert communication systems, the segmentation parameter d
must be selected dynamically based on latency tolerance and security thresholds to
maximize the coding rate.

4 Design of a GPU-Based Parallel SPC Encoder

Building on Section 3, this section presents CuSPC, a high-throughput steganographic
polar encoder based on the Compute Unified Device Architecture (CUDA) frame-
work. It explains how the proposed parallel scheduling strategy is translated into
an efficient implementation, focusing on heterogeneous co-processing, memory access
optimization, and compact data structures.

4.1 Architecture Overview

The architecture of the proposed CuSPC is illustrated in Fig. 5, in which all trans-
actions in steganographic coding are scheduled by the CPU, and the GPU acts as a
co-processor to accelerate calculations with its parallelization performance.

The steganographic coding flow of CuSPC is divided into a construction stage and
an estimation stage. In the construction stage, the optimal modification probabilities
mi(yi|z;) are computed and used as input to the encoder. Because the embedding
entropy varies monotonically with A in Equation 4, the optimal A\ can be obtained by
binary search, with entropy evaluation accelerated on the GPU. For code construction,
the resulting steganographic channels are approximated as BECs following [19], and
their reliabilities are ranked through Bhattacharyya parameters. This BEC model
is used only for construction and reliability ordering; the embedding interpretation
in Section 3 remains based on the binary modification probabilities 7;(y;|x;). The
constructed code length must match the segmented cover length.
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In the next phase, the d cover segments are encoded concurrently, utilizing inter-
cover parallelism to achieve significant acceleration. Therefore thread synchronizations
are not necessary across each segment, and d segments are encoded in different
CUDA blocks. Meanwhile, inter-node and intra-node parallelisms are performed in
each CUDA block with multi-thread parallelization and synchronization. The cover
and hidden message are encoded serially node-by-node and the intermediate LLRs
and partial sums are accessed by each thread in an interleaving manner, which are all
stored in the global memory of the GPU. After two stages of computing, the segmented
stego array is copied from the global memory to the host memory and concatenated
to the output stego.

4.2 Global Memory Scheduling and Interleaved Memory
Access Optimization

During the execution of polarized steganographic coding, the iterative updates of the
LLR and partial sums constitute the system?s primary memory access overhead. Based
on the tree representation of channel polarization, only one LLR array is needed for
each stage of polarization in recursion. Therefore, for a PSC with the length of N = 2™,
N —1 elements are enough for storing the intermediate LLR required for updating the
child nodes, which can be arranged in a float array with single dimension as:

1 1 2 1 2 3 4 1 2 N
~N e
stage 0 stage 1 stage 2 stage n

And partial sums can be stored in an array that contains 2(N — 1) elements in
uint8 data format as 2 vectors of codeword bits output at single polar encoding.

Consequently, the efficiency of low-level memory scheduling for such high-frequency
accesses to state variables directly determines the throughput ceiling of the GPU par-
allel architecture. Given that the cover sequence lengths in multimedia steganography
scenarios typically reach the megabit scale, the vast amount of intermediate data gen-
erated during execution far exceeds the physical capacity limits of the GPU?s on-chip
shared memory. Constrained by this hardware limitation, the CuSPC architecture
relies on global memory as the core data exchange medium, trading high access latency
for larger capacity.

To effectively mitigate the high access latency of global memory, the CUDA pro-
gramming model requires that memory reads adhere to the principle of coalesced
access. That is, the 32 threads within the same warp should, whenever possible, con-
currently address physically contiguous memory segments, thereby merging dispersed
memory requests into a single bus transaction. However, the butterfly operation at
the core of polarized coding exhibits an inherent strided access characteristic. At the
nth level of polarization, the physical distance between operands increases exponen-
tially (2™). This non-contiguous addressing pattern disrupts coalesced memory access,
reducing effective GPU memory bandwidth utilization. To address the aforementioned
memory access bottleneck, CuSPC proposes an interleaved memory access strategy
tailored to CUDA thread blocks. By restructuring the physical storage topology of
the data, this strategy maps the logical strided accesses in the deep layers of the polar
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Fig. 6 Illustration of coalesced memory access with interleaving for inter-cover parallelism (4 threads
per block).

tree to continuous reads at the physical memory level. The underlying mapping logic
is as follows:

1. Physical data reorganization. Building upon the cover segmentation strategy
described in Section 3.3, CuSPC stores the data from d independent stego covers in
an interleaved manner within physical memory. The data array is no longer arranged
linearly according to the order of a single polar tree. Instead, the ith element from
the d trees that occupy the same topological position is stored consecutively, followed
immediately by the (i + 1)th element from all trees.

2. Warp mapping reconstruction. When constructing the computational grid, a specific
mapping relationship is established between warps and data indices. The kth warp
is assigned to concurrently process a set of local nodes with the same logical index
k across the d independent polar trees.

3. Implementation of coalesced memory access. Under this layout, when performing
polarization transformations or LLR updates, adjacent threads ¢t and ¢ + 1 within
the same warp will concurrently access the same logical index position in the tth and
(t + 1)th segments, respectively. Thanks to interleaved storage, these two logically
parallel requests are directly mapped to contiguous physical memory addresses.

This optimization mechanism effectively overcomes the discrete addressing lim-
itations inherent in deep-level polar tree computations. It transforms these access
patterns into coalesced memory accesses that align with the GPU?7s SIMT architecture,
thereby minimizing unaligned transactions and significantly boosting overall memory
bandwidth utilization. Fig. 6 gives the example of interleaving memory access with
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4 threads per block. For each step of LLR and partial sum recursion on each block,
coalesced memory accesses can be achieved with interleaving.

4.3 Storing Node Types and Frozen Bits

In the proposed architecture, information on node types and frozen bits is pre-
calculated in the code construction stage on the host side, but it is heavily required
by kernel functions on the GPU during execution. To maximize the available band-
width for critical intermediate variables like LLRs, the control flow information
must be strictly lightweight. Rather than using conventional arrays of structures,
CuSPC employs hardware-aware, bit-level compressed data structures to represent the
topology of SSC nodes and frozen bit sequences.

4.3.1 Bit-field Compression of Node Topology.

The i-th node N;, identified by the method described in Section 3.2.1, can be logically
represented by a three-element tuple:

Ni: (Ti, 86, ki) (19)

Here, 7; is an integer denoting the type of the node, which enumerates a finite set
of states including Rate-0, Rate-1, Rep, SPCN, and the proprietary Ord node. The
variable s; indicates the starting offset of the node within the current stage to ensure
precise data pointer alignment. The variable k; represents the length of the current
data block, which is determined by the node’s absolute depth level within the polar
tree.

For unified data storage, a straightforward implementation might utilize a 64-bit
integer (uint64) format to avoid the potential overflow of s; and k;. However, to
avoid the memory alignment overhead and bus waste associated with such bloated
structures, CuSPC employs bit-field technology. This approach encapsulates the three-
dimensional core attributes of a single node (73, s;, k;) into a single 32-bit unsigned
integer (uint32_t). All compressed information regarding node topologies is then con-
catenated as a compact vector and allocated in the global memory of the GPU. During
high-frequency kernel iterations, GPU threads do not need to initiate multiple mem-
ory reads. Instead, they resolve the aforementioned configuration parameters within a
single clock cycle using efficient hardware bit manipulation instructions such as shifts
and masks. This design not only reduces the frequency of global memory accesses but
also effectively alleviates the resource pressure on on-chip registers.

4.3.2 Bit-packing of Frozen Bits.

Frozen bits and their corresponding indices are the most important variables governing
decisions during steganographic coding. Because the messages processed in each CUDA
block differ, a standard implementation might generate a state vector of length N/d
in an int8 data format for each segmented cover. In this naive array, a value of -1
typically represents a non-frozen channel, while 0 or 1 denotes the pre-shared frozen
bit values.
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Table 2 Hardware Resources and Parameters of the Devices Used for Evaluations.
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Fig. 7 Embedding efficiency of different steganographic codes with fixed cover length N = 229 under

various distortion profiles.

The frozen sequence uy4- serves as a shared key between the sender and receiver
and directly determines the final form of special nodes such as Rate-0 and Rep. Storing
these indicators and one-dimensional Boolean values using standard byte (int8) arrays
results in significant space wastage and undermines continuous memory access. To
address this storage redundancy, CuSPC introduces a bit-packing mechanism. Prior
to data transmission, the host end abandons the int8 array and packages consecutive
frozen bit indicators into 32-bit unsigned integers. To ensure continuous access to
memory, these packed vectors are concatenated in the order of the cover segmentation
and copied to global memory. When the GPU performs hard-decision verification in
parallel, threads extract specific key bits in situ through simple masking operations.
Compared to traditional array storage, this bit-level compression strategy significantly
enhances the system’s overall arithmetic intensity, ensuring that the encoder maintains
extremely high computational efficiency even under stringent bandwidth constraints.
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5 Experimental Results and Comprehensive
Performance Evaluation

This section presents the experimental validation and system-level performance evalu-
ation of the proposed GPU-based steganographic polar coding architecture (CuSPC).
The evaluation focuses on embedding efficiency, encoding throughput, and anti-
steganalysis performance. Through comparison with mainstream baselines, including
SPSC and STC, we assess whether CuSPC improves throughput while preserving
competitive security.

In this section, numerical simulations are conducted on randomly generated covers
x € {0,1,...,255}" and binary messages m to evaluate the performance of the imple-
mented CuSPC on the GPU. Steganographic security is evaluated by the embedding
efficiency e averaged over 10 runs, expressed as follows:

_|m]
e= Dx.y) (20)

Furthermore, the steganographic coding throughput 7 is evaluated by measuring
the average encoding time to,. over 10 runs.

o

tenC (21)

Note that the encoding latency is not evaluated, as there is no practical requirement
for concurrent calls in this steganographic coding context.

For comparison, the performance of STC [14] with a sub-matrix height of h €
{8,12}, SPC [19], and SPSC [18] with a list size of I € {1,8} is also evaluated. The
distortion profile, denoted as @ = (01, 02,...,0n), is defined by a non-decreasing
function o(z) where g; = g(i/N) for all i € {1,2,..., N} [14]. In this section, we
use o(z) = x and o(x) = 2?2 for linear and square profiles, respectively, to simulate
multi-level distortions in the real world.

Unless otherwise specified, all evaluations in this section are conducted on
Devicel, as detailed in Tab. 2. Two NVIDIA devices, a GTX 980M for laptops and
a Tesla V100 for servers, are selected. All polar code-based steganographic codes are
implemented in C/C++ with the same structure, where CPU-based calculations of
modification probabilities and LLRs are accelerated by the SIMD programming model.
Meanwhile, the proposed CuSPC is compiled with CUDA Toolkit 12.3. The open-
source executable version of STC is fetched from the website of the DDE laboratory at
Binghamton University'. Note that only the encoding procedure of STC is accelerated
by streaming SIMD extension (SSE) instructions.

5.1 Evaluation on Embedding Efficiency

The embedding efficiencies of the proposed CuSPC are simulated under linear and
square distortion profiles and compared with state-of-the-art steganographic codes

Yhttps://dde.binghamton.edu/download /syndrome/
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Fig. 8 Comparison results on the embedding efficiencies of the state-of-the-art steganographic codes.
Evaluations are conducted under the square distortion profile with relative payloads of 1/4, 1/12,
and 1/20.

across reciprocal relative payload ranges from 1 to 20. Binary covers with a fixed length
of N =229, as well as hidden messages, are randomly generated for the evaluation.

5.1.1 Performance Under Different Parameters

The security performance of the proposed CuSPC is first investigated under differ-
ent cover segmentation parameters. As discussed previously, with cover segmentation,
the embedding efficiency of steganographic coding decreases due to the reduction in
channel polarization levels. However, the security performance level of the proposed
CuSPC remains the same as that of SPC or SPSC since the SSC decoding structure
is adopted. Fig. 7 confirms this analysis. Under both linear and square distortion pro-
files, the security performance of CuSPC slightly drops with the increase in segments
but still approaches the rate-distortion bound.

5.1.2 Comparison with Other Steganographic Codes

Fig. 8 illustrates the embedding efficiencies under the square distortion profile for
covers with a length of 22°. Because the list coding strategy is not enabled, at different
relative payloads, the proposed CuSPC without inter-cover parallelism achieves near-
optimal performance identical to that of SPC and SPSC with a list size of 1. When d
increases to 8, the security performance gradually decreases but maintains the same
level as STC with a sub-matrix height of 12.

5.2 Evaluation on Embedding Throughput

In this subsection, we further investigate the steganographic coding throughput under
different cover lengths and relative payloads. For comparison, STC with sub-matrix
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Fig. 9 Throughput performance on (a) various cover length N with a relative payload of 0.4 and
(b) various relative payload a. Evaluations are conducted under the square distortion profile.

heights of 8 and 12 is introduced, while SPC and SPSC with a list size of 1 are used,
as their security performance is already sufficiently high.

5.2.1 Throughput Performance Under Various Cover Lengths

Fig. 10 depicts the throughput variation with cover length for representative stegano-
graphic codes. Logarithmic coordinates are used to show the performance gap clearly.
In general, the throughput of most schemes increases with cover length because the
fixed cost of code construction is amortized as IV grows. The exception is SPC, whose
throughput changes more smoothly with cover length. For STC with h = 8, the
throughput increases once the cover length reaches approximately 2'¢, and more than
4 Mb/s is achieved for longer covers on Devicel. However, as h increases, the encod-
ing cost grows exponentially, so the measured throughput increases only from about
100 Kb/s to 360 Kb/s over the tested cover lengths. Because SSC-based codes operate
node-wise, their throughput varies more noticeably with cover length. The CPU-based
SPSC with list size 1 reaches about 1 Mb/s from a cover length of 2'4. In contrast,
the proposed CuSPC benefits more from parallel execution as N increases. With seg-
mentation parameter d = 8, it reaches 30 Mb/s on Devicel. Even without inter-cover
parallelism, CuSPC still improves throughput by about 8x over SPSC at the same
embedding-efficiency level.

5.2.2 The Impact of Relative Payload on Throughput

Based on the partial order of channel polarization [30, 31], as the number of hid-
den message bits increases, the number of Rate-0 and DC nodes in our architecture
reduces. The total number of nodes grows and theoretically reaches a peak when the
ratio of information bits is 0.5. Therefore, as the relative payload increases from 0 to 1,
the throughput of steganographic codes with node-wise encoding generally decreases
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Fig. 10 Embedding efficiency on various cover length N from 219 to 224. Evaluations are conducted
under the square distortion profile with a relative payload of 0.4.

first and then increases, though it is also affected by code construction. Fig. 9 illus-
trates how the encoding throughput in logarithmic coordinates varies with the relative
payload. The encoding speed of the proposed steganographic coding architecture is
generally lowest at a relative payload of 0.5. Compared to a relative payload of 0.1,
the throughput performance drops by up to 30%.

5.3 Effect of Cover Segmentation

The cover segmentation strategy significantly improves steganographic coding
throughput, especially for larger covers, but it negatively affects the embedding effi-
ciency. In this subsection, we focus on the impact of the cover segmentation strategy
on the proposed encoding architecture.

5.3.1 Impact on Embedding Efficiency

Fig. 10 illustrates how cover segmentation affects the security performance of CuSPC.
Through cover segmentation, the length of the constructed code in CuSPC for
steganographic coding becomes shorter.

This results in a decrease in embedding efficiency as the performance of chan-
nel polarization drops. With the increase in cover length, the rate of convergence in
channel polarization approaches the optimum, and the negative impact on security
with segmented covers gradually becomes negligible. When the cover length is 224,
the steganographic coding performance almost reaches the upper bound. Stegano-
graphic coding using the proposed CuSPC with d = 8 causes only a 2% performance
degradation in embedding efficiency.
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Fig. 11 Throughput performance of CuSPC on covers with lengths of 220 and 224 to investigate
the improvements brought by the cover segmentation strategy.

5.3.2 Impact on Throughput Performance

As shown in Fig. 10, when the cover length is less than 220, the introduction of inter-
cover parallelism does not contribute to the improvement of encoding throughput
because code construction and memory copy operations are time-consuming. There-
fore, we reevaluate the throughput performance of CuSPC on covers with lengths of
220 and 224 to further investigate the improvements brought by the cover segmentation
strategy, as illustrated in Fig. 11. For large covers, the throughput of CuSPC increases
by a fixed amount for a given cover length as the parameter d increases exponentially,
which is determined by the computing architecture of the GPU. Segments of different
covers are assigned to different kernels for steganographic coding, where the calcula-
tions are not strictly parallelized but performed by SMs. Despite this, the throughput
performance improves by up to 30 times when the cover length is 224 (4096 x 4096)
compared to SPSC, which relies solely on CPUs.

5.4 Throughput on Different Devices

Tab. 4 presents the performance of the proposed steganographic coding architecture
evaluated across different devices. Steganographic coding is successfully performed
on different GPU devices, as the embedding efficiencies remain unchanged. However,
for Device2, which has a lower-frequency CPU and a higher-performance GPU, the
encoding throughput is poor with short covers.

Still, performance improves as the cover length increases, because the parallel cal-
culation of node-wise estimation gradually accounts for an increasing proportion of
the overall steganographic coding computation.
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Table 3 The Detection Error Rate (in %) of Stego Images Generated with Relative Payloads (0.1
to 0.4 bpnzAC) by STC, SPC, SPSC, and CuSPC with J-UNIWARD (JUNI) and UERD. Samples
with Different Quality Factors (QF) are Also Evaluated.

QF=75 QF=90
Method 0.1 0.2 0.3 0.4 0.1 0.2 0.3 0.4
JUNI-Simulator 0.4181 0.2972 0.1752 0.0826 0.4632 0.3901 0.2855 0.1737
JUNI-CuSPC-d=1  0.4057  0.2771  0.1580  0.0708  0.4590  0.3801  0.2715  0.1607
JUNI-CuSPC-d=2 0.4035 0.2759 0.1548 0.0687 0.4576 0.3767 0.2686 0.1567

JUNI-CuSPC-d=4 0.4024 0.2705 0.1505 0.0651 0.4577 0.3749 0.2652 0.1521
JUNI-CuSPC-d=8 0.3992 0.2655 0.1470 0.0619 0.4567 0.3725 0.2605 0.1473

JUNI-STC-h=8 0.4022 0.2667 0.1421 0.0588 0.4577 0.3700 0.2542 0.2542
JUNI-STC-h=12 0.4103 0.2792 0.1592 0.0701 0.4602 0.3796 0.2698 0.1569
JUNI-SPC-l=1 0.4053 0.2783 0.1588 0.0713 0.4581 0.3786 0.2736 0.1599
JUNI-SPC-1=8 0.4102 0.2851 0.1673 0.0752 0.4603 0.3839 0.2755 0.1670
JUNI-SPSC-I=1 0.4067 0.2784 0.1588 0.0707 0.4596 0.3793 0.2726 0.1599
JUNI-SPSC-1=8 0.4113 0.2856 0.1675 0.0754 0.4621 0.3851 0.2748 0.1678
UERD-Simulator 0.4109 0.2895 0.1749 0.0869 0.4553 0.3755 0.2767 0.1688
UERD-CuSPC-d=1 0.3987 0.2707 0.1569 0.0770 0.4513 0.3656 0.2615 0.1558
UERD-CuSPC-d=2 0.3984 0.2675 0.1541 0.0753 0.4495 0.3624 0.2586 0.1530
UERD-CuSPC-d=4 0.3932 0.2644 0.1502 0.0722 0.4487 0.3609 0.2548 0.1499
UERD-CuSPC-d=8 0.3908 0.2597 0.1458 0.0694 0.4483 0.3573 0.2510 0.1471
UERD-STC-h=8 0.3947 0.2589 0.1444 0.0648 0.4473 0.3554 0.2440 0.1362
UERD-STC-h=12 0.4016 0.2723 0.1574 0.0761 0.4519 0.3641 0.2586 0.1532
UERD-SPC-i=1 0.3974 0.2727 0.1571 0.0769 0.4509 0.3639 0.2621 0.1552
UERD-SPC-1=8 0.4025 0.2768 0.1653 0.0817 0.4523 0.3700 0.2685 0.1624
UERD-SPSC-l=1 0.3995 0.2715 0.1580 0.0762 0.4511 0.3658 0.2621 0.1577
UERD-SPSC-1=8 0.4039 0.2760 0.1656 0.0817 0.4522 0.3719 0.2680 0.1628

5.5 Anti-Steganalysis Performance

Having verified the computational performance, this section further evaluates the
security of the proposed CuSPC architecture in real-world scenarios. The security
evaluation against image steganalysis is conducted using the DCTR feature extractor
[32] and an ensemble classifier [33]. Steganography resistance is rigorously measured
by the average detection error rate Pg, which is mathematically defined as follows:

1
P = i(PFA + Pup), (22)

Here, Pr 4 represents the false alarm rate and Py;p represents the missed detection
rate. In covert communication adversarial scenarios, a higher P value (capped at 0.5)
indicates that the classifier finds it more difficult to distinguish the stego image from
the original cover. Consequently, this metric effectively evaluates the anti-detection
capability of the encoding algorithm.

To conduct the experiments, a total of 10,000 JPEG covers of size 512 x 512 with
quality factors of 75 and 90 are randomly selected and converted from the ALASKA#2
dataset in RAW format [34]. Stego images are generated using the J-UNIWARD [5] and
UERD [6] distortion functions. The numerical simulations are performed on Device2
(detailed in Tab. 2) using MATLAB R2023a. To ensure execution efficiency, the core
steganographic coding algorithms are implemented in C/C++ and compiled into MEX
files for direct invocation within the MATLAB environment.

As shown in Tab. 3, the anti-steganalysis performance of CuSPC decreases as the
segmentation parameter d increases, but it remains higher than that of STC with sub-
matrix height A = 8 in our experiments. Because list decoding is not implemented in
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Table 4 Throughput Performance of the Proposed CuSPC
on Different Devices, where Simulations are Conducted Under
the Square Distortion Profile with Parameter d Fixed to 8.

Payload T/P r Embedding

Device Cover length (bpp) (Mbps) efficiency e

16 0.2 4.8516 66.7389
0.4 4.2413 16.7808
. 0.2 16.8649 69.9127

D 1 20
evice 2 0.4 15.0617 18.0915
- 0.2 32.6545 75.3021
0.4 29.6877 19.1486
16 0.2 0.6641 68.3735
0.4 0.6758 17.8214
. 0.2 8.1607 69.9389

D 2 20
evice 2 0.4 8.7017 18.0873
- 0.2 39.1239 75.2896
0.4 33.8062 19.1489

CuSPC, the detection error rate is slightly lower than that of SPC or SPSC when the
list size is 1.

Because a higher detection error rate implies better security, the proposed architec-
ture maintains steganalysis performance comparable to STC while delivering higher
throughput. Specifically, without inter-cover parallelism, CuSPC (marked in red in
Tab. 3) reaches a security level close to that of STC with A = 12. Under 8-segment
acceleration, CuSPC still remains close to STC with A = 8 (denoted by blue values in
the table). It is worth noting that embedding efficiency cannot fully represent prac-
tical resistance to steganalysis [35]. For example, although CuSPC with d = 8 has
nearly the same embedding efficiency as STC with A = 12, their measured detection
error rates still differ slightly.

5.6 Ablation and Design Analysis

As the final part of this chapter, we summarize the component-wise evidence behind
the observed end-to-end speedup. Table 5 reports the main ablation results, and Fig.
12 shows the measured effect of enabling Ord-8 on the number of scheduled nodes.

The ablation results support three main conclusions. First, the Ord node directly
reduces scheduled work: at payload 0.4 and N = 224, enabling Ord-8 lowers the node
count by about 24.9%. Second, inter-cover parallelism is the main source of coarse-
grained acceleration: at N = 224, the throughput rises from 8.69 Mb/s for d = 1 to
29.33 Mb/s for d = 8. Third, the corresponding embedding-efficiency drop remains
small, only about 1.34% under the same setting. Interleaved memory layout and bit-
packing are therefore retained in the ablation table as implementation-level enablers:
they do not change the embedding rule, but they are required for the measured parallel
speedup and the linear-space implementation of CuSPC.
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Table 5 Ablation summary of the main CuSPC design choices.

the existing measurements reported in Figs. 11 and 12.

Numerical entries are taken from

Component

Key evidence

Main effect

Ord node

Inter-cover parallelism

Segmentation trade-off

Interleaved memory

Bit-packing

Ord-8 reduces scheduled nodes from
18881 to 14189 at N = 22* and payload
0.4 (24.9%).

Throughput increases from 8.69 to 29.33
Mb/s from d = 1 to d = 8 at N = 224
(3.38x%).

Embedding efficiency changes from 19.41
to 19.15 from d = 1 to d = 8 at N = 224
(1.34% loss).

Reflected in the final speedup of CuSPC
at large cover lengths.

Reflected in the linear-space implementa-
tion of CuSPC.

Lowers traversal and scheduling
overhead on short residual subtrees.

Supplies the main coarse-grained
throughput gain on large covers.

Shows that the throughput gain is
obtained at a small security-related
cost.

Improves global-memory coalescing
so exposed parallelism translates
into measured throughput.

Reduces control-data traffic and
supports runtime and memory scal-
ing.

Number of nodes |N|

\

o
\

-

—as—a = 0.2, Ord8 enabled
10000 || - &~ a=0.2, Ord§ disabled
I | ——a=0.4, Ord§ enabled
|- =- a=0.4, Ord8 disabled
1000 |
100

7%

1A

10 | | | |

210 212 214 216 218

Cover length N

220

222 224

Fig. 12 The relationship between the number of nodes |[N| and the cover length N with and without

Ord8 nodes enabled.

Table 6 Comparison of Complexity and Hardware Affinity for Steganographic Coding Algorithms

Algorithm Core Mechanism Time Complexity Space Complexity Hardware Affinity
STC [14] Viterbi path search 02" N) 0(2"N) Low
SPSC [18] SC / SCL tree traversal ~ O(INlog N) O(IN log N) Medium
SSC pruning + 0.75 .
CuSPC GPU parallel mapping O(IN log N) O(N) High

Note: Here, h represents the sub-matrix height of STC, [ is the list size of polar codes, and N
denotes the total length of the cover sequence. The space complexity of CuSPC is compressed
within the linear boundary of O(NN) due to the introduction of bit-packing technology.
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6 Complexity Analysis

The preceding sections demonstrate the throughput advantage of CuSPC. This section
discusses the proposed architecture from the perspectives of runtime scaling and
memory usage.

For a given cover of length N, traditional STC require the Viterbi algorithm to per-
form a global path search. When processing a single cover element, there are 2" state
transitions in its trellis diagram, where h is the height of the constraint submatrix. Con-
sequently, the time and space complexities of STC are strictly bounded by O(2"N).
Although increasing h can improve embedding efficiency, the resulting computational
complexity grows exponentially, which severely limits the practical application of STC
in scenarios involving large covers or high security requirements.

In contrast, by introducing polar codes and the SCL decoding structure, and
neglecting the constant-scale overhead of channel construction, the time and space
complexities of the steganographic coding are both reduced to O(IN log N), where [
is the list size. Compared to STC, which typically requires setting h > 8 to ensure
security against steganalysis, this method not only has lower steganographic coding
complexity but also exhibits a much more gradual increase in computational time even
when the list size [ is moderately increased to enhance security.

Building on this, CuSPC further reduces the amount of scheduled computation by
combining SSC pruning with GPU-oriented execution mapping. Its main change is to
replace bit-wise estimation with node-wise estimation, which removes many redundant
branches in the polarization tree without increasing memory usage asymptotically.

Specifically, the statistical fit in Fig. 12 shows that when Ord-8 optimization is
enabled and the relative payload is 0.4 bpp, the measured number of scheduled nodes
|| follows an approximately logarithmic-linear trend with respect to the cover length
N:

log, |[NV] = 0.22218 - log, N — 1.1804 (23)

Through base conversion and algebraic simplification, this fit can be rewritten as

N & 0.066 - NO-T3896 < 0,07 . NOT5 (24)

This fitted node-count law should be interpreted as an empirical scaling obser-
vation rather than a formal asymptotic complexity proof. Under the tested payload
and Ord-8 configuration, the measured runtime grows sublinearly relative to the stan-
dard [N log N reference and is well approximated by a term proportional to [N°7>
log N. Table 6 therefore serves as a qualitative comparison between classical theoretical
complexity results and the observed runtime behavior of CuSPC.

7 Conclusion

In practical covert communication systems designed for high-capacity and real-time
interaction, the throughput of steganographic coding is as important as its resistance
to steganalysis. To address the serial bottleneck of conventional polar steganographic
codes, this paper proposes CuSPC, a GPU-oriented steganographic coding architecture
built on SSC-based scheduling, ordinary-node processing, and interleaved inter-cover
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execution. Experiments show that CuSPC improves throughput by about 30x over
the CPU serial baseline while keeping the embedding-efficiency loss below 2% and
maintaining competitive steganalysis performance.

As mobile edge computing and heterogeneous architectures continue to evolve,

the application of covert streaming communication is rapidly extending to portable
devices. In future work, we plan to adapt our hierarchical parallel architecture for
resource-constrained mobile platforms, with a primary focus on optimizing energy
efficiency. These efforts will facilitate the practical deployment of high-throughput
covert systems in edge environments.
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