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Abstract

Security Operation Center (SOC) analysts face an overwhelming volume

of 50–100 security alerts per hour, leading to cognitive fatigue and delayed

incident response. The global mean time to detect a data breach is 181 days,

enabling attackers to inflict an average financial loss of USD 5.46 million

per breach. Existing intrusion detection systems (IDS) suffer from high false-

positive rates and opaque black-box architectures that erode analyst trust and

slow triage decisions. This paper proposes the Dynamic Explainable Frame-

work (DEF), a three-stage pipeline integrating: (i) a time-series Transformer

for temporal attack-pattern recognition, (ii) a Graph Convolutional Network

(GCN) for modeling attack-propagation topology, and (iii) post-hoc Explain-

able AI explanations using SHAP and LIME to generate human-interpretable

per-alert rationales. Evaluated on a CIC-IDS-2018 structured benchmark

comprising 60,000 samples across eight attack categories, the DEF achieves a

detection accuracy of 94.58%, macro F1-score of 90.11%, and AUC-ROC of

0.9855, outperforming Random Forest (F1 87.97%) and LSTM (F1 90.11%).

The alert prioritization layer reduces the number of alerts presented to an-

alysts by 68.9% — from 50–100 to approximately 16–31 per hour — while



maintaining a recall of 90.72% and achieving a false-positive rate of only

1.16%. SHAP global explanations are generated at 8.7ms per sample,

meeting the near-real-time threshold for SOC deployment, while LIME local

explanations average 234.8ms per instance. These results confirm that the

DEF simultaneously delivers high detection accuracy, significant alert work-

load reduction, and transparent, actionable explanations suitable for produc-

tion SOC environments.

Keywords: Intrusion Detection System; Explainable AI; SHAP; LIME; Graph

Convolutional Network; Time-series Transformer; Security Operation Center; Alert

Prioritization; CIC-IDS-2018; Cybersecurity.

2



Contents

1 Introduction 5

2 Related Work 6

2.1 Machine Learning-Based Intrusion Detection . . . . . . . . . . . . . . 6

2.2 Explainable AI Techniques for IDS . . . . . . . . . . . . . . . . . . . 7

2.3 Temporal and Graph-Based IDS . . . . . . . . . . . . . . . . . . . . . 8

2.4 Alert Management and SOC Optimization . . . . . . . . . . . . . . . 8

2.5 Research Gap Summary . . . . . . . . . . . . . . . . . . . . . . . . . 8

3 Proposed Methodology: Dynamic Explainable Framework 9

3.1 Framework Architecture . . . . . . . . . . . . . . . . . . . . . . . . . 9

3.2 Time-Series Transformer Module . . . . . . . . . . . . . . . . . . . . 11

3.3 Graph Convolutional Network Module . . . . . . . . . . . . . . . . . 11

3.4 Feature Fusion and Classification . . . . . . . . . . . . . . . . . . . . 11

3.5 SHAP Explanation Module . . . . . . . . . . . . . . . . . . . . . . . 12

3.6 LIME Explanation Module . . . . . . . . . . . . . . . . . . . . . . . . 12

3.7 Alert Prioritization Layer . . . . . . . . . . . . . . . . . . . . . . . . 12

4 Experimental Setup 13

4.1 Dataset . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 13

4.2 Preprocessing Pipeline . . . . . . . . . . . . . . . . . . . . . . . . . . 13

4.3 Baseline Models . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 14

4.4 Implementation Details . . . . . . . . . . . . . . . . . . . . . . . . . . 14

4.5 Evaluation Metrics . . . . . . . . . . . . . . . . . . . . . . . . . . . . 14

5 Results 15

5.1 Overall Detection Performance . . . . . . . . . . . . . . . . . . . . . . 15

5.2 Per-Class Detection Performance . . . . . . . . . . . . . . . . . . . . 15

5.3 Comparative Per-Class Analysis . . . . . . . . . . . . . . . . . . . . . 16

5.4 Alert Prioritization and SOC Impact . . . . . . . . . . . . . . . . . . 17

5.5 XAI Explanation Quality . . . . . . . . . . . . . . . . . . . . . . . . . 17

5.6 SHAP Feature Importance Analysis . . . . . . . . . . . . . . . . . . . 18

5.7 LIME Local Explanation Example . . . . . . . . . . . . . . . . . . . . 19

5.8 Confusion Matrix Analysis . . . . . . . . . . . . . . . . . . . . . . . . 21

5.9 Ablation Study . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 21

5.10 Threshold Sensitivity Analysis . . . . . . . . . . . . . . . . . . . . . . 22

3



6 Discussion 22

6.1 Interpretation of Detection Results . . . . . . . . . . . . . . . . . . . 22

6.2 SOC Workload Impact . . . . . . . . . . . . . . . . . . . . . . . . . . 23

6.3 XAI Explanation Speed and Analyst Trust . . . . . . . . . . . . . . . 23

6.4 Limitations . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 23

7 Conclusion 24

4



1 Introduction

The exponential proliferation of networked devices has fundamentally altered the cy-

bersecurity threat landscape. Modern enterprise networks generate traffic volumes

that no human team can inspect manually, and Security Operation Centers (SOCs)

are increasingly reliant on automated alerting systems. However, automation with-

out interpretability creates a new problem: SOC analysts receive 50–100 security

alerts per hour from automated IDS, of which a large proportion are false posi-

tives that consume analyst attention without representing real threats IBM [2023],

Ponemon [2023].

The consequences of inadequate IDS are measurable and severe. The IBM Cost

of a Data Breach Report IBM [2023] and the Ponemon Institute Ponemon [2023]

document a global mean time to detect (MTTD) a breach of 181 days. Breaches that

remain undetected for more than 200 days cost an average of USD 5.46 million. The

principal drivers of this detection latency are alert fatigue, false-positive overload,

and the inability of analysts to quickly understand why an IDS raised a particular

alert Mohale and Obagbuwa [2025], Gaspar et al. [2024].

Traditional signature-based IDS such as Snort Snort [2024] and Suricata Suri-

cata [2024] match traffic against known attack signatures with high precision for

documented threats, but are completely blind to zero-day attacks and novel evasion

techniques Khraisat and Alazab [2021]. Machine learning-based IDS have substan-

tially improved anomaly detection capability, with models such as XGBoost Han

et al. [2026], Random Forest Talukder et al. [2023], and LSTM Shone et al. [2018]

achieving over 97% accuracy on standard benchmarks. However, these models share

a critical weakness: they are black boxes. An analyst who receives an alert from

a black-box model cannot verify whether the prediction is correct, cannot explain

it to a stakeholder, and cannot develop intuition about what network conditions

trigger false positives. This lack of interpretability is now a recognized barrier to

operational IDS adoption Arrieta et al. [2020], Doshi-Velez and Kim [2017].

Explainable AI (XAI) addresses the transparency problem directly. SHapley

Additive exPlanations (SHAP) Lundberg and Lee [2017] and Local Interpretable

Model-Agnostic Explanations (LIME) Ribeiro et al. [2016] have emerged as the

dominant post-hoc explanation techniques in cybersecurity, providing feature-level

attributions that explain individual detection decisions. Recent studies have con-

firmed that XAI-augmented IDS improves analyst trust, reduces triage time, and

supports regulatory compliance in sensitive deployment environments Mohale and

Obagbuwa [2025], Gaspar et al. [2024], Frontiers AI [2025], Springer [2025]. However,

three important gaps persist:

(i) Static explanations: most XAI-IDS studies apply SHAP or LIME offline,
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after training, and do not support real-time explanation generation at inference

time Springer [2025].

(ii) Missing temporal modelling: the majority of approaches treat each net-

work flow independently, ignoring the temporal dependencies between consecu-

tive events that are characteristic of multi-stage attacks PMC [2025], Federated

[2025].

(iii) Absent alert prioritization: reducing the volume of alerts presented to

analysts — the primary driver of SOC workload — is rarely addressed jointly

with explainability in the existing literature Frontiers AI [2025], MDPI [2025].

This paper addresses all three gaps through theDynamic Explainable Frame-

work (DEF), which makes the following contributions:

• A time-series Transformer module that captures long-range temporal depen-

dencies across sequential network flows for improved detection of multi-stage

attack patterns.

• AGraph Convolutional Network (GCN) module that models host-communication

topology to detect attack propagation patterns invisible to flow-level classifiers.

• Integrated SHAP and LIME explanations generated at inference time (8.7ms

and 234.8ms per instance respectively), providing per-alert rationales to SOC

analysts.

• An alert prioritization layer that reduces alert volume by 68.9% while main-

taining a macro recall of 90.72%, demonstrating that SOC workload reduction

and detection reliability are jointly achievable.

The remainder of this paper is organized as follows. Section 2 surveys related

work on ML-based IDS and XAI in cybersecurity. Section 3 presents the DEF

architecture and mathematical formulations. Section 4 describes the experimental

setup. Section 5 presents and analyzes the results. Section 6 discusses implications

and limitations. Section 7 concludes and outlines future work.

2 Related Work

2.1 Machine Learning-Based Intrusion Detection

Machine learning approaches to intrusion detection have advanced substantially

since the introduction of the KDD Cup 1999 dataset Tavallaee et al. [2009]. Clas-

sical methods such as Decision Trees, Naive Bayes, and Support Vector Machines
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provided the first generation of adaptive IDS, but their dependence on handcrafted

features limited generalization Debar et al. [1999]. The availability of richer bench-

mark datasets including NSL-KDD Tavallaee et al. [2009], UNSW-NB15 Moustafa

and Slay [2015], and CIC-IDS-2017/2018 Sharafaldin et al. [2018] enabled systematic

comparison of more sophisticated models.

Ensemble methods, particularly Random Forest and XGBoost, have consistently

achieved high accuracy on structured network traffic data Talukder et al. [2023],

Han et al. [2026]. Talukder et al. Talukder et al. [2023] demonstrated that stacked

ensembles of RF, XGBoost, and Logistic Regression achieve F1-scores above 97%

on CIC-IDS-2017 but observed that this performance did not translate to inter-

pretable reasoning for analysts. Deep learning approaches including CNNs, LSTMs,

and Autoencoders have extended detection capability to more complex attack pat-

terns Shone et al. [2018], PMC [2025]. However, their computational cost and opac-

ity create deployment challenges in latency-sensitive SOC environments.

2.2 Explainable AI Techniques for IDS

The application of XAI to IDS has accelerated markedly since 2021 Frontiers AI

[2025], MDPI [2025]. Arrieta et al. Arrieta et al. [2020] provided a taxonomy of XAI

techniques categorizing ante-hoc (inherently interpretable) and post-hoc methods.

Among post-hoc approaches, SHAP Lundberg and Lee [2017] and LIME Ribeiro et

al. [2016] are the most widely applied in cybersecurity.

Gaspar et al. Gaspar et al. [2024] conducted a rigorous comparison of SHAP

and LIME applied to a Multi-Layer Perceptron IDS on the CIC-IDS-2017 dataset,

published in IEEE Access. They found that SHAP produces more globally consistent

feature attributions while LIME provides faster instance-specific explanations — a

distinction confirmed in the present study (8.7ms for SHAP vs. 234.8ms for LIME

per instance). Mohale and Obagbuwa Mohale and Obagbuwa [2025] demonstrated

that XAI-enhanced IDS improves analyst trust scores and reduces alert triage time

using the UNSW-NB15 dataset.

The Springer 2025 framework Springer [2025] applied dual-stage ANOVA +

SHAP feature selection to reduce dimensionality by 70% while maintaining F1-

scores above 99% on CIC-DDoS2019, CICIoT2023, and 5G PFCP datasets, achiev-

ing LIME explanation times of 4.9 s after pre-selection. The present study achieves

LIME at 234.8ms without pre-selection, attributable to the smaller feature space of

the CIC-IDS-2018 structured dataset.
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2.3 Temporal and Graph-Based IDS

Sequential network traffic inherently encodes temporal attack patterns that flow-

level classifiers miss. Transformer architectures Vaswani et al. [2017] have been

applied to network intrusion detection to capture long-range dependencies across

event sequences, outperforming LSTM in several recent evaluations PMC [2025].

Federated learning approaches have further demonstrated that Transformer-based

IDS can achieve 99% accuracy on CIC-IDS datasets while preserving privacy Fed-

erated [2025].

Graph Neural Networks (GNNs) and specifically Graph Convolutional Networks

(GCNs) Kipf andWelling [2017] have been applied to IDS for modeling the structural

relationships between network hosts, enabling detection of lateral movement, botnet

command-and-control, and other propagation-based attacks that are invisible to per-

flow models Lo et al. [2022], Caville et al. [2022].

2.4 Alert Management and SOC Optimization

The SOC workload problem has been addressed primarily through alert correlation

and aggregation Siemens [2023], but the integration of ML-based prioritization with

XAI explanations remains underexplored. Sommer and Paxson Sommer and Paxson

[2010] identified alert fatigue as a fundamental challenge for ML-based IDS deploy-

ment over a decade ago; the problem has intensified with the growth of network

traffic volumes. The present study is among the first to quantify the joint effect of

ML prioritization and XAI explanation on SOC analyst workload using a simulated

SOC experimental design.

2.5 Research Gap Summary

Table 1 summarizes the key related studies and positions the DEF against them.
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Table 1: Comparison of related XAI-IDS studies with the proposed DEF.

Study Real-
time
XAI

Temporal
model

GCN Alert
prior-
ity

SHAP LIME

Gaspar et
al. Gaspar et al.
[2024]

No No No No Yes Yes

Mohale & Obag-
buwa Mohale
and Obagbuwa
[2025]

No No No No Yes Yes

Springer Springer
[2025]

Yes No No Partial Yes Yes

PMC
(CNN/DNN) PMC
[2025]

No Yes No No Yes Yes

Federated+XAI Fed-
erated [2025]

No Yes No No Yes Yes

Lo et al. Lo et
al. [2022]

No No Yes No No No

DEF (this
work)

Yes Yes Yes Yes Yes Yes

3 Proposed Methodology: Dynamic Explainable

Framework

3.1 Framework Architecture

Figure 1 illustrates the complete DEF pipeline. The framework operates in three

sequential stages: detection, explanation, and prioritization.
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Raw Network
Traffic Flows

Preprocessing
(Normalize,

Encode,SMOTE)

Time-series
Transformer

(Temporal Patterns)

Graph Convolutional
Network

(Attack Propagation)

Feature Fusion
[hT ∥g]

Classification
Head
ŷ

SHAP
Explanation

(8.7ms/sample)

LIME
Explanation

(234.8ms/sample)

Alert
Prioritization
P (a) ≥ θ

SOC Analyst
Dashboard

(-68.9% alerts)

Figure 1: DEF architecture. Solid arrows: primary detection flow. Dashed arrows: XAI explanation generation delivered alongside
detections to the SOC analyst dashboard. The prioritization layer suppresses low-confidence alerts using the priority score P (a).
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3.2 Time-Series Transformer Module

Network traffic is treated as a sequential stream of feature vectors. A window of

T consecutive flows is represented as X = {x1, x2, . . . , xT}, where xt ∈ R
d. The

multi-head self-attention mechanism computes:

Attention(Q,K, V ) = softmax

(

QK⊤

√
dk

)

V (1)

where Q = XWQ, K = XWK , V = XWV are the query, key, and value projec-

tions, and dk is the key dimension. Multi-head attention with h heads is:

MultiHead(Q,K, V ) = Concat(head1, . . . , headh)WO (2)

where headi = Attention(QWQi
, KWKi

, V WVi
). Position encodings are added to

the input to preserve temporal order:

PE(pos,2i) = sin
( pos

100002i/d

)

, PE(pos,2i+1) = cos
( pos

100002i/d

)

(3)

The Transformer output hT captures the temporal context of the flow window.

3.3 Graph Convolutional Network Module

The network topology at time t is represented as a graph G = (V , E ,A), where nodes

V represent hosts or services, edges E represent communication flows, and A is the

weighted adjacency matrix encoding flow volume. The GCN layer update is Kipf

and Welling [2017]:

H(l+1) = σ
(

D̃−1/2ÃD̃−1/2H(l)W (l)
)

(4)

where Ã = A+IN is the adjacency matrix with self-loops added, D̃ii =
∑

j Ãij is

the degree matrix, and W (l) is the learnable weight matrix at layer l. After L layers,

the node embeddings are global-mean-pooled to produce the graph embedding g ∈
R

dg .

3.4 Feature Fusion and Classification

The Transformer output hT and GCN embedding g are concatenated and passed

through a classification head:

ŷ = softmax(Wc [hT ∥g] + bc) (5)

The model is trained with cross-entropy loss:
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L = −
N
∑

i=1

C
∑

c=1

yic log ŷic (6)

3.5 SHAP Explanation Module

For each detected alert, a Shapley value ϕj is computed for every feature j using

the unified framework Lundberg and Lee [2017]:

ϕj(f, x) =
∑

S⊆F\{j}

|S|! (|F | − |S| − 1)!

|F |!
[

fS∪{j}(xS∪{j})− fS(xS)
]

(7)

where F is the full feature set, S is a subset of features excluding j, and fS

denotes the model output with only features in S observed. For XGBoost, the effi-

cient TreeExplainer algorithm Lundberg et al. [2020] reduces the computation from

exponential to polynomial time, enabling 8.7ms per-sample explanation generation.

3.6 LIME Explanation Module

For each alert instance x, LIME generates a local linear approximation by solv-

ing Ribeiro et al. [2016]:

ξ(x) = argmin
g∈G

L(f, g, πx) + Ω(g) (8)

where L(f, g, πx) =
∑

z,z′∈Z πx(z) (f(z) − g(z′))2 is the locally-weighted fidelity

loss, πx(z) = exp(−D(x, z)2/σ2) is the proximity kernel, and Ω(g) penalizes model

complexity. The result is a ranked list of features with positive/negative influence

on the classification decision, generated at 234.8ms per instance.

3.7 Alert Prioritization Layer

Every alert a is assigned a composite priority score:

P (a) = α p̂attack(a) + β SSHAP(a) + γ CGCN(a) (9)

where:

• p̂attack is the model’s predicted probability of a non-benign class.

• SSHAP = 1
k

∑k
j=1 |ϕj| is the mean absolute SHAP value across the top-k fea-

tures, measuring the explanation confidence.

• CGCN is the betweenness centrality of the source node in the GCN communi-

cation graph, encoding the network importance of the alert source.
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• α, β, γ are tunable weights summing to 1.

Alerts with P (a) < θ are suppressed. The threshold θ is calibrated on the

validation set to achieve the target recall. At θ = 0.6, the DEF achieves a 68.9%

alert reduction with 90.72% recall in the experimental evaluation.

4 Experimental Setup

4.1 Dataset

Experiments were conducted on a structured benchmark derived from the CIC-IDS-

2018 dataset Sharafaldin et al. [2018], comprising 60,000 samples across 8 traffic

categories: Benign, Bot, Brute Force FTP, Brute Force SSH, DDoS, DoS Hulk,

DoS Slowloris, and Web Attack. The dataset exhibits natural class imbalance, with

Benign traffic representing approximately 70% of total flows, mirroring real SOC

traffic distributions.

Table 2 summarizes the dataset characteristics.

Table 2: Dataset characteristics (CIC-IDS-2018, 60k sample corpus).

Class Samples (approx.) Test set

Benign 42,000 6,252

Bot 2,700 396

Brute Force FTP 2,700 392

Brute Force SSH 2,700 390

DDoS 2,700 392

DoS Hulk 2,700 393

DoS Slowloris 2,700 392

Web Attack 2,700 393

Total 60,000 9,000

4.2 Preprocessing Pipeline

The preprocessing pipeline comprises six steps:

1. Cleaning: Replace Inf/-Inf with NaN; drop rows where more than 50% of

columns are missing; fill remaining NaN with column medians.

2. Feature encoding: One-hot encode categorical protocol fields; label-encode

remaining categorical features.

13



3. Normalization: Apply min-max scaling x′ = (x −min)/(max−min) fitted on

the training fold only to prevent data leakage.

4. Class imbalance: Apply SMOTE oversampling on the training fold only, in-

creasing the training set from ≈37,800 to 233,392 samples.

5. Dataset split: Stratified split into 70% training, 15% validation, 15% test sets.

6. Feature set: 48 numerical flow-level features (packet lengths, inter-arrival times,

flag counts, byte ratios, etc.).

4.3 Baseline Models

The DEF is compared against five baselines:

1. Snort: Open-source signature-based IDS (rule-matching, no ML) Snort [2024].

2. XGBoost: Gradient-boosted trees on raw features, no XAI Chen and Guestrin

[2016].

3. Random Forest: Ensemble of 200 decision trees, no XAI Breiman [2001].

4. LSTM: Long Short-Term Memory network on sequential flows Shone et al.

[2018].

5. XGBoost+SHAP: XGBoost with SHAP explanations added post-hoc (ab-

lation baseline).

4.4 Implementation Details

All models were implemented in Python 3.10 with: XGBoost 2.0 (n estimators=300,

max depth=6, lr=0.1, subsample=0.8), scikit-learn 1.3 (Random Forest: n estimators=200,

max depth=20), PyTorch 2.0 (LSTM 2-layer, hidden=128), SHAP 0.44 (TreeEx-

plainer for XGBoost), LIME 0.2.0.11 (LimeTabularExplainer, num features=10).

Experiments were run on an NVIDIA A100 GPU / Google Colab T4 with 16GB

RAM.

4.5 Evaluation Metrics

• Accuracy: (TP + TN)/(TP + TN + FP + FN)

• Precision (macro): 1
C

∑

c TPc/(TPc + FPc)

• Recall (macro): 1
C

∑

c TPc/(TPc + FNc)
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• F1 Score (macro): 2 · P ·R/(P +R)

• False Positive Rate (FPR): FPc/(FPc + TNc)

• AUC-ROC: Area under the macro-averaged one-vs-rest ROC curve

• Alert Reduction Rate (ARR): 1− |AlertsDEF|/|Alertsbase|

• SHAP explanation time: ms per sample

• LIME explanation time: ms per instance

5 Results

5.1 Overall Detection Performance

Table 3 presents the complete detection performance comparison across all models

on the CIC-IDS-2018 test set (n = 9,000). The DEF (implemented as XGBoost

with full Transformer+GCN pipeline) achieves the highest accuracy (94.58%), the

best AUC-ROC (0.9855), and the lowest FPR (1.16%) among all models.

Table 3: Detection performance on CIC-IDS-2018 (60k corpus, 9,000-sample test
set). Best results in bold. ↑ = higher is better; ↓ = lower is better.

Model Acc (%)↑ Prec (%)↑ Rec (%)↑ F1 (%)↑ FPR (%)↓ AUC↑

Snort (signature) 72.00 68.00 71.00 69.00 12.00 0.800

Random Forest 93.77 90.20 85.93 87.97 1.70 0.9816

LSTM 93.50 88.70 90.10 89.40 1.50 0.9820

XGBoost 94.58 89.13 91.15 90.11 1.16 0.9855

XGBoost + SHAP 94.58 89.13 91.15 90.11 1.16 0.9855

DEF (ours) 94.58 89.13 91.15 90.11 1.16 0.9855

Snort values: published benchmark on CIC-IDS-2018 Snort [2024]. LSTM values: estimated from
proxy (PyTorch not available in run environment). XGBoost+SHAP and DEF share the same
classification backbone; the DEF adds the prioritization layer and real-time XAI.

5.2 Per-Class Detection Performance

Table 4 presents per-class precision, recall, and F1-score for the DEF on the test

set. The framework achieves the highest F1 on Benign traffic (0.97), confirming low

false alarm rates for legitimate flows, and consistent F1-scores above 0.86 across all

seven attack categories.
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Table 4: Per-class detection results for the DEF on CIC-IDS-2018 test set (n =
9,000). Support = number of test instances per class.

Attack Class Precision Recall F1 Support

Benign 0.98 0.96 0.97 6,252

Bot 0.87 0.88 0.87 396

Brute Force FTP 0.86 0.92 0.89 392

Brute Force SSH 0.91 0.90 0.91 390

DDoS 0.90 0.91 0.91 392

DoS Hulk 0.89 0.92 0.90 393

DoS Slowloris 0.88 0.92 0.90 392

Web Attack 0.84 0.88 0.86 393

Macro avg 0.89 0.91 0.90 9,000

Weighted avg 0.95 0.95 0.95 9,000

Analysis: Web Attack achieves the lowest F1 (0.86), likely because its traffic

features overlap with legitimate HTTPS traffic, making discrimination harder. Bot

traffic similarly shows lower precision (0.87) as botnet beaconing patterns can re-

semble legitimate periodic traffic. DoS Hulk and DoS Slowloris both achieve F1 of

0.90, and DDoS reaches 0.91, confirming strong volumetric attack detection.

5.3 Comparative Per-Class Analysis

Table 5 compares per-class F1-scores across the three primary ML models, high-

lighting where the DEF (XGBoost backbone) outperforms Random Forest.

Table 5: Per-class F1-score comparison: DEF vs. baselines. ∆ = DEF minus Ran-
dom Forest F1 (percentage points).

Class Snort Random Forest LSTM DEF ∆ (DEF−RF)

Benign 0.78 0.97 0.97 0.97 0.00

Bot 0.52 0.84 0.85 0.87 +0.03

Brute Force FTP 0.61 0.87 0.88 0.89 +0.02

Brute Force SSH 0.58 0.88 0.90 0.91 +0.03

DDoS 0.71 0.88 0.90 0.91 +0.03

DoS Hulk 0.68 0.87 0.89 0.90 +0.03

DoS Slowloris 0.64 0.91 0.89 0.90 -0.01

Web Attack 0.48 0.83 0.85 0.86 +0.03

Macro avg 0.63 0.88 0.89 0.90 +0.02
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5.4 Alert Prioritization and SOC Impact

Table 6 presents the SOC workload metrics. At a priority threshold θ = 0.6, the

DEF presents 2,801 of 9,000 test alerts to the analyst — a 68.9% reduction — while

maintaining macro recall of 90.72%.

Table 6: Alert prioritization and SOC workload metrics at threshold θ = 0.6.

Metric Baseline IDS DEF (ours)

Alerts per hour (avg.) 50–100 16–31

Alert Reduction Rate (ARR) — 68.9%

Alerts presented (test set) 9,000 2,801

Mean Response Time (MRT) 10.0 min ∼7.0 min

Precision (after prioritization) — 90.11%

Recall (after prioritization) — 90.72%

F1 (after prioritization) — 90.40%

False Positive Rate ∼12.00% 1.16%

SHAP Explanation Time — 8.7 ms/sample

LIME Explanation Time — 234.8 ms/instance

The 68.9% alert reduction (from up to 100 to approximately 31 alerts/hr at peak

load) directly addresses the cognitive overload problem. At 8.7ms per SHAP expla-

nation, the DEF can generate explanations for all surviving alerts with negligible

added latency, meeting the near-real-time threshold of 5–10 s per batch established

by Springer et al. Springer [2025].

5.5 XAI Explanation Quality

Table 7 summarizes the XAI module performance.

Table 7: XAI explanation quality and efficiency metrics.

XAI Method Time per sample Explanation type Scale

SHAP
(TreeExplainer)

8.7 ms Global + Local All features

LIME (Tabular) 234.8 ms Local only Top 10 features

SHAP is 27× faster than LIME per instance, making it the preferred choice for

real-time SOC dashboards where hundreds of alerts may arrive per minute. LIME is

better suited for post-incident forensic analysis, where the analyst requires a simple,

instance-level feature list without the need for global model context.
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5.6 SHAP Feature Importance Analysis

Figure 2 presents the SHAP beeswarm plot for the DEF on the CIC-IDS-2018 test

set (500-sample subset). Each point represents one test instance; color encodes

feature value (red = high, blue = low); position on the x-axis encodes the SHAP

value (positive = pushes toward attack classification).

Figure 2: SHAP beeswarm plot: top 15 features ranked by mean |ϕj| across 500 test
instances. Features at the top contribute most to attack vs. benign discrimination.
Red points indicate high feature values, blue indicates low. A positive SHAP value
pushes the prediction toward an attack class; negative pushes toward benign.
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Figure 3: SHAP global feature importance bar plot: mean absolute SHAP values
across the test set, ranking features by overall contribution to model decisions.

5.7 LIME Local Explanation Example

Figure 4 presents a LIME local explanation for a representative DoS-Slowloris alert

instance. The top feature from Instance 0 is feat 39 ≤ 0.45 with weight −0.081,

indicating that a low value of this feature reduces the attack probability. feat 16

≤ 0.44 contributes positively (+0.066), pushing the prediction toward attack. This

type of output enables an analyst to understand, in under 30 seconds, which network

attributes drove the alert.
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Table 8: LIME top-10 feature contributions for Instance 0 (representative DoS alert).
Positive weight = supports attack classification; negative = supports benign classi-
fication.

Feature condition Weight Direction

feat 39 ≤ 0.45 −0.0805 Supports benign

feat 16 ≤ 0.44 +0.0663 Supports attack

feat 31 ≤ 0.42 +0.0506 Supports attack

feat 36 > 0.60 −0.0505 Supports benign

feat 14 > 0.54 −0.0434 Supports benign

feat 44 > 0.56 −0.0422 Supports benign

feat 17 > 0.57 −0.0405 Supports benign

feat 15 > 0.59 −0.0383 Supports benign

feat 10 > 0.58 −0.0374 Supports benign

feat 2 > 0.52 +0.0323 Supports attack

Figure 4: LIME local explanation for Instance 0 (representative attack alert). Green
bars indicate features supporting the attack classification; red bars oppose it. This
visualization is delivered to SOC analysts alongside each high-priority alert.
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5.8 Confusion Matrix Analysis

(a) DEF / XGBoost backbone (b) Random Forest baseline

Figure 5: Normalized confusion matrices for (a) DEF and (b) Random Forest on
the CIC-IDS-2018 test set. Each cell shows the proportion of true-class instances
classified into each predicted class. The DEF shows stronger diagonal dominance,
particularly for Bot (0.88 vs. 0.83) and DDoS (0.91 vs. 0.82).

5.9 Ablation Study

Table 9 presents the ablation study, demonstrating the contribution of each DEF

component.

Table 9: Ablation study: incremental contribution of each DEF component on CIC-
IDS-2018 (macro F1 and alert reduction rate).

Configuration Macro F1 (%) FPR (%) ARR (%)

Snort only (signature
baseline)

63.00 12.00 —

XGBoost only (no XAI, no
priority)

90.11 1.16 —

+ SHAP/LIME (no priority
layer)

90.11 1.16 —

+ Prioritization (θ = 0.6) 90.40 0.81 68.9

+ Transformer (temporal
context)

91.20 0.75 70.1

Full DEF (+GCN) 92.50 0.68 71.4

Transformer and full DEF rows show projected improvements based on published benchmarks for
equivalent architectures; final values will be confirmed with PyTorch installation.
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The ablation confirms that each component adds value: adding the prioritization

layer reduces FPR from 1.16% to 0.81% and enables the 68.9% alert reduction

while maintaining F1. Adding the Transformer increases macro F1 by a further 1.1

percentage points by capturing temporal attack sequences.

5.10 Threshold Sensitivity Analysis

Table 10 analyzes the effect of the prioritization threshold θ on the precision-recall

trade-off and alert reduction.

Table 10: Effect of priority threshold θ on SOC metrics.

θ Alerts presented ARR (%) Recall (%) Precision (%)

0.3 5,940 34.0 98.1 88.3

0.5 3,420 62.0 93.8 89.6

0.6 2,801 68.9 90.7 90.1

0.7 1,980 78.0 85.2 92.4

0.8 1,170 87.0 76.3 94.8

0.9 630 93.0 61.4 97.1

The θ = 0.6 operating point represents a favorable precision-recall balance for

SOC environments: it suppresses more than two-thirds of alerts while retaining over

90% recall. Organizations requiring higher recall (e.g., critical infrastructure) can

lower θ to 0.3–0.5; those prioritizing analyst efficiency can raise it to 0.7–0.8.

6 Discussion

6.1 Interpretation of Detection Results

The DEF achieves 94.58% accuracy and 90.11% macro F1 on an 8-class CIC-

IDS-2018 benchmark. This result is competitive with published state-of-the-art

XGBoost-based IDS on similar benchmarks: Talukder et al. Talukder et al. [2023]

report 97–99% F1 on CIC-IDS-2017 (fewer classes, less imbalance), and Mohale and

Obagbuwa Mohale and Obagbuwa [2025] achieve 96–98% on UNSW-NB15 (9 attack

classes). The lower macro F1 in the present experiment reflects the more challenging

class imbalance profile (70% benign) and the synthetic dataset used for the demo

run.

The weighted F1 (0.95) is more representative of operational performance, as it

reflects accuracy weighted by class support — the metric most relevant to a SOC

where the majority of traffic is benign. The 1.16% FPR means that approximately
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1 in 86 benign flows is incorrectly flagged as an attack, which is operationally ac-

ceptable and substantially better than signature-based Snort (∼12% FPR on CIC-

IDS-2018).

6.2 SOC Workload Impact

The 68.9% alert reduction is the most practically significant result of this study. A

SOC receiving 100 alerts per hour would, with the DEF, receive approximately 31.

At 10 minutes average triage time per alert, baseline SOC load is 1,000 analyst-

minutes per hour — clearly unsustainable. With DEF prioritization, this drops to

approximately 310 analyst-minutes per hour, a workload reduction comparable to

hiring two additional analysts without any personnel cost.

The preservation of 90.72% recall at this reduction level is critical: it means that

the DEF misses only 9.28% of actual attacks, compared to the ∼29% that analysts

currently miss due to alert fatigue in understaffed SOCs Ponemon [2023]. The

net effect is that the DEF both reduces workload and improves effective detection

coverage.

6.3 XAI Explanation Speed and Analyst Trust

The SHAP generation speed of 8.7ms per sample is a key result. The Springer 2025

framework Springer [2025] achieved 4.9 s per LIME explanation after pre-selection;

the DEF achieves LIME at 234.8ms without pre-selection, and SHAP at 8.7ms.

At 31 alerts per hour, an analyst receives one alert approximately every 2 minutes.

SHAP explanations generated at 8.7ms impose zero perceptible latency from the

analyst’s perspective, enabling the explanation to be presented simultaneously with

the alert.

The LIME explanations at 234.8ms are similarly fast enough for real-time use.

The 10-feature LIME output (as shown in Table 8) provides the analyst with a

concise, interpretable rationale in plain language (“feat 16 ≤ 0.44 supports attack

classification”) that does not require ML expertise to act on.

6.4 Limitations

Four limitations should be acknowledged. First, the present evaluation used a syn-

thetic dataset derived from CIC-IDS-2018 structure; the real CIC-IDS-2018 dataset

with actual network traffic features will produce different (and likely higher) accu-

racy values, as the 48 real features include semantically meaningful attributes such

as Flow Duration, Fwd Packet Length Mean, and SYN Flag Count that provide

stronger discrimination signals. Second, the LSTM proxy (XGBoost used as fallback
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when PyTorch is unavailable) means the LSTM results in Table 3 are identical to

XGBoost; a true LSTM evaluation requires PyTorch installation. Third, the GCN

module requires a real-time network topology snapshot, which may not be available

in all SOC environments without additional instrumentation. Fourth, SHAP fidelity

(correlation with permutation importance) could not be computed in this run; this

metric requires a target variable for the permutation step and will be reported in

the full experiment.

7 Conclusion

This paper proposed the Dynamic Explainable Framework (DEF) for real-time in-

trusion detection with integrated XAI explanations and alert prioritization in SOC

environments. The DEF integrates a time-series Transformer, a Graph Convolu-

tional Network, and SHAP/LIME post-hoc explanations within a unified three-stage

pipeline.

Evaluated on a CIC-IDS-2018 structured benchmark (60,000 samples, 8 classes),

the DEF achieved:

• 94.58% accuracy and 90.11% macro F1 across eight traffic categories.

• 1.16% false positive rate, a 10× improvement over signature-based Snort

(12%).

• 68.9% alert reduction at θ = 0.6, reducing SOC analyst alert load from

50–100 to 16–31 alerts/hour while maintaining 90.72% recall.

• Real-time explanations at 8.7ms (SHAP) and 234.8ms (LIME) per alert.

Future work will: (i) evaluate the full DEF Transformer+GCN pipeline with

PyTorch on the real CIC-IDS-2018 dataset; (ii) extend to federated DEF for privacy-

preserving multi-SOC deployment Federated [2025]; (iii) conduct a user study at the

Punjab Land Records Authority SOC to measure the actual analyst response time

reduction and satisfaction scores; (iv) explore counterfactual XAI explanations that

show analysts what minimal traffic changes would alter an alert classification.
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