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Abstract

The rapid digitization of the Holy Quran across mobile applications, web platforms,
and digital archives necessitates rigorous mechanisms to preserve textual authenticity
and prevent unauthorized modification. This paper presents a formal cryptographic
framework for Digital Quran (DQ) verification that integrates canonical Arabic text
normalization, hierarchical SHA-256 hashing, and visual authentication within a uni-
fied multi-layer architecture. Unlike existing approaches that rely primarily on text
matching or image-based watermarking, the proposed framework establishes a deter-
ministic and reproducible integrity model for Quranic text at multiple structural levels.
The method applies canonical normalization to resolve Unicode-related inconsistencies
in Arabic script, then computes SHA-256 hashes at the word level, aggregates them
into ayah-level digests, and recursively binds them into surah-level cryptographic finger-
prints. This hierarchical construction ensures strong tamper sensitivity, preservation
of textual order, and structural integrity across different granularities. A certification
layer further binds computed integrity references to digitally signed and timestamped
records, supporting non-repudiation and long-term traceability. Experimental evalu-
ation was conducted on multiple Quranic chapters using controlled orthographic and
formatting variants. The results demonstrate two complementary properties of the
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proposed framework: strict sensitivity to meaningful textual modifications such as
diacritic removal, and robustness against irrelevant formatting perturbations such as
redundant whitespace and tatweel after normalization. These results provide evidence
that this integrity model is deterministic, accurately reproduced throughout hierar-
chies, and can be reliably used in real-world applications. This modular and extensible
trust framework can be used to provide a trusted system to maintain the integrity
of the Quran, while also providing a generalised solution to safeguard other sensitive
linguistic and cultural heritage digital documents.

Keywords: Digital Quran verification, text authenticity, digital integrity, certification-based
authentication, visual tamper detection, digital preservation, cybersecurity.

1 Introduction

Digital platforms have grown quickly, fundamentally changing how the access, distribution,
and preserving religious texts. The Holy Quran, as a fixed and canonical religious text,
needs to be exceptionally preserved so that every digital presentation retains its original
language structure, spelling accuracy, and meaning. As more people have access to dif-
ferent types of Quranic applications, online databases containing copies of the Quran, and
scanned copies (known as Mushaf), the need to maintain authenticity in digital forms is
no longer just a technical concern but also an academic obligation. Early computational
efforts toward Quran verification focused primarily on linguistic and rule-based validation.
Shamsudin and Farooq [1] introduced one of the earliest artificial intelligence approaches for
structural analysis of Quranic text using meta-syntactic decomposition. Their work demon-
strated the feasibility of automated anomaly detection but did not address cryptographic
integrity or cross-platform consistency challenges. Similarly, Alshareef and El Saddik [2] pro-
posed a rule-based algorithm for verifying Quranic quotations on web platforms, relying on
pattern matching and textual comparison. While effective for quotation authentication, this
approach remained limited to surface-level text verification without establishing immutable
cryptographic binding.

Parallel research explored image-based authentication techniques for digital Mushaf copies.
Khalil et al. [3] proposed a two-layer fragile watermarking mechanism secured with chaotic
maps for detecting tampering in Quranic images. Complementary work by Kurniawan et
al. |45 further developed watermark-based tamper detection frameworks capable of identify-
ing pixel-level modifications in scanned Quran pages. These methods significantly improved
visual integrity assurance but operated independently from text normalization and crypto-
graphic canonicalization processes.

Despite these advancements, existing approaches tend to treat textual verification and
image authentication as separate problems. Moreover, most systems rely either on pattern
matching or pixel-level watermarking without addressing a critical challenge in Arabic dig-
ital processing: canonical equivalence under Unicode encoding. Identical Quranic words
may be represented using distinct binary sequences due to diacritic composition, character
decomposition, or formatting variations. Such inconsistencies can produce false mismatches
or, conversely, allow subtle manipulations to bypass superficial verification mechanisms.



Canonical Unicode Normalization (UCN) is the method used to change text into a unique
standardized form based on Unicode, where the same binary representation is used to encode
semantically similar characters. In Arabic digital text, identical-looking characters can be
represented by completely different Unicode forms due to the placement of a diacritic or the
decomposition of the character itself. By enforcing the use of UCN, you ensure that two or
more equivalent words from the Quran generate the same binary sequence prior to computing
a cryptographic hash, which prevents false mismatches when performing an integrity check.

To address these limitations, this paper proposes a unified Digital Quran Verification
Framework that integrates canonical text normalization, hierarchical cryptographic hashing,
digital certification, and visual authentication within a single trust architecture. The frame-
work introduces a deterministic multi-level SHA-256 hash construction operating at word,
ayah, and surah granularity. By recursively binding word-level digests into higher-level
cryptographic fingerprints, the system ensures strong tamper sensitivity while preserving
structural hierarchy.

In addition to cryptographic integrity enforcement, the framework incorporates certification-
based validation mechanisms capable of producing signed and timestamped integrity ref-
erences, thereby supporting non-repudiation and long-term traceability of verified digital
Quran copies. Unlike prior isolated solutions, the proposed model unifies linguistic consis-
tency control with cryptographic assurance and image authentication, creating a scalable
and extensible preservation architecture.

The primary contributions of this work are summarized as follows:

e A hierarchical cryptographic hash construction model for Quranic text verification at
word, ayah, and surah levels.

e Integration of canonical normalization mechanisms to eliminate Unicode-induced in-
consistencies in Arabic text.

e A unified multi-layer verification framework combining text integrity, digital certifica-
tion, and fragile watermark-based visual authentication.

e A multi-surah experimental validation study using controlled orthographic and format-
ting variants to demonstrate deterministic reproducibility, hierarchical tamper propa-
gation, and normalization-aware stability.

By combining cryptographic formalization with canonical text processing and visual in-
tegrity techniques, the proposed framework advances the state of digital Quran preservation
and establishes a foundation for safeguarding sensitive linguistic and cultural heritage doc-
uments in modern digital ecosystems.

Figure [1] illustrates the hierarchical cryptographic architecture of the proposed Digital
Quran Verification Framework. The system operates through a layered verification pipeline
beginning with canonical normalization of the input text to enforce Unicode consistency
and eliminate encoding ambiguities. The normalized content is then processed through
a deterministic hierarchical SHA-256 hashing mechanism, where each word is individually
hashed, aggregated at the ayah level, and recursively bound into a surah-level cryptographic
fingerprint.
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Figure 1: Hierarchical cryptographic architecture of the proposed Digital Quran Verification
Framework integrating canonical normalization, multi-level SHA-256 hashing, visual authen-
tication, and certification-based trust validation.

For image-based representations, a parallel visual authentication layer performs fragile
watermark verification to detect pixel-level modifications. The resulting integrity references
are validated through a certification-based trust model, which anchors signed and times-
tamped records within a secure integrity repository. The engine computes the hierarchical
hash, validates the certification credentials, and checks the visual integrity before issuing
a final authenticity decision to verify clothing items—and will be done in one unified plat-
form that ensures structure integrity, tamper-sensitivity, and long-term traceability for many
digital representations of the Quranic contents.

2 Related Work

The verification of digital representations of the Holy Quran lies at the intersection of com-
putational linguistics, cryptography, digital watermarking, and long-term digital preserva-
tion. Prior work may be organized into four closely related directions: (i) text-based Quran
authentication, (ii) image- and document-based watermarking methods, (iii) general crypto-



graphic and preservation-oriented integrity mechanisms, and (iv) Arabic text normalization
and structured digital information management. This classification helps position the pro-
posed framework within both Quran-specific and broader digital integrity research.

2.1 Text-Based Authentication Approaches

Early Quran verification studies focused primarily on linguistic and rule-based validation.
Shamsudin and Farooq [1] introduced an artificial intelligence-oriented meta-syntactic frame-
work for analyzing Quranic text structure and detecting inconsistencies at the linguistic level.
This line of work demonstrated the feasibility of automated Quran analysis, but it did not
provide cryptographic guarantees of integrity and was not designed to address encoding-level
ambiguity.

Alshareef and El Saddik [2] proposed a rule-based algorithm for authenticating Quranic
quotations retrieved from online materials using pattern matching and textual comparison.
Related work by Alginahi et al. [7], El-Sakka [9], Kamsin et al. [10], and Sabbah and Sela-
mat [11] further extended Quranic quotation verification and authenticity checking to web
environments, online forums, and broader digital content settings. Al-Khalaf and Nayfeh [§]
also addressed integrity checking of Quranic script in a more formalized setting.

Collectively, these studies are important because they address the problem of textual
correctness and authenticity in digital environments. However, they remain largely depen-
dent on linguistic rules, textual similarity, or application-specific checking logic. As a result,
they do not provide strong bit-level immutability, hierarchical cryptographic propagation, or
certification-oriented non-repudiation. They are also vulnerable to encoding inconsistencies
and orthographic representation differences that can arise in Arabic digital text.

2.2 Watermarking and Image-Based Verification

A second major line of research has addressed the integrity of digital Mushaf images and
scanned Quran documents through watermarking and steganographic techniques. Khalil
et al. [3] proposed a two-layer fragile watermarking scheme secured with chaotic maps for
authenticating digital Holy Quran images. Their approach demonstrated strong tamper sen-
sitivity for image-based Quran content and showed that fragile watermarking can effectively
reveal pixel-level modifications.

Related contributions by Kurniawan et al. [4,5] developed image authentication and tam-
per detection mechanisms specifically for scanned Quran pages. Al-Ahmad and Alshaikhli [6]
extended similar ideas to PDF-based digital Quran documents by combining fragile water-
marking with encryption-oriented protection. More generally, foundational works on dig-
ital watermarking and steganographic protection, such as Cox et al. [15] and Hetzl and
Mutzel [16], provide the theoretical background for understanding how integrity markers
can be embedded and verified in digital media.

These approaches are highly relevant for protecting visual Quran representations, espe-
cially scanned pages and document images. However, they operate primarily at the image or
document layer and do not resolve a central issue in Arabic digital text: semantically equiva-
lent text may still appear in distinct binary forms due to Unicode composition, diacritics, or



orthographic variation. Consequently, watermarking-based solutions remain complementary
to, rather than substitutes for, text-aware cryptographic verification.

2.3 Cryptographic Integrity and Digital Preservation Principles

The broader foundations of digital integrity verification are rooted in cryptographic hash-
ing, timestamping, and fixity preservation. Rivest [12] introduced the MD5 message-digest
algorithm, which played an important historical role in fixity verification, while Haber and
Stornetta 13| established the principle of cryptographic timestamping for verifiable digital
records. Although stronger modern hash functions are now preferred, these works remain
foundational in the design of digital integrity systems.

Within digital preservation, the National Digital Stewardship Alliance guidelines [14]
emphasize routine fixity checking as a core requirement for ensuring that preserved digital
objects remain unchanged over time. More recent blockchain-oriented studies, such as Casino
et al. [21] and Hewa et al. [22], extend the discussion toward decentralized trust, traceability,
and tamper-evident integrity anchoring. These studies are relevant to the certification and
long-term preservation aspects of digital authenticity, particularly where auditability and
distributed trust are important.

Despite their importance, general cryptographic and preservation frameworks typically
operate at coarse granularity, such as files, records, or complete digital objects. They do
not usually model the internal linguistic hierarchy of structured sacred texts, nor do they
incorporate Arabic-specific normalization before integrity computation. The present work
differs by binding integrity recursively across word, ayah, and surah levels rather than only
treating the Quran as a flat digital artifact.

In addition to cryptographic integrity mechanisms, system-level security and trust-oriented
frameworks have emphasized the importance of secure authentication and resilient infras-
tructure in protecting digital assets. For instance, authentication architectures based on
QR code login and role-based access control have been proposed to mitigate unauthorized
access in web environments [25]. Similarly, recent work on supply chain security highlights
the necessity of addressing multi-layer vulnerabilities across hardware, software, and deploy-
ment stages to ensure end-to-end system trust [26]. These perspectives reinforce the need to
complement integrity verification with broader security mechanisms in the design of robust
digital preservation systems.

2.4 Arabic Text Normalization and Language-Aware Processing

Arabic digital text introduces additional complexity because visually similar strings may be
represented through different Unicode sequences, character compositions, and diacritic pat-
terns. The Unicode Consortium [17] formalized canonical normalization standards, including
NFC, to reduce representational ambiguity and ensure consistent encoding of equivalent char-
acters. In Arabic natural language processing, Habash [18], Farghaly and Shaalan [19], and
Attia [20] highlighted the importance of normalization and diacritic handling for reliable
Arabic text processing. More recently, transformer-based Arabic language models such as
AraBERT [23] have further underscored the practical importance of robust preprocessing
pipelines for Arabic linguistic data.



These works are highly relevant because they show that Arabic text processing requires
explicit normalization policies to avoid inconsistent downstream behavior. However, they
were not designed as cryptographic integrity frameworks and therefore do not provide hi-
erarchical authenticity guarantees for Quran preservation. In other words, they solve part
of the linguistic consistency problem, but not the full verification problem addressed in this

paper.

2.5 Data-Centric Information Management Context

Although not directly focused on Quran verification, recent studies in large-scale informa-
tion systems reinforce the importance of reliable data organization, traceable processing, and
trustworthy analytical infrastructures. Mezzoudj et al. [24] examined the trade-offs between
data lakes and data warehouses for big data analytics, highlighting the importance of choos-
ing structured data management strategies appropriate to the characteristics of the digital
assets being handled. Trautwein et al. [27] demonstrated the value of data-based analytical
insight in a large-scale application domain, while Uysal [28] emphasized the increasing role
of data-intensive and Al-supported workflows in policy and management contexts.

These studies are not direct predecessors of Quran authentication systems, but they
support a broader observation: trustworthy digital infrastructures increasingly depend on
structured, reproducible, and well-managed data pipelines. This observation strengthens the
motivation for a formal verification architecture in which digital Quran content is processed
under fixed normalization, hierarchical integrity, and certification rules.

2.6 Research Gap

Despite substantial progress across these research directions, existing solutions remain frag-
mented. Text-based Quran authentication methods focus on quotation correctness, rule-
based validation, or linguistic consistency without providing cryptographic immutability
[1,2L[7H11]. Watermarking approaches protect image or document representations but do not
address canonical text normalization or structured textual integrity [3-6,/15,(16]. General
cryptographic preservation frameworks provide fixity and timestamping foundations but do
not model Quranic linguistic hierarchy or Arabic-specific normalization [12-14,21,122]. Ara-
bic NLP research addresses normalization and diacritic processing, yet does not integrate
these mechanisms into a cryptographically bound Quran verification pipeline [17-20423].

Therefore, to the best of our knowledge, there is still no unified framework that simultane-
ously combines canonical Unicode normalization, hierarchical cryptographic hashing across
multiple textual levels, digital certification, and optional visual authentication within a single
trust-oriented architecture for the Digital Holy Quran. The proposed framework addresses
this gap by integrating these previously disconnected dimensions into a coherent and exten-
sible verification model.

Table [1| summarizes the main differences between existing approaches and the proposed
framework.



Table 1: Comparative Analysis of Existing Digital Quran Verification Approaches

Work Text Verifi- | Image Cryptographi€anonical | Certification
cation Authenti- | Hashing Normal- |/ Times-
cation ization tamping
Shamsudin Linguistic No No No No
& Farooq | analysis
(2000) [1]
Alshareef & El | Rule-based No No No No
Saddik (2012) [2] | matching
Kurniawan et al. | No Watermark- | Partial (em- | No No
(2013) |45 based tam- | bedded iden-
per  detec- | tifiers)
tion
Al-Ahmad Limited Watermarking Encryption- | No No
& Alshaikhli | (PDF-level) based protec-
(2013) [6] tion
Proposed Hierarchical Fragile wa- | Full SHA-256 | Unicode Digital sig-
Framework (Word/Ayah/ | termarking | multi-level NFC  en- | nature  +
Surah) binding forcement | timestamp

3 Methodology

The proposed Digital Quran Verification Framework adopts a layered, cryptograph-
ically formalized, and modular architecture designed to ensure authenticity, structural in-
tegrity, and long-term trustworthiness of the Holy Quran in digital environments.We take
a different approach from previous methods by integrating linguistic verification, crypto-
graphic integrity and visual verification together, through one cohesive multi-level verifica-
tion pipeline.

3.1 Dataset Description

The textual corpus used in this study is the Uthmani script text, a widely accepted reference
representation of the Holy Quran comprising all 114 Surahs and their corresponding Ayahs
in Arabic text form. This corpus serves as the canonical reference baseline for the proposed
verification framework.

For experimental evaluation, the framework was validated on selected Quranic chapters
using controlled orthographic and formatting variants derived from the reference corpus.
The reference dataset itself is not altered; rather, it functions as the authoritative baseline
against which submitted or modified digital Quran representations are verified. This design
ensures that the framework evaluates integrity strictly against a fixed and trusted textual
reference.



3.2 System Model and Notation
Let Q denote the complete Quran corpus, structured hierarchically as:
Q= {32}215
where each Surah S; consists of an ordered set of Ayahs:
Si = A{vi g}t
Each Ayah v; ; is further composed of an ordered sequence of words:
vig = {wigr i

The verification transformation is defined as:

Q" =V(Q) ={C(Q),1(Q), D(Q), V(Q)} (1)

where:

e ('(-) denotes canonical normalization,
e ](-) denotes hierarchical cryptographic integrity binding,
e D(-) denotes digital certification,

e V(-) denotes visual authentication.

3.3 Canonical Text Normalization Layer

Arabic digital text may be represented using multiple Unicode encodings due to diacritic com-
position, character decomposition, and formatting variations. To eliminate false mismatches
caused by encoding inconsistencies, the framework enforces canonical normalization prior
to cryptographic processing. NFC is preferred as it produces a composed form, which is the
standard representation for stored text and reduces the number of code points, simplifying
subsequent processing.

Let Mypc(+) denote Unicode Normalization Form C (NFC). For each word:

W; ) = Nxre(wi k) (2)

This ensures semantically identical Quranic words yield identical binary representations
before hashing.



3.4 Hierarchical Cryptographic Integrity Binding

After canonical normalization, integrity is established using a deterministic hierarchical SHA-
256 construction.

Let H(-) denote the SHA-256 hash function.

Word-Level Hashing:

hije = H (i) (3)

Ayah-Level Hashing:
Aij = H(hijillhijall - [hijn,;) (4)

Surah-Level Hashing:
Si=H(Ai[|Aiz| - - - [ Aim,) (5)

This recursive construction guarantees:

e Sensitivity to any word-level modification,
e Preservation of structural ordering,

e Detection of insertion, deletion, or reordering attacks.

The final corpus-level integrity reference is defined as:

Ho = H(S|| S|l - [|Si14) (6)

3.5 Digital Certification and Trust Anchoring

To establish non-repudiation and long-term verifiability, the computed integrity reference
Ho is bound to a digital certification record:

(Ho, o, T, CertID)

where:

e o is a digital signature generated using a trusted private key,
e T is a cryptographic timestamp,

e CertID uniquely identifies the certification record.

Verification is performed by validating the signature using publicly verifiable credentials
and recomputing the hierarchical hash.

10



3.6 Visual Authentication Layer

For image-based representations, a fragile watermark W embedding the integrity reference
is inserted into Mushaf images:

I =o(I,W) (7)

where I denotes the original image and ® represents the watermark embedding func-
tion. Any pixel-level alteration invalidates the extracted watermark, ensuring visual tamper
detection.

3.7 Threat Model

The framework assumes a polynomial-time adversary capable of:

e Modifying diacritics or orthographic markers,

e Re-encoding text using alternative Unicode forms,

Inserting or deleting words or verses,

Modifying image pixels,

Attempting certificate forgery.

Security relies on the collision resistance and second-preimage resistance of SHA-256 and
the unforgeability of digital signatures under standard cryptographic assumptions.

3.8 Integrated Verification Decision Rule
A submitted digital Quran Q' is considered authentic if and only if:
Ho = Ho A Verify(o) = true A V(Q') = valid (8)

This establishes a deterministic multi-layer trust decision model.

3.9 Methodological Contributions

The upgraded methodological contributions are:

A formally defined hierarchical SHA-256 binding mechanism at word, ayah, surah, and
corpus levels.

Integration of Unicode canonical normalization into cryptographic integrity pipelines.

Certification-based trust anchoring with digital signatures and timestamps.

Unified text-image authentication within a single verification architecture.

11



3.10 Illustrative Example: Surah Al-Kawthar

To demonstrate the hierarchical construction, we consider Surah Al-Kawthar in the Fig [2]
which contains three Ayahs:

3501 2Gs €

Flg g Jas

Figure 2: Baseline Uthmani representation of Surah Al-Kawthar used as an illustrative
example in the hierarchical hashing process.

Each word w; j is first normalized using NFC and then hashed using SHA-256:

hijx = H(W; )

The resulting word-level hashes are concatenated to compute the Ayah-level digest:

Aij = H(hijall - [[ijn)
Finally, the Surah-level hash is computed as:

Si = H(A;1]|Ai2]|Ais)

This hierarchical structure ensures that even minor orthographic variations such as dia-
critic differences or formatting symbols produce distinct Surah-level integrity references.

It is important to note that NFC normalization resolves encoding-level inconsistencies
but does not remove orthographic elements such as tashkil or hamza variations. Therefore,
such character-level differences remain detectable by the hashing layer.

4 Experimental Results and Discussion

This section presents the hierarchical hashing analysis conducted on two orthographic vari-
ants of Surah Al-Kawthar. The objective is to evaluate the sensitivity of the proposed
multi-level SHA-256 construction to textual variations, specifically differences in tashkil (di-
acritical marks) and hamza representation.

12



4.1 Threat and Modification Categories Considered in Evaluation

The evaluation is organized around three controlled modification categories, each designed
to test a specific property of the proposed verification framework. Let () denote the reference
Quranic text and @’ a modified version. The objective is to examine whether the framework
correctly distinguishes between modifications that should change the integrity reference and
perturbations that should be neutralized during preprocessing.

1) Orthographically meaningful modifications. This category includes character-
level changes that affect the canonical textual form, such as removal of selected diacritical
marks, alteration of hamza representation, or other orthographic substitutions. These oper-
ations preserve much of the visual appearance or semantic interpretation of the verse, but
modify its binary representation. Formally, if a word w j is changed into wj, ;. such that

/
Wi # W; 4 ks

then the corresponding hash is expected to change:

H(w; ;1) 7 H(wjjp)-

Because the framework uses hierarchical aggregation, the effect propagates to the ayah-level
and surah-level digests. This category is used to evaluate the tamper sensitivity of the model.

2) Formatting-only perturbations. This category includes variations such as re-
dundant whitespace, tatweel insertion, and similar display-level artifacts introduced during
editing, rendering, or conversion. These perturbations do not alter the intended canonical
content after normalization. Let N(-) denote the normalization function. For formatting-
only variants, the expected behavior is

N(Q') = N(Q),

which implies that the resulting integrity references should remain unchanged. This category
is used to verify normalization-aware stability and resistance to false mismatch caused by
non-semantic formatting noise.

3) Encoding-level variation. Arabic digital text may contain visually identical strings
represented using different Unicode compositions. Although these variants can appear equiv-
alent at the rendering level, their raw binary encodings may differ. Direct hashing of the
unnormalized input may therefore produce inconsistent digests. The framework addresses
this issue by applying NFC canonicalization before hashing, so that Unicode-equivalent in-
puts satisfy

Nyre(Q') = Nare(Q).

As a result, encoding-level variation should not affect the final integrity reference.

These three categories define the evaluation space used throughout the experiments.
Orthographically meaningful modifications are expected to change the integrity hierarchy;,
whereas formatting-only and Unicode-equivalent encoding variations are expected to be neu-
tralized by preprocessing. This categorization provides a structured basis for assessing both
strict integrity enforcement and normalization-aware robustness..

13



4.2 Experimental Procedure

Both variants were processed using the hierarchical hashing model defined in Section III.
The procedure consisted of three deterministic stages:

1. Each word was individually hashed using SHA-256.

2. Word-level hashes were concatenated in their original order and hashed again to pro-
duce the Ayah-level digest.

3. All Ayah-level hashes were concatenated and re-hashed to produce the final Surah-level
integrity reference.

This recursive structure ensures that any character-level modification propagates deter-
ministically to the final Surah-level hash.

4.3 Variant Description and Hash Results

Variant 1 uses a plain textual representation of the three verses as is shown in Fig

-
-
ad
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Figure 3: Orthographic variant of Surah Al-Kawthar obtained by modifying diacritical marks
in selected words.

When processed by the prototype, this input produced the following Surah-level integrity
reference:

efa230669550978blab64abedbaadcf98e20ccf3c1b2727b444d0bedf580602ae

This value serves as the baseline verification output for an authentic digital representa-
tion.

Variant 2 uses the same verses but contains orthographic differences in hamza repre-
sentation and tashkil usage as is shown in the fig [4;

14
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Figure 4: Formatting-based variant of Surah Al-Kawthar with non-semantic perturbations
such as spacing or tatweel .

For this input, the prototype generated a different Surah-level integrity reference:

25d303203df4f£323e857e38e9ca8cb37e3al137b4eacb7£916££83b6b292af?2

Table [2l summarizes the hash outputs obtained for the two orthographic variants of Surah
Al-Kawthar and highlights the ability of the proposed framework to detect even minor
character-level modifications.

Table 2: Comparison of Orthographic Variants of Surah Al-Kawthar

Variant | Description Surah-Level ~ SHA-256  Hash | Modification Detected
(Truncated)
Variant 1 | Baseline Uthmani tex- | efa23065078b1...a64a20ccf3c1b27.. No
tual representation
Variant 2 | Orthographic  varia- | 25d303df4ff3...a8cb37e3a37b4eac... Yes
tion involving hamza
representation and
tashkil usage

4.4 Orthographic Modification Propagation

Although the semantic meaning of the Surah remains unchanged, Variant 2 differs at the
character level due to variations in hamza forms and diacritical marks. Since SHA-256
operates on the binary encoding of the input text, even a single-character difference alters
the corresponding word-level hash:

Wik 7 Wi = H(wijk) # H(w; ;)
This difference propagates hierarchically:

hijge = Aij = Si

15



As a result, the final Surah-level hash differs completely between the two variants.

4.5 Extended Validation Using Surah Al-Fatiha

To strengthen the experimental evaluation beyond the initial case study of Surah Al-Kawthar,
the proposed framework was additionally validated using Surah Al-Fatiha. This surah was
selected because it contains multiple ayahs with diverse lexical and orthographic structures,
making it suitable for evaluating both sensitivity to meaningful textual modifications and
robustness against irrelevant formatting perturbations. Three controlled versions were ana-
lyzed: (i) the original baseline text, (ii) an orthographically modified variant in which selected
diacritical marks were removed from the first ayah, and (iii) a formatting-noise variant in
which redundant whitespace and tatweel characters were introduced without changing the
normalized content.
The baseline version of Surah Al-Fatiha used in the experiment is given below in Fig}
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Figure 5: Baseline Uthmani representation of Surah Al-Fatiha used in the extended valida-
tion experiments.

For the baseline version of Surah Al-Fatiha, the hierarchical hashing pipeline produced
stable ayah-level digests and the following surah-level integrity reference:

H{®) — 8£8fcca633bef42602d1b265e832aaefalcc5d3f 1cc4ddc82f 7e5c6275d84ed2

(9)
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The baseline ayah-level hashes were computed as follows:

A; = 75016b6e1al1ab5a9553511b5877f1£623

9bcd7b73340£00b5221dbbf630e433ea (10)
Ay = 70475cba06d612c9f98ec536706982bc
2145cdaf000c1194938d9dclfeba3bl6 (11)
A3 = 0ab9205cd1£836bb116bc623d4676ald
782e92¢c6c566219db237£110821b1863 (12)
Ay = e332ec8e05db522cf1260£0045f956ac
6250e8b473ddf4£fb38cbd9158a04aca (13)
As = 74b064fa3f520b3907de259b7a270ead
c938176271871b92f5aaf9f0£f6a61238 (14)
Ag = aa8f09e6f8755dc9efeb0edcel13c51bb
abc36e6a8644ecc781c76e4d40f4alct (15)

In Variant 2, only the first ayah was modified by removing selected diacritical marks from
several words, while the remaining five ayahs were preserved unchanged. This produced a
different first ayah hash:

Al = £153592ce1b83418d048cbcbb6622ed1

16
a83baa7614cdb4eb7a25925456835602 (16)
whereas the hashes of Ayahs 2-6 remained identical to the baseline. Despite this localized
modification, the final surah-level digest changed completely:

HY?) = 501bcb390905201£750461a0a622b433

1d55340594801860de276£18e39928d6 (17)
This result confirms the hierarchical propagation property of the proposed framework: a
character-level modification in a single ayah changes the corresponding word hashes, then
the ayah digest, and finally the surah-level integrity reference. The result also demonstrates
the strict orthographic sensitivity of the model, since removal of diacritical marks is preserved
by the normalization policy and therefore remains detectable at the cryptographic level.

In Variant 3, the same baseline text was intentionally perturbed using formatting noise
only, including redundant whitespace and tatweel characters. Since the preprocessing layer
removes tatweel and collapses repeated whitespace during normalization, the normalized
text for all six ayahs became identical to the baseline. Consequently, all ayah-level hashes
remained unchanged and the final surah-level integrity reference exactly matched the original
value:

HY?  — 8£8fccab33bef42602d1b265e832aaef

18
alccbd3f1lcc4ddc82f7e5c6275d84ed?2 ( )

This outcome is particularly important because it demonstrates that the framework is not
only sensitive to meaningful orthographic modifications, but also robust against irrelevant
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Table 3: Comparative Results for the Three Surah Al-Fatiha Variants

Variant Description Hash (Truncated) | Change
Original Baseline text 8f8fccab... No
Variant 2 | Diacritics removed 501bch39... Yes
Variant 3 | Formatting noise 8t&fccab... No

formatting artifacts that do not alter the intended textual content after normalization.
Therefore, the proposed method achieves a desirable balance between strict integrity en-
forcement and normalization-aware stability.

Table [3] summarizes the comparative results obtained for the three Surah Al-Fatiha vari-
ants.

Overall, the Al-Fatiha experiments provide a stronger and more complete validation of
the proposed framework. Unlike the earlier single-case demonstration, these results show
that the system can simultaneously detect semantically subtle but orthographically mean-
ingful modifications and ignore superficial formatting perturbations that are neutralized
during normalization. This extended evaluation therefore reinforces the practical reliability,
determinism, and methodological soundness of the hierarchical verification model.

4.6 Additional Validation Using Surah An-Nasr and Surah Al-
Masad

To further evaluate the consistency and generalizability of the proposed framework across
multiple Quranic chapters, two additional validation experiments were conducted using
Surah An-Nasr and Surah Al-Masad. These surahs were selected because they differ in
structural length and lexical composition, thereby providing additional evidence that the
proposed hierarchical verification mechanism is not limited to a single chapter or ortho-
graphic pattern. For each surah, three controlled versions were analyzed: (i) the original
baseline text, (ii) an orthographically modified variant in which diacritical marks were re-
moved from the first ayah, and (iii) a formatting-noise variant in which redundant whitespace
and tatweel characters were introduced without altering the normalized content.

4.6.1 Validation Using Surah An-Nasr

The baseline version of Surah An-Nasr used in the experiment is given below in Fig [0}
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Figure 6: Baseline textual representation of Surah An-Nasr used to evaluate hierarchical
propagation under controlled orthographic modification.

For the baseline version of Surah An-Nasr, the hierarchical hashing pipeline produced
the following surah-level integrity reference:

H® — b60c055£2c2c3e5370e4b0bb9222e93b 19)

a78b37482££00147887e6c2d420c1b08

The corresponding ayah-level hashes were computed as follows:

A; = 80d1a830c5£844b7c832b8e3c1360e0d

81d9dced6d479b61a8a7eed39a2e7e55 (20)
Ay = e91f509b2672eb38a17balab28c32616

£b85d83dd035236£8c8209a86dcad4f?2 (21)
Az = 63426144c50c3d366beeec809c7c4337

5e74435b202dd9edbf9785773208f1a4 (22)

In Variant 2, only the first ayah was modified by removing the diacritical marks, whereas
Ayahs 2 and 3 were preserved unchanged. This orthographic modification produced a dif-
ferent first ayah hash:

A" = 5706e878£b4612e01a5£55b65cd2c5d5

23
9930876a8c83585dff40a47£f7497ed6b (23)

while the hashes of Ayahs 2 and 3 remained identical to the baseline. Despite the fact that
the modification was limited to a single ayah, the final surah-level digest changed completely:

HE?) = 6bce56946233565b2cbc6f c5696c0640 (24)
916524£8b1461a7aal1577fbad7d363f

In Variant 3, the same baseline text was perturbed using formatting noise only, including
redundant whitespace and tatweel characters. Since the preprocessing layer removes tatweel
and collapses repeated whitespace during normalization, the normalized text became iden-
tical to the baseline. Consequently, all ayah-level hashes remained unchanged and the final
surah-level integrity reference exactly matched the original value:

HY®) = b60c055£2c2c3e5370e4b0bb9222e93b (25)
a78b37482££00147887e6c2d420c1b08
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Table 4: Comparative Results for the Three Surah An-Nasr Variants

Variant Description Surah-Level SHA- | Change
256 Hash (Trun-
cated)
Original Baseline Uthmani textual | b60c0565f2c2c3e53... | No
representation
Variant 2 Removal  of  diacritical | 6bce56946233565b. .. | Yes
marks in Ayah 1
Variant 3 Formatting  perturbation | b60c055f2c2c3e53... | No
using extra spaces and
tatweel characters

These results confirm two complementary properties of the proposed framework. First,
the system remains highly sensitive to orthographically meaningful changes, since remov-
ing diacritical marks from a single ayah alters the ayah digest and propagates to the final
surah-level integrity reference. Second, the framework is robust to formatting-only pertur-
bations that are neutralized during normalization. Therefore, the Surah An-Nasr experi-
ment provides additional evidence for both the hierarchical propagation behavior and the
normalization-aware stability of the proposed method.

Table 4] summarizes the comparative results for the three Surah An-Nasr variants.

4.6.2 Validation Using Surah Al-Masad

The baseline version of Surah Al-Masad used in the experiment is given below in Fig [7}

-

Figure 7: Baseline textual representation of Surah Al-Masad used for multi-ayah structural
validation of the proposed framework.

For the baseline version of Surah Al-Masad, the hierarchical hashing pipeline produced
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the following surah-level integrity reference:

H{"®) — £a512cab12£421bb3£2£793871ff51da

1dfc1eea860152df743bfb08becbbedd (26)
The corresponding ayah-level hashes were computed as follows:

A, = cb637856e0035cacb26c44dd25acbeel
03b9178e6ebcefa32b27bb852a2afel0 (27)

Ay = 6273f503f3876328686c53577455dfe6
cbe4d8697cf7bcf1bab0daadd023f3c3 (28)

A3 = a48b4744b96043c4687c645c24338d49
6019£1£793995edf3bd01355ac2d2c63 (29)

Ay = £ce00309baef37c66882334077638861
efefd27f7afadal151507a319ce97f2eb (30)

As = 54a328d7aefc4e49590d7ea6623287a9
a3b3e297e575fd34754e1d21a660a7df (31)

In Variant 2, only the first ayah was modified by removing the diacritical marks, whereas
Ayahs 2-5 were preserved unchanged. This produced a different first ayah hash:

A = d2edac9c9ebfdfclafTbba3f5ddd52e6

32
c471beb818945c7646b26felcf274a05 (32)

while the hashes of Ayahs 2-5 remained identical to the baseline. As a result, the final
surah-level integrity reference changed completely:

H?) = c3e92c6eefde9271543fcf4623c0c844

33
5722b1d75¢c250e1c406356a94a809ab2 (33)

In Variant 3, the same baseline text was perturbed using formatting noise only, including
redundant whitespace and tatweel characters. Since the preprocessing layer removes tatweel
and collapses repeated whitespace during normalization, the normalized text for all ayahs
became identical to the baseline. Consequently, all ayah-level hashes remained unchanged
and the final surah-level integrity reference exactly matched the original baseline value:

H{?) | = fab12cab12f421bb3f2£793871££51da

34
1dfcl1eeaB60152df743bfb08becbbedd ( )

The Surah Al-Masad experiment strengthens the empirical evidence in two ways. First, it
confirms that orthographic changes remain detectable even in a structurally richer surah with
five ayahs. Second, it demonstrates that the framework preserves stable integrity references
under formatting-only perturbations after normalization. Together, these findings reinforce
the reproducibility, robustness, and generalizability of the proposed hierarchical hashing
framework across Quranic chapters of different sizes and structures.
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Table 5: Comparative Results for the Three Surah Al-Masad Variants

Variant Description Surah-Level SHA- | Change
256 Hash (Trun-
cated)
Original Baseline Uthmani textual | fa512cab12f421bb... | No
representation
Variant 2 Removal  of  diacritical | c3e92c6eefde9271... | Yes
marks in Ayah 1
Variant 3 Formatting  perturbation | fa512cab12f421bb... | No
using extra spaces and
tatweel characters

Table |5| summarizes the comparative results for the three Surah Al-Masad variants.

Overall, the experiments on Surah An-Nasr and Surah Al-Masad substantially strengthen
the evaluation of the proposed framework. In both surahs, orthographically meaningful mod-
ifications in a single ayah resulted in different surah-level integrity references, confirming the
strict sensitivity and hierarchical propagation behavior of the SHA-256 construction. At the
same time, formatting-only perturbations were successfully neutralized by the normalization
layer, preserving identical final hashes. These results therefore demonstrate that the pro-
posed verification framework achieves a desirable balance between tamper sensitivity and
normalization-aware stability across multiple Quranic chapters.

4.7 Determinism and Reproducibility of Integrity References

Determinism is a fundamental requirement of the proposed verification framework. For a
fixed canonical input, the system must generate the same integrity references at word, ayah,
surah, and corpus levels across repeated executions. This property follows from three factors:
a fixed normalization policy, ordered hierarchical aggregation, and the deterministic behavior
of SHA-256.

Let @ denote a reference Quranic input and N(-) the normalization function. If the
preprocessing rules remain unchanged, then normalization produces a unique canonical form:

N(Q) = Q.

Since each word digest is computed directly from the normalized text, the corresponding
word-level hashes are reproducible. The same holds for higher levels of the hierarchy, be-
cause ayah-, surah-, and corpus-level references are obtained through fixed ordered concate-
nation followed by repeated application of the same hash function. No random initialization,
probabilistic sampling, or heuristic decision rule is involved in the computation pipeline.

Formally, for any two executions of the framework over the same normalized input Q,
the resulting integrity references satisfy

HY(Q) = HD(Q),

and similarly for all intermediate structural levels. Therefore, identical input conditions lead
to identical cryptographic outputs.
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This property has two direct implications. First, it enables stable certification and trust
anchoring, since a single certified reference remains valid across repeated verification sessions.
Second, it supports consistent deployment across platforms, provided that normalization
rules and textual ordering are preserved. In this sense, the generated integrity references are
reproducible verification artifacts rather than execution-specific outputs.

The experimental results are consistent with this behavior. Baseline inputs produced
identical digests across repeated processing, orthographically meaningful modifications pro-
duced different integrity references, and formatting-only perturbations neutralized during
normalization reproduced the original references exactly. These observations confirm that
the framework satisfies the reproducibility requirement necessary for reliable long-term dig-
ital Quran verification.

4.8 Discussion

The experimental results confirm that the proposed hierarchical hashing construction ex-
hibits two complementary and desirable properties: strict orthographic sensitivity and nor-
malization aware robustness.

First, the framework is highly sensitive to orthographic variations, including differences in
tashkil and hamza representation. Even when textual variants remain semantically equiva-
lent, their underlying binary encodings differ, resulting in distinct 256-bit integrity references.
This behavior is consistently observed across multiple Quranic chapters, where localized mod-
ifications at the word or ayah level propagate deterministically to the final surah-level hash.
The avalanche property of SHA-256 ensures that even minimal character-level changes pro-
duce completely different output digests, thereby guaranteeing reliable detection of textual
alterations under standard collision-resistance assumptions (272°%). Second, the framework
demonstrates robustness against normalization-neutral formatting perturbations. Variations
such as redundant whitespace, tatweel characters, and other non-semantic formatting differ-
ences are effectively eliminated during the canonical normalization stage. As a result, such
perturbations do not affect the normalized representation, and identical integrity references
are preserved. This property prevents false positives in integrity verification while maintain-
ing strict enforcement of meaningful textual consistency. Together, these findings indicate
that the proposed model achieves a balanced verification behavior: it detects semantically
relevant orthographic modifications while remaining stable under irrelevant formatting vari-
ations. In addition, there is a consistent reinforcement of the integrity of the digital Quranic
text through all levels of the hierarchal database (word, ayah, and surah). This ensures that
there is both a scalable and reliable approach to further establishing the authenticity and
credibility of the digital Quran text.

5 Security Analysis
The security of the proposed Digital Quran Verification Framework relies on the crypto-

graphic strength of the SHA-256 hash function and the hierarchical construction used to
propagate integrity guarantees across structural levels.
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5.1 Collision Resistance

SHA-256 provides a 256-bit output space, offering theoretical collision resistance of approx-
imately 2728 under the birthday bound and preimage resistance of 2725, This ensures that
generating two distinct Quranic texts that produce identical Surah-level integrity references
is computationally infeasible under standard cryptographic assumptions.

5.2 Avalanche Effect and Orthographic Sensitivity

The avalanche property of SHA-256 ensures that minimal character-level modifications—such
as changes in tashkil or hamza representation—produce completely different output digests.
This property guarantees reliable detection of orthographic-level tampering.

Formally, for two distinct inputs @ # Q"

H(Q) # H(Q')

with overwhelming probability.

5.3 Hierarchical Integrity Propagation

The recursive construction strengthens integrity enforcement by ensuring that modifications
at the word level propagate to ayah-level and surah-level hashes:

Wik = hije = Aij =S

Thus, tampering cannot remain localized without affecting higher structural references.

5.4 Trust Anchoring and Certification

The use of digital signatures and timestamps creates verifiable trust anchors for integrity
references, therefore providing non-repudiation, traceability, and lasting digital preservation
in the framework.

5.5 Trust Assumptions and System Boundaries

The security guarantees of the proposed framework hold under a defined trust model. The
reference corpus that is used for initialization must First be accurate and valid and be from
a reliable source. All integrity references will be generated relative to that reference corpus,
and any inconsistencies or non-canonical forms in the reference corpus will be retained by
the system in the authoritative state.

Second, the certification infrastructure must remain trustworthy. The framework assumes
secure management of the private signing key and verifiable distribution of the corresponding
public credentials. If the certification environment is compromised, fraudulent integrity
records may be issued even though the hashing procedure itself remains deterministic and
correct.

Third, the integrity repository is assumed to preserve stored references without unau-
thorized modification. While digital signatures help detect forged or substituted records,
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repository compromise may still affect availability, consistency, or version control. For this
reason, repository protection, controlled access, and auditability remain necessary for oper-
ational deployment.

Under these assumptions, the framework provides deterministic orthographic integrity
verification and multi-level tamper detection. However, its scope is limited to checking
whether a submitted representation matches the certified canonical reference after normal-
ization. It does not resolve theological interpretation, editorial variation, or semantic equiv-
alence across orthographic traditions, and it does not by itself prevent unauthorized copying
or redistribution of digital Quran content.

6 Limitations

While the proposed framework provides a rigorous and deterministic approach for ortho-
graphic integrity verification, several limitations should still be acknowledged.

First, the current implementation enforces exact character-level matching after normal-
ization. As a result, variations in diacritical marks or alternative hamza representations—
even when semantically equivalent in some interpretive contexts—are treated as distinct
textual states. This design is appropriate for strict integrity enforcement, but it may be
overly restrictive for applications that require semantic equivalence rather than exact ortho-
graphic preservation.

Second, although the experimental evaluation was expanded to include multiple Quranic
chapters and controlled textual variants, the current study still does not constitute full
corpus-wide validation across all 114 Surahs. Therefore, while the results provide stronger
evidence of reproducibility, tamper sensitivity, and normalization robustness across differ-
ent chapter structures, large-scale validation remains necessary to fully assess corpus-level
scalability and operational performance.

Third, The framework makes assumptions about the trustworthiness and accuracy of the
starting reference data set. If there are errors in the baseline corpus, such as inconsistencies,
coding anomalies, and different versions of editorial items, then these representations will still
be treated as trustworthy and authoritative integrity references. Therefore, the reliability of
the framework relies upon the degree to which the reference source used to initialize it was
of high quality.

Finally, while cryptographic integrity verification can reliably allow for verification of
changes, it will not by itself prevent unauthorized distribution (copying and/or unauthorized
use) of digital copies of the Quran. To address these problems, additional system level
controls should be used, such as implementing information access policies; utilizing trusted
repositories; and developing secure distribution architectures.

7 Future Work

Future research may extend the framework in several important directions.
First, a full corpus-wide validation across all 114 Surahs should be conducted to evaluate
scalability, computational efficiency, and storage requirements under larger deployment set-
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tings. Such an extension would also support corpus-level integrity analysis and strengthen
the empirical basis of the framework.

Second, integration with blockchain-based anchoring mechanisms may be explored to pro-
vide decentralized and tamper-evident timestamping of integrity references. Recent studies
suggest that blockchain infrastructures can strengthen archival authenticity, traceability, and
trust preservation in long-term digital record management [21},22].

Third, configurable Arabic NLP pipelines may be incorporated to support optional
semantic-aware verification modes in addition to strict orthographic verification. This would
allow the framework to distinguish between meaningful textual tampering and accepted
orthographic variation under controlled linguistic policies. Advances in Arabic language
modeling and transformer-based architectures provide promising directions for this exten-
sion [23].

Fourth, future implementations may support automated API-based verification services
for integration into distributed Quran platforms, mobile applications, digital archives, and
institutional preservation systems. Such services could enable real-time integrity checking
and continuous trust validation in operational environments.

Finally, the framework may be generalized beyond Quranic preservation toward other
culturally sensitive and linguistically complex digital texts that require deterministic au-
thenticity verification, structured integrity binding, and long-term traceability.

8 Conclusion

This paper presented a layered and hierarchical Digital Quran Verification Framework that
integrates canonical normalization, multi-level SHA-256 hashing, digital certification, and
trust anchoring mechanisms to enforce strict orthographic integrity in digital Quran repre-
sentations.

Experimental evaluation using multiple Quranic chapters and controlled textual variants
demonstrated two complementary properties of the proposed framework. First, meaning-
ful orthographic modifications, such as the removal of diacritical marks or character-level
variation, produced distinct 256-bit integrity references, confirming the strict tamper sen-
sitivity of the hierarchical hashing construction. Second, formatting-only perturbations,
such as redundant whitespace and tatweel, were neutralized by the normalization layer and
therefore preserved identical final hashes. Together, these results confirm the deterministic
reproducibility, hierarchical propagation behavior, and normalization-aware stability of the
proposed model.

By combining linguistic consistency enforcement with cryptographic integrity binding
and structural propagation across word, ayah, and surah levels, the framework provides a
structured and scalable approach for detecting textual modification in digital Quran con-
tent. The results also demonstrate broader implications for digital preservation systems.
In particular, the hierarchical hashing construction enables fine-grained integrity verifica-
tion by ensuring that even minimal localized changes propagate to higher structural levels,
while canonical Unicode normalization reduces false mismatches caused by encoding-related
inconsistencies in Arabic digital text processing.

Consequently, the proposed framework offers a practical and cryptographically grounded
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solution for safeguarding the authenticity of the Digital Holy Quran. At the same time,
it provides a generalizable verification architecture for protecting other culturally sensitive
digital texts that require deterministic preservation, tamper detection, and long-term trust
validation.
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