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Abstract

Online social networks apply platform-specific upload—download pipelines such as re-
compression, resizing, chroma modification, and metadata rewriting that can distort foren-
sic traces and reduce the reliability of image manipulation detection and localization. This
paper presents a platform-drift robustness evaluation for a forensic system derived from the
published REFORGE framework and a standardized visualization panel consisting of input,
heatmap, mask, and overlay outputs. All metrics are computed on 20 matched samples
per dataset at a fixed operating point in order to isolate platform-induced drift. Using four
social platforms (Facebook, WeChat, Weibo, and WhatsApp) and four benchmark datasets
(CASIA, Columbia, DSO, and NIST16), we quantify decision stability and three drift met-
rics: tamper-probability drift (Apgake), mask-area drift (AArea, in percentage points), and
connected-component drift (ARegions). Across all evaluated dataset—platform settings, bi-
nary decisions remain stable, while confidence and mask geometry exhibit platform- and
dataset-dependent drift with rare outliers. We report global trends, dataset-specific sensi-
tivities, and key outliers, and we conclude with deployment recommendations that motivate
OSN-consistency regularization and platform-conditioned normalization as practical robust-
ness enhancements.

Keywords: image forensics; forgery localization; online social networks; platform drift; robust-
ness; deep learning

1 Introduction

Online social networks (OSNs) have become a primary channel for image acquisition and dis-
semination, but OSN upload—download pipelines introduce platform-specific post-processing
operations, including JPEG recompression, resizing, chroma subsampling, and metadata rewrit-
ing. These transformations can attenuate subtle forensic traces and cause domain shift between
training data and deployment conditions. Consequently, OSN robustness is increasingly treated
as a first-class requirement for image forgery detection and localization [1].

Our prior work introduced REFORGE, a dual-branch ensemble that combines strong image-
level detection with pixel-level localization and reinforcement-learning (RL) refinement to im-
prove mask quality on challenging manipulations [2]. In that study, REFORGE achieved com-
petitive localization performance on standard benchmarks and retained strong performance on
OSN-transmitted variants. However, end-task metrics such as IoU and F1 do not fully reveal



how OSN transforms perturb outputs: whether decisions flip, whether confidence drifts, whether
masks inflate or deflate, and whether predicted regions fragment or merge.

This paper addresses that gap by presenting a platform-drift analysis built on the same
forensic system and the Image Authenticity & Forgery Localization application used in our
experiments. We analyze matched sets of the same underlying image across five conditions: the
original image and four OSN platforms (Facebook, WeChat, Weibo, and WhatsApp). For each
dataset and platform, we quantify decision stability and three drift metrics: probability drift
(Aprfake), mask-area drift (AArea), and connected-component drift (ARegions). We then iden-
tify global trends, dataset-specific sensitivities, and key outliers, and conclude with actionable
recommendations for OSN deployment.

Contributions. This paper makes four contributions. First, it defines a drift-oriented
OSN robustness protocol for image forgery localization that complements IoU and F1 by re-
porting Apr.re, AArea, ARegions, and decision flip rate. Second, it presents a comprehensive
platform-drift study across four datasets and four OSN platforms, reporting means and max-
ima for each metric. Third, it performs outlier analysis that pinpoints the most drift-prone
samples and provides qualitative aligned panels for forensic interpretation. Fourth, it proposes
OSN-consistency regularization and platform-conditioned normalization as practical mitigation
strategies for deployment.

2 Related Work

Deep learning has become the dominant paradigm for image manipulation detection and local-
ization. Earlier CNN-based approaches such as MVSS-Net emphasize multi-view and multi-scale
supervision to capture boundary artifacts and noise-view cues [3]. Recent transformer-centric
methods improve long-range modeling and adaptivity, including TruFor, IML-ViT, AdalFL,
and related contrastive or benchmark-driven frameworks [4, 5, 6, 7]. Reinforcement-learning
formulations have also been explored for forgery localization under sparse supervision [8].

Robustness under post-processing and real-world degradations remains a central challenge.
Prior work studied robustness to common corruptions and OSN transmission, often reporting
end-task performance drops [1, 9]. In contrast, our focus is not only whether performance
changes under OSN transmission, but how outputs drift in terms of confidence, mask size,
and region topology—quantities that directly affect practical forensic workflows and human in-
terpretation. From a deployment perspective, domain generalization and normalization-based
adaptation offer practical mechanisms to mitigate test-time shifts by controlling feature statis-
tics, which supports our recommendations on OSN-consistency regularization and platform-
conditioned normalization [10].

3 Method Overview: REFORGE and the Forensic Application

This paper evaluates a forensic pipeline based on REFORGE [2] and a downstream application
that visualizes model outputs for human-in-the-loop analysis. REFORGE combines an image-
level classifier to estimate the probability of manipulation, a segmentation model to predict
pixel-level tamper masks, and an RL-based post-processing stage that refines the predicted
mask to reduce false positives, enforce spatial coherence, and better align boundaries. The
application produces a standardized panel consisting of the input image, a heatmap of predicted
tamper likelihood, a binarized mask, and an overlay for qualitative inspection.

Figure 1 summarizes the end-to-end evaluation workflow used in this study.
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Figure 1: End-to-end OSN robustness evaluation workflow. The same source image is transmitted
through OSN platforms, then processed by the REFORGE-based forensic pipeline to produce a stan-
dardized visualization panel and drift metrics.

4 OSN Robustness Evaluation Protocol

4.1 Datasets and OSN Platforms

We evaluate four benchmark datasets commonly used in manipulation localization: CASIA,
Columbia, DSO, and NIST16. For each dataset, we analyze a matched set of N = 20 samples
selected from the forensic application outputs. Each sample has five versions: the original source
image and four OSN-transmitted variants (Facebook, WeChat, Weibo, and WhatsApp).

4.2 Drift Metric Definitions

Let pp and pi be the predicted tamper probabilities for the original image and OSN platform
k, respectively. Let My and M}, be the binarized masks for the original and platform k, and let
Area(M) denote the fraction of pixels labeled as manipulated. Let Regions(M) be the number
of connected components (8-connectivity) in M. We define

Aptake(k) = pr — po, (1)
AArea(k) = 100 (Area(M;) — Area(Mo)) [pp], (2)
ARegions(k) = Regions(M},) — Regions(M). (3)

For each dataset—platform pair, we report mean absolute drift for pg.,e and area, signed mean
drift for regions, maxima over samples, and binary decision flip rate.

Table 1: Platform-wise drift statistics computed on 20 matched samples per dataset. Apg.e denotes
the change in predicted tamper probability. AArea is measured in percentage points (pp) of predicted
mask area, and ARegions is the change in the number of connected components in the binary mask.
Flip rate is the fraction of samples whose binary decision changes after OSN transmission.

Dataset  Platform  Flip (%

N2

mean |Apgake] max |Apgake] mean |AAreal (pp) max |AAreal (pp) mean ARegions max |ARegions|

Facebook 0 0.000217 0.003013 0.969 11.270 0.20 4

CASIA ‘WeChat 0 0.003813 0.059452 2.498 15.114 0.35 5

‘Weibo 0 0.003484 0.069483 0.166 0.750 0.10 1

WhatsApp 0 0.001164 0.011722 1.280 7.876 -0.25 3

Facebook 0 0.000004 0.000040 0.843 3.112 -0.25 5

. WeChat 0 0.000003 0.000016 0.116 0.506 0.60 7
Columbia ) ) A

Weibo 0 0.000004 0.000063 0.318 1.457 0.60 5

WhatsApp 0 0.000003 0.000042 0.643 2.264 -0.35 4

Facebook 0 0.000001 0.000003 0.143 0.487 -0.05 8

DSO ‘WeChat 0 0.000004 0.000018 0.394 1.103 -2.20 9

‘Weibo 0 0.000001 0.000003 0.525 2.210 -2.40 11

WhatsApp 0 0.000003 0.000015 0.407 1.030 -5.05 12

Facebook 0 0.000000 0.000002 0.043 0.230 -0.50 3

NIST16 ‘WeChat 0 0.000000 0.000001 0.125 1.851 -0.60 4

Weibo 0 0.000001 0.000008 0.221 2.338 -0.85 5

WhatsApp 0 0.000000 0.000002 0.037 0.271 -0.70 5




Table 2: Dataset-level drift summary aggregated across platforms (means over the four OSN variants).

Dataset mean |Appke| max |Aprake| mean |AAreal (pp) max |[AAreal (pp) mean ARegions

CASIA 0.002170 0.069483 1.228 15.114 0.10
Columbia 0.000004 0.000063 0.480 3.112 0.15
DSO 0.000002 0.000018 0.367 2.210 -2.42
NIST16 0.000001 0.000008 0.106 2.338 -0.66

5 Results and Analysis

5.1 Global Trends

Across all 16 dataset—platform combinations, the decision flip rate is 0%, indicating that OSN
transmission does not change the final binary decision for the evaluated samples under the
chosen operating point. Nevertheless, the soft outputs and the mask geometry do drift.

Averaged over all dataset—platform settings, the mean absolute probability drift is 0.000544,
while the largest observed max|Apge| reaches 0.069483. For mask geometry, the overall mean
absolute area drift is 0.546 pp, with the largest observed max|AArea| reaching 15.114 pp. Region
topology exhibits a negative signed mean drift (-0.71), suggesting that OSN processing tends
to merge or suppress small fragmented components in the predicted mask, while extreme cases
can still create or remove many regions (max|ARegions| = 12).

Figure 2 highlights platform-specific patterns observed in Table 1. In particular, WeChat
yields the largest mean |AArea| for CASIA (2.498 pp) and the largest max |AArea| overall
(15.114 pp). For confidence drift on CASIA, Weibo produces the largest max |Apg,ke| (0.069483),
while WeChat yields the largest mean |Apgake| (0.003813). Across Columbia, DSO, and NIST16,
the near-zero mean |Apgy.| indicates decision-confidence stability, whereas the predominantly
negative ARegions suggests that OSN processing tends to merge or suppress small components
rather than fragment them.

05 1.0 15 2.0

.

Dataset (a) Mean |Apfake| (x1073)  (p) Mean |AArea| (pp) (c)  Mean ARegions
CASIA 0.217 1.164

Columbia 0.004 0.003 0.004 0.003

DSO 0.001 0.004 0.001 0.003

NIST16 0.000 0.000 0.001 0.000
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Figure 2: Mean drift heatmaps by dataset (rows) and OSN platform (columns). (a) Mean absolute
confidence drift |Apgie| (scaled by 1073). (b) Mean absolute mask-area drift |AArea| in percentage
points (pp). (¢) Mean change in the number of connected regions ARegions (positive: fragmentation;
negative: merging). Values correspond to Table 1.
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Figure 3: Global platform-averaged drift across datasets: (a) mean |Apgkel, (b) mean |AArea| in
percentage points (pp), and (c) mean ARegions (negative indicates region merging/suppression).

5.2 Dataset-Specific Findings

CASTA. CASIA exhibits the largest drift among the evaluated datasets. The platform-averaged
mean |Apgake| is 0.002170, with the maximum reaching 0.069483. Mask size is more sensitive:
mean |AArea| is 1.228 pp and reaches a worst-case max |AArea| of 15.114 pp. Region drift
is near zero on average (0.10), implying that the dominant effect is mask inflation or deflation
rather than systematic fragmentation; nevertheless, the largest observed |ARegions| is 5.

Columbia. Columbia shows highly stable probabilities with mean |Apg,ke| of 0.000004 and
max |Apgake| of 0.000063. Area drift remains moderate (mean 0.480 pp; max 3.112 pp), while
topology can vary (max |ARegions| = 7), suggesting that fine-grained boundary details are
more susceptible than global confidence.

DSO. DSO displays small probability and area drift but a pronounced negative mean region
drift (-2.42). This indicates that OSN processing tends to suppress small connected components,
effectively merging fragmented regions or eliminating tiny false positives. Despite this average
stabilization, DSO also contains the largest topology outlier (max |ARegions| = 12).

NIST16. NIST16 is the most stable dataset under the evaluated OSN pipelines, with mean
| Aptake| of 0.000001 and mean |AArea| of 0.106 pp. The maximum observed area drift (2.338 pp)
occurs in a small number of samples and motivates explicit outlier monitoring in deployment.

5.3 Panel-derived Mask Stability Under OSN Transmission

In addition to drift metrics, we quantify how spatially consistent the predicted tamper masks
remain after OSN transmission. We extract the mask tile from the standardized forensic panel
output, binarize it, and compare the original-image mask Mg with each platform mask My using
Dice and IoU overlap. To capture boundary sensitivity, we additionally compute boundary IoU
(bIoU) on 1-pixel morphological boundaries.

Table 3: Panel-derived mask stability between the original mask My and OSN masks M}, (Dice, IoU,
and boundary IoU). Values are aggregated over all platforms and samples per dataset; P05 denotes the
5th percentile (worst 5%).

Dataset mean Dice P05 Dice mean IoU P05 IoU mean bloU P05 bloU

CASIA 0.881 0.396 0.828 0.247 0.486 0.012
Columbia 0.942 0.687 0.920 0.523 0.579 0.185
DSO 0.938 0.819 0.887 0.693 0.514 0.285
NIST16 0.978 0.906 0.960 0.828 0.733 0.108
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Figure 4: Mean panel-derived overlap stability between the original predicted mask and OSN variants:
Dice, IoU, and boundary IoU (bIoU). Each cell is averaged over 20 matched samples per dataset.

Table 4: Top absolute drift outliers (one per drift metric and dataset) among the 20 matched sam-
ples and four OSN platforms. “Max | -|” reports the maximum absolute drift observed for the metric;
“Signed” indicates the direction of the drift for that outlier (negative: decrease/merging; positive: in-
crease/fragmentation).

Dataset  Metric Platform  Sample ID Max | - | Signed
Aptake Weibo Sp_D_CNN_A nat0014_nat0017_.0097 0.069483 +0.069483
CASIA AArea (pp) WeChat Sp-D_CNN_R_art0006_art0087_0276 15.114 -15.114
ARegions ~ WeChat Sp-D_CNN_R_art0006_art0087_-0276 ) +5
Aptake Weibo canong3_canonxt_sub_20 0.000063 +0.000063
Columbia AArea (pp) Facebook canong3_canonxt_sub_08 3.112 -3.112
ARegions  WeChat canong3_canonxt_sub_08 7 +7
APtake WeChat splicing-17 0.000018 -0.000018
DSO AArea (pp) Weibo splicing-04 2.210 +2.210
ARegions  WhatsApp splicing-02 12 -12
Aptae Weibo 16 0.000008 +0.000008
NIST16  AArea (pp) Weibo 16 2.338 -2.338
ARegions ~ WhatsApp 16 5 -5
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Figure 5: Representative aligned forensic panels (one sample per dataset) across the original and
four OSN platforms. Each cell shows the standardized forensic panel (Input/Heatmap/Mask/Overlay)
produced by the application. The full 80-page aligned atlas is provided as Supplementary Material S1.
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Figure 6: Stress-test outlier panels for the largest observed drift cases. These examples correspond to
the strongest confidence, area, and topology outliers identified in Table 4.

Table 5: Representative state-of-the-art comparison on pixel-level localization (IoU/F1). Values for
competitors follow the consolidated evaluation protocol reported in AdalFL and are also summarized in
the original REFORGE paper.

Method DSO-1 (IoU/F1)  NIST16 (IoU/F1)
TruFor [4] 0.270 / 0.634 -
AdalFL [7] - 0.393 / 0.706
REFORGE [2]  0.636 / 0.757 0.676 / 0.757

Beyond drift metrics, REFORGE remains competitive on conventional localization bench-
marks. As reported in REFORGE [2], the framework attains IoU/F1 of 0.636/0.757 on DSO-1
and 0.676/0.757 on NIST16, outperforming representative transformer baselines such as TruFor
and improving over AdalFL on NIST16 under the consolidated protocol. Importantly, OSN ro-
bustness evaluated in REFORGE reports a mean IoU/F1 of 0.675/0.757 across OSN-transmitted
variants, suggesting that the main degradation manifests as drift rather than decision flips. Our
drift analysis complements these findings by identifying which platforms and datasets contribute
most to mask and topology changes.



6 Robustness Discussion and Methodological Recommendations

The results indicate a favorable deployment property: decisions are stable under OSN trans-
mission for the evaluated samples (0% flip rate), and mean drifts are small on most datasets.
However, the presence of platform-dependent area and topology drift—especially under WeChat
recompression and for CASIA samples—has practical implications for forensic workflows. Area
inflation can overestimate manipulation extent, while region merging can hide small forged
fragments.

We recommend two complementary strategies to reduce OSN-induced drift. (1) OSN-
consistency regularization: during training, treat OSN transmission as a data-augmentation
family and enforce consistency in both manipulation probability and mask geometry across origi-
nal and OSN-like variants. (2) Platform-conditioned normalization: when the deployment
platform is known or can be inferred, incorporate a lightweight conditioning signal into nor-
malization layers and calibrate probability and mask thresholds per platform. Together, these
strategies target both invariance and adaptation and directly address the drift patterns observed
in the quantitative and qualitative analysis.

7 Conclusion

We presented an OSN robustness evaluation centered on platform drift rather than only end-task
accuracy. Using four datasets and four OSN platforms, we found that decisions remain stable
while confidence, mask area, and region topology can drift in a platform- and dataset-dependent
manner. CASIA is the most sensitive dataset, and WeChat induces the largest average mask-
area drift. We highlighted key outliers and provided aligned qualitative panels to support
forensic interpretation. Finally, we proposed OSN-consistency regularization and platform-
conditioned normalization as practical strategies to mitigate drift for real-world deployment.
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