OSN Forensic Comparison - CASIA - Sample 01/20

ID: Sp_D_CND_A_pla0005_pla0023_0281

Original Facebook WeChat
Pred: Fake p_tamper: 0.99999 Pred: Fake p_tamper: 0.99999 Pred: Fake p_tamper: 0.99999
Area: 8.44% Reqions: 1 Area: 8.44% Reqgions: 1 Area: 8.35% Reqgions: 1
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Weibo WhatsApp Legend
Pred: Fake p_tamper: 0.99999 Pred: Fake p_tamper: 0.99999
Area: 8.39% Reqgions: 1 Area: 8.37% Reqions: 1
Panel layout:
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Metrics:

Pred: Real/Fake decision
p_tamper: tamper probability
Area: tamper ratio (%)
Regions: blobs count




OSN Forensic Comparison - CASIA - Sample 02/20

ID: Sp_D_CND_A_sec0056_sec0015_0282

Original Facebook WeChat
Pred: Fake p_tamper: 0.99975 Pred: Fake p_tamper: 0.99975 Pred: Fake p_tamper: 0.99991
Area: 7.79% Reqions: 1 Area: 7.79% Reqgions: 1 Area: 7.09% Reqgions: 1
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Weibo WhatsApp Legend
Pred: Fake p_tamper: 0.99993 Pred: Fake p_tamper: 0.99972
Area: 7.52% Reqgions: 2 Area: 7.65% Reqgions: 1

Panel layout:

Input | Heatmap | Mask | Overlay
Metrics:

Pred: Real/Fake decision
p_tamper: tamper probability
Area: tamper ratio (%)

Regions: blobs count




OSN Forensic Comparison - CASIA - Sample 03/20

ID: Sp_D_CNN_A_ani0049_ani0084_0266

Original Facebook WeChat

Pred: Fake p_tamper: 0.99999 Pred: Fake p_tamper: 0.99987 Pred: Fake p_tamper: 0.99991
Area: 4.29% Reqions: 1 Area: 4.00% Reqgions: 1 Area: 3.79% Reqgions: 1
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Weibo WhatsApp Legend
Pred: Fake p_tamper: 0.99999 Pred: Fake p_tamper: 0.99989
Area: 4,.37% Reqgions: 2 Area: 4.13% Reqgions: 1

Panel layout:

Input | Heatmap | Mask | Overlay

5.0 EHN_A iS40 insb084 1288 | Ducsmon FAKE | p e 1000 | armi=A17% | b3 5.0 CHN_A SO0 48 ansb084 0798 | Ducsicr FART | p e 1000 | arms=d 195 | bbb

Metrics:

Pred: Real/Fake decision
p_tamper: tamper probability
Area: tamper ratio (%)
Regions: blobs count
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OSN Forensic Comparison - CASIA - Sample 04/20

ID: Sp_D_CNN_A_ani0053_ani0054_0267

Original

Pred: Fake p_tamper: 0.99997
Area: 0.54% Redgions: 2
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Weibo

Pred: Fake p_tamper: 0.99997
Area: 0.58% Regions: 1
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Facebook WeChat
Pred: Fake p_tamper: 0.99997 Pred: Fake p_tamper: 0.99997
Area: 0.54% Reagions: 2 Area: 0.76% Reqgions: 2
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Frescied Uask

WhatsApp Legend

Pred: Fake p_tamper: 0.99996

Area: 0.73% Reqions: 2

Panel layout:

Input | Heatmap | Mask | Overlay
Metrics:

Pred: Real/Fake decision
p_tamper: tamper probability
Area: tamper ratio (%)

Regions: blobs count



OSN Forensic Comparison - CASIA - Sample 05/20

ID: Sp_D_CNN_A_art0024_ani0032_0268

Original

Pred: Fake p_tamper: 0.99999
Area: 5.92% Redgions: 2
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Pred: Fake p_tamper: 0.99999
Area: 5.76% Regions: 3
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Area: 5.92% Reqgions: 2
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Pred: Fake p_tamper: 0.99996
Area: 4.63% Reqgions: 1
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WeChat

Pred: Fake p_tamper: 0.99990
Area: 4.06% Reqgions: 1
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Legend

Panel layout:
Input | Heatmap | Mask | Overlay

Metrics:

Pred: Real/Fake decision
p_tamper: tamper probability
Area: tamper ratio (%)
Regions: blobs count



OSN Forensic Comparison - CASIA - Sample 06/20

ID: Sp_D_CNN_A_cha0025_pla0067_0269

Original

Pred: Fake p_tamper: 0.99999
Area: 14.58% Reaqions: 5
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Weibo

Pred: Fake p_tamper: 0.99999
Area: 14.34% Reaqions: 4
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Pred: Fake p_tamper: 0.99697
Area: 8.50% Reqgions: 9
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WhatsApp

Pred: Fake p_tamper: 0.99905
Area: 12.62% Reaqions: 3
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WeChat

Pred: Fake p_tamper: 0.99789
Area: 6.25% Reqgions: 8
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Legend

Panel layout:
Input | Heatmap | Mask | Overlay

Metrics:

Pred: Real/Fake decision
p_tamper: tamper probability
Area: tamper ratio (%)
Regions: blobs count
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OSN Forensic Comparison - CASIA - Sample 07/20

ID: Sp_D_CNN_A_nat0014_nat0017_0097

Original

Pred: Fake p_tamper: 0.93025
Area: 1.22% Regions: 3

Weibo

Pred: Fake p_tamper: 0.99973
Area: 1.29% Reqgions: 2

e

Facebook

Pred: Fake p_tamper: 0.93025
Area: 1.22% Reqgions: 3

WhatsApp

Pred: Fake p_tamper: 0.93957
Area: 0.98% Reqgions: 3

WeChat

Pred: Fake p_tamper: 0.98970
Area: 0.97% Reqgions: 2

Legend

Panel layout:
Input | Heatmap | Mask | Overlay

Metrics:

Pred: Real/Fake decision
p_tamper: tamper probability
Area: tamper ratio (%)
Regions: blobs count



OSN Forensic Comparison - CASIA - Sample 08/20

ID: Sp_D_CNN_A_nat0071_ani0024_0270

Original Facebook WeChat
Pred: Fake p_tamper: 0.99999 Pred: Fake p_tamper: 0.99999 Pred: Fake p_tamper: 0.99997
Area: 5.82% Reqions: 1 Area: 5.82% Reqgions: 1 Area: 5.31% Reqgions: 1

Weibo WhatsApp Legend
Pred: Fake p_tamper: 0.99999 Pred: Fake p_tamper: 0.99995

Area: 5.76% Redgions: 1 Area: 5.40% Reqgions: 1

Panel layout:

- - Input | Heatmap | Mask | Overlay
Metrics:

Pred: Real/Fake decision
p_tamper: tamper probability
Area: tamper ratio (%)

Regions: blobs count



OSN Forensic Comparison - CASIA - Sample 09/20

ID: Sp_D_CNN_A_nat0085_ani0027_0271

Original Facebook WeChat
Pred: Fake p_tamper: 0.99999 Pred: Fake p_tamper: 0.99999 Pred: Fake p_tamper: 0.99995
Area: 6.11% Reqgions: 3 Area: 4.95% Reqgions: 3

Area: 6.11% Redgions: 3
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Weibo WhatsApp Legend
Pred: Fake p_tamper: 0.99999 Pred: Fake p_tamper: 0.99994
Area: 6.55% Redgions: 4 Area: 5.28% Reqgions: 3
Panel layout:
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Metrics:

Pred: Real/Fake decision
p_tamper: tamper probability
Area: tamper ratio (%)
Regions: blobs count
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OSN Forensic Comparison - CASIA - Sample 10/20

ID: Sp_D_CNN_A_pla0030_pla0061_0272

Original

Pred: Fake p_tamper: 0.99999
Area: 14.51% Reaqions: 5

Weibo

Pred: Fake p_tamper: 0.99999
Area: 14.70% Reaqions: 6

Facebook
Pred: Fake p_tamper: 0.99993

Area: 3.24% Reqgions: 5

WhatsApp
Pred: Fake p_tamper: 0.99996

Area: 6.64% Reqgions: 5

WeChat

Pred: Fake p_tamper: 0.99994
Area: 5.04% Reqgions: 5

Legend

Panel layout:
Input | Heatmap | Mask | Overlay

Metrics:

Pred: Real/Fake decision
p_tamper: tamper probability
Area: tamper ratio (%)
Regions: blobs count



OSN Forensic Comparison - CASIA - Sample 11/20

ID: Sp_D_CNN_A_pla0070_pla0073_0273

Original Facebook WeChat
Pred: Fake p_tamper: 0.99999 Pred: Fake p_tamper: 0.99999 Pred: Fake p_tamper: 0.99999
Area: 14.52%  Reqgions: 4 Area: 14.52% Reaqions: 4 Area: 14.26% Reaqions: 4

Weibo WhatsApp Legend
Pred: Fake p_tamper: 0.99999 Pred: Fake p_tamper: 0.99999

Area: 14.03%  Reqions: 4 Area: 15.08% Reqions: 4

Panel layout:
Input | Heatmap | Mask | Overlay

Metrics:

Pred: Real/Fake decision
p_tamper: tamper probability
Area: tamper ratio (%)
Regions: blobs count




OSN Forensic Comparison - CASIA - Sample 12/20

ID: Sp_D_CNN_A_pla0079_pla0049_0274

Original

Pred: Fake p_tamper: 0.99990
Area: 7.39% Redgions: 2

Weibo

Pred: Fake p_tamper: 0.99990
Area: 7.10% Reqgions: 2

Facebook
Pred: Fake p_tamper: 0.99990

Area: 7.39% Reqgions: 2

WhatsApp

Pred: Fake p_tamper: 0.99991
Area: 7.12% Reqgions: 2

WeChat

Pred: Fake p_tamper: 0.99995
Area: 6.50% Reqgions: 3

Legend

Panel layout:
Input | Heatmap | Mask | Overlay

Metrics:

Pred: Real/Fake decision
p_tamper: tamper probability
Area: tamper ratio (%)
Regions: blobs count



OSN Forensic Comparison - CASIA - Sample 13/20

ID: Sp_D_CNN_A_sec0012_ani0007_0275

Original Facebook
Pred: Fake p_tamper: 0.99999 Pred: Fake p_tamper: 0.99995

Area: 8.83% Regions: 1 Area: 7.57% Reqgions: 1

Weibo WhatsApp
Pred: Fake p_tamper: 0.99999 Pred: Fake p_tamper: 0.99996

Area: 8.77% Redgions: 1 Area: 7.68% Reqgions: 1

WeChat

Pred: Fake p_tamper: 0.99996
Area: 6.93% Reqgions: 2

Legend

Panel layout:
Input | Heatmap | Mask | Overlay

Metrics:

Pred: Real/Fake decision
p_tamper: tamper probability
Area: tamper ratio (%)
Regions: blobs count



OSN Forensic Comparison - CASIA - Sample 14/20

ID: Sp_D_CNN_A_sec0041_pla0037_0098

Original Facebook WeChat

Pred: Fake p_tamper: 0.99999 Pred: Fake p_tamper: 0.99999 Pred: Fake p_tamper: 0.99996
Area: 7.05% Reqions: 1 Area: 7.05% Reqgions: 1 Area: 1.78% Reqgions: 3
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Weibo WhatsApp Legend
Pred: Fake p_tamper: 0.99999 Pred: Fake p_tamper: 0.99996
Area: 7.06% Regions: 1 Area: 4.70% Reqions: 1
Panel layout:
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Metrics:

Pred: Real/Fake decision
p_tamper: tamper probability
Area: tamper ratio (%)
Regions: blobs count




OSN Forensic Comparison - CASIA - Sample 15/20

ID: Sp_D_CNN_C_ani0068_ani0045_0099

Original Facebook WeChat
Pred: Fake p_tamper: 0.99999 Pred: Fake p_tamper: 0.99999 Pred: Fake p_tamper: 0.98681
Area: 0.49% Reqions: 1 Area: 0.49% Reqgions: 1 Area: 0.39% Reqgions: 1
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Weibo WhatsApp Legend
Pred: Fake p_tamper: 0.99999 Pred: Fake p_tamper: 0.98826
Area: 0.49% Regions: 1 Area: 0.47% Reqgions: 1

Panel layout:

Input | Heatmap | Mask | Overlay
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Metrics:

Pred: Real/Fake decision
p_tamper: tamper probability
Area: tamper ratio (%)
Regions: blobs count

Loxalzaton Dveitey




OSN Forensic Comparison - CASIA - Sample 16/20

ID: Sp_D_CNN_R_art0006_art0087_0276

Original

Pred: Fake p_tamper: 0.99999
Area: 18.74% Reaqions: 1

Weibo

Pred: Fake p_tamper: 0.99999
Area: 17.99% Reaqions: 2

Facebook
Pred: Fake p_tamper: 0.99999

Area: 18.74% Reqions: 1

WhatsApp
Pred: Fake p_tamper: 0.99965

Area: 12.39% Reqions: 2

WeChat

Pred: Fake p_tamper: 0.99987
Area: 3.63% Reqgions: 6

Legend

Panel layout:
Input | Heatmap | Mask | Overlay

Metrics:

Pred: Real/Fake decision
p_tamper: tamper probability
Area: tamper ratio (%)
Regions: blobs count



OSN Forensic Comparison - CASIA - Sample 17/20

ID: Sp_D_CNN_R_art0017_art0090_0277

Original Facebook WeChat
Pred: Fake p_tamper: 0.99999 Pred: Fake p_tamper: 0.99999 Pred: Fake p_tamper: 0.99981
Area: 1.98% Reqions: 1 Area: 1.98% Reqgions: 1 Area: 1.63% Reqgions: 1
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Weibo WhatsApp Legend
Pred: Fake p_tamper: 0.99999 Pred: Fake p_tamper: 0.99987
Area: 1.97% Reqgions: 1 Area: 1.90% Reqgions: 1

Panel layout:
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Metrics:

Pred: Real/Fake decision
p_tamper: tamper probability
Area: tamper ratio (%)

Regions: blobs count




OSN Forensic Comparison - CASIA - Sample 18/20

ID: Sp_D_CNN_R_art0027_art0066_0100

Original Facebook WeChat
Pred: Fake p_tamper: 0.99999 Pred: Fake p_tamper: 0.99999 Pred: Fake p_tamper: 0.99994
Area: 1.54% Reqions: 4 Area: 1.54% Reqgions: 4 Area: 0.00% Reqgions: 0

Weibo WhatsApp Legend
Pred: Fake p_tamper: 0.99999 Pred: Fake p_tamper: 0.99993
Area: 1.46% Regions: 3 Area: 0.15% Reqgions: 1

Panel layout:

Input | Heatmap | Mask | Overlay

Metrics:

Pred: Real/Fake decision
p_tamper: tamper probability
Area: tamper ratio (%)
Regions: blobs count




OSN Forensic Comparison - CASIA - Sample 19/20

ID: Sp_D_CNN_R_art0044_art0018_0278

Facebook WeChat

Pred: Fake p_tamper: 0.99972 Pred: Fake p_tamper: 0.99950
Area: 3.66% Reqgions: 1 Area: 3.44% Reqgions: 1

Original

Pred: Fake p_tamper: 0.99999
Area: 3.76% Redgions: 1
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Weibo WhatsApp Legend

Pred: Fake p_tamper: 0.99976

Pred: Fake p_tamper: 0.99999
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Panel layout:
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Metrics:

Pred: Real/Fake decision
p_tamper: tamper probability
Area: tamper ratio (%)
Regions: blobs count
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OSN Forensic Comparison - CASIA - Sample 20/20

ID: Sp_D_CNN_R_sec0018_sec0004_0101

Original

Pred: Fake p_tamper: 0.99999
Area: 1.82% Regions: 1
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Facebook

Pred: Fake p_tamper: 0.99915
Area: 1.44% Reqgions: 1
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WhatsApp

Pred: Fake p_tamper: 0.99981
Area: 1.55% Reqgions: 1
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Pred: Fake p_tamper: 0.99986
Area: 0.69% Reqgions: 2

Legend

Panel layout:
Input | Heatmap | Mask | Overlay

Metrics:

Pred: Real/Fake decision
p_tamper: tamper probability
Area: tamper ratio (%)
Regions: blobs count



OSN Forensic Comparison - Columbia - Sample 01/20

ID: canong3_canonxt_sub_01

Original

Pred: Fake p_tamper: 0.99999
Area: 32.50% Reaqions: 4
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Panel layout:
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Metrics:

Pred: Real/Fake decision
p_tamper: tamper probability
Area: tamper ratio (%)
Regions: blobs count



OSN Forensic Comparison - Columbia - Sample 02/20

ID: canong3_canonxt_sub_02

Original Facebook WeChat

Pred: Fake p_tamper: 0.99999 Pred: Fake p_tamper: 1.00000 Pred: Fake p_tamper: 0.99999
Area: 29.85% Reqgions: 1 Area: 29.78% Reaqions: 1 Area: 29.89% Reaqgions: 1
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Weibo WhatsApp Legend
Pred: Fake p_tamper: 0.99999 Pred: Fake p_tamper: 1.00000
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Metrics:

Pred: Real/Fake decision
p_tamper: tamper probability
Area: tamper ratio (%)
Regions: blobs count




OSN Forensic Comparison - Columbia - Sample 03/20

ID: canong3_canonxt_sub_03

Original

Pred: Fake p_tamper: 0.99999
Area: 33.66% Reaqions: 2
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Metrics:

Pred: Real/Fake decision
p_tamper: tamper probability
Area: tamper ratio (%)
Regions: blobs count
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OSN Forensic Comparison - Columbia - Sample 04/20

ID: canong3_canonxt_sub_04

Original

Pred: Fake p_tamper: 0.99999
Area: 24.55% Reaqions: 1
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Pred: Fake p_tamper: 0.99999
Area: 24.49% Reaqions: 2
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Legend

Panel layout:
Input | Heatmap | Mask | Overlay

Metrics:

Pred: Real/Fake decision
p_tamper: tamper probability
Area: tamper ratio (%)
Regions: blobs count



OSN Forensic Comparison - Columbia - Sample 05/20

ID: canong3_canonxt_sub_05

Original Facebook WeChat

Pred: Fake p_tamper: 0.99999 Pred: Fake p_tamper: 0.99999 Pred: Fake p_tamper: 0.99999
Area: 26.49%  Reqgions: 1 Area: 26.54% Reaqions: 1 Area: 26.62% Reaqgions: 1
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Pred: Fake p_tamper: 0.99999 Pred: Fake p_tamper: 0.99999
Area: 26.49% Reaqions: 1 Area: 26.53% Reaqions: 1
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Metrics:

Pred: Real/Fake decision
p_tamper: tamper probability
Area: tamper ratio (%)
Regions: blobs count
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OSN Forensic Comparison - Columbia - Sample 06/20

ID: canong3_canonxt_sub_06

Original Facebook WeChat
Pred: Fake p_tamper: 0.99999 Pred: Fake p_tamper: 0.99999 Pred: Fake p_tamper: 0.99999
Area: 28.06%  Reqgions: 1 Area: 28.08% Reaqions: 1 Area: 28.16% Reaqions: 1
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Metrics:
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p_tamper: tamper probability
Area: tamper ratio (%)
Regions: blobs count




OSN Forensic Comparison - Columbia - Sample 07/20

ID: canong3_canonxt_sub_07

Original Facebook WeChat
Pred: Fake p_tamper: 0.99999 Pred: Fake p_tamper: 0.99999 Pred: Fake p_tamper: 0.99999
Area: 42.87% Reaqions: 15 Area: 41.38% Reaqions: 14 Area: 42.99% Reaqions: 13
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Pred: Fake p_tamper: 0.99999 Pred: Fake p_tamper: 0.99999
Area: 41.42% Reaqions: 16 Area: 41.15% Reaqions: 16

i e et ol B 37| B e R B o v s Panel layout:
o Input | Heatmap | Mask | Overlay

Metrics:

Pred: Real/Fake decision
p_tamper: tamper probability
Area: tamper ratio (%)
Regions: blobs count




OSN Forensic Comparison - Columbia - Sample 08/20

ID: canong3_canonxt_sub_08

Original Facebook WeChat
Pred: Fake p_tamper: 0.99999 Pred: Fake p_tamper: 0.99999 Pred: Fake p_tamper: 0.99999
Area: 42.83% Reaqions: 12 Area: 39.72% Reaqions: 12 Area: 43.13% Reaqions: 19
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Pred: Fake p_tamper: 0.99999 Pred: Fake p_tamper: 0.99999
Area: 44.22% Reaqions: 16 Area: 40.57% Reaqions: 13
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Metrics:

Pred: Real/Fake decision
p_tamper: tamper probability
Area: tamper ratio (%)
Regions: blobs count



OSN Forensic Comparison - Columbia - Sample 09/20

ID: canong3_canonxt_sub_09

Original Facebook WeChat
Pred: Fake p_tamper: 1.00000 Pred: Fake p_tamper: 0.99999 Pred: Fake p_tamper: 0.99999
Area: 33.24% Reaqions: 4 Area: 32.53% Reaqions: 3 Area: 33.13% Reaqgions: 1
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Pred: Fake p_tamper: 0.99999 Pred: Fake p_tamper: 1.00000
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Metrics:

Pred: Real/Fake decision
p_tamper: tamper probability
Area: tamper ratio (%)
Regions: blobs count




OSN Forensic Comparison - Columbia - Sample 10/20

ID: canong3_canonxt_sub_10

Original Facebook WeChat
Pred: Fake p_tamper: 0.99999 Pred: Fake p_tamper: 0.99999 Pred: Fake p_tamper: 1.00000
Area: 20.41% Reqions: 5 Area: 18.68% Reqions: 8 Area: 20.29% Reaqgions: 5
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Weibo WhatsApp Legend
Pred: Fake p_tamper: 1.00000 Pred: Fake p_tamper: 0.99999
Area: 20.36% Reaqions: 8 Area: 19.45% Reaqions: 8
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Metrics:

Pred: Real/Fake decision
p_tamper: tamper probability
Area: tamper ratio (%)
Regions: blobs count




OSN Forensic Comparison - Columbia - Sample 11/20

ID: canong3_canonxt_sub_11

Original Facebook WeChat
Pred: Fake p_tamper: 0.99999 Pred: Fake p_tamper: 0.99999 Pred: Fake p_tamper: 0.99999
Area: 35.58% Reaqions: 15 Area: 33.38% Reaqions: 10 Area: 35.59% Reaqions: 16
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Weibo WhatsApp Legend
Pred: Fake p_tamper: 0.99999 Pred: Fake p_tamper: 0.99999
Area: 35.63% Reaqions: 10 Area: 34.62% Reaqions: 11
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Metrics:

Pred: Real/Fake decision
p_tamper: tamper probability
Area: tamper ratio (%)
Regions: blobs count




OSN Forensic Comparison - Columbia - Sample 12/20

ID: canong3_canonxt_sub_12

Original Facebook WeChat
Pred: Fake p_tamper: 1.00000 Pred: Fake p_tamper: 1.00000 Pred: Fake p_tamper: 1.00000
Area: 31.63% Reaqions: 4 Area: 31.38% Reaqions: 4 Area: 31.62% Reaqions: 4
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Weibo WhatsApp Legend
Pred: Fake p_tamper: 0.99999 Pred: Fake p_tamper: 1.00000
Area: 31.74% Reaqions: 5 Area: 31.50% Reaqions: 2
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Pred: Real/Fake decision
p_tamper: tamper probability
Area: tamper ratio (%)
Regions: blobs count

P Loealipaten Duerlsy Frmseinc

—_—
-




OSN Forensic Comparison - Columbia - Sample 13/20

ID: canong3_canonxt_sub_13

Original

Pred: Fake p_tamper: 1.00000
Area: 16.67% Reqions: 2

fecsson FAIE | pBbas00

87 | bt

Weibo

Pred: Fake p_tamper: 1.00000
Area: 16.39% Reaqions: 1
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Area: 16.75% Reaqions: 3

Legend

Panel layout:
Input | Heatmap | Mask | Overlay

Metrics:

Pred: Real/Fake decision
p_tamper: tamper probability
Area: tamper ratio (%)
Regions: blobs count



OSN Forensic Comparison - Columbia - Sample 14/20

ID: canong3_canonxt_sub_14

Original Facebook WeChat
Pred: Fake p_tamper: 0.99999 Pred: Fake p_tamper: 0.99999 Pred: Fake p_tamper: 0.99999
Area: 46.47% Reaqions: 10 Area: 44.61% Reqions: 8 Area: 46.30% Reaqions: 10
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Weibo WhatsApp Legend
Pred: Fake p_tamper: 0.99999 Pred: Fake p_tamper: 0.99999
Area: 46.93% Reaqions: 9 Area: 44.96% Reaqions: 8
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Metrics:

Pred: Real/Fake decision
p_tamper: tamper probability
Area: tamper ratio (%)

Regions: blobs count




OSN Forensic Comparison

ID: canong3_canonxt_sub_15

Original

Pred: Fake p_tamper: 0.99999
Area: 52.97% Reaqions: 1
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Pred: Fake p_tamper: 0.99999
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- Columbia - Sample 15/20

Facebook

Pred: Fake p_tamper: 0.99999
Area: 51.86% Reaqions: 2
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WhatsApp

Pred: Fake p_tamper: 0.99999
Area: 52.31% Reaqions: 1
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Pred: Fake p_tamper: 0.99999
Area: 53.08% Reaqions: 3
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Legend

Panel layout:
Input | Heatmap | Mask | Overlay

Metrics:

Pred: Real/Fake decision
p_tamper: tamper probability
Area: tamper ratio (%)
Regions: blobs count
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OSN Forensic Comparison - Columbia - Sample 16/20

ID: canong3_canonxt_sub_16

Original

Pred: Fake p_tamper: 0.99999
Area: 25.22% Reaqions: 5
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Weibo
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Area: 25.20% Reaqions: 6
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WeChat
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Area: 25.26% Reaqions: 8
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Legend

Panel layout:
Input | Heatmap | Mask | Overlay

Metrics:

Pred: Real/Fake decision
p_tamper: tamper probability
Area: tamper ratio (%)
Regions: blobs count
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OSN Forensic Comparison - Columbia - Sample 17/20

ID: canong3_canonxt_sub_17

Original Facebook
Pred: Fake p_tamper: 0.99999 Pred: Fake p_tamper: 0.99999
Area: 29.16% Reaqions: 2 Area: 29.02% Reaqions: 4
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Weibo WhatsApp
Pred: Fake p_tamper: 0.99999 Pred: Fake p_tamper: 0.99999
Area: 29.22% Reaqions: 3 Area: 29.03% Reaqions: 4

Legend

Panel layout:
Input | Heatmap | Mask | Overlay

Metrics:

Pred: Real/Fake decision
p_tamper: tamper probability
Area: tamper ratio (%)
Regions: blobs count



OSN Forensic Comparison - Columbia - Sample 18/20

ID: canong3_canonxt_sub_18

Original Facebook WeChat
Pred: Fake p_tamper: 0.99999 Pred: Fake p_tamper: 0.99999 Pred: Fake p_tamper: 0.99999
Area: 31.26% Reaqions: 1 Area: 31.43% Reaqions: 1 Area: 31.34% Reaqions: 1
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Pred: Fake p_tamper: 0.99999 Pred: Fake p_tamper: 0.99999
Area: 31.46% Reaqions: 1 Area: 31.41% Reaqions: 1

e L e Panel layout:
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Metrics:

Pred: Real/Fake decision
p_tamper: tamper probability
Area: tamper ratio (%)
Regions: blobs count




OSN Forensic Comparison - Columbia - Sample 19/20

ID: canong3_canonxt_sub_19

Original Facebook WeChat
Pred: Fake p_tamper: 0.99999 Pred: Fake p_tamper: 0.99999 Pred: Fake p_tamper: 0.99997
Area: 32.58% Reaqions: 2 Area: 32.06% Reaqions: 3 Area: 32.08% Reaqions: 1
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Weibo WhatsApp Legend
Pred: Fake p_tamper: 0.99999 Pred: Fake p_tamper: 0.99999
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Metrics:

Pred: Real/Fake decision
p_tamper: tamper probability
Area: tamper ratio (%)
Regions: blobs count




OSN Forensic Comparison - Columbia - Sample 20/20

ID: canong3_canonxt_sub_20

Original Facebook WeChat

Pred: Fake p_tamper: 0.99992 Pred: Fake p_tamper: 0.99996 Pred: Fake p_tamper: 0.99994
Area: 29.17% Reaqions: 5 Area: 26.82% Reaqions: 3 Area: 28.96% Reaqions: 4
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Pred: Fake p_tamper: 0.99999 Pred: Fake p_tamper: 0.99996

Area: 29.27% Reaqions: 7 Area: 27.06% Reaqions: 3
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Metrics:

Pred: Real/Fake decision
p_tamper: tamper probability
Area: tamper ratio (%)
Regions: blobs count




OSN Forensic Comparison - DSO - Sample 01/20

ID: splicing-01

Original Facebook WeChat

Pred: Fake p_tamper: 1.00000 Pred: Fake p_tamper: 1.00000 Pred: Fake p_tamper: 0.99999
Area: 6.08% Reqions: 20 Area: 5.89% Reqgions: 24 Area: 6.09% Redgions: 20

Weibo WhatsApp Legend
Pred: Fake p_tamper: 1.00000 Pred: Fake p_tamper: 0.99999
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Metrics:

Pred: Real/Fake decision
p_tamper: tamper probability
Area: tamper ratio (%)
Regions: blobs count




OSN Forensic Comparison - DSO - Sample 02/20

ID: splicing-02

Original Facebook WeChat

Pred: Fake p_tamper: 1.00000 Pred: Fake p_tamper: 1.00000 Pred: Fake p_tamper: 0.99999
Area: 4.42% Reqions: 33 Area: 4.23% Reqgions: 31 Area: 3.44% Redions: 27

Weibo WhatsApp Legend
Pred: Fake p_tamper: 1.00000 Pred: Fake p_tamper: 0.99999
Area: 4,57% Reqions: 22 Area: 3.39% Reqgions: 21

Panel layout:
Input | Heatmap | Mask | Overlay

Metrics:

Pred: Real/Fake decision
p_tamper: tamper probability
Area: tamper ratio (%)
Regions: blobs count




OSN Forensic Comparison - DSO - Sample 03/20

ID: splicing-03

Original Facebook WeChat

Pred: Fake p_tamper: 1.00000 Pred: Fake p_tamper: 1.00000 Pred: Fake p_tamper: 1.00000
Area: 2.76% Reqions: 7 Area: 2.72% Reqgions: 6 Area: 2.44% Reqgions: 7

r F

Weibo WhatsApp Legend
Pred: Fake p_tamper: 1.00000 Pred: Fake p_tamper: 1.00000

Area: 3.01% Regions: 9 Area: 2.53% Reqgions: 5

- . S . Panel layout:
Input | Heatmap | Mask | Overlay

Metrics:

Pred: Real/Fake decision
p_tamper: tamper probability
Area: tamper ratio (%)
Regions: blobs count




OSN Forensic Comparison - DSO - Sample 04/20

ID: splicing-04

Original Facebook WeChat
Pred: Fake p_tamper: 0.99999 Pred: Fake p_tamper: 1.00000 Pred: Fake p_tamper: 0.99999
Area: 16.40% Reaqions: 10 Area: 16.34% Reaqions: 9 Area: 16.17% Reaqions: 5
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Weibo WhatsApp Legend
Pred: Fake p_tamper: 1.00000 Pred: Fake p_tamper: 0.99999

Area: 18.61% Reaqions: 19 Area: 15.85% Reaqions: 6
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Metrics:

Pred: Real/Fake decision
p_tamper: tamper probability
Area: tamper ratio (%)
Regions: blobs count




OSN Forensic Comparison - DSO - Sample 05/20

ID: splicing-05

Original Facebook WeChat
Pred: Fake p_tamper: 0.99999 Pred: Fake p_tamper: 0.99999 Pred: Fake p_tamper: 0.99999
Area: 22.34% Reaqions: 5 Area: 22.27% Reaqions: 7 Area: 22.60% Reqgions: 3
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Weibo WhatsApp Legend
Pred: Fake p_tamper: 1.00000 Pred: Fake p_tamper: 0.99999

Area: 20.82% Reaqions: 3 Area: 22.32% Reaqions: 4
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Metrics:

Pred: Real/Fake decision
p_tamper: tamper probability
Area: tamper ratio (%)
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OSN Forensic Comparison - DSO - Sample 06/20

ID: splicing-06
Original Facebook
Pred: Fake p_tamper: 1.00000 Pred: Fake p_tamper: 1.00000

Area: 4.29% Reqions: 12 Area: 4.37% Reqgions: 10

Weibo WhatsApp
Pred: Fake p_tamper: 0.99999 Pred: Fake p_tamper: 0.99999

Area: 4,.39% Reqgions: 9 Area: 4.32% Reqgions: 7

WeChat

Pred: Fake p_tamper: 0.99999
Area: 4.31% Reqgions: 11

Legend

Panel layout:
Input | Heatmap | Mask | Overlay

Metrics:

Pred: Real/Fake decision
p_tamper: tamper probability
Area: tamper ratio (%)
Regions: blobs count



OSN Forensic Comparison - DSO - Sample 07/20

ID: splicing-07
Original Facebook WeChat
Pred: Fake p_tamper: 1.00000 Pred: Fake p_tamper: 1.00000 Pred: Fake p_tamper: 0.99999
Area: 11.47% Reaqions: 18 Area: 11.31% Reaqions: 24 Area: 10.65% Reaqions: 17
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Weibo WhatsApp Legend
Pred: Fake p_tamper: 1.00000 Pred: Fake p_tamper: 1.00000
Area: 10.70% Reaqions: 16 Area: 10.63% Reaqions: 11
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Metrics:

Pred: Real/Fake decision
p_tamper: tamper probability
Area: tamper ratio (%)
Regions: blobs count




OSN Forensic Comparison - DSO - Sample 08/20

ID: splicing-08

Original Facebook WeChat
Pred: Fake p_tamper: 1.00000 Pred: Fake p_tamper: 1.00000 Pred: Fake p_tamper: 0.99999
Area: 17.24% Reaqions: 10 Area: 17.15% Reaqions: 17 Area: 17.65% Reaqions: 7

Weibo WhatsApp Legend
Pred: Fake p_tamper: 1.00000 Pred: Fake p_tamper: 0.99999
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Metrics:

Pred: Real/Fake decision
p_tamper: tamper probability
Area: tamper ratio (%)
Regions: blobs count




OSN Forensic Comparison - DSO - Sample 09/20

ID: splicing-09

Original Facebook WeChat

Pred: Fake p_tamper: 1.00000 Pred: Fake p_tamper: 1.00000 Pred: Fake p_tamper: 0.99999
Area: 6.33% Reqions: 9 Area: 6.31% Reqgions: 10 Area: 6.15% Reqgions: 9

Weibo WhatsApp Legend
Pred: Fake p_tamper: 1.00000 Pred: Fake p_tamper: 0.99999
Area: 6.28% Reqgions: 6 Area: 6.30% Reqgions: 7

Panel layout:
Input | Heatmap | Mask | Overlay

Metrics:

Pred: Real/Fake decision
p_tamper: tamper probability
Area: tamper ratio (%)
Regions: blobs count




OSN Forensic Comparison - DSO - Sample 10/20

ID: splicing-10

Original Facebook WeChat

Pred: Fake p_tamper: 0.99999 Pred: Fake p_tamper: 1.00000 Pred: Fake p_tamper: 0.99999
Area: 7.20% Reqions: 10 Area: 7.01% Reqgions: 8 Area: 6.40% Reqgions: 6
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Weibo WhatsApp Legend
Pred: Fake p_tamper: 1.00000 Pred: Fake p_tamper: 0.99999

Area: 7.59% Reqgions: 3 Area: 6.42% Reqgions: 3

gt Y | D A 10 e S S i Panel layout:

Input | Heatmap | Mask | Overlay

Metrics:

Pred: Real/Fake decision
p_tamper: tamper probability
Area: tamper ratio (%)
Regions: blobs count




OSN Forensic Comparison - DSO - Sample 11/20

ID: splicing-11

Original Facebook WeChat
Pred: Fake p_tamper: 1.00000 Pred: Fake p_tamper: 1.00000 Pred: Fake p_tamper: 0.99999
Area: 14.66% Reaqions: 33 Area: 14.97% Reaqions: 25 Area: 15.42% Reaqions: 32

[ —

Weibo WhatsApp Legend
Pred: Fake p_tamper: 1.00000 Pred: Fake p_tamper: 0.99999
Area: 14.12% Reaqions: 26 Area: 15.21% Reaqions: 24
e BT T BT I S e G e Panel layout:
Pt e Input | Heatmap | Mask | Overlay

Metrics:

Pred: Real/Fake decision
p_tamper: tamper probability
Area: tamper ratio (%)
Regions: blobs count




OSN Forensic Comparison - DSO - Sample 12/20

ID: splicing-12
Original Facebook WeChat
Pred: Fake p_tamper: 1.00000 Pred: Fake p_tamper: 1.00000 Pred: Fake p_tamper: 0.99999
Area: 15.01% Reaqions: 21 Area: 15.17% Reaqions: 17 Area: 15.00% Reaqions: 12

% T2 |

[T

9 =

€ s
iNAL g

Weibo WhatsApp Legend
Pred: Fake p_tamper: 1.00000 Pred: Fake p_tamper: 0.99999
Area: 15.37% Reaqions: 13 Area: 15.14% Reaqions: 11

Panel layout:
Input | Heatmap | Mask | Overlay

Metrics:

Pred: Real/Fake decision
p_tamper: tamper probability
4 = Area: tamper ratio (%)
RLISTER (¥ ; > f Regions: blobs count




OSN Forensic Comparison - DSO - Sample 13/20

ID: splicing-13

Original Facebook WeChat

Pred: Fake p_tamper: 1.00000 Pred: Fake p_tamper: 1.00000 Pred: Fake p_tamper: 0.99999
Area: 7.25% Reqions: 19 Area: 7.22% Reqgions: 14 Area: 6.14% Reqgions: 13

apiseng 13 | Do EAKE | ko100 | =T 27% | ot 14 spiicng 13 | Docsmer FAKE | . boke=1000 | =8 14% | ot 13

S—

[ — giral Prosatilayisatrap cnginal

Weibo WhatsApp Legend
Pred: Fake p_tamper: 1.00000 Pred: Fake p_tamper: 0.99999

Area: 8.66% Reqions: 17 Area: 6.41% Reqgions: 12

R s s s o et o o Panel layout:

Input | Heatmap | Mask | Overlay

Metrics:

Pred: Real/Fake decision
p_tamper: tamper probability
Area: tamper ratio (%)
Regions: blobs count




OSN Forensic Comparison - DSO - Sample 14/20

ID: splicing-14

Original

Pred: Fake p_tamper: 1.00000
Area: 9.85% Reqgions: 13

Sptiee 14 | s EAKE | ke =100 | arms = 857 | blokae 13

it Presntalayisatnap

Weibo

Pred: Fake p_tamper: 1.00000
Area: 9.76% Reqions: 15

sptiein 14 | Decame EARE | p.loke=1000 | aras=0 7% | Blokan 15

Griginal Presatalayisatrap

Facebook

Pred: Fake p_tamper: 1.00000
Area: 9.76% Reqgions: 13

apiseing 14 | Do EAKE | ke =1000 | =0 0% | Bl 13

gl

WhatsApp

Pred: Fake p_tamper: 0.99999
Area: 9.50% Reqgions: 12

i 14 | Do FAKE | . Ioke=1000 | =0 50% | ot 1?

[ee—

[ —

WeChat

Pred: Fake p_tamper: 0.99999
Area: 9.54% Reqgions: 13

spicing 14 | Decsmer FAKE | . boke=1000 | g~ 4% | ot 13

Legend

Panel layout:
Input | Heatmap | Mask | Overlay

Metrics:

Pred: Real/Fake decision
p_tamper: tamper probability
Area: tamper ratio (%)
Regions: blobs count



OSN Forensic Comparison - DSO - Sample 15/20

ID: splicing-15

Original Facebook WeChat

Pred: Fake p_tamper: 0.99999 Pred: Fake p_tamper: 0.99999 Pred: Fake p_tamper: 0.99999
Area: 1.80% Reqions: 10 Area: 2.21% Reqgions: 15 Area: 2.04% Reqgions: 8

Sptie 16 | sy FAKE | ke 1000 | aris= 0% | Blokan 10 spiscig 16 | Dnesmr KK | . bike w1000 | e 2T | Bl 16, splici 16 | Ducsmer FAKE | ke 1000 | srage 4% | Blotants

gt [Re— [m—

Weibo WhatsApp Legend

Pred: Fake p_tamper: 0.99999 Pred: Fake p_tamper: 0.99999

Area: 2.68% Regions: 9 Area: 1.86% Reaions: 7

I i S P e e Panel layout:

o Input | Heatmap | Mask | Overlay

Metrics:

Pred: Real/Fake decision
p_tamper: tamper probability
Area: tamper ratio (%)
Regions: blobs count




OSN Forensic Comparison - DSO - Sample 16/20

ID: splicing-16

Original Facebook WeChat
Pred: Fake p_tamper: 1.00000 Pred: Fake p_tamper: 1.00000 Pred: Fake p_tamper: 1.00000
Area: 14.65% Reaqions: 16 Area: 15.14% Reaqions: 13 Area: 14.42% Reaqions: 13

gt Presntalayisatnap gl ProsmtelayHisatmap mgirat Protmblay Hasirap

-

Weibo WhatsApp Legend

Pred: Fake p_tamper: 1.00000 Pred: Fake p_tamper: 1.00000

Area: 14.76% Reqions: 8 Area: 13.81% Reaqions: 9

P S e s ey S e e Panel layout:

P sy Input | Heatmap | Mask | Overlay

Metrics:

Pred: Real/Fake decision
p_tamper: tamper probability
Area: tamper ratio (%)
Regions: blobs count




OSN Forensic Comparison - DSO - Sample 17/20

ID: splicing-17

Original

Pred: Fake p_tamper: 0.99999
Area: 1.82% Redgions: 9

sptieeg 17 | Dicssey FAKE | ke =100 | sris= 7% | Blokant)

Weibo

Pred: Fake p_tamper: 1.00000
Area: 1.84% Reqgions: 8

[Re—

Facebook

Pred: Fake p_tamper: 0.99999
Area: 1.85% Reqgions: 12

apiscing 17 | Do EAKE | ke 1000 | =1 B5% | ot 12

WhatsApp

Pred: Fake p_tamper: 0.99998
Area: 1.71% Reqgions: 7

spicing 17 | Dicsmry CAKE | p.lske=1000 | armge 7% | Bl

ProsmtelayHisatmap

WeChat

Pred: Fake p_tamper: 0.999938
Area: 1.72% Redgions: 10

spitcn 17 | Ducsmery FAKE | ke =100 | s T7% | ke 10

Legend

Panel layout:
Input | Heatmap | Mask | Overlay

Metrics:

Pred: Real/Fake decision
p_tamper: tamper probability
Area: tamper ratio (%)
Regions: blobs count

S—




OSN Forensic Comparison - DSO - Sample 18/20

ID: splicing-18

Original Facebook WeChat

Pred: Fake p_tamper: 0.99999 Pred: Fake p_tamper: 0.99999 Pred: Fake p_tamper: 0.99999
Area: 3.46% Reqions: 10 Area: 3.28% Reqions: 9 Area: 3.08% Reqions: 10

St 18 | Do FARE | ke =1000 | srms=3 87% | ot 10

splice 18 | Ducsmery FAXE | ke 1000 | arage08% | Bl 10

it Presntalayisatnap S—

Weibo WhatsApp Legend
Pred: Fake p_tamper: 0.99999 Pred: Fake p_tamper: 0.999938
Area: 3.56% Reqgions: 7 Area: 3.05% Reqgions: 2

e i s e TR | BT Lo A SR T Panel layout:
v o Pty Input | Heatmap | Mask | Overlay

Metrics:

Pred: Real/Fake decision
p_tamper: tamper probability
Area: tamper ratio (%)
Regions: blobs count




OSN Forensic Comparison - DSO - Sample 19/20

ID: splicing-19

Original Facebook WeChat

Pred: Fake p_tamper: 0.99999 Pred: Fake p_tamper: 0.99999 Pred: Fake p_tamper: 0.99999
Area: 0.94% Reqions: 3 Area: 0.88% Reqgions: 3 Area: 0.81% Reqgions: 5

18 | Ducsmcr KT | ke 1000 | saa= 8T

[Re— S—

Weibo WhatsApp Legend
Pred: Fake p_tamper: 0.99999 Pred: Fake p_tamper: 0.99999
Area: 0.65% Redgions: 4 Area: 0.83% Reqgions: 4

e RRrr b e Ay v oo b Panel layout:

Input | Heatmap | Mask | Overlay

Metrics:

Pred: Real/Fake decision
p_tamper: tamper probability
Area: tamper ratio (%)
Regions: blobs count



OSN Forensic Comparison - DSO - Sample 20/20

ID: splicing-20

Original Facebook WeChat

Pred: Fake p_tamper: 1.00000 Pred: Fake p_tamper: 1.00000 Pred: Fake p_tamper: 0.99999
Area: 1.50% Reqions: 17 Area: 1.48% Reqgions: 17 Area: 2.10% Reqgions: 13

Sptiie 30 | s FAKE | p.bke=1000 | aris= 50% | bl i 30 | Docss k1000 | aroa ) 7% | Bt spiicn 30 | Decsmer FAKE | . boke=1000 | sg=2 10% | ot 13

gt - g . mgirat

Weibo WhatsApp Legend
Pred: Fake p_tamper: 0.99999 Pred: Fake p_tamper: 0.99999
Area: 1.01% Reqions: 16 Area: 2.20% Reqgions: 10

s s o s e N0 Panel layout:
Pt Input | Heatmap | Mask | Overlay

Metrics:

Pred: Real/Fake decision
p_tamper: tamper probability
Area: tamper ratio (%)
Regions: blobs count




OSN Forensic Comparison - NIST16 - Sample 01/20

ID: 000001

Original Facebook WeChat

Pred: Fake p_tamper: 1.00000 Pred: Fake p_tamper: 1.00000 Pred: Fake p_tamper: 1.00000
Area: 4.52% Redions: 6 Area: 4.50% Reqgions: 3 Area: 4.52% Reqgions: 2

[ —

Weibo WhatsApp Legend
Pred: Fake p_tamper: 1.00000 Pred: Fake p_tamper: 1.00000
Area: 4,48% Reqgions: 2 Area: 4.56% Reqgions: 4

Panel layout:

Input | Heatmap | Mask | Overlay

Metrics:

Pred: Real/Fake decision
p_tamper: tamper probability
Area: tamper ratio (%)
Regions: blobs count




OSN Forensic Comparison - NIST16 - Sample 02/20

ID: 000002

Original Facebook WeChat

Pred: Fake p_tamper: 1.00000 Pred: Fake p_tamper: 0.99999 Pred: Fake p_tamper: 1.00000
Area: 0.84% Reqions: 1 Area: 0.84% Reqgions: 1 Area: 0.84% Reqgions: 1

Weibo WhatsApp Legend
Pred: Fake p_tamper: 0.99999 Pred: Fake p_tamper: 1.00000

Area: 0.83% Regions: 1 Area: 0.84% Reqgions: 1

Panel layout:
Input | Heatmap | Mask | Overlay

Metrics:

Pred: Real/Fake decision
p_tamper: tamper probability
Area: tamper ratio (%)
Regions: blobs count




OSN Forensic Comparison - NIST16 - Sample 03/20

ID: 000003

Original Facebook WeChat

Pred: Fake p_tamper: 1.00000 Pred: Fake p_tamper: 0.99999 Pred: Fake p_tamper: 0.99999
Area: 2.32% 'Recuons 1 Area: 2.31% _Recuons il Area: 2.30% _RECIIOFIS 1

e

e
-

e
-

Panel layout:
Input | Heatmap | Mask | Overlay
Metrics:
Pred: Real/Fake decision
p_tamper: tamper probability
Area: tamper ratio (%)
Regions: blobs count

Weibo WhatsApp Legend
Pred: Fake p_tamper: 1.00000 Pred: Fake p_tamper: 0.99999
Area: 2.31% 'Recuons 1 Area: 2.31% _Recuons i

B B



OSN Forensic Comparison - NIST16 - Sample 04/20

ID: 000004

Original

Pred: Fake p_tamper: 0.99999
Area: 9.64% Redgions: 1

D000 | Dacrser FAKE | g bke=1000 | =0 | ket

it Presntalayisatnap

Weibo

Pred: Fake p_tamper: 1.00000
Area: 9.65% Regions: 1

DO000 | Dmermers FAKE | p.tka=1 000 | sreas0 8% | bk |

[Re—

Facebook

Pred: Fake p_tamper: 0.99999
Area: 9.64% Reqgions: 1

000008 | Decisers FAKE | g lke=1 000 | arnaiA | bk )

gl PresmteiayHastrap

WhatsApp

Pred: Fake p_tamper: 1.00000
Area: 9.64% Reqgions: 1

00000 | Dacrer FAKE | g tk=1 000 | sraaifs | bk

Cogiral PreatelayHastrap

WeChat

Pred: Fake p_tamper: 0.99999
Area: 9.65% Reqgions: 1

000008 | Dacsmers FAKE | . tka=1 050 | stma =A% | bckan ]

mgirat

Legend

Panel layout:
Input | Heatmap | Mask | Overlay

Metrics:

Pred: Real/Fake decision
p_tamper: tamper probability
Area: tamper ratio (%)
Regions: blobs count

ProkmbeyHasimap



OSN Forensic Comparison - NIST16 - Sample 05/20

ID: 000005

Original

Pred: Fake p_tamper: 0.99999
Area: 1.54% Regions: 1

et FAKE | .tk 000 | arnae1 5% | bk ]

Facebook

Pred: Fake p_tamper: 0.99999
Area: 1.53% Reqgions: 1

ey FAKE | k1000 | a1 5% | ik )

WeChat

Pred: Fake p_tamper: 0.99999
Area: 1.54% Reqgions: 1

205 | Decsers FAK | o_tkn=1 000 | stmas 54 | bk ]

Weibo

Pred: Fake p_tamper: 1.00000
Area: 1.53% Regions: 1

ey FAKE | .tk 000 | e 57% | bk |

WhatsApp

Pred: Fake p_tamper: 0.99999
Area: 1.54% Reqgions: 1

205 | Dacrers FAKE | o_tk=1 000 | araae 548 | bk ]

Legend

Panel layout:

Input | Heatmap | Mask | Overlay

Metrics:

Pred: Real/Fake decision
p_tamper: tamper probability
Area: tamper ratio (%)
Regions: blobs count



OSN Forensic Comparison - NIST16 - Sample 06/20

ID: 000006

Original Facebook WeChat

Pred: Fake p_tamper: 0.99999 Pred: Fake p_tamper: 0.99999 Pred: Fake p_tamper: 0.99999
Area: 9.95% Reqions: 2 Area: 9.94% Reqgions: 1 Area: 9.97% Reqgions: 2

DO0O0R | Daeimert FAKE | g1 000 | sraa=006% | ik 000008 | Dacisers FAKE | 5. lk=1 000 | a4 | bk ) 000008 | Ducsmers FAKE | g tkm=1 000 | atmaiB7% | ik

gt Presntalayisatnap gl

Prosuteiay Hsatrap cagiral

ProsatayHasimap

[e—rre

-

E u.
a;
o
©

WhatsApp Legend
Pred: Fake p_tamper: 1.00000 Pred: Fake p_tamper: 0.99999
Area: 9.94% Regions: 1 Area: 9.94% Reqgions: 1
Soiot| o e 13 10 4k s e B0 1 e [ et Panel layout:

Griginal Prosatulay Heatmap

g
[
i

P e Input | Heatmap | Mask | Overlay

Metrics:

Pred: Real/Fake decision
p_tamper: tamper probability
Area: tamper ratio (%)
Regions: blobs count

Loxalzaton Overiay




OSN Forensic Comparison - NIST16 - Sample 07/20

ID: 000007

Original Facebook WeChat

Pred: Fake p_tamper: 0.99999 Pred: Fake p_tamper: 0.99999 Pred: Fake p_tamper: 0.99999
Area: 9.66% Reqions: 1 Area: 9.65% Reqgions: 1 Area: 9.69% Reqgions: 1

DO00T | Dacrers FAKE | g tka=1 000 | araa=aBink | bckan | 00007 | Dacisers FAKE | g tke=1 000 | araa=8B5% | bk ) 000007 | Decsmers FAKE | . tka=1 000 | stma =A% | bickan ]

gt [Re— gl PresmteiayHastrap mgirat ProtabayHasirap

Weibo WhatsApp Legend
Pred: Fake p_tamper: 1.00000 Pred: Fake p_tamper: 0.99999
Area: 9.69% Regions: 1 Area: 9.66% Reqgions: 1

it o [ o [ e Panel layout:

Input | Heatmap | Mask | Overlay

Metrics:

Pred: Real/Fake decision
p_tamper: tamper probability
Area: tamper ratio (%)
Regions: blobs count




OSN Forensic Comparison - NIST16 - Sample 08/20

ID: 000008

Original Facebook WeChat

Pred: Fake p_tamper: 0.99999 Pred: Fake p_tamper: 0.99999 Pred: Fake p_tamper: 0.99999
Area: 2.09% Reqions: 3 Area: 1.92% Reqgions: 2 Area: 1.90% Reqgions: 2

Weibo WhatsApp Legend
Pred: Fake p_tamper: 1.00000 Pred: Fake p_tamper: 0.99999

Area: 2.09% Regions: 3 Area: 2.02% Reqgions: 2

Panel layout:
Input | Heatmap | Mask | Overlay

Metrics:

Pred: Real/Fake decision
p_tamper: tamper probability
Area: tamper ratio (%)
Regions: blobs count




OSN Forensic Comparison - NIST16 - Sample 09/20

ID: 000009

Original

Pred: Fake p_tamper: 0.99999
Area: 7.67% Redgions: 3

DO0008 | Ducrmers FAKE | g tka=1 000 | araa=T 7% | bk

it Presntalayisatnap

Weibo

Pred: Fake p_tamper: 0.99999
Area: 7.42% Regions: 1

000008 | Dacisers FAKE | g tka=1 000 | araa=T &7% | bckan |

[Re—

Facebook

Pred: Fake p_tamper: 1.00000
Area: 7.76% Reqgions: 2

0E0008 | Deciser FAKE | k=100 | a7 7% | ke

gl PresmteiayHastrap

WhatsApp

Pred: Fake p_tamper: 1.00000
Area: 7.78% Reqgions: 1

000008 | Dacrers FAKE | g tk=1 000 | araas7 7H | bckae ]

Cogiral PreatelayHastrap

WeChat

Pred: Fake p_tamper: 0.99999
Area: 7.56% Reqgions: 2

000008 | Dacrmer FAKE | g tka=1 000 | atma=7 587 | bk

mgirat

Legend

Panel layout:
Input | Heatmap | Mask | Overlay

Metrics:

Pred: Real/Fake decision
p_tamper: tamper probability
Area: tamper ratio (%)
Regions: blobs count

ProkmbeyHasimap



OSN Forensic Comparison - NIST16 - Sample 10/20

ID: 000010

Original Facebook WeChat

Pred: Fake p_tamper: 0.99999 Pred: Fake p_tamper: 0.99999 Pred: Fake p_tamper: 0.99999
Area: 5.31% Reqions: 3 Area: 5.54% Reqgions: 4 Area: 5.25% Reqgions: 2

E -
Weibo WhatsApp Legend
Pred: Fake p_tamper: 1.00000 Pred: Fake p_tamper: 0.99999
Area: 4,74% Reqgions: 2 Area: 5.35% Reqgions: 3
Panel layout:

Input | Heatmap | Mask | Overlay

Metrics:

Pred: Real/Fake decision
p_tamper: tamper probability
Area: tamper ratio (%)
Regions: blobs count




OSN Forensic Comparison - NIST16 - Sample 11/20

ID: 000011

Original

Pred: Fake p_tamper: 0.99999
Area: 2.34% Regions: 1

Pred: Fake p_tamper: 1.00000
Area: 2.34% Reqgions: 1

000811 | mermers FAK | p_lka~1 000 | arna=2 30 | bickar )

Grigial Froeatelay Haairap

Facebook

Pred: Fake p_tamper: 0.99999
Area: 2.34% Reqgions: 1

1000811 | Duesmers FAK | k=1 000 | 23 | bk )

Frescied sk

WhatsApp

Pred: Fake p_tamper: 0.99999
Area: 2.35% Reqgions: 1

106081 | Dueimers FAKE | k=1 000 | - 2.36% | bk !

el

Frokaisiey Heatnap

Loxalizaton Dveitiy

WeChat

Pred: Fake p_tamper: 1.00000
Area: 2.36% Reqgions: 1

000011 | Dmcamers FAKE | g tka=1 060 | a2 3% | bk |

[enareT—

Localczaten Ceitay

Legend

Panel layout:
Input | Heatmap | Mask | Overlay

Metrics:

Pred: Real/Fake decision
p_tamper: tamper probability
Area: tamper ratio (%)
Regions: blobs count



OSN Forensic Comparison - NIST16 - Sample 12/20

ID: 000012

Original Facebook WeChat

Pred: Fake p_tamper: 1.00000 Pred: Fake p_tamper: 0.99999 Pred: Fake p_tamper: 0.99999
Area: 1.80% Reqions: 3 Area: 1.77% Reqions: 2 Area: 1.83% Reqgions: 2

00001 | Dmcrmers FAKE | g tia=1 060 | area=1 7% | ik

10008 | Duesmen FAKE | g bke=1 000 | a1 7% | biskard

smers FARE | .l 050 | a1 B0 | e

Precied Uask Freacied Uask

E ..
a;
g
©

WhatsApp Legend
Pred: Fake p_tamper: 0.99999 Pred: Fake p_tamper: 0.99999
Area: 1.77% Redgions: 1 Area: 1.80% Reqgions: 2
Panel layout:

Input | Heatmap | Mask | Overlay

00061 | meimers FAKE | ka1 000 | arnae1.77% | bk 100081 | Dueimer FAKE | k=100 | a1 B0 | bickar

Metrics:

Pred: Real/Fake decision
p_tamper: tamper probability
Area: tamper ratio (%)
Regions: blobs count

Prescied Uask Localizston Dveisy Loxalizaton Dty

€
£




OSN Forensic Comparison - NIST16 - Sample 13/20

ID: 000013

Original

Pred: Fake p_tamper: 0.99999
Area: 1.67% Redgions: 1

DO0OE | Dmcrmers FAKE | g tka=1 000 | araa=1 7% | bckan ]

it Presntalayisatnap

Weibo

Pred: Fake p_tamper: 1.00000
Area: 1.66% Regions: 1

Facebook

Pred: Fake p_tamper: 0.99999
Area: 1.67% Reqgions: 1

00003 | Dacisers FAKE | g tke=1 000 | a1 87% | bk )

gl PresmteiayHastrap

WhatsApp

Pred: Fake p_tamper: 0.99999
Area: 1.67% Reqgions: 1

00001 | Dacrer FAKE | k=1 000 | araa=187% | bk ]

ogiral

WeChat

Pred: Fake p_tamper: 0.99999
Area: 1.77% Reqgions: 2

0000 | Ducrmen FAKE | g tka=1 000 | armas 7% | bk

mgirat

Legend

Panel layout:
Input | Heatmap | Mask | Overlay

Metrics:

Pred: Real/Fake decision
p_tamper: tamper probability
Area: tamper ratio (%)
Regions: blobs count

ProkmbeyHasimap



OSN Forensic Comparison - NIST16 - Sample 14/20

ID: 000014

Original

Pred: Fake p_tamper: 0.99999
Area: 3.81% Regions: 1

300614 | Decrmsrs FAKE | glske=1 060 | area-281% | ik |

gl

Weibo

Pred: Fake p_tamper: 1.00000
Area: 3.80% Regions: 1

000018 | Dmeimers FAKE | g lka=1 000 | arma=250% | bickae |

Grigial Frekatelay Heairap

Facebook

Pred: Fake p_tamper: 0.99999
Area: 3.80% Reqgions: 1

1000818 | Ducsmer FAKE | k=1 004 | a5 | ik |

el ProkatelayHisatrap

Localizsten Dverisy

WhatsApp

Pred: Fake p_tamper: 0.99999
Area: 3.79% Reqgions: 1

000014 | Decrmer FAKE | . tk=1 000 | a9k | bk |

el FreeatelayHaatrap

Loxalizaton Dveitiy

WeChat

Pred: Fake p_tamper: 0.99999
Area: 3.81% Reqgions: 1

000018 | Dncrmers FAK | g tka=1 060 | area-2181% | bckar |

Freacied Wask

Legend

Panel layout:
Input | Heatmap | Mask | Overlay

Metrics:

Pred: Real/Fake decision
p_tamper: tamper probability
Area: tamper ratio (%)
Regions: blobs count

Prosatalaybsirap

Localazaten Ceitay




OSN Forensic Comparison - NIST16 - Sample 15/20

ID: 000015

Original Facebook WeChat

Pred: Fake p_tamper: 1.00000 Pred: Fake p_tamper: 0.99999 Pred: Fake p_tamper: 1.00000
Area: 2.32% 'Recuons 1 Area: 2.31% _Recuons il Area: 2.33% _RECIIOFIS 1

e

e
-

e
-

Panel layout:
Input | Heatmap | Mask | Overlay
Metrics:
Pred: Real/Fake decision
p_tamper: tamper probability
Area: tamper ratio (%)
Regions: blobs count

Weibo WhatsApp Legend
Pred: Fake p_tamper: 1.00000 Pred: Fake p_tamper: 1.00000
Area: 2.31% 'Recuons 1 Area: 2.32% _Recuons i

B B



OSN Forensic Comparison - NIST16 - Sample 16/20

ID: 000016

Original

Pred: Fake p_tamper: 0.99999
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