Supplementary Material S1
Expert-Based Synthetic Dataset and Scenario Framework for Hybrid Threat Resilience Assessment in Military Logistics
This supplementary material accompanies the manuscript:
“Protecting Military Logistics under Hybrid Threats: A Risk-Informed Framework for Resilient Supply Chains.”
The document contains:
· dataset development methodology,
· scenario description,
· evaluation criteria,
· mitigation measure assessment framework,
· sensitivity analysis description.

The dataset
The dataset used in this study was constructed as a synthetic expert-based evaluation matrix reflecting operational assessments of selected resilience-enhancing measures under hybrid threat conditions. The values were generated based on:
· NATO logistics doctrine,
· critical infrastructure resilience literature,
· hybrid threat scenarios,
· expert-informed operational assumptions.
The dataset was developed for comparative analytical purposes and does not contain classified or sensitive operational information.

Dataset Development
Due to the absence of publicly available operational datasets concerning hybrid threats against military logistics systems, a synthetic expert-based dataset was developed for analytical purposes. The dataset reflects operationally plausible evaluations of selected resilience-enhancing measures under hybrid threat conditions.

The scoring matrix was constructed using a normalized ordinal scale (1–5) across five evaluation criteria:
· implementation cost,
· operational impact reduction,
· feasibility,
· deployment time,
· contribution to resilience.
The assigned values were informed by:
· existing literature on critical infrastructure resilience,
· NATO logistics and resilience doctrine,
· hybrid warfare case studies,
· expert-informed operational assumptions.
The dataset was subsequently utilized within the AHP-TOPSIS multi-criteria decision-making framework.


Scenario Description
To demonstrate the applicability of the proposed risk-informed resilience framework, the study employs a scenario-based analytical approach reflecting hybrid threat conditions affecting military logistics systems. The scenario represents a plausible operational environment in which interconnected military supply and support structures are exposed to coordinated disruptive activities combining cyber, physical, informational, and technological threat vectors.
The analyzed scenario assumes a regional military deployment environment characterized by elevated geopolitical tensions and increased dependence on civilian critical infrastructure networks, including transportation, energy supply, communication systems, and digital logistics management platforms. The operational environment includes a forward logistics node supporting mechanized and combined-arms units deployed within a contested operational theatre.
The hybrid threat scenario incorporates multiple simultaneous disruptive actions, including:
· cyberattacks targeting logistics information systems and supply chain coordination platforms,
· GPS spoofing and electronic interference affecting convoy navigation and unmanned systems,
· coordinated drone surveillance and low-cost UAV attacks against logistics hubs,
· disruption of fuel and energy distribution networks,
· misinformation campaigns degrading coordination and decision-making efficiency,
· sabotage activities targeting transport infrastructure and maintenance facilities.
The scenario reflects characteristics commonly associated with contemporary hybrid warfare environments, particularly the convergence of physical and non-physical disruption mechanisms intended to generate cascading operational effects, uncertainty, and degradation of military sustainment capacity. The analytical objective is not prediction of a specific conflict, but evaluation of resilience-enhancing measures under conditions of operational uncertainty and systemic disruption.
The scenario-based approach enables comparative assessment of mitigation strategies while avoiding dependence on classified operational data. It further supports the application of multi-criteria decision-making methods under conditions where empirical military datasets remain limited or inaccessible.

Evaluation of Resilience-Enhancing Measures
A structured expert-based synthetic dataset was developed to evaluate the relative effectiveness of selected resilience-enhancing measures applicable to military logistics systems operating under hybrid threat conditions. The dataset was constructed using operationally plausible assessments derived from existing resilience literature, NATO logistics doctrine, critical infrastructure protection frameworks, and hybrid warfare case studies.
The evaluation framework employs five assessment criteria:
1. Implementation Cost (C1)
2. Operational Impact Reduction (C2)
3. Feasibility of Deployment (C3)
4. Deployment Speed (C4)
5. Contribution to Overall Resilience (C5)
All criteria were evaluated using a normalized ordinal scale ranging from 1 (lowest performance) to 5 (highest performance). The dataset was subsequently utilized within the AHP-TOPSIS analytical framework to support prioritization of resilience-enhancing measures.

Sensitivity Analysis
To evaluate the robustness and stability of the proposed prioritization framework, a sensitivity analysis was conducted within the AHP-TOPSIS model. The analysis focused on variations in criteria weighting to assess whether changes in decision-maker preferences significantly influence the ranking of resilience-enhancing measures.
Sensitivity analysis represents an important component of decision-making under uncertainty, particularly in hybrid threat environments where operational priorities may rapidly evolve depending on the nature of the threat, infrastructure dependencies, and mission objectives.

Three alternative weighting scenarios were examined:

· Scenario A – Operational Effectiveness Priority
Increased weighting assigned to Operational Impact Reduction (C2) and Contribution to Resilience (C5).
· Scenario B – Rapid Deployment Priority
Increased weighting assigned to Deployment Speed (C4) and Feasibility (C3)

· Scenario C – Cost-Constrained Environment
Increased weighting assigned to Implementation Cost (C1).

The analysis demonstrated that several measures consistently achieved high rankings across all weighting configurations, particularly:
· Distributed Supply Nodes,
· Cyber Backup Communication Networks,
· Decentralized Ammunition Storage,
· Alternative Transport Corridors.
These findings suggest that the proposed framework exhibits a relatively high degree of robustness under varying operational priorities. Conversely, measures such as convoy route randomization or tactical data backup procedures displayed greater sensitivity to weighting changes, indicating their effectiveness may depend more heavily on specific operational contexts.
The sensitivity analysis further confirms the suitability of the proposed framework for supporting adaptive decision-making in dynamic and uncertain military logistics environments. By enabling flexible prioritization under changing operational conditions, the framework contributes to improved resilience planning and more informed allocation of limited defence resources.

