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Abstract

Background: Cybercrime is increasingly perpetrated across all age groups; however, young
people remain disproportionately involved, with rising participation over time. This trend presents
a growing public health concern, given its associated psychological distress, financial harm, and
broader social consequences. Investigating cybercrime among youth is therefore essential for
informing preventive strategies and interventions that protect mental and psychosocial well-being.
This study assessed the knowledge, attitudes, and practices related to cybercrime, as well as factors

influencing its practice among undergraduate students of Osun State University.

Methods: A descriptive cross-sectional study of 423 undergraduates ages 15-29 years in a tertiary
institution, recruited using a multi-stage sampling technique. A self-administered questionnaire
was used to collect data from the study respondents. Data collected from the research were
processed and analyzed using Statistical Product and Service Solutions (SPSS) Version 23.0.
Descriptive statistics using means, SD, frequency tables, percentages, and charts were used to
report frequencies of the variables. Chi-square test, Fisher’s exact test, and binary logistic
regression were used to determine the factors influencing respondents' involvement in cybercrime.

The level of statistical significance was set at a p-value <0.05 with a 95% CIL.

Results: The prevalence of cybercrime practice amongst the study respondents ranged from
(2.8%) to (36.6%). About 2/3 (63.6%) of the respondents had good knowledge of cybercrime,
while 30.50% had fair knowledge, and (5.90%) had poor knowledge. The majority (84.4%) of the
respondents had a negative attitude (did not support) towards cybercrime, while (15.6%) were in
support of cybercrime; (6.9%) of the respondents practiced cybercrime. Respondents with a side
business are less likely to practice cybercrime (OR=0.36; P=0.029), and those with a positive
attitude towards cybercrime were very likely to engage in cybercrime (OR=11.55; p =0.001).

Conclusion: Most respondents demonstrated good knowledge of cybercrime and expressed
negative attitudes toward its practice. Despite this, efforts to discourage engagement should be
strengthened within the school community, particularly in tertiary institutions, as part of broader
public health strategies to reduce crime and its associated social and psychological impacts in

Nigeria and beyond.
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Introduction

The rapid expansion of Information and Communication Technology (ICT) has transformed
communication, education, commerce, and social interaction globally. However, alongside these
benefits, ICT has facilitated the emergence of cybercrime criminal activities conducted using
computers, digital devices, or internet networks. Cybercrime encompasses a wide range of
offenses, including unauthorized access, identity theft, fraud, phishing, malware attacks, and
cyberstalking [1, 2]. These crimes may target computer systems directly or use digital platforms

as tools to perpetrate illegal acts.

Globally, the increasing reliance on internet-based systems has been accompanied by a
corresponding rise in cybercrime. Evidence suggests that cybercrime victimization has surpassed
conventional crime in several countries, with significant financial and social consequences [3]. For
instance, cybercrime cost the global economy approximately $600 billion in 2018, while billions
of personal records have been compromised through large-scale data breaches [4]. High-profile
incidents, including ransomware attacks and data breaches affecting major corporations, further

highlight the scale and evolving sophistication of cyber threats.

In Nigeria, growing internet penetration and digital adoption across sectors such as banking,
education, healthcare, and e-commerce have increased both opportunities and vulnerabilities.
While these technologies enhance efficiency and productivity, they also expose individuals and
institutions to cyber risks. Nigeria has been identified as one of the countries significantly affected
by cybercrime, with a notable proportion of internet users contributing to fraudulent activities [5].
Studies indicate that cybercrime is particularly prevalent among young people, especially those

aged 18-30 years, many of whom are students in tertiary institutions [6,7].

Cybercrime is increasingly recognized as a public health concern due to its wide-ranging social,
economic, and psychological consequences [8]. Beyond financial losses, victims often experience
stress, emotional distress, depression, and reduced well-being, as well as financial strain and
reduced quality of life, especially in cases involving financial fraud and identity theft, all of which
can negatively affect overall health [9]. These adverse outcomes are occurring within the context
of a rapidly increasing global mental health burden, with over one billion people currently living
with mental health conditions worldwide [10]. Suicide, a severe consequence of mental health

deterioration, accounts for more than 720,000 deaths annually and is among the leading causes of



death among young people aged 15-29 years globally. This burden is disproportionately higher in
low- and middle-income countries, where approximately 73% of global suicide deaths occur [11].
In Nigeria, mental health challenges are increasingly recognized as a major public health concern,
with estimates suggesting that up to 20% of the population may be affected by mental disorders,
which are often linked to socioeconomic factors and insecurity [12, 13]. Furthermore, recent
evidence indicates a rising trend in suicidal behaviors, particularly among young people, driven

by socio-economic stressors and exposures to cybercrime such as online fraud [14].

Although these outcomes are well documented, preventive efforts require an understanding of
behavioral factors such as knowledge, attitudes, and practices. Among undergraduates, who are
frequent users of digital technologies, these factors may influence both susceptibility to
victimization and engagement in cybercrime-related activities. Therefore, this study assessed the
level of knowledge, attitudes, and prevalence of cybercrime practices, as well as the factors

influencing such practices among undergraduate students of Osun State University.

Methods

Study Area: This study was conducted at Osun State University, a multi-campus public institution
located in Osun State. The state capital is Osogbo, and Kwara State borders the state to the north,
Ekiti State and Ondo State to the east, Ogun State to the south, and Oyo State to the west.
Established in 2006, Osun State University operates across six campuses distributed within the
state’s geopolitical zones. The university comprises colleges located in Ejigbo (Agriculture),
Ifetedo (Law), Ikire (Humanities and Culture), Ipetu-Ijesa (Education), and Okuku (Social
Sciences). At the same time, the main campus at Oke-Baale hosts the Colleges of Science,
Engineering and Technology, and Health Sciences. The institution has an estimated student

population of approximately 15,000 across all campuses.

Study Design and Duration: A descriptive cross-sectional study conducted between the periods

of June and October 2022, among 423 undergraduates of Osun State University.

Eligibility Criteria: Respondents who have completed at least one academic session in Osun State

University, and whose consent to participate in the study has been obtained, were included in this



study. However, respondents who cannot participate in the study due to illness or other health

conditions were excluded.

Sample Size Determination: With a 50% proportion of cybercrime practice adapted from [15], a
total of 423 undergraduates were recruited after adjusting for a 10% non-response rate, using Leslie

Fisher’s formula [n = Z? pq/d?] for estimating proportions in a population > 10,000. Where:

n = required sample size

z = standard normal deviate (1.96 at 95% CI)
p = prevalence of cybercrime (50%)

q=1-p

d = margin of error

Sampling Technique
A multistage sampling technique was employed to select study participants.

At the first stage, two out of the six campuses of Osun State University (Okuku and Osogbo) were
selected using simple random sampling (balloting). The Osogbo campus comprises two colleges
(College of Science, Engineering and Technology, and College of Health Sciences), while the

Okuku campus houses the College of Management and Social Sciences.

In the second stage, two faculties were selected from each college using simple random sampling,

resulting in a total of six faculties.

In the third stage, two departments were randomly selected from each faculty, yielding a total of

twelve departments.

In the final stage, a list of students in each selected department (stratified by level of study) served
as the sampling frame. Students were then selected using simple random sampling. Proportional
allocation was applied to determine the number of participants recruited from each department

based on the size of the student population in each stratum.



Data Collection Methods and Classification

A pre-tested, semi-structured, self-administered questionnaire partly adapted from [15] was used
to obtain information from the respondents in this study. The self-administration enabled the
respondents to feel free in expressing their perspectives and opinions on the subject matter. The
questionnaires were administered to the students in their various Faculties during school hours by

the researchers, and consisted of four (4) sections as follows:

Section A: Socio-demographic characteristics of study respondents, which collected information
on variables such as respondents' age, Sex, Religion, Tribe, Study level, Monthly Income or

allowance, and Fathers' and mothers’ educational and employment status.

Section B: Respondents’ knowledge of cybercrime was assessed using a 10-item questionnaire
with response options of “Yes,” “No,” and “Not sure.” Each correct response (items Q21-Q30)
was scored 1, while incorrect or “Not sure” responses were scored 0. Total scores ranged from 0

to 10 and were categorized as poor (0-3), fair (4-7), or good (8—10) knowledge.

Section C: Respondents’ attitudes toward cybercrime were assessed using a 5-point Likert scale
ranging from “Strongly Agree” to “Strongly Disagree.” Responses were dichotomized, with
appropriate (non-supportive) attitudes scored as 1 and inappropriate (supportive) attitudes scored
as 0. Total scores ranged from 0 to 5 and were categorized as positive attitude (0-2), indicating

support for cybercrime, and negative attitude (3—5), indicating non-support for cybercrime.

Section D: Respondents’ involvement in cybercrime was assessed using a 10-item questionnaire
with response options of “Yes”, “No”, and “Prefer Not to Answer”. Each response was simply
presented as a pattern of cybercrime involvement based on the type of cybercrime act each

respondent said “yes” to.

Pre-Test Study

To ensure that the research instrument maintained consistency in measuring what it intended to
measure, 10% (43) of questionnaires were pre-tested at Fountain University, Osogbo, Osun state.
The pre-test results showed a high degree of internal consistency, suggesting that the questionnaire
was sufficiently dependable. Experts in the field also evaluated the questionnaire's validity and

verified that it was suitable for the study.



Data Management and Analysis

Data collected were checked for completeness, coded, and entered into IBM SPSS Statistical
Software for analysis. Data cleaning was performed to identify and correct errors and
inconsistencies before analysis. Descriptive statistics such as mean, standard deviation (SD),
frequencies, and percentages were used to summarize respondents’ sociodemographic
characteristics and study variables (knowledge, attitude, and involvement level), and results were

presented in tables and charts.

Inferential analysis was conducted using the Chi-square (?) test and Fisher’s exact test (for cells
with value less than 5) to examine associations between categorical variables, including
knowledge, attitude, and involvement in cybercrime. Statistical significance was determined at a

95% confidence level (p < 0.05).

Binary logistic regression analysis was performed to identify factors associated with involvement
in cybercrime. Only variables that were statistically significant at the bivariate level were included
in the multivariable model, and results were reported as odds ratios (ORs) with 95% confidence

intervals.

Results

Table 1 shows the socio-demographic characteristics of the study respondents. There was a total
of 423 respondents, of which 230 (54.4%) were females, while 193 (45.6%) were males. About
one-half, 217 (51.3%) of the respondents were aged 15-19 years (adolescent), 181 (42.8%) were
aged 20-24 years, while only very few of them, 25 (5.9%) were between 25 and 29 years. About
2/5 of the respondents, 179 (42.3%), were from the Faculty of Basic Medical Sciences. The
majority were Christians, 296 (70%), while 124 (29.3%) were Muslims, and 3 (0.7%) were
traditional religion worshipers. Most 414 (97.9%) of the respondents were single, with the majority
of their fathers and mothers married 406 (96%) and 411 (97.2%) respectively. Most 386 (91.3%)
of the respondents were Yoruba, and in terms of mothers’ and fathers’ education, the majority of
the respondents’ parents had attained tertiary education. It was also observed that about 3/4

(77.1%) came from monogamous families. Moreover, about four-fifths of the respondents had



cordial relationship with their fathers 341 (80.6%) and with their mothers 377 (89.1%). More than
half of the respondents 231 (54.6%) were receiving 5,000-20,000 as their monthly allowances.
Majority 254 (60%) of the respondents said their monthly allowances was not enough to meet their

needs. About a third, 138 (32.6%) of the respondents had side jobs.

Table 2 presents the respondents’ knowledge of cybercrime among 423 undergraduates. All
respondents (100%) reported awareness of the term “cybercrime.” A majority (83.9%) correctly
identified that cybercrime evolves with technological advancement, and most (85.8%) recognized
that a cybercriminal is anyone who unlawfully intrudes into a computer system with malicious
intent. However, some misconceptions were observed. While most respondents (83.5%) correctly
disagreed that only males commit cybercrime, a considerable proportion still held incorrect beliefs
regarding offenders’ demographics, with 74% disagreeing that cybercriminals are not usually
teenagers or adults. Similarly, 72.1% disagreed that cybercriminals are not students, lecturers, civil
servants, or other professionals. Furthermore, 79.9% correctly acknowledged that cybercrime can
lead to exploitation of individuals, groups, and institutions. In addition, 83.5% agreed that student
involvement in cybercrime can expose other undergraduates to cyberbullying. However, responses
were more divided on certain items, such as whether cybercriminals commit forgery using
computers for legitimate purposes, where 50.1% answered “Yes” and 41.8% answered “No,”

indicating mixed understanding.

Figure 1 shows that nearly 2/3 (63.6%) of the respondents had good knowledge of cybercrime,
while 30.5% and 5.9% had a fair and poor knowledge of cybercrime, respectively.

Table 3 shows that the majority, i.e., 357 (84.4%) of the respondents agreed that undergraduates
of higher institutions caught in the act of cybercrime should be tried in the court of law and
punished by appropriate legislation, while a total of 66 (15.6%) of the respondents were either
undecided or disagreed. In addition, 58 (13.7%) agreed that undergraduates of higher institutions
caught in the act of cybercrime should be set free and not punished by appropriate legislation,
while most, i.e., 333 (79.2%) disagreed, and 32 (7.6%) were not sure about it. About one-tenth 41
(9.7%) agreed that Students who abandon their studies to get fully involved in cybercrime are on
the right path, while most 344, 81.3%) disagreed, and 38 (9%) were not sure. Furthermore, only
51 (12%) of the respondents agreed that cybercrime should be a generally accepted side job for

students while in the University in order to meet their needs and make a living, while about %4 348



(82.3%) disagreed, and 24 (5.7%) were not sure. Finally, about one-fifth 101 (23.8%) agreed that
undergraduates who forge documents and certificates using the computer system should be

apprehended by the law, 295 (69.8%) disagreed, while 27 (6.4%) were not sure about it.

Figure 2 shows that 357 (84.4%) of the study respondents had a negative attitude (i.e., they did
not support involvement in cybercrime) towards cybercrime, while 66 (15.6%) supported

involvement in cybercrime.

Table 4 shows that a total of 155 (36.6%) of the respondents have intentionally had a virus or other
harmful software on their phones or laptops, while the majority of 268 (63.4%) had not. A total
of 19 (4.5%) had created a virus or other harmful software and distributed it online, while most
404 (95.5%) represented a greater proportion that had not. In addition, 27 (6.4%) of the
respondents had tried to hack or had hacked into someone else’s computer. The majority, 396
(93.6%) of the respondents had not. Likewise, 23 (5.4%) of the respondents had carried out a fraud
online, and the other person/organization lost money. A total of 400 (94.6%) had not. Further
findings showed that 12(2.8%), 16 (3.8%), 38 (9%), 33 (7.8%), 13 (3.1%) and 32 (7.6%) of the
respondents had been involved in cybercrime activities while most i.e, 411 (97.2%), 407 (96.2%),
377 (89.1%), 390 (92.2%), 410 (96.9%), 391 (92.4%) of the respondents had not.

Figure 3 shows that the prevalence of cybercrime ranged from (2.8%) to (36.6%) across all the

cybercrime-engaged activities.

Table S shows the relationship between the socio-demographic characteristics and knowledge of
the study respondents on cybercrime. A higher proportion (70.5%) of the male respondents had
good knowledge of cybercrime when compared with the female (57.8%), and thus the difference
is statistically significant (y* = 7.544, p=0.023). Also, respondents between the age group 25-29
years had good knowledge of cybercrime (80%) when compared with the other age groups, and
thus the differences are statistically significant (X*=9.657, p=0.008). The majority (85%) of the
respondents from the faculty of engineering had good knowledge when compared with the other
faculties, and thus the differences are statistically significant (X?=78.471, p<0.001). Also,
respondents who are Christians happen to have good knowledge of cybercrime (65.9%), and thus
the differences are statistically significant (X?=11.556, p=0.021). Furthermore, respondents whose
mother and father attained primary education had good knowledge (75%) and (79.2%)

respectively, when compared with the others, and thus the differences are statistically significant



(X?=29.898, p<0.001) and (X?=26.924, p<0.001). Respondents who had a terrible relationship
with their mother had good knowledge (100%) when compared with the others, and thus the
differences are statistically significant (X*=17.715, p=0.023). Also, respondents who received
61000-80000 has their monthly had good knowledge of cybercrime (100%) when compared with
the others, and thus the differences are statistically significant (X*=29.898, p=0.002). Other socio-
demographic characteristics have no statistically significant relationship with respondents’

knowledge of cybercrime.

Table 6 shows that a higher proportion of the respondents from the faculty of engineering (96.3%)
had a negative attitude towards cybercrime when compared with the others, and thus the
differences are statistically significant (X?=47.345, P=0.001). Also, the majority (91.7%) of the
respondents whose mother had attained primary education had a negative attitude towards
cybercrime when compared with the others, and thus, the differences are statistically significant
(X?>=11.186, P=0.011). Also, respondents who received 61000-80000 has their monthly had
negative attitude towards cybercrime (100%) when compared with the others, and thus the
differences are statistically significant (X?>=12.585, P=0.013). A higher proportion (87%) of the
study respondents who had no side business while studying are found to have a negative attitude
towards cybercrime when compared with others, and thus the differences are statistically
significant (X?=4.555, P=0.033). No statistically significant relationship exists between other

socio-demographic and categorized attitudes of the study respondents.

Table 7 shows that respondents who are traditional religion worshippers (100%) were involved in
cybercrime more often than the other religious worshippers, and thus the differences are
statistically significant (y*> = 16.716, p<0.001). Also, a higher proportion (53%) of the Igbo
practiced cybercrime more often when compared with the other and thus the differences are
statistically significant (X?= 11.645, p=0.009). The majority (71%) of the respondents whose
mother had attained primary education were involved in cybercrime more often when compared
to the others, and thus the differences are statistically significant (X?>= 9.980, p=0.019). Also,
respondents who received >80000 monthly (25%) were involved in cybercrime more often when
compared with the others, and thus there is a statistically significant relationship (X*= 19.691,

p=0.001). Finally, respondents who had a side business while studying (13%) practiced cybercrime



more often than those without side businesses, and thus the differences are statistically significant
(X?= 12.281, p=0.001). Other socio-demographic characteristics had no statistically significant

relationship with respondents’ involvement in cybercrime.

Table 8: Respondents who had good knowledge and a negative attitude towards cybercrime
(91.4%) were more than those with good knowledge and a positive attitude towards cybercrime

(8.6%), and thus the differences are statistically significant (X*=30.413, p<0.001).

Table 9: Respondents who had good knowledge and did not practice cybercrime (96.7%) are
higher than those who had good knowledge and practice cybercrime, and thus, the difference is

significant (X?=14.802, p=0.001).

Table 10: Respondents who had a negative attitude towards cybercrime and did not practice
cybercrime (97.2%) are higher than those who had a negative attitude and practiced cybercrime
(2.8%). Likewise, respondents who had a positive attitude and did not practice cybercrime (71.2%)
are higher when compared to those who had a positive attitude and practiced cybercrime (28.8%),

and thus the differences are statistically significant (X?=54.907, p<0.001).

Table 11 shows factors influencing involvement in cybercrime among the study respondents.
Respondents who have no side business aside from school were less likely to get involved in
cybercrime compared to those who do. (CI1=0.146 - 0.903; p=0.029; OR=0.363) and students who
had a positive attitude of practicing cybercrime were 11.552 times more likely to practice

cybercrime compared to those with a negative attitude (CI =4.379 - 30.473; p<0.001).

Discussion

The present study provides important public health insight into cybercrime as a growing
behavioural risk among young people in tertiary institutions. The findings revealed a
predominantly young population, largely adolescents and young adults, consistent with the
demographic group most vulnerable to risky digital behaviours globally. The high proportion of
respondents reporting insufficient monthly allowance and engagement in side jobs highlights
underlying socio-economic pressures that may predispose youths to maladaptive coping strategies,

including cybercrime. Similar observations have been reported in Nigeria and other low- and



middle-income countries, where economic strain and youth unemployment are strongly linked to
engagement in cyber-related fraud and other online deviant behaviours [10,16]. The study
demonstrated a high level of awareness and knowledge of cybercrime, with all respondents having
heard of the concept and a majority demonstrating good knowledge. This aligns with findings from
Nigerian and international studies, such as that of Abanikannda and Tata [15,17], where the
investigators consistently report high awareness levels of cybercrime among university students
due to increased internet penetration and digital exposure. However, despite this high level of
awareness, notable misconceptions persisted, particularly regarding the demographic profile of
cybercriminals and the nature of cybercrime activities. This gap between general awareness and
accurate knowledge has been widely documented and suggests that knowledge alone may not be
sufficient to deter risky behaviour [18]. From a public health perspective, this reflects a classic
knowledge—behaviour gap often seen in other risk domains such as substance use and sexual

health, where awareness does not necessarily translate into protective behaviour.

Attitudinal findings revealed that the majority of respondents had negative attitudes toward
cybercrime, with most supporting legal sanctions against offenders and rejecting cybercrime as an
acceptable means of livelihood. This is consistent with previous studies conducted by Nwosu et
al. (2017) and Uche & Uche (2023) among undergraduates in a Nigerian higher institution, where
they found that while the respondents were aware of cybercrime and its consequences, many still
morally disapprove of it [19, 20]. Nevertheless, a concerning minority expressed permissive
attitudes, including acceptance of cybercrime as a survival strategy. This highlights the influence
of socio-economic and environmental factors in shaping behavioural intentions. Public health
theory suggests that attitudes are key determinants of behaviour, particularly within the framework
of the Theory of Planned Behaviour, where favourable attitudes can significantly increase the
likelihood of engagement in risky acts [21]. Despite the high level of knowledge and
predominantly negative attitudes, the study found that a proportion of respondents were involved
in cybercrime-related activities, with prevalence varying across behaviours. While more serious
forms, such as hacking and fraud, were relatively low, less severe or indirect forms, such as
exposure to malware, were more common. This pattern mirrors findings from other studies
conducted by [22,23], which found that cybercrime exists along a continuum, with many youths

engaging in low-level or opportunistic acts that may escalate over time. From a population health



perspective, even low levels of engagement are significant, as they indicate normalization of

deviant digital behaviour within youth populations.

The observed association between socio-demographic factors and cybercrime-related outcomes
further reinforces the role of structural determinants in shaping behaviour. Male respondents, older
students, and those in technologically inclined faculties demonstrated higher knowledge levels,
consistent with studies showing that digital literacy and exposure increase both awareness and
capability for cyber activities [15]. Similarly, financial factors such as higher income and
engagement in side jobs were significantly associated with cybercrime involvement. This finding
supports existing literature, such as that of Reyns et al [24], where the investigators concluded that
both financial need and financial opportunity can drive cybercrime behaviour among youths. The
association between family background and cybercrime involvement also underscores the
influence of early socialization and parental education on behavioural outcomes, a well-established

concept in public health research.

A key finding of this study is the strong relationship between attitude and practice, with
respondents who held positive attitudes toward cybercrime being significantly more likely to
engage in such activities. This is consistent with behavioural science evidence demonstrating that
attitudes are among the strongest predictors of behavioural intention and actual behaviour [17].
Additionally, students without side businesses were less likely to engage in cybercrime, suggesting
that structured engagement and legitimate economic activities may serve as protective factors. This
aligns with the social control theory, which posits that individuals with stronger ties to

conventional activities are less likely to engage in deviant behaviour [25].

The interplay between knowledge, attitude, and practice observed in this study reflects a complex
behavioural ecosystem where individual, social, and economic factors converge. Although good
knowledge was associated with non-involvement in cybercrime, it did not eliminate risk,
indicating that interventions must go beyond awareness creation to address underlying behavioural
drivers. This is particularly important from a public health standpoint, where multi-level
interventions targeting individual behaviour, social norms, and structural conditions are required
to achieve meaningful impact. Cybercrime among undergraduates should therefore be
conceptualized not merely as a criminal justice issue but as a public health concern with

implications for mental health, economic stability, and societal well-being. Victims of cybercrime



often experience psychological distress, financial loss, and reduced quality of life, while
perpetrators may face legal consequences, social stigma, and disrupted educational trajectories
[26]. The normalization of cybercrime within youth populations also threatens broader societal
trust and economic development, particularly in countries like Nigeria, where digital economies

are rapidly expanding.
Conclusion

This study highlights that while knowledge of cybercrime is high and negative attitudes
predominate among undergraduates, a non-negligible proportion of students remain engaged in
cybercrime-related activities, driven by behavioural, socio-economic, and attitudinal factors. At
the population level, this underscores the need for integrated public health interventions that
address not only awareness but also behavioural change, economic empowerment, and digital
ethics. Universities should incorporate cyber ethics and digital responsibility into curricula, while
policymakers should strengthen youth-focused economic and social support systems to reduce
vulnerability to cybercrime. Additionally, multi-sectoral collaboration between public health
authorities, educational institutions, and cybersecurity agencies is essential to develop
comprehensive prevention strategies. Addressing cybercrime among youths is critical not only for
reducing criminal activity but also for safeguarding the mental, social, and economic health of the

population, thereby contributing to sustainable development in Nigeria and beyond.
Limitation

Information bias cannot be ruled out as some respondents may have provided responses that they
considered “ideal” especially in relation to their attitude towards, and practice in cybercrime.
However, they were encouraged to provide honest responses to all the questions, as confidentiality

was assured.
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TABLES

Table 1: socio-demographic characteristics of study respondents (n=423)

Variable Category Frequency (n) Percentage (%)
Age group (years) 15-19 years 217 51.3
Mean (SD) =20 20-24 years 181 42.8
(#3)
25-29 years 25 5.9
Male 193 45.6
Sex Female 230 54.4
FABAMS 179 423
Engineering 80 18.9
Social science 80 18.9
Faculty FABAS 44 10.4
Management science 32 7.6
FACS 8 1.9
Christianity 296 70
Religion Islam 124 29.3
Traditional 3 0.7
Single 414 97.9
Marital status Married 7 1.7
Divorced 2 0.5




Variable Category Frequency (n) Percentage (%)
Married 406 96
Mothers’ marital artie
Divorced 3 0.7
Separated 4 0.9
Cohabitating 2 0.5
Widowed 8 1.9
Married 411 97.2
Fathers’ marital artie
Divorced 3 0.7
Separated 4 0.9
Cohabitating 1 0.2
Widowed 4 0.9
Yorub 386 91.3
Ethnicity oruba
Igbo 19 4.5
Hausa 8 1.9
Others 10 2.4
Mother’s education ~No formal education > 12
Primary 28 6.6
Secondary 120 28.4
Tertiary 270 63.8
. : 5 1.2
Father’s education ~ No formal education
Primary 24 5.7
Secondary 81 19.1
Tertiary 313 74




Variable Category Frequency (n) Percentage (%)
Family type Monogamous 326 77.1
Polygamous 97 22.9
Relationship Cordial 341 80.6
between you and We manage to get along 66 15.6
Father Indifferent 7 1.7
Terrible/bad 5 1.2
Not applicable 4 0.9
Relationship Cordial 377 89.1
between you and we manage to get along 32 7.6
Mother Indifferent 6 1.4
Terrible/bad 1 0.2
Not applicable 7 1.7
Monthly allowance 5000-20000 231 54.6
20,000-40,000 104 24.6
40,000-60,000 45 10.6
60,000-80,000 7 1.7
80,000 and above 38 8.5
Is your monthly Yes 169 40
allowance meets your No 254 60

needs




Variable Category Frequency (n) Percentage (%)
Do you have any
side business or Yes 138 32.6
job while studying No 285 67.4
Main source of Parents 351 83
fneome Guidance/other relatives 22 5.2
Business/side job 42 9.9
Boyfriend or spouse 8 1.9
Have you ever Yes 141 333
been oppressed by
friends or mates No 282 66.7
Not at all 283 66.9
How often Sometimes 58 13.7
Always 82 19.4




Table 2: Knowledge of the study respondent on cybercrime (n=423).

Variable Yes No Not sure
Are you aware of the term cybercrime 423(100%)  0(0%) 0(0%)
Cybercrime evolved and continue to evolve as a 355(83.9%) 35(8.3%) 33(7.8%)
result of improved technology

Men/guys are only the committers of cybercrime 45(10.6%) 353(83.5%) 25(5.9%)
A cybercriminal is not usually a teenager or an 52(12.3%) 313(74%) 58(13.7%)

adult

A cybercriminal is not usually a student, lecturer,
civil servant, military man or self employed

A cybercriminal is anyone who intrudes any part of
a computer with bad intention

A cybercriminal is anyone who commit forgery
using the computer as a tool for good deeds

Cybercrime cannot lead to exploitation of
individual, groups, organization, institution and the
community at large

In recent times, excluding the general population,
student in higher institution is not often involved in
cybercrime

Student involvement in cybercrime can make some
newly acquired undergraduates become victims of
cyber-bullying

59(13.9%)

363(85.8%)

212(50.1%)

55(13%)

160(37.8%)

353(83.5%)

305(72.1%)

36(8.5%)

177(41.8%)

338(79.9%)

214(50.6%)

26(6.1%)

59(13.9%)

24(5.7%)

34(8%)

30(7.1%)

49(11.6%)

44(10.4%)
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Fig. 1: Summarized knowledge of study respondents on cybercrime. (n= 423)



Table 3: Attitude of the study respondents towards cybercrime (n=423).

Variables SA A U D SD

Undergraduate of higher institution caught in
the act of cybercrime should be tried in a court 244 (57.7%) 113 (267%) 36 (8.5%) 13 (3.1%) 17(4%)
of law and punished by appropriate legislation

Undergraduate of higher institution caught in 30(7.1%) 28(6.6%) 32(7.6%)  117(27.7%) 216(51.1%)
the act of cybercrime should be set free and not
punished by appropriate legislation

Students who abandon their studies to get fully 21(5%) 20(4.7%) 38(9%) 122(28.8%)  222(52.5%)
involved in cybercrime are on the right path

Cybercrime should be a generally accepted
side job for students while in the university in ~ 31(7.3%) 20(4.7%) 24(5.7%)  124(29.3%) 224(53%)
other to meet their needs and make a living

Undergraduates who forge documents (results)
and certificates using the computer system 62(14.7%) 39(9.2%) 27(6.4%)  98(23.2%) 197(46.6%)
should be apprehended by the law
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Fig. 2: Categorized attitude of study respondents towards cybercrime



Table 4: Respondents’ involvement in cybercrime activities (n=423).

Variable Yes No Prefer not to
answer

I have had a virus or other harmful software on  155(36.6%) 255(60.3%) 13(3.1%)

my phone/laptop

I have created virus or other harmful software ~ 19(4.5%) 396(93.6%) 8(1.9%)

and distributed it online

I have tried to hack or have hacked into 27(6.4%) 379(89.6%) 17(4%)

someone else’s computer

I have carried out a fraud online and the other  23(5.4%) 389(92%)  11(2.6%)

person/organization lost money

I have taken a hospital or other health care 12(2.8%) 400(94.6%) 11(2.6%)

Facilities data and then deploy a ransom ware

Into the organization

I have shared naked pictures or videos of 16(3.8%) 396(93.6%) 11(2.6%)

another Person (blackmail)

I have sent messages with sexual contents to 38(9%) 369(87.2%) 8(1.9%)

someone older or younger than me

I have used someone else’s bank details to wire  33(7.8%) 382(90.3%) 8(1.9%)

money

I have once/always forged my semester result  13(3.1%) 400(94.6%) 10(2.4%)

using online software

I have used another person’s identity to 32(7.6%) 378(89.4%) 13(3.1%)

commit fraud
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Fig. 3: Categorized pattern of cybercrime involvement among the study respondents
(n=423).



Table 5: Relationship between socio-demographic characteristics and categorized knowledge
of respondents on cybercrime (n=423)

Categorized knowledge Statistics
Good Fair Poor X% p
Variable Sub- variable knowledge knowledge knowledge
Agegroup 15 19 cars 129(59.4%) 75(34.6%) 13(6%) X2=7.105
20-24 years 120(66.3%) 51(28.2%) 10(5.5%) p=0.130
25-29 years 20(80%) 3(12%) 2(8%)
X?=
Sex Male 136(70.5%) 49(25.4%) 8(4.1%) 7.544
Female 133(57.8%) 80(34.8%) 17(7.4%) P=0.023
Faculty FABAMS 124(69.3%) 51(28.5%) 4(2.2%) X?=78.47
FABAS 21(47.7%) 19(43.2%) 4(9.1%) 1
Engineering 68(85%) 11(13.8%) 1(1.2%) P<0.001
FACS 6(75%) 2(25%) 0(0%)
Social science 44(55%) 33(41.2%) 3(3.8%)
Mgt science 6(18.8%) 13(40.6%) 13(40.6%)
Religion Christianity 195(65.9%) 85(28.7%) 16(5.4%) X?=11.55
Islam 74(59.7%) 43(34.7%) 7(5.6%) 6
Traditional 0(0%) 1(33.3%) 2(66.7%) P=0.021
Single 265(64%) 127(30.7%) 22(5.3%) X?=
Marital Married 4(57.1%) 1(14.3%) 2(28.6%) 9.464
status Divorced 0(0%) 1(50%) 1(50%) P=0.051
Married 260(64%) 123(30.3%) 23(5.7%)
Divorced 3(100%) 0(0%) 0(0%)
Mother's Separated 3(1%) 1(25%) 0(0%) X?=10.91
marital Cohabiting 0(0%) 1(50%) 1(50%) 2
Status Widowed 3(37.5%) 4(50%) 1(12.5%) P=0.207




FABAMS: Faculty of basic medical sciences

FACS: Faculty of clinical sciences

MGT science : Management science

FABAS: Faculty of basic and applied sciences

Categorized knowledge Statistics
Good Fair Poor X2, p
Variable Sub- variable knowledge knowledge knowledge
Father's Married 264(64.2%) 124(30.2%) 23(5.6%) X?=15.01
marital Divorced 3(100%) 0(0%) 0(0%) 0
status Separated 2(50%) 1(25%) 1(25%) P=0.059
Cohabiting 0(0%) 1(100%) 0(0%)
Widowed 0(0%) 3(75%) 1(25%)
Ethnicity Yoruba 249(64.5%) 114(29.5%) 23(6%)
Igbo 12(63.2%) 7(36.8%) 0(0%) X*=
Hausa 3(37.5%) 3(37.5%) 2(25%) 9.032
Others 5(50%) 5(50%) 0(0%) P=0.172
Mother's No formal education  0(0%) 2(40%) 3(60%) X2=29.89
education Primary 21(75%) 6(21.4%) 1(3.6) 8
Secondary 85(70.8%) 24(20%) 11(9.2) P<0.001
Tertiary 163(60.4%) 97(35.9%) 10(3.7%)
Father's No formal education  0(0%) 1(20%) 4(80%) X2=26.92
education  Primary 19(79.2%) 5(20.8%) 0(0%) 4
Secondary 56(69.1%) 20(24.7%) 5(6.2%) P<0.001
Tertiary 194(62%) 103(32.9%) 16(5.1%)
X?=
Family type Monogamous 205(62.9%) 103(31.6%) 18(5.5%) 1.039
Polygamous 64(66%) 26(26.8%) 7(7.2%) P=0.595
Cordial 226(66.3%) 97(28.4%) 18(5.3%)
we manage to get 36(54.5%) 26(39.4%) 4(6.1%) X%=12.69
Relationship along 5
with father Indifferent 4(57.1%) 3(42.9%) 0(0%) P=0.123
terrible/bad 1(20%) 2(40%) 2(40%)
Not applicable 2(50%) 1(25%) 1(25%)




Categorized knowledge

Statistics

Good Fair Poor X2, p
Variable Sub- variable knowledge knowledge knowledge
Cordial 245(65%) 111(29.4%) 21(5.6%) X?=17.71
Relationship Manage to get along 16(50%) 15(46.9%) 1(3.1%) 5
with mother Indifferent 1(16.7%) 2(33.3%) 3(50%) P=0.023
terrible/bad 1(100%) 0(0%) 0(0%)
Not applicable 6(85.7%) 1(14.3%) 0(0%)
5000-20000 135(58.4%) 78(33.8%) 18(7.8%)
Monthly 21000-40000 71(68.3%)  31(29.8%) 2(1.9%) X?=23.78
allowance 41000-60000 32(71.1%)  13(28.9%) 0(0%) 7
61000-80000 7(100%)  0(0%) 0(0%) P=0.002
>80000 24(66.7%)  7(19.4%) 5(13.9%)
X2=
Allowance Yes 105(62.1%) 56(33.1%) 8(4.7%) 1.397
meets needs No 164(64.6%) 73(28.7%) 17(6.7%) P=0.497
Side Yes 80(58%) 51(37%) 7(5.1%) X?=
job/business No 189(66.3%) 78(27.4%) 18(6.3%) 4.064
While P=0.131
studying
0 0 0 2_
Ever been Yes 94(66.7%)  40(28.4%) 7(5%) 3(948
No 175(62.1%) 89(31.6% 18(6.4% :
Oppressed ( 0) ( 0) (6.4%) Po0.622
How often Not at all 176(62.2%) 89(31.4%) 18(6.4%) X?=
are you Sometimes 38(65.5%) 16(27.6%) 4(6.9%) 1.566
oppressed Always 55(67.1%)  24(29.3%) 3(3.7%) P=0.815




Table 6: Relationship between socio-demographic characteristics and categorized attitude of
respondents to cybercrime (n=423)

Categorized attitude Statistics

Variable Sub- variable Negative attitude Positive attitude X2, p

Age group 15-19 years 185(85.3%) 32(14.7%) X?=1.991
20-24 years 149(82.3%) 32(17.7%) P=0.370
25-29 years 23(92%) 2(8%)

Sex Male 162(83.9%) 31(16.1%) X%=10.057
Female 195(84.8%) 35(15.2%) P=0.812
FABAMS 159(88.8%) 20(11.2%)

Faculty FABAS 29(65.9%) 15(34.1%)
Engineering 77(96.3%) 3(3.8%) X%=47.345
FACS 4(50%) 4(50%) p<0.001
Social science 71(88.8%) 9(11.3%)
MGT science 17(53.1%) 15(46.9%)

Religion Christianity 251(84.8%) 45(15.2%) X?=3.995
Islam 105(84.7%) 19(15.3%) P=0.136
Traditional 1(33.3%) 2(66.7%)

Marital Single 351(84.8%) 63(15.2%) X*=2.081

status Married 5(71.4%) 2(28.6%) P=0.353
Divorced 1(50%) 1(50%)

Mother's Married 343(84.5%) 63(15.5%)

marital Divorced 3(100%) 0(0%)

status Separated 3(75%) 1(25%) X?=2.402
Cohabiting 2(100%) 0(0%) P=0.662
Widowed 6(75%) 2(25%)

Father's Married 346(84.2%) 65(15.8%)

marital Divorced 3(100%) 0(0%) X?=2.963

status Separated 4(100%) 0(0%) P=0.564
Cohabiting 1(100%) 0(0%)
Widowed 3(75%) 1(25%)




FABAMS: Faculty of basic medical sciences

FACS: Faculty of clinical sciences

FABAS: Faculty of basic and applied sciences

MGT science: Management science

Categorized attitude Statistics

Variable Sub- variable Negative attitude Positive attitude X2, p

Ethnicity Yoruba 328(85%) 58(15%)
Igbo 15(78.9%) 21.4(2%) X?=1.099
Hausa 6(75%) 2(25%) P=0.777
Others 8(80%) 2(20%)
No formal

Mother's education 1(20%) 4(80%)

education Primary 22(91.7%) 4(14.3%) X’=11.186
Secondary 68(84%) 15(12.5%) p=0.011
Tertiary 227(84.7%) 43(15.59%)
No formal

Father's education 2(40%) 3(60%)

education Primary 22(91.7%) 2(8.3%) X?=6.251
Secondary 68(84%) 13(8.3%) p=0.100
Tertiary 265(84.7%) 48(15.3%)

Family type Monogamous 274(84%) 52(16%) X%=0.131
Polygamous 83(85.6%) 14(14.4%) P=0.718

Relationship Cordial 293(85.9%) 48(14.1%)

With father Mmanage to get along  53(80.3%) 13(19.7%)
Indifferent 4(57.1%) 3(42.9%) X?=4.653
terrible/bad 4(30%) 1(20%) P=0.325

Relationship Cordial 321(85.1%) 56(14.9%)

with mother manage to get along  25(78.1%) 7(21.9%) X?=17.592
Indifferent 3(50%) 3(50%) p=0.108
terrible/bad 1(100%) 0(0%)

Monthly 5000-20000 193(83.5%) 38(16.5%)

allowance 21000-40000 92(88.5%) 12(11.5%) X?=12.585
41000-60000 41(91.1%) 4(8.9%) p=0.013
61000-80000 7(100%) 0(0%)
>80000 24(66.7%) 12(33.3%)

Allowance

meet Yes 143(84.6%) 26(15.4%) X?=0.010

needs No 214(84.3%) 40(15.7%) p=0.920




Categorized attitude

Statistics

Variable Sub- variable Negative attitude Positive attitude X2, p
Side

job/business Yes 109(79%) 29(21%) X%=4.555
While No 248(87%) 37(13%) p=0.033
studying

Ever been Yes 115(81.6%) 26(18.4%) X?=1.293
Oppressed  No 242(85.8%) 40(14.2%) p=0.256
How often Not at all 243(85.9%) 40(14.1%) X?=2.905
are you Sometimes 50(86.2%) 8(13.8%) p=0.234
oppressed Always 357(84.4%) 66(15.6%)




Table 7: Relationship between socio-demographic characteristics and categorized practice

of respondents in cybercrime (n=423).

Categorized practice Statistics
practiced Did not practice X2, p
Variable Sub- variable cybercrime cybercrime
Age group 15-19 years 205(94.5%) 12(5.5%) X2= 1.707
20-24 years 167(92.3%) 14(7.7%) P=0.426
25-29 years 22(88%) 3(12%)
Sex Male 17(8.8%) 176(91.2%) X*=2.119
Female 12(5.2%) 218(94.8%) P=0.145
Faculty FABAMS 9(5%) 170(95%)
FABAS 7(15.9%) 37(84.1%) X*=10.374
Engineering 4(5%) 76(95%) P=0.065
FACS 1(12.5%) 7(87.5%)
Social science 3(3.8%) 77(96.2%)
MGT science 5(15.6%) 27(84.4%)
Religion Christianity 17(5.7%) 279(94.3%) X*=16.716
Islam 9(7.3%) 115(92.7%) p<0.001
Traditional 3(100%) 0(0%)
Marital Single 26(6.3%) 388(93.7%) X?=6.005
status Married 2(28.6%) 5(71.4%) p=0.050
Divorced 1(50%) 1(50%)
Mother's Married 28(6.9%) 378(93.1%)
marital Divorced 0(0%) 3(100%) X?=4.861
status Separated 0(0%) 4(100%) P=0.302
Cohabiting 1(50%) 1(50%)
Widowed 0(0%) 8(100%)

FABAMS: Faculty of basic medical sciences

FABAS: Faculty of basic and applied sciences



FACS: Faculty of clinical sciences

MGT sciences: Management science

Categorized practice Statistics
Did not X% p
practiced practice
Variable Sub- variable cybercrime cybercrime
Married 28(6.8%) 383(93.2%)
Father's Divorced 0(0%) 3(100%) X?=2.425
marital Separated 0(0%) 4(100%) P=0.658
status Cohabiting 0(0%) 1(100%)
Widowed 1(25%) 3(75%)
Yoruba 23(6%) 363(94%)
Ethnicity Igbo 1(53%) 18(94.7%) X*=11.645
Hausa 4(50%) 4(50%) p=0.009
Others 1(10%) 9(90%)
Mother's No formal education 3(60%) 2(40%)
education  Primary 2(71%) 26(92.9%) X*=9.980
Secondary 7(5.8%) 113(94.2%) p=0.019
Tertiary 17(6.3%) 253(93.7%)
Father's No formal education 3(60%) 2(40%)
education Primary 0(0%) 24(100%) X?=13.190
Secondary 6(7.4%) 75(92.6%) p=0.004
Tertiary 20(6.4%) 293(93.6%)
Family type Monogamous 20(6.1%) 306(93.9%) X?=1.157
Polygamous 9(9.3%) 88(90.7%) p=0.282
Cordial 19(5.6%) 322(94.4%)
manage to get along 7(10.6%) 59(89.4%) X%=4.879
Relationship Indifferent 1(14.3%) 6(85.7%) P=0.300
with father  terrible/bad 1(20%) 4(80%)
Not applicable 1(25%) 3(75%)




Categorized practice Statistics
Did not X2 p
practiced practice
Variable Sub- variable cybercrime cybercrime
Cordial 23(6.1%) 354(93.9%)
Relationship Mmanage to getalong  3(9.4%) 29(90.6%) X?=4.899
with mother Indifferent 2(33.3%) 4(66.7%) P=0.298
terrible/bad 0(0%) 1(100%)
Not applicable 1(14.3%) 6(85.7%)
Monthly 5000-20000 13(5.6%) 218(94.4%)
allowance 21000-40000 2(1.9%) 102(98.1%) X%=19.691
41000-60000 5(11.1%) 40(88.9%) p=0.001
61000-80000 0(0%) 7(100%)
>80000 9(25%) 27(75%)
Allowance Yes 12(7.1%) 157(92.9%) X?=0.026
meets needs No 17(6.7%) 237(93.3%) P=0.871
Side Yes 18(13%) 120(87%) X?=12.281
job/business No 11(3.9%) 274(96.1%) p=0.001
While
studying
Ever been Yes 11(7.8%) 130(92.2%) X?=0.296
Oppressed  No 18(6.4%) 264(93.6%) P=0.586
How often Not at all 18(6.4%) 265(93.6%)
are you Sometimes 5(8.6%) 53(91.4%) X?=0.401
oppressed Always 6(7.3%) 76(92.7%) p=0.818




Table 8: Relationship between Categorized knowledge and categorized attitude towards

cybercrime (n=423).

Categorized attitude

Statistics

Variable Sub- variable Negative attitude Positive attitude X2, p
Good knowledge  246(91.4%) 23(8.6%) X*=30.413

Knowledge Fair knowledge 97(75.2%) 32(24.8%) p<0.001
Poor knowledge 14(56%) 11(44%)

Table 9: Relationship between Categorized knowledge and categorized practice of

cybercrime (n=423).

Categorized practice Statistics
Variable Sub- variable Did not practice Practiced X2, p
Good knowledge  260(96.7%) 9(3.3%) X2=14.802
Knowledge Fair knowledge 114(88.4%) 15(11.6%) p=0.001
Poor knowledge 20(80%) 5(20%)

Table 10: Relationship between Categorized practice and categorized attitude towards

cybercrime (n=423).

Categorized practice Statistics
Variable Sub- variable Did not practice practiced X3 p
Attitude Negative attitude ~ 347(97.2%) 10(2.8%) X2=54.907
Positive attitude ~ 47(71.2%) 19(28.8%) P<0.001




Table 11: Factors influencing respondents’ involvement in cybercrime (n=423).

Variable Odds ratio p-value Confidence interval
Lower Upper

Religion

Christianity (Ref)

Islam 1.045 0.932 0.380 2.877

Traditional 1.288 0.725 0.201 3.217

Ethnicity

Yoruba (Ref)

Hausa 0.748 0.801 0.709 7.091

Igbo 8.372 0.058 0.928 75.510

Others 1.009 0.860 0.815 12.076

Mother’s education

Primary (Ref)

Secondary 1.757 0.630 0.177 17.417

Tertiary 1.363 0.784 0.148 12.514

None 5.962 0.290 0.218 162.673

Any side business

Yes (Ref)

No 0.363 0.029 0.146 0.903

Knowledge

Good knowledge (Ref)

Fair knowledge 1.747 0.276 0.640 4.771

Poor knowledge 1.259 0.780 0.250 6.333

Attitude

Negative attitude (Ref)

Positive attitude 11.552 <0.001 4.379 30.473




