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Abstract

Illicit trades, organized crime, trafficking, and terrorism remain major threats to
global security, yet the networks that sustain these activities are difficult to study
because available data are typically secondary, incomplete, and strategically con-
cealed. In such settings, link prediction becomes important for inferring missing
or unobserved relationships from network structure and associated attributes.
This paper presents a systematic review focused on link prediction in illicit net-
works. We synthesize the network representations, input features, models, and
evaluation practices used across the existing literature, and critically examine
how different link prediction methods have been adapted to the complex, covert,
dynamic, and incomplete nature of illicit systems. The review shows that current
studies span a wide range of illicit contexts and employ diverse methodological
approaches, from similarity-based indices to graph neural networks and learning-
based methods. However, the literature remains fragmented and is still dominated
by static formulations, limited data settings, and evaluation strategies that do not
fully reflect real-world investigative conditions. We identify major methodological
and empirical gaps, including strong closed-world assumptions, and insufficient
attention to robustness and uncertainty. The review concludes by outlining key
directions for future research aimed at developing more realistic, interpretable,
and operationally useful link prediction models for illicit-network analysis.
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1 Introduction

Illicit operations, including human trafficking, drug trafficking, organized crime, and
terrorism, pose serious threats to global security, governance, and stability. Human
trafficking alone affects around 27 million people globally, generating roughly $236
billion each year from forced labor and sexual exploitation (International Labour Orga-
nization 2024). In addition to the aforementioned trafficking operations, several other
profit-driven and politically motivated criminal markets, such as counterfeiting, arms
smuggling, mafia syndicates, and terrorism, continue to fuel global instability and vio-
lence. According to the Global Financial Crime Report (Nasdaq and Verafin 2024), an
estimated $3.1 trillion in illicit funds circulated through the global financial system in
2023. Through frameworks like the UN Convention against Transnational Organized
Crime (UNTOC) and the UN Sustainability Goals, the global community has explic-
itly committed to dismantling these illicit operations (UNTOC 2024; WHO 2024).
Hence, understanding the scale and nature of these illicit operations is essential for
developing effective strategies to detect, prevent, and combat them.

Ilicit networks comprise individuals or groups engaged in illegal activities for finan-
cial or material gain. They often use decentralized structures to ensure resilience and
are designed to remain hidden with redundant connections and withstand disruption,
unlike any other social network (Logan et al. 2009; Sparrow 1991). Trafficking opera-
tions, at the same time, could be highly organized, often transnational, and involved
in the illegal trade of humans, drugs, organs, wildlife, or other illicit goods (Konrad
et al. 2017; Logan et al. 2009; Wang et al. 2025; Dividk 2022; Sharkey et al. 2024).

A growing body of qualitative research has shed light on the social context of
criminal and trafficking networks, emphasizing how inequality, corruption, and lim-
ited opportunities facilitate their expansion (Islam 2024; Barrick et al. 2024; Martin
et al. 2023; Russell 2018; Morselli 2009; Catino 2014). This type of research highlights
the psychological and social consequences of exploitation. They have also examined
and documented grassroots interventions and gaps in local law enforcement (Macaveiu
et al. 2024; Martin et al. 2024). But they lack the quantitative rigor necessary for
designing policies or large-scale disruption strategies. In response, many quantitative
studies have focused on descriptive analyses of illicit network data, applying Opera-
tions Research (OR) methods and Social Network Analysis (SNA) to uncover hidden
patterns and key structural characteristics (Konrad et al. 2017; Sharkey et al. 2024;
Dimas et al. 2022; Wright et al. 2006). By representing these networks as graphs,
these tools allow researchers to identify critical structural patterns, such as (i) cen-
tral actors or individuals who dominate information flow, using degree or betweenness
centrality measures (Ficara et al. 2020), (ii) tightly knit clusters found using commu-
nity detection methods (Keskin et al. 2021; Yang 2023a; Isah et al. 2015), and (iii)
vulnerabilities that could disrupt the network’s operations by simulating the removal
of central actors or connections to determine how the network might fragment under
pressure (Ficara et al. 2021).

The main limitation of existing quantitative research on illicit networks is that
it tends to remain descriptive, rather than capturing the dynamic nature of these
networks. In reality, illicit networks are highly adaptive, continuously reorganizing in
response to external pressures such as law enforcement interventions. Studying them



is further complicated by the fact that available data is typically sparse, fragmented,
and incomplete, a consequence of the covert and hidden nature of these organizations
(Dividk 2022; Dimas et al. 2022; Ficara et al. 2021). Addressing the challenges posed by
limited and unreliable data is, therefore, critical for understanding both the scale and
the adaptive behavior of illicit networks. However, primary data collection is extremely
difficult, as individuals involved in such networks are incentivized to avoid detection,
and the disclosure of information about their collaborators would compromise their
operational secrecy (Dividk 2022; Dimas et al. 2022; Ficara et al. 2021).

To address this, predictive tools in SNA can be used to infer missing or potential
information about network structure (Dividk 2022). Techniques such as link prediction
and network reconstruction can help estimate unobserved relationships and recover
parts of the network that are not captured in the available data. Link prediction
plays a key role in understanding missing connections in a given network. It is a
technique used to estimate the likelihood of a link existing or forming between two
nodes based on the observed structure of the network (Liben-Nowell and Kleinberg
2003; Kumar et al. 2020; Arrar et al. 2024; Samad et al. 2020; Yang et al. 2015).
For comprehensive insights into link prediction methods in general, you may refer to
studies by Kumar et al. (2020), Yang et al. (2015), Arrar et al. (2024), and Samad et al.
(2020), which provide a detailed overview of LP methods. Link prediction has been
applied in many social network domains, such as co-authorship networks, recommender
systems, and in biological networks and bioinformatics (Kumar et al. 2020; Samad
et al. 2020), but it is under-explored in the context of illicit networks.

This paper investigates the application of link prediction methods on illicit
networks. To the best of our knowledge, this is the first systematic review of studies
focusing on LP methods in this context.

To guide this review, we address the following research questions:

® RQ1: How are illicit networks represented for link prediction, and what structural
and attribute data are used as inputs?

® RQ2: Which link prediction methods have been applied to illicit networks, and how
well do they match the structural and operational characteristics of these networks?

® RQ3: To what extent do existing studies account for the dynamic, multilayer,
incomplete, and covert nature of illicit networks?

® RQ4: How are link prediction models in illicit networks evaluated, and to what
extent do existing evaluation criteria reflect the specific challenges of illicit-network
settings?

® RQ5: What key methodological, data, and evaluation gaps remain, and what
directions should future research prioritize?

The rest of the paper is structured as follows: Section 2 outlines the systematic
review methodology; Section 3 defines the LP problem; Section 4 includes a review of
datasets and data types used for LP models, a critical review of existing LP models
and discusses the evaluation criteria used to assess their performance; Section 5 dis-
cusses the findings; and Section 6 offers conclusions and four promising future research
directions.



2 Research Methodology

This study was conducted as a systematic literature review of link prediction studies for
illicit networks, using a structured review approach consistent with the methodology
proposed by Sauer and Seuring (2023). The review was guided by clearly defined
research questions, explicit search terms, predefined inclusion and exclusion criteria,
and a staged study-selection process. Because the included studies varied substantially
in the illicit domain, dataset, network representation, and prediction method, the
evidence was synthesized qualitatively rather than through meta-analysis.

2.1 Search strategy

A literature search was conducted across Google Scholar, Scopus, IEEE Xplore, Sci-
enceDirect, SpringerLink, Taylor & Francis Online, and Emerald Insight. Searches
were conducted up to August 2025. The search strategy combined two concept groups:
link-prediction terminology and illicit-network terminology. The link-prediction block
included terms such as “link prediction,” “edge prediction,” “missing link,” “hid-
den link,” “future link,” “latent link,” and “link mining.” The illicit-network block
included terms such as “illicit network,” “criminal network,” “crime network,” “covert
network,” “dark network,” “trafficking network,” “terrorist network,” “mafia,” “drug
trafficking,” “human trafficking,” “money laundering,” “counterfeit,” and “corrup-
tion.” Broader terms such as “link analysis” and “graph analysis” were used only
during exploratory searching; however, studies were retained only when link prediction
was a substantive analytical task.
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2.2 Eligibility criteria

To ensure a focused and consistent review, the retrieved studies were then assessed
using predefined inclusion and exclusion criteria. These criteria were used to determine
which papers were sufficiently relevant to the aims of the review.

Table 1 summarizes the inclusion and exclusion criteria used for study screening.

2.3 Screening and study selection

Search results from the selected databases were merged, and duplicate records were
removed. This process resulted in 75 unique candidate records. The study selection
process was conducted in two stages using the eligibility criteria defined above. In the
first stage, titles and abstracts were screened to exclude 21 records that were clearly
outside the scope of the review, such as studies unrelated to illicit or crime-related
networks and those focused on general network or link analysis without an explicit
prediction task. In the second stage, the remaining 54 papers were assessed in full text
against the full set of inclusion and exclusion criteria, including relevance to illicit-
network link prediction, the presence of a substantive link prediction task, and the
availability of sufficient methodological detail for comparison. 36 papers were excluded
at this stage and the final review corpus comprised 18 studies. They are Kaza et al.
(2007a), Kaza et al. (2007b), Berlusconi et al. (2016), Mahesar et al. (2016), Marciani
et al. (2017), Bahulkar et al. (2018), Crandell and Korkmaz (2018), Lim et al. (2019),



Table 1 Inclusion and exclusion criteria used for study screening

Category Criterion

Inclusion Studies that explicitly addressed a link prediction task, including missing, hidden,
latent, future, or hyperedge links.

Inclusion Studies focused on illicit, criminal, covert, trafficking, terrorist, corruption, money-
laundering, counterfeit, or related crime networks.

Inclusion Primary empirical studies published as journal articles, conference papers, or
preprints with accessible full text.

Inclusion Studies reporting sufficient methodological detail on the dataset or application
setting, network construction, and prediction method.

Inclusion Studies written in English.

Exclusion Studies on crime prediction, hotspot prediction, or incident forecasting without
an explicit link prediction task.

Exclusion Studies on link analysis, network analysis, community detection, or disruption
analysis that only describe existing network structure.

Exclusion Studies on network reconstruction where link prediction was not a main focus of
the paper.

Exclusion Studies outside illicit or crime-related applications.

Exclusion Reviews, editorials, theses, duplicate records, and studies with insufficient method-

ological detail.

Su et al. (2019), Calderoni et al. (2020), Lim et al. (2020), Assouli et al. (2021), Qiao
et al. (2021), Lopes et al. (2022), Ribeiro et al. (2023), Ahmadi et al. (2023), Aktas
et al. (2023), and Yang (2023b).

2.4 Data extraction and synthesis

For each included study, data were extracted on the illicit application domain, dataset,
network size or structure, node and edge definitions, input data types, link prediction
method, and whether the prediction setting was static or temporal. We also recorded
the main analytical objective of each study, modeling specificities, and evaluation
criteria. These extracted elements directly support the structure of the review in the
following sections, namely the analysis of datasets and data types, the evaluation of
link prediction model classes, model evaluation criteria used, and the identification of
methodological gaps and future research directions.

3 Link Prediction Problem Characterization

Link prediction is a method of identifying links between unconnected pairs of nodes
in a given network. Researchers often work with datasets that may include temporal
information or opt to consolidate data over a period of time to remove the temporal
aspect. Depending on whether the temporal aspect of the network is considered, link
prediction is categorized into static link prediction (SLP) and temporal link prediction
(TLP). These two approaches differ in their assumptions, methodologies, and suitabil-
ity for different types of networks. The earliest formal definition of link prediction was



provided in 2003 by Liben-Nowell and Kleinberg (2003). The problem can be defined
as follows:

Link Prediction Problem (Static).

Given an undirected graph G = (V, E) where V is the set of nodes and E is the set
of edges, the link prediction problem aims to predict whether there is a link e(u,v)
between a pair of nodes u,v where u # v, u,v € V, and e(u,v) ¢ E (Yang 2023b).
Figure 1 illustrates a simple static link prediction problem. In this example, node
A connects to nodes B, C, and D, but B and C are not directly connected; their shared
neighbor suggests a potential link. Static link prediction uses such structural properties
from a single network snapshot to estimate the likelihood of missing connections like
BC, CD, or BD. Temporal link prediction (TLP) considers a sequence of network
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Fig. 1 An illustrative example of a static link prediction problem.

snapshots over time (1,2,...,7T) to estimate the likelihood of links that may appear
in the next state T'+ 1. As shown in Figure 2, the network evolves with changes in
the connections among nodes. TLP uses these historical patterns to forecast future
connections, capturing dynamics that static methods overlook. The dotted red edges
in the figure illustrate anticipated links at time 7"+ 1. The definition of TLP is as
follows:

Temporal Link Prediction Problem.

Given a sequence of graph snapshots of G represented as G1,Ga,...,Gr over time
stamps 1 to T, where each snapshot Gy = (V, E;), the temporal link prediction aims
to predict the graph snapshot G4 at time T+ 1 (Zhang et al. 2022).

The field of link prediction methods has evolved significantly and now includes
a variety of approaches ranging from conventional statistical methods to advanced
Machine Learning (ML) and Deep Learning (DL) models.

4 Evaluation of Literature

4.1 Overview of Existing Link Prediction Studies in Illicit
Networks

Existing work on link prediction in illicit networks spans a range of domains, reflecting
the diversity of criminal and covert structures. Broadly, these studies can be grouped
into investigations of Mafia and organized crime, terrorist networks, drug trafficking,
corruption, money laundering, and other crime-related contexts.
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Fig. 2 An illustrative example of temporal link prediction (Zhang et al. 2022)

Organized crime and Mafia studies, such as those drawing on Italian anti-mafia
operations, have used datasets built from judicial documents, meetings, and commu-
nication records. These works examine how similarity-based and embedding models
can recover incomplete information and highlight short-path interactions within dense
clusters (Calderoni et al. 2020; Bahulkar et al. 2018). In drug trafficking contexts, par-
ticularly the CAVIAR and Ndrangheta investigations, link prediction has been used
to understand evolving connections and enhance community detection by uncovering
intentionally hidden relationships (Bahulkar et al. 2018; Lim et al. 2020).

By predicting missing edges in known terrorist structures such as the September
11 hijacker network, LP has been applied to simulate incomplete intelligence and
guide strategies for disintegration of networks through targeting critical nodes. Studies
relying on global terrorism datasets further extend this line of work by proposing
reliability metrics to identify strong candidate links between perpetrators, groups, or
attacks (Su et al. 2019; Assouli et al. 2021).

Corruption and money-laundering investigations have leveraged LP to map ties
between individuals, companies, and transactions in Spain, Brazil, and broader fed-
eral police datasets. These networks often encode multirelational interactions such
as political scandals, financial exchanges, or criminal-personal ties, and studies have
utilized LP to predict missing partnerships, classify relationships, and detect illicit
financial flows (Yang 2023b; Lopes et al. 2022; Ribeiro et al. 2023). Similar work in
general crime networks, using case records or arrest data, has focused on predicting
whether individuals will engage in new incidents by combining social proximity with
individual attributes (Crandell and Korkmaz 2018).

Other applications extend beyond traditional crime, such as counterfeit cigarette
shipments in logistics networks. Here, time-series features of delivery patterns are com-
bined with graph-based measures to train classifiers that identify high-risk packages,
demonstrating the adaptability of LP beyond person-to-person criminal ties (Qiao
et al. 2021).

Overall, these studies highlight both the breadth of domains where LP has
been applied and the methodological diversity of approaches. Whether reconstruct-
ing incomplete Mafia data, disrupting terrorist cells, or tracing financial crime, the
common goal is to exploit network structure, sometimes complemented by metadata
or temporal information, to predict unobserved or future connections (Yang 2023b;
Calderoni et al. 2020; Bahulkar et al. 2018; Lim et al. 2020; Su et al. 2019; Assouli



Fig. 3 A schematic illustration of a multiplex network consisting of three layers and six nodes. In this
structure, the same set of nodes is present across all layers, with each layer capturing a different type
of relationship between nodes. Additionally, interlayer links connect each node to its corresponding
counterparts in the other layers (Yu et al. 2023)

et al. 2021; Lopes et al. 2022; Ribeiro et al. 2023; Crandell and Korkmaz 2018; Qiao
et al. 2021).

4.2 Methods of Network Representation of Illicit Networks

In illicit network research, the design of nodes and edges of the network defines how
link prediction can be applied. Nodes often represent individuals directly involved in
illicit activity, such as suspects, offenders, or victims but can also extend to organi-
zations, companies, locations, or digital entities like social media posts and darknet
advertisements (Calderoni et al. 2020; Su et al. 2019; Ribeiro et al. 2023; Berlusconi
et al. 2016). Broadening the definition of nodes acknowledges that illicit operations
frequently involve intermediaries and non-human actors, particularly in financial crime
and trafficking contexts.

Edges capture interactions or relationships between nodes, including communica-
tion, financial transactions, co-participation in criminal events, or movement across
locations. They can be unweighted or weighted (e.g., by transaction amount), and in
some cases classified into legal, criminal, or mixed ties to distinguish the nature of
interactions (Su et al. 2019; Ribeiro et al. 2023). This flexibility allows illicit networks
to reflect both the overt and covert ties that sustain criminal enterprises.

Beyond traditional pairwise connections, recent studies explore hypergraph mod-
eling, which enables edges to link multiple nodes simultaneously. This is particularly
useful for crime events influenced by overlapping spatial, temporal, and categorical
factors. For example, UniMHe, a model developed by Aktas et al. (2023), introduces
hyperedges that group crimes by shared context, such as location, crime type, or
season, allowing models to capture higher-order interactions that standard graphs
miss.



4.3 Flat vs. Multilayer Networks

The majority of the existing studies have only studied the networks as flat structures,
but there are more advanced approaches to LP, which examine networks in a more
complex manner, such as multilayer network-based LP. These methods extend the tra-
ditional single-layer analysis by considering interactions across multiple layers, thereby
enabling richer and more nuanced predictions on illicit networks (Arrar et al. 2024).

Multi-layer networks (also referred to as multiplex networks) model systems where
the same set of nodes interact through different types of relationships across multi-
ple “layers” (Boccaletti et al. 2014). Each layer captures a distinct interaction, such
as physical, social, or temporal ties, allowing interdependencies to be modeled explic-
itly. This design reveals insights missed in flat networks, where all ties are collapsed
into one layer (Figure 3). For example, Yu et al. (2023) compares two criminal multi-
plex networks: a Canadian drug trafficking system and a Sicilian Mafia network. The
Canadian network includes actors linked through drug transactions, business part-
nerships, organizational membership, and kinship ties, each represented in different
layers. In the Mafia case, nodes are individuals, with one layer capturing in-person
meetings and another recording phone communications. While this study addresses
the broader challenge of network reconstruction, which is about recovering both miss-
ing nodes and links, it demonstrates how multilayer structures better represent the
complex relational patterns of covert groups compared to flat networks.

4.4 Different Input Data Types to LP Models

In our analysis, we broadly categorize the input data types into two main groups
based on their characteristics and content: (i) structural data and (ii) attribute
data/metadata. These data often act as features in advanced link prediction mod-
els. Table 2 provides an overview of the datasets analyzed for link prediction in
the reviewed studies, summarizing their network sizes, type of illicit activity, and
indicating which datasets are publicly available.

4.4.1 Structural Data

Structural data forms the foundational layer of information in LP models and is derived
from the topology of the network itself. It describes how nodes and edges are connected,
capturing the structure of the network under study. Structural data can be further
classified into two types: (i) node-specific and (ii) edge-specific. Common examples of
node-specific structural data include features such as node labels, degree, or network
distance. On the other hand, edge-specific data may involve features such as the level
of connection, specific paths, or subgraph structures associated with a given link.

4.4.2 Attribute Data

Attribute data or metadata refers to supplementary information about nodes or edges
that provides richer context than the network topology alone. Attribute data can
also be classified into node attributes and edge attributes, each adding a distinct
set of information to LP models. Node attributes describe properties of individual



entities within the network. These can include profiles, demographics such as sex,
ethnicity, race, age, and gender (Samad et al. 2020; Ribeiro et al. 2023; Crandell
and Korkmaz 2018), roles such as leader, recruiter, operative, broker, supplier, and
distributor (Berlusconi et al. 2016; Yu et al. 2023), or characteristics relevant to the
entities’ behavior or status such as criminal history, type of criminal activity, size of
the criminal case, and location (Crandell and Korkmaz 2018; Berlusconi et al. 2016).

Edge attributes describe the properties of relationships between nodes. These may
include interaction frequency (Ribeiro et al. 2023; Qiao et al. 2021; Berlusconi et al.
2016; Marciani et al. 2017; Ahmadi et al. 2023), types of relationships such as familial
ties, professional collaborations, and illicit transactions (Su et al. 2019; Ribeiro et al.
2023), or edge weights that quantify the strength or significance of connections (Isah
et al. 2015; Marciani et al. 2017).

There is another frequently used category of attribute data, which are derived
attributes such as centrality measures (betweenness, closeness, degree) and similar-
ity measures (local and global similarities), describing the topological characteristics
of the nodes and edges of the network. These measures describe a network in a
more quantifiable manner. Further description of these measures will be provided in
Section 4.6.

4.5 Classification of link prediction methods in illicit networks

This section explores the major categories of link prediction methods applied to
illicit networks. Most LP models reviewed fall into four broad classes: similarity-based
methods, probabilistic and maximum likelihood models, dimensionality reduction
techniques, and learning-based algorithms. Their classification is shown in Figure 4.
Based on this taxonomy, a generic LP framework can be designed, where inputs may
be graphs with or without features, and outputs are binary predictions of potential
links using either classical or learning-based models (see Figure 5). Table 4 summa-
rizes all reviewed studies, identifying the model used, its LP model category, and the
study’s objective.

4.6 Similarity based methods

Similarity-based methods are one of the conventional methods of link prediction, which
assign a score to each unconnected pair of nodes, estimating the likelihood of a link
based on the structural similarity of the neighborhood that the two nodes share. These
methods fall into three types: (i) local, (ii) global, and (iii) quasi-local. Local mea-
sures use only the immediate neighborhoods of nodes, while global measures consider
the entire network. Quasi-local indices serve as a middle ground, balancing predictive
accuracy with computational efficiency (Kumar et al. 2020). After computing similar-
ity scores for all pairs, the task continues by ranking them in descending order. Pairs
above a case-specific threshold are then predicted as new links. The following section
reviews commonly used similarity-based methods and how they have been adapted
for the illicit networks.
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Table 2 A Summary of Illicit Network Datasets

Reference  Dataset Name Type of Illicit # of # of Data Availabil-
Activity Nodes  Edges ity
Ribeiro Spanish corruption Political Corrup- 2695 N/A Publicly avail-
et al. tion Scandals able
(2023);
Lopes et al.
(2022)
Ribeiro Brazilian corruption Political Corrup- 404 N/A Publicly avail-
et al. tion Scandals able
(2023);
Lopes et al.
(2022)
Ribeiro Criminal intelligence net- Crime and Drug 25,666 N/A Publicly avail-
et al. work by Brazilian Federal Trafficking able
(2023); police
Lopes et al.
(2022)
Ribeiro Money laundering Crime 1,126 N/A N/A
et al.
(2023);
Lopes et al.
(2022)
Aktas et al. Crime data from New York Crime 156,243 N/A Publicly avail-
(2023) City (NYC) Open-Data able
Ahmadi A Dburglary dataset from Crime 23,380 42,604 N/A
et al. (2023) Israel National Police
Yang New York Police Depart- Crime 245,867 312,453 Publicly avail-
(2023b) ment (NYPD) Arrests Data able
Yang Chicago Crime Data Crime 78,456 112,345 Publicly avail-
(2023b) able
Qiao et al. Counterfeit cigarettes crim- Counterfeit 1,925 N/A N/A
(2021) inality in China Goods Trafficking
Lim et al. CAVIAR drug import syn- Drug Trafficking 42 N/A Publicly avail-
(2020), dicate able
Bahulkar
et al. (2018)
Calderoni  Montagna Meeting Graph  Crime 101 256 N/A
et al. (2020)
Calderoni ~ Montagna  Phone  Call Crime 100 124 N/A
et al. (2020) Graph
Assouli GTD terrorist dataset Terrorism 50 239 N/A
et al. (2021)
Assouli RAND Database of World- Terrorism 100 189 N/A
et al. (2021) wide Terrorism Incidents
(RDWTTI)
Su et al. September 11th hijackers’ Terrorism 62 153 N/A
(2019) network
Crandell Albuquerque Police Dept. Crime 25,924 N/A N/A
and Kork- network 11
maz (2018)
Berlusconi  Crime cases of an Italian Crime 182 247 Publicly avail-

et al. (2016)

Mafia group

able



https://casos-aislados.com/
https://casos-aislados.com/
https://doi.org/10.1093/comnet/cny002
https://doi.org/10.1093/comnet/cny002
https://doi.org/10.1007/s41109-018-0092-1
https://doi.org/10.1007/s41109-018-0092-1
https://opendata.cityofnewyork.us/data/
https://opendata.cityofnewyork.us/data/
https://github.com/macdonaldjohn/Impact-Zone-Data
https://github.com/macdonaldjohn/Impact-Zone-Data
https://data.cityofchicago.org/Public-Safety/Crimes-2001-to-Present/ijzp-q8t2/about_data
https://data.cityofchicago.org/Public-Safety/Crimes-2001-to-Present/ijzp-q8t2/about_data
https://www.kaggle.com/datasets/chiragtagadiya/caviar
https://www.kaggle.com/datasets/chiragtagadiya/caviar
https://dx.doi.org/10.6084/m9.figshare.3156067
https://dx.doi.org/10.6084/m9.figshare.3156067

Link Prediction
Methods

Probabilistic and
Similarity Based Maximum Likelihood
Based

Dimentionality
Reduction Based

Learning Based

— Local Similarity Local probabilistic Embedding Based || | Machine Learning
models Methods Models
F Global Similarity
| | Exponential Random Deep Learning
Graphs Models
L Quasi- Local
Similarity
Reinforcement

— Regression models

Learning Models

Fig. 4 Classification of Popular Link Prediction Methods used in Illicit Network Exploration

Similarity
measures

E /' Similarity
features

Other
/  features

Fig. 5 Generic link prediction framework (Wang et al. 2014)

‘L _

—» Order scores —»

Learning models

o Classifier

Probabilistic model —b// :

4.6.1 Local Similarity Measures

Local similarity measures rely on immediate neighborhoods to assess the likelihood
of a missing or future link. Even though there are many similarity-based metrics in
SNA, the reported few have been the most effective predictors for the illicit networks

Similarity-based approach

/
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under study, due to their structural differences from other social networks.

Common Neighbors (CN):

SCN(£7 y) =

IT(z) NI (y)]

where I'(+) denotes the set of neighbors of node = and node y.
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CN is one of the simplest metrics, counting the shared neighbors between two
suspects z and y. Despite its simplicity, it remains a baseline in several studies. For
example, Bahulkar et al. (2018) applied CN in their edge-augmentation process for the
CAVIAR drug-trafficking network, showing it as a useful starting point before more
advanced measures. They also proposed two modifications tailored to their dataset.
The first, Common Neighbors Weighted by Calls, sums the total calls each suspect
makes with shared neighbors, incorporating interaction intensity. More frequent calls
with mutual contacts signal a stronger likelihood of hidden links. The second, Common
Neighbors Weighted by Hierarchy, incorporates organizational structure by estimating
a suspect’s rank through communication with supervisors. Large differences in such
communication imply different hierarchy levels, reducing the chance of direct links,
whereas similar patterns suggest comparable ranks and higher likelihood of direct ties.
Calderoni et al. (2020) also applied CN and related measures to two Sicilian Mafia
networks from the Montagna anti-mafia operation, covering meetings and phone calls
among suspects. CN performed strongly on the denser meeting graph (Area Under
the Receiver Operating Characteristic Curve, AUROC ~ 0.94 to 0.95) but dropped to
about 0.60 on the sparser phone-call graph, highlighting how its effectiveness depends
heavily on network density and clustering.

Jaccard Coefficient (JC):

Sic(z,y) = (2)

This ratio measures the proportion of common neighbors of = and y.

Calderoni et al. (2020) also analyzed the Jaccard index as a normalized measure,
where it was noted that if node degrees are low or the network has only scattered
common neighbors, Jaccard can lose discriminative power.

Adamic-Adar (AA):

Saalmy) = Y — 3)

z€l(x)NI (y) log k.

This index sums the contributions of each common neighbor z of x and ¥, weighing
them by 1/log(k,). Here, k. is the degree of node z.

Adamic-Adar was likewise evaluated by Calderoni et al. (2020), where it often
performed slightly better than Jaccard for sparse, highly compartmentalized cliques
in the Mafia data. Part of the appeal was how Adamic-Adar penalizes high-degree
nodes, thus prioritizing lower-degree nodes.

Resource Allocation (RA):

1
SRA(mv y) = Z ki (4)
zel(z)NI'(y) #

The similarity between two vertices « and y is computed in terms of resources sent
from z to y through their common neighbors. It penalizes high-degree neighbors more
than Adamic—Adar.
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In Su et al. (2019), RA outperformed nearly 20 indices on the 9/11 hijackers’
network under incomplete data. By emphasizing low-degree neighbors (more directly
than Adamic—Adar), it effectively exposed covert ties among hijackers with few visible
connections. These hidden links supported interdiction strategies by identifying critical
suspects, and adding RA-predicted edges sometimes produced a “comic effect” that
magnified key actors and reshaped the network’s structure.

Marciani et al. (2017) evaluated a wide range of local similarity metrics on both a
criminal-wiretap dataset and a corporate network. As part of their baseline compari-
son, the authors tested a total of 10 widely used local metrics, among which the most
prominent include Common Neighbors, Jaccard Coefficient, Adamic—Adar, Preferen-
tial Attachment (PA), Resource Allocation, Salton Index (SI), Sgrensen Index (So),
Hub Promoted Index (HPI), Hub Depressed Index (HDI), and Leicht—Holme—Newman
Index (LHN) (Kumar et al. 2020). From their experiments, the authors of Marciani
et al. (2017) concluded that CN, AA, and PA delivered a comparatively strong per-
formance in predicting links of the criminal network. Results showed that CN, AA,
and PA performed particularly well in predicting links in criminal settings (see Kumar
et al. 2020 for formulae of the remaining indices). However, they noted that conven-
tional indices rely too heavily on shared neighbor counts or degree-based weighting,
which overlooks the role of brokers or intermediaries in criminal networks. To address
these gaps, they proposed three new measures.

Broker Allocation (BA):

wa:,z + wz,
Dlay) = Y I (5)
2€D(2)N(y) #

Here, w, , and w, , are the weights on the edges (z, z) and (z,y), and w, is the total
weight of edges incident to z. This measure is aimed at revealing hidden ties mediated
by “middleman” nodes. A larger value of ®(x,y) suggests that « and y are likely to
be indirectly connected through a broker z.

Relative Broker Allocation (RBA):

wa:,z“l‘wz,y
CD(J?, y) _ ZzEF(m)ﬁF(y) w (6)

Zzef‘(m)ﬁf‘(y) W

RBA extends BA by normalizing the sum of weighted contributions, so that the
final score lies in the interval (0, 1), making it straightforward to determine a threshold
for identifying a hidden link.

Relative Resource Allocation (RRA):

3 1
\I/(J,' y) _ zel ()N (y) k. (7)
ZzEF(z)ﬂF(y) k.

This index adapts the standard Resource Allocation (RA) measure by normalizing
each neighbor’s contribution. The role of the common neighbors z in bridging (z,y)
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diminishes if z has many connections, since it will have fewer “resources” to allocate
when linking x and y.

In their experiments, the authors found that these new measures achieved accu-
racy comparable to, and sometimes surpassed, that of well-established local measures.
Most notably, BA proved capable of detecting connections hidden by mid-level inter-
mediaries, which is particularly relevant for criminal/trafficking networks where such
brokers may deliberately conceal direct ties (Marciani et al. 2017).

The Latent Link Prediction based on Internal and Local Links (LLPIL) model by
Assouli et al. (2021) leverages bipartite projections to detect hidden links in criminal
networks. It computes a connectivity score from shared neighbors’ edges and a relia-
bility measure capturing consistency of interactions. By comparing the two, the model
predicts links without relying on fixed thresholds, adapting instead to each node’s
local structure.

Global Similarity Measures: Unlike local indices, global methods incorporate paths
across the entire network. Calderoni et al. (2020) tested several global measures,
including Katz Index and Personalized PageRank (PPR), to evaluate whether longer
chains of interaction reveal hidden Mafia ties. The Katz Index aggregates all possible
paths between nodes, penalizing longer ones with a damping factor S3:

Sicara(a,y) = 3 ' [paths),| (8)
=1

with its matrix form given as S = (I—3A)~! —I, where 3 < 1/A;. In denser “meeting”
networks Katz achieved higher AUROC value, as short walks effectively captured
clustered collaborations, but performance dropped in the sparser phone-call graph.

PPR instead measures node importance relative to a source node s through a
random walk with restart:

ms = aeg + (1 — a)AeTWS (9)

where « is the restart probability and A. the row-stochastic adjacency matrix.
Calderoni et al. (2020) found that both Katz and PPR outperformed local indices in
denser subgraphs but lost accuracy in sparse settings dominated by a few hubs. Global
indices thus offer strong predictive power when full network structure is available,
but their computation can be difficult in decentralized illicit networks. Ultimately, the
choice of index should depend on structural properties such as density, hierarchy, and
presence of intermediaries, since these features dictate which measures best uncover
hidden ties and inform law-enforcement strategies (Kumar et al. 2020).

4.7 Probabilistic and Maximum Likelihood Methods

Probabilistic approaches frame link prediction as estimating the probability of tie
formation under a predefined network structure, such as community or hierarchical
organization (Samad et al. 2020). Parameters are learned to assign probabilities to
missing links, which are then ranked similar to similarity-based scores. While flexible,
these models often require detailed node or edge attributes, involve complex parameter
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tuning, and scale poorly to large networks. Maximum likelihood methods face similar
challenges of complexity and computational burden, making them largely impractical
for large or sparse illicit networks (Kumar et al. 2020; Arrar et al. 2024; Samad et al.
2020). As a result, applications in this domain have been limited.

A few studies illustrate these challenges. Crandell and Korkmaz (2018) applied
logistic regression, combining demographic, case-level, and structural predictors to
estimate the probability of an individual’s involvement in a case. Their results showed
improved accuracy when network-derived features were included. Kaza et al. (2007b,a)
extended this line of work by employing multivariate Cox regression survival analysis,
which models the hazard of a new co-offending tie forming over time. This dynamic
approach integrates individual attributes and facilitators (e.g., mutual acquaintances
or shared resources) to capture the temporal progression of criminal ties. Overall,
probabilistic and maximum likelihood methods demonstrate methodological rigor and
temporal adaptability but remain underutilized in illicit network studies.

4.8 Learning-Based Methods

Learning-based approaches apply ML and DL to link prediction by combining struc-
tural and attribute information. In supervised ML, link prediction is framed as a
binary classification problem where unconnected node pairs are represented by feature
vectors and labeled as either positive or negative (Wang et al. 2014). Unsupervised
approaches, in contrast, rely on representation learning such as node embeddings from
algorithms like node2vec or graph neural networks (GNNs), to encode nodes into a low-
dimensional space, with link likelihood determined by similarity between embeddings
(Kumar et al. 2020; Arrar et al. 2024; Samad et al. 2020). These methods are powerful
because they can capture complex structural patterns beyond simple heuristics.

Although no studies were found using standalone embedding-based models, embed-
dings have frequently been incorporated as features within ML frameworks. For
example, Lopes et al. (2022) employed node2vec embeddings with classifiers such as
logistic regression and k-nearest neighbors to predict hidden ties and classify relation-
ship types in Brazilian criminal networks, showing that embedding-enhanced models
improve accuracy even in sparse, noisy data. Similarly, Qiao et al. (2021) developed
a machine learning framework to predict counterfeit cigarette shipments in China by
constructing a directed logistics network of cities and shipment routes. They developed
a comprehensive feature vector for each package, combining temporal delivery pat-
terns with some centrality and similarity measures. Multiple classifiers were trained on
these features, with logistic regression achieving the strongest performance. The study
demonstrated the effectiveness of integrating structural and temporal data, though its
reliance on a balanced dataset and limited sample size were key limitations.

Deep learning methods extend these ideas by directly learning from graph struc-
tures. Ribeiro et al. (2023) applied GraphSAGE, an inductive graph convolutional
network, to corruption and money-laundering networks, highlighting its scalability to
large and dynamic graphs. Yang (2023b) introduced CrimeGraphNet, a graph con-
volutional network (GCN)-based model tailored for criminal networks. It addressed
data imbalance with weighted loss functions and incorporated side information (e.g.,
node and edge attributes), outperforming both similarity indices and standard GCNs.

16



Table 3 Summary of Learning-Based Models

Model Embedding Learning Scalability Reference
Type
node2vec Shallow Supervised High (Lopes
et al. 2022)
ML Classifiers N/A Supervised High (Qiao et al.
2021)
GraphSAGE Deep Supervised High (Ribeiro
et al. 2023)
CrimeGraphNet Deep Supervised High (Yang
2023b)
TDRL-CNA N/A Reinforcement Medium (Lim et al.
Learning 2019)

These studies illustrate how DL models can better exploit structural complexity and
heterogeneity in illicit networks.

More recently, deep reinforcement learning (DRL) has been explored for link pre-
diction. DRL combines RL’s decision-making with DL’s representation power, making
it suitable for evolving, data-scarce criminal networks. Lim et al. (2019) proposed
TDRL-CNA (Time-Evolving Deep Reinforcement Learning for Criminal Network
Analysis), which simulated the evolution of a drug-trafficking network over time. By
iteratively generating training data and integrating structural features such as com-
mon neighbors and Katz scores, it reduced dependence on large labeled datasets.
However, its ability to capture nuanced contextual factors remained limited, which
often involves learning about external factors related to the network.

In summary, learning-based methods have progressed from ML models using hand-
crafted features to DL models leveraging embeddings and GNNs, and now to DRL
frameworks tackling dynamics and data sparsity. Their strengths lie in adaptability
and predictive accuracy, but challenges remain regarding interpretability, data require-
ments, and computational cost. This explains their growing but still selective adoption
in illicit network analysis. A summary of learning-based models is provided in Table 3.

4.9 Temporal Link Prediction in Illicit Networks

Around 53% of the reviewed studies (Calderoni et al. 2020; Su et al. 2019; Assouli
et al. 2021; Ribeiro et al. 2023; Crandell and Korkmaz 2018; Berlusconi et al. 2016;
Aktas et al. 2023; Ahmadi et al. 2023) have focused their analysis on static link
prediction. But there is also a growing trend in TLP methods in recent years, with
the advancements of ML and DL techniques and concepts such as RL, which allows
models to learn from limited data available (Lim et al. 2020; Lopes et al. 2022; Ribeiro
et al. 2023; Qiao et al. 2021; Lim et al. 2019). These studies have adopted time-
evolving network models to capture the dynamics of criminal interactions over multiple
snapshots and predict future connections based on past trends.

A common approach among these works is to construct a sequence of network
states over time, leveraging historical structural changes to make informed predictions
about future links. For example, Lim et al. (2020) utilized a series of time-stamped
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snapshots from a criminal network dataset (CAVIAR drug syndicate), capturing the
evolution of relationships over 10 sequential time steps. Their model was trained on
earlier snapshots and evaluated how well it could predict links appearing in the final
time step.

Illicit networks are dynamic in nature, with relationships evolving over time as
members join, leave, or alter their connections. TLP is often better suited for such
networks because it can track these changes and predict future connections. Thereby,
in future if research advances to streamline real-time data into these prediction models,
the interdiction of these criminal networks could be accelerated and made efficient
(Marciani et al. 2017).

There are a few obvious downsides to temporal LP techniques, such as these models
being computationally demanding and highly reliant on large datasets for training.
Advancements in RL would be a solution for some of these problems. Having said
that, static LP is not completely to be ignored; these are very efficient models and
simpler to implement, making them suitable for large-scale networks or cases where
temporal data is sparse.

4.10 Evaluation Metrics in Illicit-Network Link Prediction

Across the reviewed studies, the most consistently used evaluation criteria are AUC
(Area Under the ROC Curve), followed by precision, recall, and F1-score, while accu-
racy appears less central. Precision and recall are also emphasized because they directly
reflect the trade-off between false positives (investigative noise) and false negatives
(missed critical connections). Studies such as those by Su et al. (2019), Ahmadi et al.
(2023), Lopes et al. (2022), and Ribeiro et al. (2023) consistently rely on combinations
of AUC, precision, recall, and Fl-score, often supplemented by top-k evaluation,
where only the highest-ranked predicted links are assessed. This reflects a practical
shift from global classification performance to prioritized link discovery, which aligns
more closely with investigative use.

At the same time, several studies introduce evaluation choices that deviate from
standard social network link prediction. A key example is the work by Berlusconi
et al. (2016), where predicted links are not evaluated solely through statistical metrics
but are validated against external judicial evidence and interpreted through a
reliability threshold (1—a), linking predictions to evidentiary confidence. Similarly,
Calderoni et al. (2020) emphasizes robustness under missing or noisy data, evaluating
whether predictions remain stable when the observed network is incomplete, which is a
defining property of illicit systems. Assouli et al. (2021) introduces a reliability-based
weighting rule instead of fixed classification thresholds, while Aktas et al. (2023) frames
evaluation through the precision—recall trade-off in hyperedge prediction, explicitly
accounting for the cost of false positives in sparse settings.

5 Discussion

This review shows that link prediction in illicit networks is not a one-size-fits-all
problem. Success depends on the network’s structure, size, density, and the types of
relationships embedded in it. As a result, most studies take a case-by-case approach,
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Table 4 Link-Prediction Studies, Models, and Their Taxonomic Category

Reference Model Category Purpose

(Kaza et al. Cox proportional-hazards  Regression models Identify attributes that facilitate new

2007b) regression co-offending links.

(Kaza et al. Cox regression survival model = Regression models Quantify effect of facilitators on future

2007a) co-offending links.

(Berlusconi Similarity-based measures Local similarity Detect unobserved ties to guide investi-

et al. 2016) gations.

(Mahesar Similarity-based measures Local similarity Compare heuristics for predicting ter-

et al. 2016) rorist ties.

(Marciani Stream-adapted similarity =~ Local similarity Predict links in high-velocity streams.

et al. 2017) based measures

(Bahulkar Edge augmentation via simi- Local similarity Improve community detection by adding

et al. 2018) larity based methods predicted edges.

(Crandell Logistic regression on SNA fea- Regression models Predict person-case links to aid policing.

and  Kork-  tures

maz 2018)

(Lim et al. FDRL-CNA deep- Reinforcement learn- Improve link prediction in evolving

2019) reinforcement learning ing models criminal networks using SNA + meta-
data.

(Su et al. Resource-Allocation similarity = Local similarity Recover hidden edges then target criti-

2019) cal nodes.

(Calderoni Node2Vec and similarity based Embedding-based Evaluate accuracy & robustness with

et al. 2020) measures methods missing data.

(Lim et al. ISNA-DRL  (indexed-metric Deep Reinforcement Embed node metadata in similarity

2020) DRL) learning models indices to raise link-prediction precision.

(Assouli LLPIL reliability metric Local similarity Uncover latent/future offender-crime

et al. 2021) links for early-warning intelligence.

(Qiao et al. ML Models with SNA features Machine-learning mod-  Rank parcels by likelihood of counterfeit

2021) els cigarettes.

(Lopes et al. node2vec embeddings + LR/k- Embedding-based Recover hidden partnerships, classify

2022) NN methods edges, forecast transfers.

(Ribeiro GraphSAGE GNN Deep-learning models Recover missing links, classify tie types,

et al. 2023) predict money flow and future partner-
ships.

(Ahmadi Inductive & transductive GNN  Deep-learning models Predict future co-offender links and con-

et al. 2023) nect new burglary cases to likely sus-

(Aktas et al.
2023)

(Yang
2023b)

UniMHe
net

hypergraph neural

CrimeGraphNet (GCN)

Deep-learning models

Deep-learning models

pects.

Predict location, crime-type and season
hyperedges to expose spatio-temporal
crime patterns.

Predict hidden or missing criminal links.

tailored to the distinct hierarchies, strategies, and behaviors of each illicit group,
factors that generic LP models often fail to capture.

Few studies apply multi-layer (or multiplex) approaches, though these can reveal
richer insights into illicit enterprises. Their main obstacle is data scarcity: robust
multi-layer models require multiple relationship types observed simultaneously, but
researchers typically only access partial views such as call logs or single transaction



types. When such data are available, multi-layer and hypergraph-based models have
shown clear potential to capture the interconnected nature of criminal operations.

Temporal link prediction offers another valuable dimension by modeling the forma-
tion, dissolution, or reappearance of ties over time. This dynamic perspective reveals
how groups evolve or adapt strategically to evade law enforcement. Yet temporal data
are even harder to obtain than static snapshots. Aggregating observations into one
view is often necessary but suppresses important dynamics, such as seasonal alliances
or intermittent collaborations, reducing predictive precision.

Methodologically, similarity-based indices such as Common Neighbors, Adamic—
Adar, Resource Allocation, and Katz remain common. They are simple, effective on
sparse networks, and provide useful baselines. However, they often fail to capture
cross-layer dependencies or hidden structures in larger or more compartmentalized
networks. Probabilistic and maximum likelihood models are rarely used, as they
demand extensive parameter tuning and struggle with large or noisy datasets. In
contrast, learning-based methods, from traditional ML to GNNs and reinforcement
learning, show greater adaptability to the complexities of covert and evolving networks.
Their limitation remains data scarcity, though reinforcement learning is particularly
promising for smaller, incomplete datasets.

A common limitation in most LP studies is the fixed-node or closed-world
assumption. Models are trained and evaluated transductively, meaning the set of
actors is held constant, and the task reduces to predicting edges only among already
observed nodes. For illicit networks, which often expand through recruitment or exter-
nal partnerships, this is a serious gap. As a result, current predictions are inherently
bounded by the observed set of participants and cannot anticipate the introduction of
unseen collaborators.

In summary, advances in multi-layer and temporal modeling broaden the
scope of LP research, but data limitations still constrain most studies to narrower,
static analyses. Similarity-based methods remain reliable but insufficient for complex
networks. Learning-based approaches represent the most promising frontier, balancing
scalability with the flexibility needed to adapt to the unique characteristics of illicit
networks.

When discussing about the evaluation of link prediction methods in illicit
networks, it departs from conventional practice in two critical ways. First, AUC and
ranking-based measures dominate in illicit-network link prediction because the data
are inherently sparse and highly imbalanced, with far more non-links than true links.
Under such conditions, accuracy becomes misleading because a model can achieve
high accuracy by predicting non-links. AUC, in contrast, evaluates the model’s abil-
ity to rank true links higher than false ones, independent of a fixed threshold, making
it more robust for incomplete and uncertain network data. Second, there is a clear
move toward context-aware evaluation, where predictions are judged not only by sta-
tistical performance but also by their reliability, robustness, and investigative value.
This highlights a fundamental limitation in the literature: many studies still rely on
artificially constructed test settings, such as random edge removal or balanced sam-
ples, which may overestimate real-world performance. A rigorous evaluation in this
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domain should therefore combine ranking performance, robustness analysis, temporal
validation, and domain-grounded plausibility, rather than relying on a single metric.

6 Conclusion and Future Directions

This systematic review examined the state of link prediction research in illicit
networks, covering methods ranging from classical statistical and similarity-based
approaches to machine learning, graph neural networks, and reinforcement learning.
Across the reviewed studies, link prediction emerged as a valuable but still underde-
veloped tool for illicit-network analysis. Its promise is clear: when network data are
fragmented, covert, and incomplete, link prediction can help recover hidden structure,
identify plausible relationships, and support disruption strategies that would otherwise
rely only on partial evidence.

The literature reveals a clear pattern. Most studies still rely on static or simplified
graph formulations, even though illicit networks are dynamic, multilayered, strategic,
and only partially observed. Only a few demonstrate robustness under the conditions
that matter most in practice: missing data, severe class imbalance, sparse observations,
and uncertainty about whether observed ties reflect the true operational structure
of the network. Progress in predictive accuracy alone is not enough; what is needed
are models that are credible under uncertainty, interpretable to domain experts, and
useful in high-stakes investigative settings.

Therefore, future research should prioritize the following directions:

1. Incorporating Network Metadata: Beyond structural features, integrating
contextual data such as demographics, criminal history, organizational roles, geo-
graphic information, or interaction types can improve prediction. These should be
combined with graph-based measures to create richer feature representations or
embeddings and then evaluated against strong structural baselines. Where meta-
data are high-dimensional or noisy, dimensionality reduction and feature selection
will be essential.

2. Leveraging Reinforcement Learning and Advanced GNNs: Reinforcement
learning is promising for small, noisy, and evolving datasets because it can refine
predictions through iterative feedback. Its adaptive nature makes it particularly
appealing for illicit networks, where relationships shift strategically over time. Com-
bining reinforcement learning with advanced graph neural networks may further
improve performance by joining expressive graph representations with sequential
decision-making.

3. Developing Time-Aware and Multilayer Models: Dynamic GNNs, tempo-
ral embeddings, and snapshot-based methods can better capture the emergence,
persistence, and dissolution of ties. Multilayer and multiplex formulations are also
important because illicit actors often interact across multiple channels such as com-
munication, finance, kinship, co-offending, and logistics. Future work should move
beyond flat graph representations whenever the data allow it and should explicitly
test how temporal and multilayer structure changes predictive performance.

4. Combining Real and Synthetic Data: Limited access to real illicit-network
data remains one of the field’s main bottlenecks. Carefully generated synthetic
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data, including simulation-based or Large Language Model-based generative Al
approaches, may help expand training samples while preserving important struc-
tural properties. However, this should not be treated as a shortcut. Hybrid datasets
must be validated against reserved real-world evidence to ensure that they do not
introduce unrealistic patterns or inflate model performance.

5. Modeling Predictive Uncertainty: A major gap in the current literature is
the limited attention to uncertainty in link prediction outputs. In illicit net-
works, predictions are made under partial observability, noisy records, hidden
actors, and ambiguous ties, yet models are often evaluated as if predictions were
equally reliable. Future research should therefore move toward uncertainty-aware
link prediction by estimating confidence, calibration, or prediction intervals around
candidate links, and by distinguishing high-confidence inferences from speculative
ones. This would make model outputs more realistic, more interpretable, and more
useful for investigators and policymakers who must make decisions under risk.

For illicit networks, the central challenge is not only to infer missing ties, but
to do so in a way that respects the hidden, adaptive, and uncertain nature of the
system being studied. The most valuable future models will therefore be those that
combine predictive strength with interpretability, robustness, temporal awareness, and
explicit treatment of uncertainty. Advancing the field in this direction would move link
prediction from a promising analytical technique to a more credible and operationally
relevant tool for understanding and disrupting illicit networks.
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