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Abstract

Vaccine potency depends on an unbroken cold chain, yet the thermal stability
of refrigerators in the field is shaped as much by human interaction patterns
as by equipment design. Although door openings are an unavoidable part of
daily vaccine management operations, no prior study has jointly quantified user
behavior and the resulting thermal response at global scale using continuous,
real-world telemetry. We address this gap with a large-scale empirical analysis
of millions of timestamped observations collected from 500 vaccine refrigerators
deployed across 32 countries. We propose a robust event-extraction method that
converts raw sensor streams into semantically structured door episodes, each
annotated with thermal rise, recovery time, burst frequency, and contextual fea-
tures such as ambient temperature and operating-hour schedules. Building on
this representation, we define six interpretable anomaly categories that span
behavioral deviations (off-schedule access, excessive duration, bursty openings),



thermal deviations (thermal mismatch, slow recovery), and telemetry-quality
issues. A cross-anomaly dependency analysis reveals that burst patterns and
prolonged openings frequently compound into slow temperature recovery, while
off-schedule usage acts as a persistent precursor to these thermal failures. Using
the rule-derived labels as weak supervision, we train and evaluate three machine
learning models for multi-label anomaly detection. XGBoost achieves an F1-score
of 0.97 for binary anomaly detection and an average per-category F1l-score of
0.82, outperforming Isolation Forest and Linear SVM across IID, country-held-
out, and temporal splits. The learned model remains stable under up to 20%
simulated label noise, confirming the viability of heuristic weak supervision for
this task. These results establish a quantitative link between operational behav-
ior and refrigerator thermal performance, providing a foundation for proactive,
behavior-aware cold-chain monitoring in global immunization programs.

Keywords: Vaccine Cold-chain monitoring, Door-opening events, Thermal response,
Anomaly Detection, Weak Supervision, XGBoost

1 Introduction

Vaccines are among the most cost-effective interventions in public health, yet their
potency hinges on an unbroken cold chain from manufacturer to patient. Most vaccines
are thermosensitive, and even brief deviations from the recommended storage range
of +2°C to +8°C can degrade immunogenicity irreversibly [1-3]. Despite decades of
investment in refrigeration technology and supply-chain infrastructure, temperature
excursions remain widespread in low- and middle-income settings, where equipment
failures and logistical constraints compound the challenge [4-6]. A growing body of
evidence suggests that a significant share of these excursions originates not from hard-
ware faults but from the way health workers interact with the equipment on a daily
basis [7].

Door openings are the primary mechanism through which human behavior disturbs
the thermal equilibrium of a vaccine refrigerator. Every time a door is opened for
routine immunization, inventory checks, or vaccine retrieval, warm ambient air enters
the cabinet and displaces the cold interior volume. The magnitude and duration of
the resulting temperature perturbation depend on a combination of factors, including
how long the door stays open, how frequently it is opened within a short window, and
at what time of day the opening occurs [7, 8]. Prolonged openings, clustered “bursty”
episodes, and access during non-standard hours can push internal temperatures toward
or beyond the upper safety boundary, especially when the refrigerator is already under
thermal stress from high ambient temperatures or a heavy vaccine load [9-11].

The thermal response of a refrigerator to a door opening, however, is not deter-
mined by user behavior alone. The rate at which the internal temperature rises and the
speed of subsequent recovery are jointly influenced by environmental factors (ambient
temperature, humidity), physical characteristics of the unit (insulation, compressor
capacity, airflow design), and the stored payload [7, 12]. Performance also varies across
refrigerator models due to differences in control logic, defrost cycles, and thermostat



calibration [12]. Studies in pharmaceutical and food refrigeration have confirmed these
interdependencies between environmental conditions, usage intensity, and thermal sta-
bility [9-11]. Taken together, these findings highlight a complex interplay between
human actions and device physics that cannot be captured by monitoring temperature
alone.

Despite these observations, no large-scale study has jointly analyzed how users
interact with cold-chain equipment and how those interactions translate into mea-
surable thermal responses. Existing work falls into three largely disjoint categories.
Temperature excursion surveys report the frequency and severity of out-of-range events
at national or regional level but do not attribute excursions to specific operational
causes [5, 6, 13]. Equipment audits assess compliance with storage guidelines at the
point of inspection without continuous behavioral monitoring [1, 7]. Predictive mod-
eling studies have begun to link door openings to thermal outcomes, but they rely
on small-scale experimental or simulated data that do not reflect the heterogeneity of
real-world deployments [8]. What remains absent is an integrated, data-driven frame-
work that simultaneously captures user behavior and device thermal response across
a large and geographically diverse fleet of vaccine refrigerators.

This study addresses that gap. Drawing on millions of timestamped telemetry
records from 500 vaccine refrigerators deployed across 32 countries, we present an end-
to-end framework for operational anomaly analysis that bridges the divide between
behavioral monitoring and thermal assessment. The framework makes three main
contributions.

® Global-scale behavioral and thermal characterization. We introduce a
robust event-extraction method that transforms raw, irregularly sampled sensor
streams into semantically structured door episodes, each annotated with duration,
thermal rise, recovery time, burst context, and ambient conditions. Statistical
analysis of these episodes reveals the circadian structure of access behavior, the
nonlinear dependence of recovery time on thermal disturbance magnitude and
door-open duration, and the compounding effect of bursty access on thermal load.

¢ Interpretable operational anomaly taxonomy. We define six anomaly cat-
egories (Al through A6) spanning behavioral irregularities (off-schedule access,
excessive duration, bursty openings), abnormal thermal responses (thermal mis-
match, slow recovery), and telemetry-quality issues. Cross-anomaly analysis
uncovers strong dependencies, most notably that off-schedule usage (A1) serves
as a persistent precursor to slow temperature recovery (A5), and that burst pat-
terns (A3) and long-duration openings (A2) frequently compound into thermal
failures.

® Weakly supervised multi-label anomaly detection. Using the rule-derived
anomaly labels as weak supervision, we train and evaluate three machine learning
models under IID, country-held-out, and temporal data splits. XGBoost achieves
an Fl-score of 0.97 for binary anomaly detection and 0.82 on average across
individual anomaly categories, while remaining stable under up to 20% simulated



label noise. A SHAP-based feature importance analysis confirms that device-
relative z-score features and thermal context variables are the primary drivers of
classification performance.

By explicitly linking patterns of human interaction to corresponding thermal
outcomes at global scale, this study provides a quantitative foundation for transi-
tioning cold-chain monitoring from reactive, threshold-based alarms toward proactive,
behavior-aware operational intelligence.

2 Related Work

Research relevant to this study spans four areas: cold-chain temperature monitoring
and compliance, the thermal effects of door-opening behavior in refrigeration systems,
anomaly detection in IoT sensor networks, and weak supervision as a strategy for
generating training labels without manual annotation. We review each area in turn
and conclude by positioning the present work relative to the gaps that remain.

Temperature monitoring and cold-chain compliance.

Cold-chain reliability has been a longstanding concern in global immunization logis-
tics. The dominant monitoring paradigm relies on electronic data loggers and
fixed temperature thresholds to trigger alarms or generate retrospective compliance
reports [4, 14, 15]. National and sub-national surveys have documented the frequency
of temperature excursions across supply-chain tiers, revealing that exposure to both
heat and freezing remains common even in settings with modern equipment [5, 6, 13].
Fahrni et al. [16] reviewed cold-chain logistics challenges that emerged during the
COVID-19 vaccine rollout and emphasized the need for end-to-end temperature vis-
ibility. Robertson et al. [17] reviewed innovations in WHO-prequalified cold-chain
equipment and emphasized that technological advances must be complemented by
effective deployment and system-level integration to achieve their full impact. While
these studies provide valuable epidemiological and logistical baselines, they treat tem-
perature as an isolated signal and do not connect observed excursions to the specific
user interactions or device conditions that caused them.

Door-opening behavior and thermal response in refrigeration.

A smaller body of work has examined the relationship between door openings and
internal temperature dynamics. Chojnacky and Rodriguez [7] measured the effect
of thermal ballast loading on domestic refrigerators used for vaccine storage and
showed that the magnitude of temperature fluctuations depends heavily on payload
volume and door-open duration. Martinez-Martinez et al. [9] studied how ambient
temperature, food load, and door-opening frequency affect a preservation performance
indicator in household refrigerators, demonstrating a nonlinear interaction among
these factors. De Frias et al. [10] varied the frequency and duration of door openings
in a commercial display case and reported corresponding effects on product temper-
ature and energy consumption. In the vaccine domain specifically, Habiyaremye et



al. [8] trained a multiple linear regression model on data from a thermoelectric vac-
cine refrigerator to predict time-to-threshold after a door opening. Although these
studies confirm that user behavior shapes thermal outcomes, they are limited to con-
trolled laboratory environments or small experimental datasets and do not scale to
heterogeneous, multi-country field deployments.

Anomaly detection in cold-chain and IoT sensor networks.

Anomaly detection within vaccine cold-chain monitoring remains a nascent area.
Putrada and Abdurohman [18] compared histogram-based outlier scoring (HBOS),
minimum covariance determinant (MCD), and one-class SVM on 11 days of one-
minute temperature readings from a single vaccine refrigerator, a dataset containing
only 89 outliers among 17,072 normal observations. Harrabi et al. [19] trained a
semi-supervised convolutional autoencoder to reconstruct normal temperature profiles
from 24-hour recording windows and flagged reconstruction errors as anomalies. More
recently, Harrabi et al. [? | deployed a lightweight deep-learning model on a resource-
constrained microcontroller for real-time vaccine temperature anomaly detection,
demonstrating the feasibility of edge inference but again operating on a single-device,
short-duration dataset. All three studies focus exclusively on temperature readings
and do not incorporate behavioral signals such as door events.

The broader literature on time-series and IoT anomaly detection offers a rich
methodological toolkit. Boniol et al. [20] provide a decade-spanning review of time-
series anomaly detection that covers forecasting-based, reconstruction-based, and
representation-learning approaches. Zamanzadeh Darban et al. [21] survey deep learn-
ing methods for the same task, including LSTM autoencoders, temporal convolutional
networks, and transformer-based architectures. IoT-focused reviews emphasize prac-
tical challenges that are highly relevant to cold-chain telemetry, including irregular
sampling intervals, environmental noise, missing data, and severe class imbalance [22,
23]. Hybrid supervised-unsupervised pipelines have shown promise in industrial multi-
sensor settings [24, 25], but these approaches typically require large volumes of
accurate labels and offer limited interpretability, constraints that are difficult to satisfy
in global-health field deployments.

Weak supervision and programmatic labeling.

When reliable ground-truth annotations are scarce or expensive to obtain, weak
supervision offers a practical alternative by using heuristic rules, knowledge bases, or
noisy labeling functions to generate training signal at scale. The data-programming
paradigm introduced by Ratner et al. [? ] formalized this idea in the Snorkel framework,
where multiple noisy labeling functions are composed through a generative model to
produce probabilistic labels. Subsequent work extended the concept to multi-task set-
tings [? ] and demonstrated its viability in clinical domains where manual annotation
is particularly costly [? ]. Jiang et al. [26] surveyed weakly supervised anomaly detec-
tion more broadly and identified rule-based label generation as a promising direction
for operational monitoring contexts where labeled anomalies are rare by definition.



Our work adopts this paradigm by encoding domain knowledge about vaccine refrig-
erator operation into six interpretable labeling rules and using the resulting labels to
train a supervised multi-label classifier.

Positioning of this work.

The present study bridges several of these threads. Unlike prior cold-chain studies
that monitor temperature in isolation, we jointly model user behavior and thermal
response. Unlike laboratory studies of door-opening effects, we operate at the scale of
500 devices across 32 countries using continuous field telemetry. Unlike general-purpose
time-series anomaly detectors, we embed domain-specific operational semantics into
the anomaly taxonomy. And unlike approaches that require clean labeled data, we
derive weak supervision from interpretable heuristic rules and demonstrate that a
gradient-boosted classifier trained on these labels generalizes across geographies, time
periods, and label noise levels.

3 Methodology

This section describes the dataset, the overall framework, the event-construction pro-
cedures used to transform raw telemetry into structured door episodes, and the six
anomaly categories that define the labeling taxonomy. We first present the data and
the two-stage framework overview (labeling and detection), then detail the algorithms
for episode extraction, battery-event identification, and operating-hour inference, and
finally specify each anomaly rule.

3.1 Dataset

The dataset used in this study comprises operational time-series measurements col-
lected from 500 representative TCW 40 SDD vaccine refrigerators manufactured by
a leading company specializing in vaccine cold-chain equipment. These units are
deployed across 32 countries in Africa, South America, South Asia, and other regions.
Each unit is equipped with a data-logging device that captures the refrigerator’s
operational state under real-world field conditions.

The resulting dataset is a multivariate time series containing four primary sensor
channels: internal temperature, ambient temperature, door status (open or closed),
and logger battery level. Baseline measurements are recorded at a regular ten-minute
sampling interval to track steady-state behavior. Certain high-priority events, such
as the exact moment a door is opened or a battery fluctuation, are captured asyn-
chronously as they occur. The dataset therefore combines synchronous, periodically
sampled data with asynchronous, event-driven signals. This hybrid structure is essen-
tial for accurately representing both the background environmental conditions and the
precise timing of user interactions or device state changes.



3.2 Framework overview
3.2.1 Anomaly labeling

Figure 1 illustrates the anomaly labeling strategy. Continuous sensor streams, includ-
ing door state, internal temperature, and logger battery level, are first processed by
an event detector that segments the data into semantically meaningful door-opening
episodes, each corresponding to a complete open-to-close interaction. From these door
events, we infer per-device operating hours, analyze the burstiness and duration of
openings, and extract thermal response characteristics. These features, together with
battery-derived events, are then evaluated through six interpretable rule families (A1l
through A6) to identify behavioral, thermal, and operational anomalies. Each rule
captures a distinct deviation mode, and multiple rules can fire for the same event,
producing a composite anomaly label. Details on the anomaly types and their labeling
logic are given in Sections 3.3 and 3.4.

This labeling framework serves two complementary purposes. First, it provides an
immediate, explainable diagnostic layer that field engineers can use for automated
quality assurance and domain-specific root-cause analysis. Second, it generates struc-
tured weak labels that can be used to train or validate machine learning models for
automatic anomaly detection at scale.
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Fig. 1 Overview of the anomaly labeling framework. Raw door, temperature, and bat-
tery data are transformed into door episodes, per-device operating-hour masks, and battery-derived
signals. Six rule families (A1l through A6) label each episode. Any active rule marks the event as
anomalous and records the corresponding reasons.

3.2.2 Anomaly detection pipeline

Figure 2 illustrates the end-to-end pipeline for detecting anomalous refrigeration
behavior from the labeled data. Starting from the episodes labeled via the heuris-
tic rules (Al through A6), we extract three complementary groups of features.



Episode-level features characterize event dynamics, including duration, peak internal
temperature rise ATjeak, time-to-peak, and recovery time. Contextual features capture
operating conditions such as time of day, day of week, country, and ambient tempera-
ture statistics. Device-history features encode deviations relative to each device’s own
historical behavior through metrics such as burst frequency and z-scored temperature,
recovery, duration, and burst-intensity values that provide longitudinal context.

These engineered features serve as inputs for training and validating machine-
learning-based anomaly detectors under weak supervision. To rigorously test model
generalizability and robustness to distribution shifts, we employ three splitting strate-
gies. An IID split provides baseline performance. A country split evaluates adaptation
to previously unseen geographic deployments. A time split assesses stability across
future temporal horizons. Three model families (XGBoost, Isolation Forest, and Lin-
ear SVM) are trained to classify anomalies, with performance evaluated using F1-score
and Average Precision (AP) on both binary (any anomaly present) and multi-label
(per-category) tasks.
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Fig. 2 End-to-end anomaly detection pipeline. Heuristic-labeled episodes are transformed into
three feature groups and then fed to supervised and unsupervised classifiers. Training and testing
follow three data-split strategies to measure generalization, with F1 and AP computed for binary and
per-category anomaly scores.

Labelled dataset Device history

3.3 Event construction
3.3.1 Door episode extraction

Raw door-state data are segmented into door episodes, defined as contiguous open-
to-close intervals for each device. For each episode, we compute its duration and a
set of thermal response features derived from the internal temperature signal. These
features include a pre-opening baseline, the maximum post-opening temperature rise
(ATpeak), the time required to reach that peak, and a recovery time measuring how
quickly the temperature returns toward the baseline after the peak. Recovery is defined
as the first point in time at which the internal temperature falls below a threshold set



as a fraction « of the peak rise above the baseline, within a bounded search horizon.
Ambient temperature is summarized alongside these features through its mean before
opening, its value at the moment of the internal temperature peak, and its mean during
the recovery search window. Algorithm A details the full procedure for extracting door
episodes and computing their associated thermal features. These episode-level features
align user interactions with the refrigerator’s thermal response, providing interpretable
behavioral and physical indicators for downstream anomaly detection.

Algo A: Door Episode Extraction with Thermal Features

Inputs:
e Per-device stream { (¢, s¢, Ti™, T#™P)} with door state s; € {0,1}.
® Baseline window W}, minutes; post-open peak horizon Wj minutes.
® Recovery horizon W, minutes; recovery fraction o € (0, 1].
Algorithm:
1. For each device d, sort by time.
2. Identify door episodes (open-to-close intervals). If the stream ends while open, close
the episode at the last observed open timestamp.
3. For each episode with start topen and end #jose, cOmpute:
(a) Duration D = (tclose — topen)-
(b) Baseline B = mean{T/™ : t € [topen — Wp, topen)} and ambient baseline
ext_baseline = mean{Ttamb : t € [topen — Wp, topen)}-
(c) Peak within [topen, topen + Wp|: ATpear = max(T'") — B, time-to-peak, and

ambient at peak ext_at_peak = Tti?i'

(d) Recovery search within [tpeak, tpeak + Wr]: first ¢ with " < B+ a ATpeak;
report minutes since peak as recovery min. Also compute mean ambient within
the search window ext_mean_recovery.

Output: One row per episode with {device_id, start, end, duration_sec,
dT_peak, t_to_peak min, recovery min, ext_baseline, ext_at_peak,
ext_mean recovery}.

3.3.2 Battery change events and low-battery episodes

We derive two operational signals from the battery telemetry. The first is a set of
discrete battery change events, defined as drops or rises exceeding a minimum step.
The second is a set of contiguous low-battery episodes during which the battery state
remains below a fixed threshold. Battery change events are extracted by computing
successive differences and retaining steps with |AB| > ¢, while debouncing events that
occur within a short temporal gap. Low-battery episodes are identified as runs with
B; < 6, which are split when the gap between consecutive low readings exceeds a break
threshold and discarded if their duration is shorter than a minimum requirement.
Algorithm B summarizes the extraction logic.

Variations in battery level may occasionally affect telemetry quality, leading
to intermittent uploads, delayed reporting, or transient sensor artifacts. Explicitly
identifying these periods improves the reliability of anomaly attribution by helping dis-
tinguish genuine behavioral or thermal deviations from irregularities caused by logger
power instability.



Algo B: Battery Events and Low-Battery Episode Extraction

Inputs:

® Per-device battery series {(¢, B¢)} with B € [0,100] (%).

® Event step threshold e; debounce gap Gpin-

® Low threshold #; minimum low duration L,i,; break gap Gpreak-

Algorithm (Change Events):

1. For each device, sort by time; compute AB; = By — By—.

2. Keep times with |AB¢| > ¢; ignore those within G, minutes of the previous kept
event.

3. Emit {¢, AB¢, By—, B¢, direction, Atprev }.

Algorithm (Low Episodes):

1. Mark indices with B; < 6; split the run whenever time between consecutive low
readings exceeds Gpreax minutes.

2. For each run, compute start/end, duration, and min By; keep only if duration >
Lmin-

Output:

® Battery change events: [device_id, timestamp, delta_battery, prev_battery,
new_battery, direction, dt_prev_event.min].

® Low-battery episodes: [device_id, low_start, low_end, duration_min,
min_battery].

3.3.3 Inferring operating hours from door events

We infer the typical operating hours of each device, that is, the hours of the day when
door activity consistently occurs, by analyzing the temporal distribution of historical
door-opening events. This yields a per-device hourly mask My ;, identifying expected
periods of use.

For each device, door-open timestamps are grouped by day and hour to compute an
average hourly open rate. The resulting 24-hour profile is circularly smoothed with a
three-hour window to reduce noise and emphasize consistent activity patterns. We then
rank hours by their smoothed activity and select the smallest subset that accounts for
90% (o = 0.90) of total daily activity, with bounds enforcing between 1 and 18 hours
per day. This data-driven approach captures when each device is typically accessed,
accounting for device-specific usage patterns that may vary across clinics, regions, and
operational contexts.

The inferred schedule serves as a behavioral baseline that distinguishes expected
operational periods (e.g., daytime clinic hours) from off-schedule events. It enables con-
textual anomaly detection and supports fair comparison across devices with differing
usage rhythms.
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Algo C: Operating-Hours Inference from Door Events

Goal: Infer per-device “operating hours” (hours-of-day with consistent human
activity) from door-open events.

Inputs:

® Door-open timestamps {(d;, t;)} with device IDs d;

Minimum active days Dy, (default: 5)

Coverage fraction o € (0, 1] (default: 0.90)

Circular smoothing window size 2w+1 hours (default: w = 1, giving 3-hour window)
Bounds on selected hours: Hyin = 1, Hmax = 18

Algorithm:

1. For each device d, collect door-open timestamps {¢;}.

2. Map each t; to its day u; = [t;|day and hour h; € {0,...,23}.

3. Compute daily hourly counts:

CHmJL::#{i:(uth::(uvh)}

4. Let Ny be the number of distinct active days for device d (days with >, Cq 4 p >
0).

Discard devices with Ny < Dyin.

5. Compute mean hourly open rate across active days:

1
R = — C h=0,...,23.
dh = N Zu: d,u,h ey

6. Apply circular smoothing over the 24-hour cycle:

w

1
Sa,n = 2wl Z Ry, (hik) mod 24-

k=—w

7. Let Ty = Zi?):o Sq,n- Order hours by descending Sy ;, and select the smallest set:

HY = i H|: Sy > aTyb.
; argHg{Blf?,%}{' \ };j an>aTy)

8. Enforce bounds:
If |[Hj| < Hpin, add next-best hours until |H}| = Hyin.
If |[H}| > Hmax, keep top Hmax hours by Sg p.

9. Define hourly mask:

Mgy =WheH)], h=0,...,23.

Output: For each device d, an hourly mask Mg, € {0,1} indicating inferred
operating hours

Algorithm C details the inference of per-device operating hours from historical
door-opening patterns. By aggregating and smoothing hourly activity, it identifies
consistent periods of human interaction that characterize the device’s regular schedule.
These inferred masks later serve as behavioral baselines for detecting off-schedule or
contextually abnormal events.

11



3.4 Anomaly types

We define six complementary anomaly categories (Al through A6) that capture dis-
tinct modes of deviation in refrigerator operation and data integrity. These rules
integrate door-event statistics, thermal response features, and device telemetry to
identify unusual behavior. The resulting framework unifies behavioral, thermal, and
operational indicators in a consistent per-device labeling pipeline. Table 1 summarizes
the detection logic and key parameters for each category.

Table 1 Summary of anomaly rules (Al through A6) combining behavioral, thermal, and operational

indicators.

Code Name Detection logic Key parameters
Al Off-schedule use Hour outside inferred open-hour mask « = 0.90 (coverage)
A2 Long duration duration > p95;;, or > Q33 + p=0.95 kigy =15

1.5IQR,.
A3 Bursty access Count in 30 min window exceeds puqg + w = 30 min, z =3
30’d.

A4 Thermal mismatch ATpeax < 0.1°C (when not cold) or z-

score> 3 (when not hot).

A5 Potential slow recovery recovery_min > p95; (multi-factor ¢ =0.95, 3 =0.2
adjusted) or missing.
A6 Sensor/ops issue Event overlaps low battery episode ABmax =

or battery drop AB < —10% within
+15 min.

tprox = 15 min

ATpin = 0.1°C, 2 =3

—10%,

3.4.1 A1l: Off-schedule usage

An event is classified as off-schedule when it occurs outside the refrigerator’s inferred
daily operating hours. Each device’s typical access hours are derived from historical
door activity using the smoothed 24-hour profile described in Algorithm C. For each
event, we check whether its start hour falls outside the device’s active-hours mask
(Mg, = 0). Accessing a refrigerator during non-operating periods, such as late at night
or on weekends, can indicate unauthorized use, procedural deviations, or emergency
interventions that warrant further investigation.

3.4.2 A2: Excessive door-open duration

This category captures door episodes that last unusually long relative to typical pat-
terns for the same device. Two complementary thresholds are applied. The first is the
95th percentile of event duration for the same hour of day (p95, ;). The second is a
device-wide outlier rule based on the interquartile range, ()34 + 1.5 x IQR,. An event

12



exceeding either limit is flagged. Prolonged door openings may expose stored vac-
cines to unsafe temperatures, which can result from restocking procedures, equipment
inspections, or malfunctioning door seals.

3.4.3 A3: Bursty access behavior

This category identifies clusters of many door openings occurring within a short time
window. For each event, the algorithm counts how many openings occur within a slid-
ing £30-minute window. A burst is flagged if this count exceeds pq+ 304, where g and
o4 are the device’s mean and standard deviation of window counts. Repeated access
over short periods may reflect abnormal usage such as stocktaking, sensor chattering,
or operational disruptions.

3.4.4 A4: Thermal mismatch

This category flags temperature responses that are inconsistent with typical ther-
mal dynamics following a door opening. Two complementary rules are applied with
ambient-aware conditions. A low temperature rise is flagged when ATjeac < 0.1°C
and the ambient temperature is not cold (above the device’s 20th percentile), since
minimal air exchange under warm ambient conditions is unexpected and may indi-
cate sensor noise or a recording artifact. A high thermal excursion is flagged when
the z-score (ATpeax — ta)/0q > 3 and the ambient temperature is not hot (below the
device’s 80th percentile), since extreme rises under moderate ambient conditions may
indicate a door left open or a temperature sensor malfunction. The per-device statis-
tics pug and o4 are estimated over all valid events for the device. The ambient-aware
logic reduces false positives while maintaining sensitivity to true thermal anomalies.

3.4.5 A5: Potential slow recovery

This category identifies events where the refrigerator takes unusually long to return
to its baseline temperature after a door opening. Each device’s recovery time distribu-
tion is summarized by its 95th percentile. The threshold is dynamically adjusted based
on five contextual factors that legitimately affect recovery time: ambient temperature
during recovery, door-opening duration, temperature rise magnitude (ATpeak), base-
line temperature before opening, and recent burst activity. Each factor is normalized
to [0, 1] by scaling relative to its per-device median and 90th percentile, then weighted
equally (8 = 0.2) to compute a combined adjustment. The adjusted threshold equals
p95q x (1 + >, B - factor;), allowing up to 100% increase under extreme conditions
where all factors reach their 90th-percentile values. Events exceeding this adjusted
threshold are flagged, as are those with missing recovery estimates. This multi-factor
adjustment reduces false positives from legitimate long recoveries under challenging
conditions (e.g., high ambient temperature, long door opening, large thermal load)
while maintaining sensitivity to genuine cooling system anomalies.

3.4.6 A6: Sensor or operational anomalies

This category flags events occurring under conditions of power or battery instability.
Two temporal conditions are evaluated. The first checks whether an event overlaps a
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recorded low-battery episode ([tl(jv)v, tl(;)v]) The second checks whether a large battery

drop (AB < —10%) occurs within +15 minutes of the event start. Matching is per-
formed per device using interval overlap for episodes and nearest-neighbor temporal
joins for battery drops. Low power can cause logging interruptions, delayed telemetry,
or incorrect temperature sensing, and flagging such events helps isolate data artifacts
from genuine behavioral anomalies.

Together, these six heuristic rules provide complementary coverage. Categories Al
through A3 capture behavioral irregularities in access timing or frequency. Categories
A4 and A5 capture abnormal thermal responses of the refrigeration cycle. Category A6
captures telemetry or sensor-related reliability issues. Table 1 provides a consolidated
view of the detection logic and parameter settings.

4 Results and Discussion

4.1 Statistical analysis of door-opening behavior and thermal
dynamics

This subsection characterizes the empirical distributions of access behavior and ther-
mal response across the full dataset. We examine door-opening durations, circadian
access structure, thermal recovery dynamics, cross-anomaly interactions, and the
overall prevalence of each anomaly category.

4.1.1 Door-opening duration distributions

Door-opening events exhibit a heavily right-skewed duration distribution (Figure 3).
The median duration is 0.2 minutes and the 95th percentile is 3.3 minutes, confirming
that the vast majority of openings are brief. The empirical cumulative distribution
function (ECDF) shows that over 90% of episodes conclude within the first few minutes
of exposure. A small number of extreme outliers, however, extend into much longer
periods. Although rare, these prolonged episodes impose disproportionately high ther-
mal load on the refrigerator interior and represent meaningful tail-risk events from the
perspective of vaccine safety.

4.1.2 Circadian access patterns and off-schedule anomalies

Access activity follows a pronounced circadian rhythm (Figure 4). Normalized access
frequency is lowest overnight, rises through the morning, and peaks in the late morn-
ing before declining through the afternoon. Off-schedule anomalies (A1), by contrast,
concentrate during the nighttime and early-morning hours between approximately
00:00 and 03:00, when legitimate access is minimal. This inverse relationship between
normal activity and off-schedule anomaly rate confirms that deviations from expected
behavior are most detectable during low-activity periods and supports the value of
time-of-day conditioning in anomaly detection models.
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Fig. 3 Distribution of door episode durations across the full dataset. The right-skewed distribution
confirms that most openings are brief, with a median of 0.2 min and 95th percentile of 3.3 min.
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Fig. 4 Normalized access frequency (left axis) and off-schedule anomaly rate (right axis) by hour
of day. The two curves are approximately anti-correlated, with Al anomalies concentrating during
nighttime hours.

4.1.3 Thermal recovery dynamics

Dependence on peak internal temperature rise.

Recovery time increases nonlinearly with the peak internal temperature rise AT} eak
(Figure 5). For small disturbances (ATpeax < 0.4°C), median recovery time remains
low and stable. Beyond this range, median recovery time rises sharply and the
interquartile range widens considerably, indicating that larger thermal disturbances
are associated with both slower and more variable recovery trajectories. This pattern
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is consistent with the thermodynamic expectation that greater thermal displacement
requires more compressor work and longer rebalancing time.
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Fig. 5 Recovery time as a function of peak internal temperature rise AT},cax- Median recovery time
increases nonlinearly beyond approximately 0.4°C, with widening variability at higher disturbances.

Dependence on door-opening duration.

A similar trend emerges when conditioning on door-open duration (Figure 6). Short
openings of approximately one minute or less recover quickly, with median recovery
times on the order of only a few minutes. Long openings of ten minutes or more, on
the other hand, are associated with substantially longer recovery periods, with median
times commonly in the 50 to 80 minute range and high variability. The global 90th-
percentile recovery time across all episodes is 59 minutes, providing a practical upper
bound for thermal re-stabilization under typical field conditions.
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Fig. 6 Recovery time as a function of door-opening duration. Prolonged openings (>10 min) are
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associated with median recovery times in the 50-80 min range and high variability.

Impact of bursty access.

Episodes that co-occur with bursty access (A3) exhibit noticeably slower recovery
than non-burst episodes (Figure 7). Compared to non-burst periods, A3 bursts are
associated with substantially longer average recovery times. This pattern suggests
that thermal load accumulates across a burst window even when individual door-open
events are brief, because the compressor does not have sufficient time to return the cab-
inet to baseline between successive openings. The finding underscores the importance

of burst-aware thermal models for accurate anomaly characterization.
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Fig. 7 Comparison of recovery time distributions between burst (A3) and non-burst episodes. Bursty
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access is associated with substantially longer recovery periods.

4.1.4 Cross-anomaly interactions between A3 and A4

We observe a clear interaction between bursty access (A3) and thermal anomalies (A4).
As shown in Figure 8, the probability of a high-AT A4 anomaly is substantially higher
during A3 burst events than during non-burst periods, whereas low-AT anomalies are
more prevalent outside burst windows. These conditional patterns indicate a strong
directional association: repeated rapid openings drive elevated thermal disturbance,
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while the absence of burst activity is more commonly associated with the opposite
anomaly mode (minimal or absent temperature response to a door opening).

A4 thermal anomalies conditional on A3 burst events
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Fig. 8 Conditional probability of A4 thermal anomaly subtypes given the presence or absence of
bursty access (A3). High-AT anomalies concentrate during burst periods.

4.1.5 Global anomaly distribution

Figure 9 summarizes the empirical distribution of anomaly types. Potential slow recov-
ery (A5) and low-AT thermal mismatch (A4) are the two most prevalent categories,
each accounting for roughly 17% of all flagged anomalies. Long-duration events (A2)
are the next most common category. By contrast, bursty access (A3) and high-AT ther-
mal mismatch are relatively infrequent, while sensor or operational anomalies (A6) are
negligible and will be excluded from the machine learning experiments in the remain-
der of this study. This prevalence pattern indicates that slow thermal recovery and
moderate temperature deviations constitute the dominant departures from nominal
operation across the global fleet, which is consistent with the thermodynamic analysis
above showing that even short openings can compound into recovery challenges under
unfavorable ambient or burst conditions.

Anomaly type value counts

A4 Low AT 118,768 (16.9%)

A5 Potential slow recovery 116,805 (16.7%)

79,036 (11.3%)

A2 Long duration

Al Off-schedule 46,232 (6.6%)
A3 Bursty access 13,820 (2.0%)
A4 High AT {888,800 (1.3%)

A6 Sensor/ops issue {28 (0.0%)
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Fig. 9 Distribution of anomaly types within the labeled dataset. A5 (slow recovery) and A4 (low
AT) are the most prevalent categories. A6 is negligible and excluded from ML experiments.
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4.2 Weak supervision for anomaly detection

We evaluate the effectiveness of weak supervision for anomaly detection in three exper-
iments addressing model comparison, feature importance, and robustness to label
noise.

4.2.1 Experiment 1: Baseline model comparison

Objective.

Establish baseline performance by comparing supervised, unsupervised, and rule-based
approaches across different data distributions, evaluating both detection accuracy and
generalization.

Experimental setup.

We use 14 features organized into three groups. Episode-level features (6 features)
describe the intrinsic characteristics and temporal context of each door episode: hour
of day, day of week, door-opening duration, peak temperature deviation, time to
peak, and recovery time. Thermal context features (3 features) capture environmental
conditions influencing thermal dynamics: external baseline temperature, external tem-
perature at the peak, and mean external temperature during recovery. Device-relative
features (5 features) encode deviations relative to each device’s historical behavior:
burst count within a 30-minute window, z-scored temperature deviation, z-scored
recovery time, z-scored duration, and z-scored burst intensity.

We evaluate three model families. XGBoost [27] is a supervised multi-label
gradient-boosted tree ensemble. Isolation Forest [28] is an unsupervised anomaly detec-
tor that isolates anomalies through random recursive partitioning. Linear SVM [29] is
a supervised linear classifier. We also retain the rule-based weak labels as a reference
baseline.

To assess generalization, we employ three splitting strategies. The IID split uses
a random 70/15/15 train/test/validation partition stratified by country. The country
split trains on 80% of countries and tests on the remaining 20%. The time split trains
on the first 70% of events chronologically and tests on the last 30%.

For XGBoost, we perform 40 iterations of random search with three-fold stratified
cross-validation, optimizing average precision. For Isolation Forest, we set contami-
nation to 0.06 based on the empirical anomaly prevalence. For Linear SVM, we tune
the regularization parameter C' and class weights over 20 iterations of random search.
All models are evaluated on held-out test sets using Fl-score and average precision
(AP). We report two complementary metric sets. The “ANY” metrics (F1, AP) mea-
sure binary anomaly detection, that is, whether any anomaly is present in an episode
regardless of type. The “Average” metrics (Avg F1, Avg AP) measure multi-label
classification performance by averaging per-label scores across all anomaly categories
(A1 through A5), capturing the model’s ability to distinguish specific anomaly types.
F1l-score balances precision and recall, while AP summarizes the precision-recall curve
and is robust to class imbalance [30, 31].
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Table 2 Baseline model comparison across three data-splitting strategies.

Split Model ANY F1 ANY AP AvgFl Avg AP
Isolation Forest 0.628 0.599 - -
11D Linear SVM 0.829 0.916 0.689 0.792
XGBoost 0.876 0.953 0.779 0.879
Isolation Forest 0.622 0.594 - —
Country  Linear SVM 0.808 0.904 0.680 0.775
XGBoost 0.839 0.931 0.798 0.854
Isolation Forest 0.630 0.599 - -
Time Linear SVM 0.832 0.915 0.692 0.778
XGBoost 0.924 0.982 0.878 0.930

— indicates unsupervised methods produce only binary predictions (no per-label
metrics).

Results and analysis.

Table 2 presents the baseline comparison. XGBoost consistently achieves the strongest
performance across all three splits. Binary detection F1 (ANY F1) ranges from 0.839
under the country split to 0.924 under the time split, with corresponding AP scores
between 0.931 and 0.982. Per-label performance is also highest for XGBoost, with
average F1 between 0.779 and 0.878 and average AP between 0.854 and 0.930.

Linear SVM provides competitive binary detection (ANY F1 between 0.808 and
0.832, ANY AP between 0.904 and 0.916) with lower model complexity, although
its per-label classification consistently falls below XGBoost. Isolation Forest performs
substantially worse in binary detection (ANY F1 between 0.622 and 0.630, ANY AP
between 0.594 and 0.599), and as an unsupervised method it produces only binary
predictions without per-label discrimination.

Generalization across splits is encouraging. Performance remains stable between
the IID and country splits, with less than a four-percentage-point F1 difference for
XGBoost, indicating reasonable cross-country robustness. The time split yields the
highest performance (ANY F1 of 0.924), suggesting that temporal generalization is
strong when training precedes testing chronologically, likely because the model benefits
from learning the full range of seasonal and operational variation present in the earlier
portion of the data.

4.2.2 Experiment 2: Feature ablation study
Objective.

Quantify the contribution of each feature group to model performance and identify
the minimal feature set required for effective anomaly detection.

Methodology.

We evaluate XGBoost under four progressive feature configurations. The Episode-only
configuration uses six basic episode characteristics: time of day, day of week, duration,
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temperature rise, time to peak, and recovery time. The Episode + Context config-
uration adds three thermal context features: external baseline temperature, external
temperature at peak, and mean external temperature during recovery (nine features
total). The Episode + Device History configuration replaces the context features with
five device-relative historical features: burst count within a 30-minute window, z-scored
temperature deviation, z-scored recovery time, z-scored duration, and z-scored burst
intensity (11 features total). The Full configuration combines all 14 features. For fair
comparison, we use the same data split and hyperparameters as the best-performing
configuration from Experiment 1.

Results and analysis.

Figure 10 presents the progressive impact of feature groups. The episode-only base-
line achieves solid binary anomaly detection (ANY F1 of 0.863, ANY AP of 0.945)
but struggles with fine-grained per-label classification (Avg F1 of 0.494), indicating
difficulty in distinguishing specific anomaly types without additional context. Adding
thermal context features raises binary detection to ANY F1 of 0.885 and ANY AP
of 0.964, with a moderate boost to per-label performance (Avg F1 of 0.560). Adding
device-history features instead of context features yields the largest single improve-
ment in per-label classification, pushing Avg F1 to 0.671, a relative gain of 19.8% over
the episode-plus-context configuration. This result validates the importance of device-
relative behavioral comparisons for distinguishing specific anomaly types. The full
feature set achieves the best overall performance across both tasks (Avg F1 of 0.730,
ANY F1 of 0.889), representing a 47.8% relative improvement in per-label classification
over the episode-only baseline.
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Fig. 10 Feature ablation study showing progressive performance improvements. Device-history fea-
tures provide the largest gain for per-label classification (+35.7% Avg F1 relative to baseline). The
best overall performance is achieved when combining all three feature groups.

SHAP feature importance analysis.

To validate the ablation findings with a model-agnostic measure of feature influence,
we compute SHAP (SHapley Additive exPlanations) values [? | for the full XGBoost
model. Figure 11 shows the global feature importance rankings based on mean absolute
SHAP values across all anomaly types.
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Global Feature Importance (SHAP)
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Fig. 11 Global feature importance based on mean absolute SHAP values. Thermal characteristics
and device-relative z-score metrics dominate the model’s decisions, consistent with the ablation study
findings.

The SHAP analysis confirms and extends the ablation findings. Thermal char-
acteristics, specifically peak temperature deviation (mean |[SHAP| = 1.95), recovery
time (1.07), and door-open duration (1.01), rank near the top and underpin the
episode-only baseline’s strong binary detection. Device-relative metrics, including
normalized temperature deviation (1.48), normalized recovery time (1.28), and nor-
malized burst intensity (1.03), are also highly influential, validating the ablation
finding that historical behavior comparisons are essential for distinguishing fine-
grained anomaly subtypes. Context features such as baseline ambient temperature
(0.55) and mean recovery ambient temperature (0.36) contribute more moderately
but consistently, confirming that environmental context helps to reduce false positives
across all anomaly types. The convergence of ablation and SHAP analyses provides
strong evidence that the three-layer feature engineering design is well-motivated: ther-
mal characteristics support robust binary detection, device-relative metrics enable
fine-grained classification, and context features enhance overall accuracy.

Per-label performance analysis.

Figure 12 shows the per-label F1 scores for the full-feature XGBoost model. Thermal
anomalies are the easiest to detect. The model achieves F1 of 0.98 for A5 (slow recov-
ery), 0.89 for A4 low-AT, and 0.87 for A4 high-AT, confirming that anomalous thermal
dynamics create distinct, learnable physical signatures in the feature space. Duration
and burst anomalies (A2, A3) are detected with moderate but robust performance (F1
of 0.76 and 0.62, respectively). These events are inherently more variable across clin-
ics, making the device-relative z-score features important but inevitably noisier than
pure thermal physics. Schedule deviations (A1) represent the most challenging cate-
gory (F1 of 0.41). This result is expected because off-schedule anomalies are defined
entirely by behavioral context and the device-specific operating-hour mask, neither of
which is directly encoded as a model feature. Inferring a clinic’s unique schedule solely
from the timestamps of isolated door openings is the most ambiguous classification
task in our taxonomy.
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Per-Label Classification Performance (XGBoost, IID CV)
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Fig. 12 Per-label F1 scores across all anomaly types. Thermal anomalies (A5, A4) are classified
with the highest accuracy. Behavioral anomalies such as Al (off-schedule) are the most challenging.

4.2.3 Experiment 3: Weak label noise analysis

Objective.

Evaluate the robustness of the supervised model to label noise, which is particularly
important given that labels are generated by heuristic rules that inherently contain
edge cases and logic generalizations. This experiment validates the viability of the
weak-supervision approach.

Methodology.

We conduct two complementary analyses. In the label perturbation analysis,
we systematically corrupt training labels by randomly flipping a fraction p €
{0%, 5%, 10%, 15%, 20%} of labels and measure performance degradation on a clean
test set. In the anomaly co-occurrence analysis, we compute the conditional proba-
bility matrix P(Anomaly; | Anomaly;) to understand dependencies between different
anomaly types.

Results and analystis.

Figure 13 presents the results of both analyses.

Model Robustness to Label Noise Anomaly Co-occurrence Matrix
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Fig. 13 Weak label noise analysis. Left: label perturbation shows stable binary detection up to
20% noise, with only minor degradation in per-label precision. Right: anomaly co-occurrence matrix
reveals strong dependencies between off-schedule usage (A1), bursts (A3), and slow recovery (A5).
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Label perturbation.

The model exhibits strong stability under aggressive label noise. Binary detection F1
(ANY F1) remains virtually flat at 0.967 across all noise levels from 0% to 20%, and
average precision for binary detection stays constant at 0.994. Per-label F1 shows
expected but minor degradation, declining from 0.624 to 0.612 at worst (a maximum
relative drop of 2.6% at 15% noise), with no signs of catastrophic failure at any noise
level. These results confirm that the model can successfully generalize from weak
heuristic labels, tolerating error rates that substantially exceed realistic labeling imper-
fections. This tolerance is likely attributable to the strong underlying physical signal
in the features: even when labels are corrupted, the thermodynamic and behavioral
patterns remain informative [? |.

Anomaly co-occurrence.

The co-occurrence matrix reveals several important dependencies among the anomaly
categories. Slow recovery (A5) acts as an absorbing state for thermal and behav-
ioral load, co-occurring with 58% of long-duration events (A2), 100% of burst events
(A3), and 56% of high-AT events (A4). Off-schedule access (A1) reliably precedes
other anomaly types: 87% of long-duration events, 87% of burst events, and 84%
of high-AT events fall within off-schedule periods. Low-AT and high-AT subtypes
of A4 show 0% mutual overlap, confirming that the physics-based rules correctly
enforce mutual exclusivity. These dependency patterns inform both model design and
prediction interpretation: the models leverage continuous features to capture the com-
pound structure of co-occurring anomalies, and the co-occurrence statistics can guide
field-level prioritization of alerts.

Together, the label perturbation and co-occurrence analyses provide strong evi-
dence that supervised learning with weak labels is a viable strategy for operational
anomaly classification in vaccine cold chains. The model robustly learns the underlying
anomaly signatures from heuristic labels without requiring manually curated ground
truth or complex noise-filtering procedures.

4.2.4 Summary of experimental findings

The three experiments yield four principal findings. First, XGBoost achieves F1 scores
between 0.84 and 0.92 and AP scores between 0.93 and 0.98 for binary anomaly
detection across all splits, substantially outperforming unsupervised methods and
confirming the advantage of supervised learning for this task. Second, the model
generalizes well across IID, country-held-out, and temporal splits, with less than a
four-percentage-point F1 difference between 11D and country splits, indicating robust
cross-geography transfer. Third, device-history features (z-scores) contribute a 35.7%
relative improvement in per-label F1 compared to the episode-only baseline, and the
full three-group feature set yields the best performance for both binary and multi-
label classification. Fourth, the model maintains stable binary detection (ANY F1 of
0.967) under up to 20% simulated label noise, with a maximum 2.6% decline in fine-
grained classification, demonstrating that weak heuristic supervision is sufficient for
training accurate anomaly detectors in this domain.
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5 Conclusion

This work presented a unified, event-aware framework for operational anomaly analy-
sis in vaccine refrigerators, grounded in millions of real-world telemetry records from
500 devices deployed across 32 countries. By transforming raw sensor streams into
semantically structured door-opening episodes annotated with behavioral, thermal,
and contextual features, we demonstrated that user interaction patterns and device
thermal response can be jointly modeled in an interpretable and scalable manner.
The six anomaly categories (Al through A6) captured distinct modes of operational
deviation, and the cross-anomaly analysis revealed that off-schedule access (Al) per-
sistently precedes long-duration openings (A2) and burst episodes (A3), which in turn
compound into slow temperature recovery (A5). A multi-label XGBoost ensemble
trained on rule-derived weak labels outperformed unsupervised baselines and gener-
alized across countries and temporal splits, while remaining stable under up to 20%
simulated label noise. Beyond retrospective detection, the framework provides action-
able diagnostics for field engineers by linking each anomaly prediction to interpretable
operational factors. Future extensions of this work will target prospective anomaly
prediction, where sequence models could anticipate anomalous behavior earlier in the
door-opening episode, the integration of richer environmental and supply-chain meta-
data, and adaptive rule refinement guided by model feedback. Taken together, these
results support a shift from reactive, threshold-based alarm systems toward proactive,
behavior-aware cold-chain monitoring for global immunization programs.
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