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Abstract Modern data governance relies on formal ac-

cess control and documented policies, yet enforcement

remains challenging in dynamic environments where users

issue natural language data requests. Large Language

Models (LLMs) offer semantic interpretation capabili-

ties, but granting them direct access to sensitive data
introduces risks such as prompt injection, malicious query
generation, and unintended exposure.This paper presents
a zero-knowledge governance architecture, where the

LLM never sees actual data values, in which requests

are interpreted using metadata, policies, and permis-

sions, while deterministic validation and sandboxed ex-

ecution enforce authorization. The LLM is treated as
an untrusted component and does not constitute the
enforcement boundary. We formalize the threat model,

implement a prototype, and evaluate it across a compre-

hensive set of governance and adversarial scenarios. Re-

sults show correct policy decisions and successful pre-

vention of unauthorized or injection-style access within

the evaluated suite, without data-value exposure to the
LLM. The findings demonstrate that architectural sep-
aration between semantic interpretation and data exe-

cution enables secure automated governance consistent

with established information security principles.
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1 Introduction

Modern organizations depend on data for analytics, op-

erations, and decision-making. At the same time, data
has become a regulatory and security liability. Regula-
tions such as the General Data Protection Regulation

(GDPR) [10], sector-specific compliance mandates, and

escalating cyber threats have elevated data governance
from an administrative concern to a core security func-
tion. However, the scale and complexity of enterprise

data now exceed what traditional, human-centered gov-

ernance processes can reliably manage.

Conventional governance models rely on manual data

stewardship, static access control configurations, and

retrospective auditing. Formal mechanisms such as role-

based access control (RBAC) [11] and attribute-based
access control (ABAC) [12] provide structured permis-

sion management, but they require explicit configura-
tion and continuous maintenance. As data systems evolve,
policies, schemas, and user roles change frequently. Main-

taining alignment between written policies and actual

enforcement becomes increasingly difficult, creating a

gap between governance intent and operational reality.

Positive Data Control (PDC) has been proposed as

an architectural approach to address this limitation [26,

27]. Rather than allowing users to interact directly with

data systems, PDC introduces a mediation layer that

evaluates requests before execution. The concept is sim-

ilar to fly-by-wire systems in aviation, where pilot in-

puts are interpreted and validated by a control com-

puter before being translated into physical actions. In

a data governance context, the control layer interprets

user intent, checks policy compliance, and logs decisions

prior to allowing access.

Figure 1 illustrates this distinction. In traditional

architectures, users interact directly with data systems
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Fig. 1 Traditional versus Positive Data Control (PDC) data access. In traditional architectures, users interact directly with
data systems and policy checks are often applied post hoc. In the PDC model, a control layer mediates all requests, interprets
user request, validates policy compliance, and logs decisions before any operation reaches the data layer.

and policy violations are often detected after the fact. In

contrast, PDC shifts enforcement to the point of access,

preventing violations before they occur.

Although the PDC model is conceptually clear, im-

plementing it in practice presents a challenge. Users

express data needs in natural language, while enforce-

ment mechanisms operate over structured schemas and

formal permission rules. Static rule engines struggle to

interpret ambiguous or novel requests. Recent advances

in Large Language Models (LLMs) offer a potential so-

lution by enabling semantic interpretation of natural-

language inputs and translation into structured queries.

However, introducing LLMs into governance sys-

tems raises significant security concerns. Text-to-SQL

systems have been shown to be vulnerable to prompt

injection and malicious query generation [17,7,8]. In-

dustry guidance has highlighted LLM-specific risks, in-
cluding policy bypass and unintended data exposure

[16]. Granting an LLM direct access to sensitive data
therefore expands the attack surface and conflicts with

established security principles such as least privilege

and separation of duties [15].

This paper addresses this tension by proposing a

zero-knowledge governance architecture in which the

LLM interprets requests without accessing actual data

values. Here, “zero-knowledge” is used in an architec-

tural sense: the model never receives database records

or query results. Instead, it operates only on governance

artifacts such as schema metadata, sensitivity labels,

access policies, and user permissions. Deterministic val-

idation and sandboxed execution enforce authorization

within the data domain, ensuring that the LLM does

not constitute the enforcement boundary.

The central premise of this work is that policy en-

forcement does not require exposure to data values.

Structural information and clearly defined policies are

sufficient to generate compliant queries, while execu-

tion control remains in trusted, deterministic compo-
nents. By separating semantic interpretation from data
access, the architecture limits the impact of model mis-

behavior, prompt injection, or API compromise.

This paper investigates the following research ques-
tions:

– RQ1: Can an LLM enforce governance policies us-

ing only metadata and policy descriptions?

– RQ2:How accurately can natural-language requests

be translated into policy-compliant queries across
different roles and constraints?

– RQ3: What security properties result from strict
architectural separation between the LLM and the
data layer?

– RQ4: Does this design provide a practical realiza-

tion of Positive Data Control in enterprise settings?
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To address these questions, we design and imple-

ment a prototype that combines LLM-based interpre-
tation with deterministic SQL validation, sandboxed
execution, purpose-aware access control, and audit log-

ging. The system is evaluated using representative gov-

ernance and adversarial scenarios across multiple orga-

nizational roles.

The primary contributions of this paper are:

1. A zero-knowledge governance architecture that sep-

arates semantic interpretation from data-value ex-

posure.

2. A defense-in-depth enforcement pipeline combining
LLM mediation with deterministic validation and

sandboxed execution.

3. An empirical evaluation demonstrating policy com-

pliant behavior and adversarial resilience.

4. An operational realization of Positive Data Control

grounded in established information security princi-
ples.

The remainder of this paper is organized as follows.
Section 2 reviews related work. Section 3 formalizes the

security model and trust boundaries. Section 4 presents

the system architecture. Section 5 details the prototype

implementation. Section 6 reports evaluation results.

Section 7 discusses implications and limitations. Sec-
tion 8 concludes.

2 Related Work

2.1 Data Governance Frameworks

Data governance has evolved from IT-centric data man-

agement into structured organizational frameworks in-

tegrating policy, accountability, and compliance. Mod-

ern governance programs include metadata catalogs,

business glossaries, stewardship roles, and formal access

control mechanisms [28]. Regulatory mandates such as

SOX, GDPR, and HIPAA have further reinforced the
need for auditable and systematic governance processes.

International standards such as ISO 8000 formal-

ize requirements for data quality and master data ex-
change [32]. Research has demonstrated the application

of ISO-aligned quality models to enterprise repositories,

enabling measurable and repeatable assessments [33].

While these frameworks strengthen documentation and

accountability, enforcement often remains dependent on

human oversight or static rule-based configurations.

To address these limitations, Talburt proposed Pos-

itive Data Control (PDC) as a mediation architecture

positioned between users and data systems [26,27]. PDC

emphasizes proactive policy enforcement at the point

of access rather than retrospective auditing. However,

practical implementations that combine automation with
strong security guarantees remain limited.

2.2 Access Control and Policy Enforcement

Access control mechanisms operationalize governance

rules. Role-Based Access Control (RBAC) provides or-

ganizational alignment through role abstraction [11],

while Attribute-Based Access Control (ABAC) extends
authorization decisions to contextual attributes [12].

Formal policy languages such as XACML offer stan-

dardized representations for machine-evaluable policies

[29].

More adaptive models incorporate risk awareness

into authorization decisions. Atlam and Yang integrate

RBAC, ABAC, and risk-based controls to improve adapt-

ability in healthcare environments [39]. Zero-trust ar-
chitectures further reinforce continuous verification and

the assumption of compromise [14].

Despite these advances, traditional access control

systems require explicit policy encoding and continuous
updates as environments evolve. They do not natively
support interpretation of natural-language requests, nor

do they address the semantic gap between user intent

and structured enforcement logic.

2.3 LLMs and Text-to-SQL Systems

Large Language Models have enabled natural-language
interfaces to structured databases. Text-to-SQL research,
supported by benchmarks such as Spider [34], has im-

proved semantic parsing across domains. Techniques

such as constrained decoding increase syntactic validity

of generated SQL [35].

However, generation accuracy does not imply secu-

rity. Peng et al. demonstrate that production text-to-

SQL systems can be exploited to generate malicious

queries and are vulnerable to backdoor attacks [17].
Chafik et al. propose secure agent-based designs incor-

porating malicious prompt detection [18], reducing but
not eliminating attack risk.

Recent work has extended LLM applications toward

policy-aware mediation. The work [36] introduces a policy-

constrained generative controller that interprets natural-
language requests against metadata and written poli-
cies using staged reasoning and deny-by-default gates.
Their evaluation shows improved auditability and deci-

sion precision. Similarly, the study [40] proposes a co-

ordinated multi-agent governance architecture in which
specialized LLM agents perform cataloging, policy in-

terpretation, and access mediation.
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These approaches demonstrate that LLMs can sup-

port governance automation. However, they do not for-
malize a strict architectural separation preventing the
language model from accessing sensitive data values

during enforcement. In most implementations, the LLM

remains logically positioned close to operational data

contexts.

Our work differs by treating the LLM as an un-
trusted interpreter constrained to metadata visibility,

with deterministic validation and sandboxed execution
forming the enforcement boundary.

2.4 Privacy-Preserving AI

Privacy-preserving machine learning techniques seek to

limit data exposure during model training and infer-

ence. Differential privacy provides formal guarantees on

information leakage from outputs [31]. Federated learn-

ing enables distributed model training without central-
izing raw data [37]. Surveys highlight trade-offs between

privacy guarantees, performance, and complexity [38].

These techniques primarily address training-time pri-

vacy and aggregate output protection. Less attention
has been given to inference-time exposure in gover-
nance systems, where models access operational data
during decision-making. The GDPR principle of data

minimization underscores the need to restrict unneces-

sary data access during processing.

Our approach complements cryptographic privacy
methods by enforcing architectural data minimization:

the LLM operates only on metadata and policy arti-
facts, never on raw data values.

2.5 Research Gap

The literature provides mature but disconnected foun-

dations. Governance frameworks define roles, policies,

and quality standards [28,32], yet enforcement remains

partly manual. Formal access control models offer de-

terministic authorization [11,12], but lack natural lan-

guage flexibility. Text-to-SQL systems enable semantic
interaction [34,35], yet prioritize generation accuracy

over policy compliance and exhibit adversarial vulnera-

bilities [17,18]. Privacy-preserving AI research protects

training data and aggregate outputs [31,37], but does

not address governance-time architectural exposure.

What remains missing is an integrated architecture

that simultaneously:

– Interprets natural-language data requests,
– Applies deterministic authorization independent of

model reasoning,

– Performs policy reasoning over structured metadata

rather than raw data values, and
– Enforces a strict boundary preventing the language

model from accessing confidential records.

Existing systems either grant the LLM operational

proximity to data or rely exclusively on static access

control without semantic mediation. The absence of a
design that combines LLM-assisted interpretation with
deterministic, zero-trust enforcement creates a struc-

tural vulnerability: flexibility is gained at the expense

of security, or security is preserved at the expense of

usability.

This work addresses that architectural gap by propos-

ing and empirically validating a zero-knowledge gover-

nance pattern in which the LLM acts as an untrusted

interpreter constrained by metadata visibility and de-
terministic enforcement layers. The design aligns with
established security principles including separation of
privilege and defense in depth [15].

3 Security Model: Threats, Trust Boundaries,

and Design Goals

This section clarifies the security foundations of the

proposed Positive Data Control (PDC) architecture.

Before describing the system in detail, it is necessary

to define what security problem the architecture ad-

dresses, what types of attackers are considered, and

which components are assumed to be trusted. Security

claims are meaningful only when evaluated under an
explicit threat model. For this reason, we specify the
adversarial capabilities, trust boundaries, and security

objectives that guide the design of our approach.

The need for a clear security model is particularly

important in systems that incorporate Large Language

Models (LLMs). While LLMs enable flexible natural-

language interaction and dynamic policy interpretation,

they also introduce new risks such as prompt injection,

unintended query generation, and probabilistic errors
in reasoning. Established security engineering principles
emphasize that enforcement mechanisms must not rely
solely on components that may behave unpredictably

or be manipulated by adversarial input [1,2]. Accord-

ingly, our design treats the LLM as a reasoning assis-
tant rather than a trusted enforcement authority. Crit-

ical security guarantees are instead anchored in archi-
tectural separation, deterministic validation, and con-
strained execution.

In the following subsections, we first describe the

system and trust assumptions, then formalize the ad-
versary model, and finally state the security objectives

that the architecture is designed to satisfy.
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3.1 System and Trust Assumptions

The proposed architecture separates natural-language
policy interpretation from direct data access. The LLM

operates exclusively on metadata (schemas, sensitiv-

ity annotations, and policy descriptions) together with

authenticated user context and declared purpose. The

database engine, by contrast, contains the actual data

values and executes validated queries within a sand-
boxed environment.

This separation is conceptually aligned with classi-

cal information-flow security models [3,4], in which sen-

sitive data must not influence lower-security domains

without explicit authorization. In our design, data val-

ues constitute the high-sensitivity domain, while the

LLM control layer belongs to a strictly constrained in-

terpretation domain. The architectural requirement is

that database values and query result sets are never in-

cluded in the LLM input context. The LLM therefore

cannot memorize, process, or exfiltrate information it

never receives.

We assume that authentication correctly binds users
to roles and permission sets, and that the validation and

execution layers enforce their programmed checks cor-

rectly. We do not assume that the LLM is trustworthy;

rather, we treat it as a potentially unreliable or manipu-

lable component whose outputs must be independently

verified.

3.2 Adversary Model

We adopt a conservative adversarial perspective similar

to the Dolev–Yao model in distributed security analysis

[5], in which the adversary controls all user-provided in-

puts and attempts to subvert enforcement mechanisms.

First, we consider the authenticated malicious in-

sider. Insider threats are widely recognized as a pri-

mary source of enterprise data breaches [6]. An autho-

rized user may attempt to access restricted tables, re-
trieve sensitive columns such as salaries or social secu-
rity numbers, exceed row limits to enable bulk extrac-

tion, or misuse declared purposes to circumvent policy

boundaries. The system must therefore enforce least-

privilege access independently of user intent.
Second, we consider prompt injection attacks spe-

cific to LLM-based systems. Recent research demon-

strates that LLMs can be manipulated by adversar-

ial instructions embedded within user input [7,8], in-

cluding instructions that attempt to override system

prompts or governance constraints. Industry guidance

such as the OWASP Top 10 for LLM Applications [16]
identifies prompt injection as a critical emerging risk.

In our setting, an adversary may attempt to coerce the

model into generating policy-violating SQL or ignoring

access restrictions.

Third, we consider vulnerabilities documented in

text-to-SQL systems. Empirical analyses have shown

that such systems can be induced to generate malicious
or unintended queries, including injection constructs
and unauthorized joins [17,18]. Because the LLM in our

architecture performs natural language to SQL transla-

tion, it inherits these risks unless properly constrained.

Fourth, we consider the possibility that the LLM

service itself may be compromised or behave unpre-

dictably. Foundation models are probabilistic systems

and may produce incorrect outputs even absent ma-

licious prompting [9]. Therefore, the LLM cannot be

treated as a trusted enforcement authority.

Finally, we consider denial-of-service style attacks

in which an adversary attempts to generate excessively

expensive queries or unbounded result sets to exhaust

system resources.

3.3 Scope and Limitations

The architecture is designed to prevent unauthorized

disclosure of data values through the LLM-mediated

governance interface. We do not claim protection against

direct compromise of the underlying database infras-

tructure, credential theft outside the PDC interface, or
sophisticated side-channel attacks. Furthermore, while
the system enforces access constraints, it does not elim-

inate the possibility of statistical inference from legit-

imately authorized aggregate outputs; mitigating such

inference risks would require differential privacy or query

auditing mechanisms beyond the scope of this work.

3.4 Security Objectives

Under the above adversary model, the system is de-

signed to satisfy the following objectives.

First, the LLM must not receive or process sensitive

data values. This objective enforces architectural data

minimization and aligns with regulatory principles such

as those embodied in GDPR [10]. Because the model

does not observe data values, risks of memorization or

model-based exfiltration are structurally reduced.

Second, policy enforcement must be non-by-passable.
Even if the LLM generates an incorrect or adversarially

influenced query, deterministic validation must prevent

execution of unauthorized operations. This layered en-

forcement approach follows defense-in-depth principles

[2] and zero-trust architectural guidance [14], which rec-
ommend assuming component compromise and isolat-

ing critical assets.
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Third, the system must enforce least-privilege ac-

cess in accordance with established RBAC and ABAC
principles [11,12]. Access decisions incorporate role, de-

partment, declared purpose, column sensitivity, and ag-

gregation constraints. The LLM proposes queries, but

final authorization is determined by independent vali-

dation against these constraints.

Fourth, the architecture must resist injection and

dangerous operation attempts. Prior classifications of

SQL injection attacks [13] motivate explicit detection
of prohibited constructs such as DDL and DML state-

ments, UNION-based exfiltration, and comment-based
truncation.

Fifth, output handling must reduce exposure even
for authorized users. Post-execution masking provides
an additional layer of protection to minimize the impact

of potential overexposure.

Finally, all decisions must be auditable. Comprehen-
sive logging supports accountability, compliance verifi-

cation, and forensic analysis.

3.5 Architectural Implication

The central claim emerging from this threat model is
not that the system is unbreakable, but that compro-

mise of the LLM component does not directly yield ac-
cess to protected data values. Because the LLM oper-
ates solely over metadata and policy artifacts, success-

ful manipulation of the model cannot expose database

contents unless additional enforcement layers fail. In

this sense, the architecture reduces the trust placed in

the LLM and relocates enforcement authority to deter-

ministic validation and constrained execution compo-
nents.

The following sections describe how this threat model
informs the system architecture and validation pipeline

in detail.

4 System Architecture

This section describes the architecture of our Positive

Data Control (PDC) system and explains how it achieves

two goals that are usually in tension in LLM-based

data access. The first goal is usability: non-technical

users should be able to request data in natural lan-
guage and receive answers quickly. The second goal is
security: confidential database values must remain pro-

tected even if the LLM produces incorrect output or is

influenced by adversarial prompting. In line with clas-

sical security design principles such as complete media-

tion and separation of privilege [15], the architecture is

designed so that the LLM can assist with interpretation

and query drafting, but deterministic controls remain

the final enforcement point.

4.1 Design Goals and Principles

The architecture is guided by five principles, each tied
to a concrete enforcement mechanism. Table 1 summa-

rizes how these principles map to system responsibilities

and security objectives.

Zero-knowledge governance is the central architec-

tural constraint: the LLM must never receive database

values or query result sets. Instead, it operates on meta-

data (schemas, column descriptions, sensitivity labels)

and governance artifacts (policies, permissions, declared

purpose). This design reduces the consequences of LLM

compromise because the model cannot reveal informa-

tion it does not observe. This approach follows the gen-

eral direction of zero-trust thinking, where components

are treated as potentially compromised and access is

mediated per request [14].

Metadata completeness is required because policy

reasoning is only as reliable as the inputs provided to

the policy engine. Since the LLM cannot inspect data

values, the metadata catalog must carry the semantics

needed for correct governance decisions: what each ta-

ble means, which columns are sensitive, and what re-

strictions apply. This is closely related to attribute-
based access control practice, which depends on well-
defined subject and object attributes [12].

Explicit policy encoding means policies are central-
ized and written in a form that is stable, reviewable,

and auditable. The key requirement is not that policies

be formally verified, but that they be explicit enough to

support consistent interpretation and independent vali-

dation. This matches standard governance expectations

in enterprise security engineering [2].

Defense-in-depth recognizes that an LLM is a prob-

abilistic component and is not suitable as the sole en-

forcement mechanism. Therefore, the system implements

deterministic checks before execution (query safety con-

straints, permission verification, and resource bounds).
This aligns with well-known secure design guidance: as-
sume single mechanisms fail and require multiple inde-
pendent layers to prevent violations [15,2].

Complete auditability ensures every request is at-

tributable and reviewable. The audit trail records iden-

tity, declared purpose, decision, executed query meta-

data, and high-level outcomes. This is essential for both

security monitoring and compliance evidence in enter-

prise settings.
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Table 1 Design principles and their enforcement in the architecture.

Principle What it ensures Architectural enforcement mechanism

Zero-knowledge
governance

LLM cannot learn or leak database values Prompt contains only metadata, policies, and
permissions; results never routed back to LLM

Metadata
completeness

LLM applies policies correctly using structure
alone

Catalog provides column semantics, sensitivity
labels, joins, and access annotations

Explicit policy
encoding

Policies are reviewable, consistent, and
auditable

Central repository; policies passed to LLM and
validator as authoritative rules

Defense-in-depth No single failure (incl. LLM error) causes
violation

Independent SQL validation; sandboxed
execution; bounded resources; post-processing
controls

Complete auditability Accountability and forensic readiness Immutable audit records for requests, decisions,
SQL, and outcomes

Metadata Catalog
Schema + sensitivity

Policy Repository
Rules + constraints

User Interface
Authentication

+ Purpose

LLM Control
Interpret +
Draft SQL

Validation
Deterministic checks

Execution
Sandbox + limits

Audit Layer
Append-only logs

Post-processing
PII masking

Data Layer
Database values

request + context proposed SQL validated SQL

masked results

Z
e
r
o
-k

n
o
w
le
d
g
e
b
o
u
n
d
a
r
y

Governance /
Interpretation domain

Enforcement /
Data domain

Fig. 2 PDC architecture with an explicit zero-knowledge boundary. The LLM proposes a query using metadata and governance
policies, while deterministic validation and sandboxed execution enforce policy and safety constraints before any database values
are accessed.

4.2 Architecture Overview and Trust Boundary

Figure 2 illustrates the complete request lifecycle and

highlights the architectural separation that underpins

the security guarantees of the proposed approach. The

pipeline proceeds from left to right. A user first au-

thenticates through the interface layer and submits a
natural-language request together with a declared busi-
ness purpose. This request is bound to an identity, role,
and permission profile before any interpretation occurs.

The LLM control layer then receives a structured

prompt composed exclusively of governance artifacts:
schema descriptions from the metadata catalog, sensi-
tivity annotations, access rules from the policy reposi-

tory, and the authenticated user’s permission context.

Importantly, this prompt contains no database values

and no previously retrieved result sets. The LLM’s re-

sponsibility is limited to interpreting the request and

drafting a proposed SQL query that reflects the appli-

cable structural and policy constraints.

The vertical dashed line in the figure marks the zero-
knowledge boundary. To the left of this boundary lies

the governance and interpretation domain, where rea-
soning about structure and policy occurs. To the right
lies the enforcement and data domain, where determin-
istic checks and controlled execution take place. The

LLM does not cross this boundary: it cannot read ta-

bles, inspect records, or observe query outputs.

Once the LLM proposes a query, responsibility shifts

to the validation layer. This component performs de-

terministic enforcement, including permission verifica-

tion, rejection of disallowed operations, and detection
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of unsafe constructs. Only after successful validation

is the query executed within a sandboxed environment

that enforces runtime limits. The execution layer re-

trieves raw results from the data layer, but these results

are never routed back to the LLM. Instead, they pass

through a post-processing stage that applies masking

rules before being returned to the user. All actions are

simultaneously recorded by the audit layer to ensure
accountability.

This separation of concerns is critical. Even if the

LLM is influenced by prompt injection, produces an
incorrect SQL statement, or behaves unpredictably, it
cannot directly expose confidential values because it
never has access to them. Enforcement authority re-

sides in deterministic validation and constrained exe-

cution rather than in the LLM itself. As a result, LLM-

side failures may lead to rejected queries or corrected

outputs, but they do not directly compromise the con-

fidentiality of the underlying data.

4.3 Component Responsibilities

Table 2 provides a structured view of the responsibil-

ities of each architectural component, the information

it receives, the outputs it produces, and its role in en-

forcement. The purpose of this breakdown is to make

explicit where trust is placed in the system and where

security-critical decisions are actually enforced.

A key architectural decision in the proposed design

is that the LLM is not treated as a security boundary.

Although the LLM interprets natural-language requests

and drafts SQL queries, it does not possess enforcement

authority. Its outputs are treated as untrusted propos-

als that must be validated before execution. This dis-

tinction directly addresses a common concern in LLM-

mediated systems: that probabilistic reasoning compo-

nents may be implicitly trusted for security decisions.

The user interface layer performs identity binding

and captures the declared business purpose. This bind-

ing step is critical because subsequent policy evalu-

ation depends on authenticated context rather than

self-declared claims inside the natural-language request.

The interface establishes the subject identity for the re-

mainder of the pipeline.
The LLM control layer operates purely within the

governance domain. It receives structural metadata, sen-

sitivity labels, policy descriptions, and user permissions.

Its task is interpretive rather than authoritative: it trans-

forms user intent into a candidate query while attempt-

ing to respect the provided constraints. However, it does

not determine whether access is ultimately granted. By

design, even a malicious or erroneous LLM output can-

not directly cause data disclosure.

The validation layer constitutes the primary deter-

ministic enforcement point. It verifies that the proposed
SQL complies with role-based and purpose-based con-
straints, rejects disallowed operations, and ensures that

access falls within the authenticated permission scope.

This layer embodies complete mediation: every request

must pass through validation before reaching the exe-

cution environment.

The execution layer enforces runtime safety prop-

erties. Queries are executed only after validation and

within a sandbox that applies resource limits and iso-

lation. This prevents denial-of-service conditions and

constrains the operational impact of malformed queries.

Importantly, execution retrieves raw results from the

data layer without exposing those results to the LLM.

The post-processing stage applies output-level con-

trols such as masking of sensitive fields. This provides

an additional defensive layer even when access is au-

thorized. The intent is to reduce exposure surface and

limit unnecessary disclosure.
Finally, the audit layer records all contexts, deci-

sions, and query metadata in an append-only log. Au-

ditability ensures accountability and supports retrospec-

tive analysis of access patterns and potential misuse.

Taken together, the table clarifies that enforcement

authority is distributed across deterministic components

rather than concentrated in the LLM. The LLM con-

tributes flexibility and usability, but confidentiality and

policy compliance depend on validation, controlled exe-
cution, and output filtering. This separation of interpre-
tation from enforcement is fundamental to the security
rationale of the architecture.

4.4 End-to-End Information Flow

The request lifecycle follows a fixed sequence so that

every access is mediated. First, the user authenticates

and submits a natural-language request together with

a declared business purpose. The system binds this re-

quest to an identity, role, and permission profile. Sec-
ond, the LLM receives a structured prompt that con-
tains only governance artifacts: schema and metadata,

policy rules, and the user’s permissions and purpose.

The LLM then produces either (i) a proposed SQL

query with a short justification, or (ii) a clarification

question if the request is ambiguous. At this stage, the

LLM is treated as a query author rather than an au-
thority.

Third, the proposed SQL is processed by a deter-

ministic validation layer that enforces hard constraints.
The validator rejects any non-read operations, blocks
dangerous constructs, and verifies that referenced ta-

bles and columns fall within the user’s permissions.
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Table 2 Component responsibilities, inputs/outputs, and trust assumptions.

Component Inputs Outputs Enforcement role

User Interface Credentials, request text, declared
purpose

Authenticated session and request
context

Binds identity and
declared purpose

LLM Control Layer Request context, metadata, policies,
permissions

Proposed SQL with rationale or
clarification request

Assists generation;
not trusted for
enforcement

Validation Layer Proposed SQL, permissions, policy
constraints

Allow/deny/repair decision; validated
SQL

Primary
deterministic
enforcement

Execution Layer Validated SQL Bounded raw results Runtime limits and
sandboxing

Post-processing Raw results, masking rules Masked results returned to user Defense-in-depth on
outputs

Audit Layer All contexts and decisions Append-only audit record Accountability and
monitoring

This design is motivated by prior evidence that text-to-
SQL systems can be induced to generate unsafe queries

[17] and by long-standing classifications of SQL injec-

tion patterns and countermeasures [13]. If validation

succeeds, the query runs in a sandbox with resource

bounds, protecting availability against expensive-query

attacks. Finally, results are post-processed to apply mask-
ing rules before being returned to the user, and the sys-
tem writes a complete audit record.

4.5 Metadata, Policies, and Permissions as
Governance Artifacts

A central challenge in zero-knowledge governance is en-
abling meaningful reasoning about data access without
exposing the data itself. The LLM must generate syn-

tactically correct and policy-compliant queries, yet it

must do so without observing any database values. To

support this capability, the architecture elevates meta-

data, policy definitions, and permission structures to

first-class governance artifacts.

Metadata serves as the structural substitute for data

values. It conveys the organization of the database, in-
cluding table names, column types, semantic descrip-
tions, and relationships between entities. Importantly,

metadata also includes sensitivity annotations and re-

stricted access markers at the column level. These anno-

tations encode security-relevant information that would

otherwise require inspection of the data itself. For ex-

ample, the LLM does not need to see an employee’s
salary to understand that the salary column is re-

stricted to HR roles; this information is conveyed en-

tirely through metadata.

Policies define contextual constraints over that struc-

ture. They specify which roles may access which re-

sources, under which declared purposes, and subject to

what limitations (e.g., aggregation-only constraints or

row limits). Permissions bind those policies to authen-

ticated identities, translating abstract governance rules

into concrete access conditions tied to a specific user

session.

The combined effect is that the LLM reasons over
a complete governance model of the data environment

rather than over the data values themselves. In other

words, the model operates on structural and normative

information instead of operational content. This dis-

tinction underpins zero knowledge: correctness comes

from rich metadata, not from inspecting sensitive records.

Table 3 makes this separation explicit by listing

the categories of information that may and may not

reach the LLM. The left column defines the permissible

interpretation domain, consisting exclusively of struc-

tural schema elements, sensitivity labels, policy rules,

and authenticated user context. The right column de-

fines the excluded data-value domain. Database rows,

cell contents, and query result sets are structurally pre-

vented from entering the LLM’s prompt context. Even

masked outputs are excluded, ensuring that no trans-

formed data values can be reintroduced into the rea-

soning process.

This table should be understood not merely as docu-
mentation but as a design invariant. The zero-knowledge

boundary is preserved only if every implementation path

respects this visibility constraint. If any element listed

in the excluded column is passed to the LLM—whether

through debugging logs, error messages, automated sum-

marization of query results, or caching mechanisms—the

architectural guarantee is violated. Consequently, the

visibility constraints in Table 3 function both as a con-

ceptual model and as a practical checklist for secure

deployment.
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Table 3 Information visibility constraints for zero-knowledge governance.

Information available to the LLM Information excluded from the LLM

Schema (tables, columns, types), join relationships, column
descriptions

Database values (rows, cell contents), query result sets

Sensitivity labels (PII flags, confidentiality levels),
restricted-column markers

Names, salaries, SSNs, credit scores, transaction amounts

Policies and constraints (role rules, purpose rules, row lim-
its, aggregation rules)

Raw logs containing sensitive payloads; database error mes-
sages with values

User identity context (role, department, permissions, de-
clared purpose)

Any returned data values, even if masked

4.6 Why the Architecture Achieves the Intended

Security Properties

The architecture is designed so that compromise or ma-
nipulation of the LLM does not directly imply compro-
mise of data confidentiality. This design reflects a zero-
trust mindset [14], in which components that process

external input are assumed to be potentially unreliable.

In particular, the LLM may be influenced by prompt in-

jection [16], may generate incorrect or over-permissive

SQL statements, or may even be exposed through a
service-level incident. The security of the overall system
therefore cannot depend on the correctness or integrity
of the LLM.

The key architectural safeguard is the strict separa-
tion between interpretation and enforcement. The LLM

operates exclusively over governance artifacts—metadata,
policy rules, and authenticated user context—and never
over database values. As a result, even a fully compro-

mised LLM cannot directly reveal confidential records

because it does not have access to them. At worst, it can

generate an unsafe or policy-violating query proposal.

However, proposed queries do not execute automati-

cally. Deterministic validation enforces permission checks,

structural constraints, and safety rules before any in-

teraction with the data layer occurs. Only validated

queries are passed to the execution layer, which oper-

ates within a sandbox that applies runtime limits and

isolation. This layered mediation ensures that policy
compliance and safety constraints are enforced indepen-
dently of the LLM’s reasoning.

Finally, all requests, decisions, and executed queries

are recorded in an append-only audit trail. This sup-
ports accountability, post-incident investigation, and re-

finement of governance rules over time. Taken together,

these mechanisms ensure that failures in the interpre-

tive component may affect usability or query correct-

ness, but do not directly compromise the confidentiality

of the underlying data.

5 Implementation

This section describes the prototype implementation of

the Positive Data Control (PDC) architecture. The pur-

pose of the implementation is twofold: first, to demon-

strate that natural language data access can be medi-

ated under explicit governance constraints; and second,

to operationalize the zero-knowledge boundary such that

confidentiality does not depend on trusting the LLM
component. The implementation therefore emphasizes
architectural separation, deterministic validation, and
controlled execution rather than performance optimiza-

tion.

5.1 Technology Stack

The prototype uses Amazon Bedrock as the model host-

ing platform [19], with Anthropic Claude 3 as the large

language model for policy interpretation and SQL gen-
eration [20]. The application backend and web inter-

face are implemented in Python 3.11 [21] using the

Streamlit framework for interactive web development

[22]. The database layer uses SQLite configured for in-

memory operation [23]. While SQLite simplifies deploy-

ment for experimental evaluation, the architectural de-

sign is database-agnostic and can be adapted to enter-

prise systems such as PostgreSQL or Oracle, subject to

dialect-aware validation rules.

The system is packaged in a containerized environ-

ment to improve reproducibility and portability across

development contexts [24]. Importantly, none of the se-

curity guarantees depend on a specific LLM provider,

application framework, or database engine; they depend

instead on the enforced separation between interpreta-

tion and execution layers.

5.2 Database Schema

The prototype database consists of four tables inten-

tionally designed to represent representative enterprise

governance scenarios rather than a synthetic toy schema.
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The objective is not to model a specific industry do-

main, but to create a compact environment that exer-

cises heterogeneous security constraints, including PII

protection, department-scoped access control, financial

confidentiality, and purpose-based restrictions. Table 4

summarizes the schema and associated governance an-
notations.

The customers table models a typical customer re-

lationship management dataset. It contains direct iden-
tifiers (name, email, phone) classified as personally iden-

tifiable information (PII) and a credit score field classi-

fied as confidential financial information. This table al-

lows evaluation of column-level sensitivity enforcement

and selective masking under different role permissions.

The orders table captures transactional history linked

to customers through a foreign key relationship. It in-

cludes financial amount fields classified as confidential
and temporal fields classified as internal operational
data. This table enables testing of cross-table joins, ag-
gregation constraints, and row-limiting behavior under

different user roles.

The employees table represents highly sensitive in-
ternal HR records. It includes salary and social secu-

rity number attributes marked as restricted, with ac-
cess limited to HR personnel. This table is used to
evaluate strict department-based enforcement and to

ensure that highly sensitive attributes are consistently

excluded from non-authorized queries.

The transactions table contains financial records

that require explicit purpose declaration for access. Un-

like purely role-based restrictions, this table exercises

contextual, purpose-based access control, allowing the

system to test whether declared intent is correctly eval-

uated alongside role permissions.

Although the prototype contains a modest number

of records, the schema includes primary and foreign key

relationships to exercise join reasoning and policy en-

forcement across related entities. Sensitivity classifica-

tions are defined at the column level and stored within

the metadata catalog rather than embedded in appli-

cation logic. This design ensures that governance deci-

sions depend on structured metadata and policy arti-

facts, consistent with the zero-knowledge architecture
described earlier.

This schema allows systematic evaluation of several

governance dimensions: (i) column-level sensitivity fil-
tering, (ii) role-based access control, (iii) department-
scoped restrictions, (iv) purpose-based constraints, and

(v) aggregation-only access patterns. As a result, even

with a limited dataset size, the prototype exercises di-

verse enforcement paths and validates the architectural

separation between interpretation and deterministic en-

forcement.

Table 4 Database schema summary used in the prototype.

Table Key
columns

Sensitivity
highlights

Records Access con-
trol

customers customer id,
name,
email,
phone,
credit score

PII
(name/email/phone),
con-
fidential
(credit score)

15 Requires
read customers

orders order id,
cus-
tomer id,
prod-
uct name,
amount,
date

Confidential
(amount),
internal
(dates)

20 Requires
read orders

employees employee id,
name, de-
partment,
salary, ssn

Restricted
(salary/ssn),
PII (name)

12 HR depart-
ment only

transactionstransaction id,
account id,
amount,
timestamp

Confidential
(amount)

15 Requires
declared
purpose

The schema intentionally includes multiple sensitiv-

ity levels to evaluate enforcement behavior under real-
istic constraints. While the dataset size is modest, the

validation and enforcement mechanisms operate inde-
pendently of scale.

5.3 LLM Prompt Engineering

The effectiveness of LLM-mediated governance depends
on structured prompt construction. The prompt is de-

signed to provide complete governance context while
preserving the zero-knowledge boundary by excluding
database values and result sets.

The LLM receives:

– The user’s natural-language request,

– Authenticated identity, role, department, and de-
clared purpose,

– A structured permission profile in JSON format,

– A metadata catalog describing tables, columns, re-
lationships, and sensitivity labels,

– Explicit governance policies to enforce.

The prompt explicitly restricts output to read-only

SQL queries and requires structured JSON output (pro-
posed SQL and short rationale). This structured con-
tract improves parsing reliability and reduces ambigu-

ity.

Explicit enumeration of security rules significantly

improved compliance compared to implicit expectations.

Low-temperature generation settings were used to re-

duce stochastic deviations. The prompt instructs the
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LLM to suggest policy-compliant alternatives when re-

quests violate constraints, improving usability without

relaxing enforcement.

Prompt injection risks are mitigated by treating the

LLM output as untrusted and by enforcing independent

validation, consistent with OWASP guidance for LLM-

based systems [16,8].

5.4 SQL Validation Layer

The validation layer implements deterministic enforce-

ment independent of the LLM. The LLM-generated SQL

is treated as untrusted input and subjected to conser-

vative checks before execution.

Validation proceeds through four stages:

1. Read-only enforcement: Reject any non-SELECT

statements and disallowed keywords (e.g., DDL/DML

operations).

2. Injection detection: Reject common SQL injec-

tion markers and suspicious patterns [13].

3. Authorization verification: Extract referenced ta-
bles and columns and compare them against the au-

thenticated user’s permission profile.

4. Result bounding: Enforce row limits by append-

ing LIMIT clauses when required.

The validation logic follows a fail-secure principle:

when uncertainty exists, access is denied. Although the

prototype uses pattern-based checks for simplicity, the

architecture supports extension to abstract syntax tree

(AST)-based validation for stronger dialect-aware en-
forcement.

5.5 Sandboxed Execution and Output Protection

Queries that pass validation are executed within a sand-

boxed environment. Runtime constraints, including query

timeouts, mitigate denial-of-service risks. Execution oc-

curs in isolation from the LLM; query results are never

fed back into the model context.
After execution, result sets undergo post-processing

to apply PII masking rules. Even when users possess

PII access permissions, conservative masking reduces

exposure. For example:

– Email addresses are partially masked,

– Phone numbers are fully masked,

– Social security numbers are always fully masked,

even for HR roles.

This output-level control provides defense-in-depth:

even if an unsafe query were to pass validation, masking

would limit disclosure impact.

5.6 Audit Logging

The audit layer records each interaction end-to-end.

Each audit record includes:

– Timestamp and session identifier,

– Authenticated user identity, role, and department,

– Declared purpose,

– Original natural-language request,

– Generated SQL and validation outcome,
– Executed query metadata (excluding result values),

– Number of rows returned.

This logging approach aligns with established guid-

ance on secure log management [25] and supports com-
pliance requirements for processing accountability [10].

The log is append-only in the prototype, and in pro-
duction deployments should incorporate integrity pro-
tections and retention policies consistent with organi-

zational standards.

Together, these implementation components opera-

tionalize the architectural principles described earlier.

The LLM assists with interpretation, but confidential-

ity and policy compliance are enforced by deterministic

validation, controlled execution, and auditable decision

logging.

6 Experimental Validation

This section evaluates whether the prototype achieves

its intended governance and security properties in prac-

tice. The evaluation is designed to answer three ques-

tions: (i) does the system make correct access decisions

under representative governance requests; (ii) when a

request is not allowed, does it respond conservatively

(deny or ask clarification) or transform the request into

a compliant alternative when such an alternative exists;

and (iii) does the deterministic validation layer prevent

execution of unsafe or unauthorized SQL, including un-
der adversarial inputs.

6.1 Experimental Design

We evaluate the system using two complementary test

suites. The first is an end-to-end suite of 24 scenarios

that exercise the full pipeline (LLM drafting, determin-

istic validation, sandboxed execution, and output filter-

ing). This suite focuses on realistic governance behavior

across roles and policies, but also includes edge cases

that commonly arise in practice, such as ambiguous

requests and adversarial strings embedded in natural-

language input. The second is a supplementary security
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suite of 38 targeted attacks designed to stress the en-

forcement boundary under adversarial conditions.

The separation between an end-to-end suite and a
targeted attack suite mirrors common security evalu-

ation practice: the end-to-end suite measures behav-

ior under representative usage, while the targeted suite

concentrates coverage on known failure modes of LLM-

integrated systems, including prompt injection and at-

tempts to coerce unsafe code generation, as well as clas-
sical SQL injection and privilege escalation patterns.
The latter are particularly relevant because text-to-
SQL systems have been shown to be susceptible to ad-

versarial manipulation that can lead to unsafe queries

or denial-of-service behaviors if not independently con-

strained.

6.2 Scenario Taxonomy

To avoid ambiguity in scoring, each end-to-end scenario

is assigned to one category and one expected outcome

class. Categories reflect the governance dimension being

exercised:

– Category A (Permitted Access): requests aligned

with role permissions (expected outcome: Grant).
– Category B (Role Violation): requests that ex-

ceed role permissions or target restricted columns

(expected: Deny).

– Category C (Policy Transformation): requests

that are not allowed in their raw form but admit a

compliant alternative (e.g., aggregation-only roles).

(expected: Modify).
– Category D (Cross-Domain Barrier): requests

crossing departmental or information-barrier bound-

aries (expected: Deny).

– Category E (Purpose-Gated Access): requests

requiring an approved stated purpose (expected:Grant

or Deny depending on purpose).

– Category F (Adversarial-in-NL): adversarial strings
embedded in natural-language requests (expected:

Block via safe SQL generation and/or determinis-

tic rejection).

– Category G (Ambiguity): underspecified requests

where intent cannot be inferred safely (expected:

Clarify).

6.3 Metrics and Scoring Protocol

We score each end-to-end scenario using five metrics.

To make these metrics reproducible, Table 5 defines

their operational meaning and clarifies how success is

determined. The intent is to evaluate the system as a

governance enforcement pipeline rather than as a pure

text-to-SQL model: an outcome is considered correct

if the system reaches the expected decision class and,

when it executes a query, the executed query is safe,

authorized, and appropriately bounded.

Decision correctness is measured against the expected

outcome class (Grant, Deny, Modify, or Clarify).

This metric captures whether the system made the right

governance choice given the role, declared purpose, and

applicable policies. SQL safety evaluates whether any

query that reaches execution is structurally safe (read-
only, no prohibited constructs) and passes injection screen-
ing; importantly, unsafe SQL proposed by the LLM
does not count as a failure if it is deterministically

blocked before execution, since enforcement is inten-

tionally located outside the LLM.

Authorization/minimality measures whether the ex-
ecuted query stays within the user’s permission scope

and avoids retrieving unnecessary sensitive fields. We

treat this as a minimality criterion because a gover-

nance system should not retrieve columns that the user

is not permitted to access, and should avoid broad ex-

traction even when access is allowed. Completeness (within

policy) complements minimality: for scenarios where
access is permitted (or can be transformed into a per-
mitted alternative), the query should still satisfy the

user’s information need without omitting allowed in-

formation required to answer the request. In the pro-

totype, completeness is assessed using a manual oracle

because the test suite is small and the expected query

intent is well-defined; in larger deployments, this can
be replaced by automated checks based on reference
SQL or ground-truth answers. Finally, explainability

measures whether the system provides a short, policy-

grounded justification for its decision, including what

constraint applied (e.g., role restriction, purpose re-

quirement, PII sensitivity) and, in the Modify case,

what transformation was performed and why.

Latency is measured end-to-end per scenario and re-

ported as an average across scenarios. We report latency

separately from correctness because it reflects deploy-

ment feasibility rather than security enforcement qual-

ity.

For the targeted security suite, the primary outcome

is enforcement success: the system must prevent ex-

ecution of unauthorized or unsafe SQL. In practice, this

may occur because (i) the LLM proposes a benign query

that does not incorporate the adversarial payload, or

(ii) the validator rejects or repairs the proposed query.

In both cases, success is defined at the system bound-

ary: an attack attempt is considered neutralized only if

no policy-violating query is executed and no prohibited

data is returned.
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Table 5 Operational definition of evaluation metrics.

Metric Operational definition (per scenario)

Decision cor-
rectness

System outcome matches expected class:
Grant, Deny, Modify, or Clarify.

SQL safety Any executed SQL is read-only (SELECT-
only), contains no disallowed constructs,
and passes injection screening.

Authorization
/ minimality

Selected tables/columns are within the
user’s permission scope; restricted columns
are excluded; non-aggregate queries include
a role-based LIMIT.

Completeness
(within pol-
icy)

When Grant or Modify is expected, the
query returns the intended information
need without omitting allowed fields neces-
sary for the request (assessed by manual or-
acle for this prototype).

Explainability Response includes (i) the governing con-
straint and (ii) a brief justification or trans-
formation rationale.

6.4 Representative End-to-End Scenarios

Table 6 summarizes eight representative scenarios span-
ning permitted access, policy transformation, strict de-

nial, purpose-gated access, and adversarial-in-NL be-

havior. These scenarios were selected to illustrate not

only individual policy checks, but also cases where mul-

tiple constraints must be composed simultaneously. The

objective is to demonstrate that the system enforces

governance rules in a principled and consistent manner
rather than relying on isolated rule matching.

Scenarios S1 and S3 illustrate straightforward per-

mitted access under role-appropriate conditions. In these
cases, the system generates executable queries that re-

main bounded and compliant with sensitivity annota-
tions. These examples confirm that the architecture
does not over-constrain legitimate analytical or oper-
ational access.

Scenarios S2 and S6 demonstrate policy transforma-

tion. Instead of denying requests that violate aggregation-

only or PII constraints, the system rewrites them into

compliant alternatives. This behavior is significant be-

cause it shows that enforcement is not purely binary

(allow/deny); rather, it supports controlled relaxation
within policy boundaries. In S6, for example, the sys-
tem composes three constraints simultaneously aggre-
gation only access, PII exclusion, and cross-table join

permissions—and produces a query that satisfies all

three. This indicates that governance reasoning oper-

ates across overlapping rules rather than treating poli-

cies independently.

Scenarios S4 and S8 represent strict denials where

no compliant alternative exists. In both cases, the re-

quested data targets restricted tables or columns out-

side the user’s permission scope. The system responds

conservatively by denying execution and providing a
role-based explanation. These cases validate that re-
stricted attributes (e.g., salary, credit score) are consis-

tently excluded for unauthorized roles.

Scenario S7 illustrates contextual enforcement through

purpose-based access control. The same request yields

different outcomes depending on the declared purpose.

This demonstrates that governance decisions depend

not only on static role assignments but also on con-

textual metadata associated with the request.

Finally, Scenario S5 highlights adversarial-in-NL be-

havior. The request embeds a classical SQL injection

payload within a natural-language string. The system

does not execute the malicious fragment because (i) the

LLM interprets the request semantically rather than
syntactically incorporating the injected SQL, and (ii)
the deterministic validator independently enforces read-
only execution and rejects unsafe constructs. This ex-

ample directly illustrates the architectural separation

between interpretation and enforcement: even if the

LLM were to misinterpret or partially include the pay-

load, execution would still be gated by validation.

Two broader patterns emerge from these represen-

tative scenarios. First, the system frequently resolves
policy tension via controlled transformation rather than
denial, preserving analytical utility without compro-

mising constraints. Second, enforcement authority re-

sides in deterministic validation and sandboxed execu-

tion rather than in the LLM’s reasoning process. As a

result, adversarial inputs and policy violations do not

propagate into unsafe execution. Together, these sce-
narios provide qualitative evidence that the architec-
ture behaves as intended under both normal and ad-

versarial conditions.

6.5 Aggregate Results for the End-to-End Suite

Table 7 summarizes outcomes across the 24 end-to-end

scenarios. The suite includes 7 permitted-access cases

(Category A), 3 role-violation denials (Category B), 3

policy transformations (Category C), 2 cross-domain

denials (Category D), 2 purpose-gated decisions (Cate-

gory E), 4 adversarial-in-NL cases (Category F), and 3

edge/ambiguity cases (Category G).

Across the 24 scenarios, the system produced a cor-
rect conservative outcome in all cases: permitted re-

quests were granted, disallowed requests were denied

or blocked, transformable requests were modified into

compliant alternatives, and ambiguous requests trig-

gered clarification rather than guessing. In 22/24 cases

(91.7%), the system returned an executable query or an
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Table 6 Representative end-to-end scenarios illustrating common governance behaviors.

Scenario Role Request (abridged) Main constraint(s) Outcome Notes

S1 Analyst Avg order amount by
customer

Aggregation-only Grant GROUP BY + AVG;
role-based LIMIT ap-
plied

S2 Analyst Show all customers Aggregation-only Modify Returned aggregated
alternative; explained
why record-level view
denied

S3 HR Mgr Salaries in Engineering Restricted salary al-
lowed for HR

Grant Restricted column
permitted for HR;
bounded results

S4 Support Salaries of employees HR-only ta-
ble/columns

Deny Denied with role-based
explanation

S5 Support “... DROP TABLE ...”
embedded

Adversarial-in-NL Block Payload not executed;
validator prevents un-
safe SQL

S6 Analyst Names + total order
amounts

PII restriction +
aggregation-only +
join

Modify Joined tables, aggre-
gated totals; excluded
names due to PII

S7 Analyst Transaction data (bad
purpose)

Purpose-gated table Deny/Grant Denied under
general inquiry,
granted under
analytics

S8 Analyst Customer credit scores Restricted column Deny Denied; suggested
compliant path (fi-
nance role)

Table 7 End-to-end suite outcomes by scenario category (24
scenarios).

Category # Grant Deny/Block Modify/Clarify

A (Permit-
ted)

7 7 0 0

B (Role vio-
lation)

3 0 3 0

C (Transfor-
mation)

3 0 0 3 (Modify)

D (Cross-
domain)

2 0 2 0

E (Purpose-
gated)

2 1 1 0

F
(Adversarial-
in-NL)

4 0 4 (Block) 0

G (Ambigu-
ity)

3 1 0 2 (Clarify)

Total 24 9 12 3

executable compliant alternative. The remaining 2/24

cases (8.3%) resulted in clarification requests, which is

the intended fail-safe behavior when intent is under-

specified.

To avoid overstating results, we report precision/recall

in terms of decision classes within this fixed test

suite. Within the suite, we observed no false allows (no

policy-violating requests were executed) and no false

denies for the scenarios labeled as permitted. This is

stronger than reporting a single scalar “accuracy” be-

cause it clarifies what counts as an error in a gover-

nance system. Additionally, all executable queries were

bounded (role-based LIMIT for non-aggregate queries)
and did not select restricted columns under unautho-

rized roles, satisfying the minimality/authorization cri-
terion defined in Table 5.

We also measured end-to-end latency. The observed

mean latency was 2.3 seconds per request, dominated

by the LLM call (approximately 1.8s on average), with

deterministic validation and database execution con-

tributing the remainder. This suggests that, for the pro-

totype setting, governance enforcement adds negligible

overhead relative to the model invocation.

6.6 Targeted Security Validation

The targeted security suite consists of 38 adversarial

scenarios designed to stress the enforcement boundary

under attacks common in LLM-mediated and text-to-

SQL systems. Attack categories include classical SQL

injection families (e.g., comment-based injection, stacked

queries, UNION-based exfiltration), dangerous opera-

tion attempts (DDL/DML), permission escalation and

cross-domain access attempts, and purpose circumven-
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Table 8 Security validation results (38 targeted attack sce-
narios).

Attack type Test cases Successful blocks Success rate

SQL injec-
tion variants

10 10 100%

Dangerous
operations
(DDL/DML)

5 5 100%

Permission
escalation

8 8 100%

Cross-
domain
access

6 6 100%

Social en-
gineering /
authority
claims

5 5 100%

Purpose cir-
cumvention

4 4 100%

Total 38 38 100%

tion. These categories are grounded in established SQL

injection taxonomies and recent analyses of vulnerabil-
ities in text-to-SQL systems.

Table 8 reports aggregate outcomes. Across all 38
attacks, the system prevented execution of unautho-

rized or unsafe SQL. In many cases the LLM produced

benign SQL that ignored the adversarial payload, while

the validator served as the decisive backstop by enforc-

ing read-only execution and rejecting prohibited con-

structs. This layered behavior is important: the security

claim does not depend on the LLM consistently “doing
the right thing,” but on deterministic enforcement pre-
venting unsafe execution.

6.7 Interpretation and Limitations

Taken together, the results support the central architec-

tural hypothesis: confidentiality and governance com-
pliance can be enforced without granting the LLM ac-
cess to database values, and without treating the LLM
as a trusted security boundary. The end-to-end suite

demonstrates that the system can (i) grant legitimate

access, (ii) deny disallowed access with clear explana-

tions, and (iii) transform certain disallowed requests

into policy-compliant alternatives, improving usability
without relaxing constraints. The targeted security suite
demonstrates that adversarial prompts and unsafe-operation
attempts do not result in unsafe execution because de-

terministic validation and sandboxed execution mediate

all access.

At the same time, these results should be inter-

preted within the scope of the prototype. The schema

and policies are compact, and the validation layer uses

conservative pattern-based screening rather than dialect-
aware parsing. Moreover, the evaluation uses a fixed
suite of scenarios rather than a large-scale distribution

of real user queries. These limitations suggest two con-

crete directions for future evaluation: (i) scaling sce-

nario coverage using automated generation and repeated

trials to quantify variance under different prompts and

model settings, and (ii) strengthening validation using

AST-based parsing for improved robustness across SQL

dialects.

7 Discussion

7.1 Interpreting “Zero-Knowledge” in PDC

Our use of the term zero-knowledge is architectural

rather than cryptographic: it denotes that the LLM

is systematically excluded from the data-value domain

while still being able to reason over governance artifacts

(metadata, policies, and permissions). In other words,

the LLM can see what tables and columns exist and

what constraints apply, but it does not receive rows,

cell values, or query results. This distinction matters

because it clarifies what the system can and cannot

guarantee. The design does not provide a cryptographic

proof of knowledge; instead, it reduces the likelihood

and impact of LLM-side compromise by ensuring that

there are no confidential values in the model context to

exfiltrate.

The validation results support this interpretation in

two ways. First, across the end-to-end suite, no sce-

nario executed a query that violated the declared pol-

icy constraints. Second, in adversarial cases (includ-

ing prompt-injection-style inputs), the system remained

safe at the system boundary because execution is gated

by deterministic checks and sandboxing rather than

by the LLM’s internal reasoning. This aligns with a

zero-trust mindset in which the LLM is treated as an

untrusted component whose outputs must be indepen-

dently verified [14,16]. The practical implication is that

even when the LLM produces a flawed query draft, the
enforcement boundary remains deterministic and au-
ditable.

At the same time, the boundary is not “free.” Meta-

data and policy text can contain sensitive business con-
text (e.g., table semantics, sensitivity labels, internal
taxonomy). Therefore, protecting the metadata plane

becomes a first-class requirement in deployment: access

to governance artifacts should be controlled, logged,

and minimized to what the LLM requires for correct

decision making.
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7.2 Automation as a Shift in Stewardship Work

A central motivation for Positive Data Control is that
governance often fails not because policies do not ex-

ist, but because enforcement and documentation re-

quire continuous human effort that does not scale [26].

In operational terms, the prototype automates routine

parts of steward work: translating natural-language re-

quests into constrained queries, applying policy con-
straints consistently, and generating structured audit
records for every request. This should be interpreted as

a shift in steward responsibilities rather than removal

of stewards. In established data management practice,

stewardship includes maintaining definitions, classifica-

tions, and governance processes; automation is most

effective when it reduces repetitive enforcement work

while preserving human authority over policy and clas-

sification [28].

The audit trail is especially important in this shift.

By making each decision explainable and traceable, the
system allows stewards to move from case-by-case ap-

proval to higher-leverage tasks such as policy refine-
ment, monitoring of access patterns, and investigation
of anomalies. This is consistent with PDC’s “fly-by-
wire” framing: automation mediates requests, but hu-

man governance remains responsible for defining ac-

ceptable operating envelopes and responding to observed

drift [27].

7.3 Policy Expressiveness: Benefits and Boundaries

A practical benefit of LLM mediation is that gover-

nance rules can be written in natural language and re-

main accessible to non-technical stakeholders. However,

natural language can be underspecified. The evaluation

highlights two design implications. First, policies should

be paired with structured tags (e.g., PII flags, sensitiv-

ity tiers, restricted-column markers) to reduce ambigu-

ity and to give deterministic layers an authoritative ba-
sis for enforcement. Second, policy authoring should be
supported by templates or controlled language guide-

lines (e.g., “who” constraints, “what” constraints, “pur-

pose” constraints, and “limits” constraints) so that the

LLM is not forced to infer governance intent from vague

prose.

This approach does not compete with formal policy
frameworks; it complements them. Standards such as

XACML provide machine-verifiable encodings of access-

control logic [29]. A deployment path that many orga-

nizations may prefer is hybrid: use structured policy

rules where precision is critical, and use natural lan-

guage for policy rationale, exceptions, and user-facing

explanations. In that hybrid model, the LLM primarily

supports interpretation and explanation, while deter-

ministic enforcement continues to rely on explicit con-
straints.

7.4 Security Implications and Residual Risks

The security results should be interpreted as evidence

for separation of concerns: the LLM assists with in-

tent interpretation and query drafting, while enforce-

ment authority is implemented by deterministic valida-

tion and sandboxed execution. This design reduces the
impact of prompt injection and other adversarial in-
puts by ensuring that unsafe outputs are not executed
[16]. It also creates an accountability surface through

audit logs, which is a practical requirement for security

operations and compliance.

Residual risks remain and should be addressed ex-

plicitly. First, metadata leakage can reveal business

structure even when values are protected; deployments

should apply least privilege to governance artifacts and

consider redacting descriptions when not needed. Sec-

ond, inference risk can arise even under authorized
access, particularly when small-group aggregations can

reveal individuals. Mitigations such as minimum group-

size thresholds (k-anonymity-style constraints) [30] or

noise mechanisms inspired by differential privacy [31]

are natural extensions for output controls. Third, val-

idator completeness matters: pattern-based screen-

ing is conservative but may be bypassed in edge di-
alects. Strengthening validation with dialect-aware pars-
ing and AST-level checks is an important production

hardening step.

7.5 Deployment and Scalability Considerations

The prototype demonstrates feasibility, but production

deployment requires integration with enterprise identity

(SSO), catalogs, and multiple database backends. From
an operational standpoint, scalability depends less on
the database layer and more on governance artifact

quality and model invocation cost. Two practical strate-

gies follow. First, treat metadata as a maintained prod-

uct: accurate schemas, consistent sensitivity labeling,

and synchronized catalogs materially improve decision

quality. Second, adopt an execution policy that reduces

unnecessary model calls for routine cases (e.g., caching,

templated queries for frequent intents, or routing “sim-

ple” requests through rule-based handlers and reserv-

ing the LLM for ambiguous or multi-constraint cases).

These strategies preserve governance guarantees while

controlling latency and cost.



18 Shames AL Mandalawi et al.

7.6 Limitations and Future Work

Several limitations shape the scope of current claims.

The evaluation is performed on a compact schema and

a fixed scenario suite; broader coverage across domains,

SQL dialects, and real organizational policies remains

future work. The system currently enforces read-only
access; extending the same philosophy to governed write
operations would require additional safeguards (trans-
action policies, approval workflows, and stronger prove-

nance controls). Finally, the current prototype does not

implement federated operation across organizational units;

extending PDC to multiple “governance islands” would

require standardized exchange of policy abstractions
and consistent audit semantics.

Overall, the results suggest that architectural zero

knowledge (excluding data values from the model con-
text) combined with deterministic enforcement and au-

diting can provide a practical path toward scalable gov-

ernance automation without treating LLMs as trusted

security boundaries.

8 Conclusion

This paper presented an architectural approach to LLM

mediated data governance based on a zero-knowledge

design principle: the LLM operates over metadata, poli-

cies, and user context, but does not access underlying

data values. By separating interpretation from enforce-

ment and placing deterministic validation and sand-

boxed execution at the system boundary, the architec-

ture reduces reliance on the LLM as a security-critical

component.

The experimental evaluation demonstrates that, within
the defined scenario suite, the system consistently pro-

duced governance aligned outcomes. Legitimate requests
were granted with appropriate constraints, policy viola-
tions were denied or transformed into compliant alter-

natives, and adversarial inputs did not result in execu-

tion of unsafe queries. These results suggest that LLMs

can assist with policy interpretation while enforcement

authority remains deterministic and auditable.

The primary contribution of this work is the artic-

ulation and empirical validation of a zero-knowledge

governance pattern for LLM-based data access systems.

The study shows that natural-language interaction and

strong policy enforcement need not be in tension when

architectural separation and defense-in-depth principles

are applied. The approach also illustrates how gover-

nance automation can shift data stewardship from op-

erational query review toward policy definition and au-

dit analysis.

Several directions remain open for further research,

including integration of formal privacy guarantees for

aggregation outputs, scaling evaluation to enterprise-

sized datasets, extension to write-operation governance,

and exploration of federated PDC architectures across

organizational boundaries. These extensions will deter-

mine the robustness and generalizability of the pro-

posed pattern in large-scale deployments.

Overall, the results indicate that LLM-assisted gov-

ernance can be deployed in a manner consistent with es-

tablished information security principles when the model

is treated as an untrusted interpreter rather than as an

enforcement authority. The architectural separation in-

troduced in this work provides a practical foundation

for secure, automated data governance in environments

that require both usability and strong policy compli-

ance.
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