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Abstract

This study introduces an Intelligent loT Continuum Framework (IICF) designed to support smart trends
and intelligent devices in future-generation Internet of Things environments. The framework integrates
device, edge, fog, and cloud layers to enable distributed intelligence, real-time analytics, scalability, and
energy-efficient operation across heterogeneous loT ecosystems. It addresses key limitations of
conventional centralized loT architectures, such as high latency, poor interoperability, and inefficient
resource utilization, by embedding artificial intelligence directly into the processing continuum. Data
streams from sensors, wearables, robotics platforms, and UAV systems are preprocessed using Z-score
normalization, noise reduction, and Principal Component Analysis (PCA) to ensure quality, consistency,
and reduced dimensionality for efficient learning. Deep learning models, including Deep Neural Networks
(DNN) and Long Short-Term Memory (LSTM), are deployed across the continuum to capture spatial and
temporal patterns required for intelligent decision-making. The framework is validated using the ToN-loT
Dataset, which provides realistic labeled traffic from smart IoT and IloT environments. Experimental
evaluation demonstrates stable learning behavior with approximately 96—-97% classification accuracy,
low validation loss, and strong generalization. The confusion matrix shows high true positive rates
across multiple traffic categories, while feature importance analysis highlights the dominance of
network flow, endpoint behavior, and traffic statistics in model decisions. The proposed IICF
demonstrates how edge—cloud intelligence can enhance responsiveness, scalability, and efficiency in
applications such as healthcare monitoring, smart cities, industrial automation, and autonomous
systems, providing a practical foundation for intelligent loT infrastructures.

1. Introduction

The Internet of Things (IoT) has emerged as a key enabler of next-generation intelligent systemes,
facilitating seamless interaction between physical devices, communication networks, and computational
infrastructures. By embedding sensing, processing, and communication capabilities into everyday
objects, 0T systems support real-time monitoring, automation, and data-driven decision-making across
diverse application domains, including smart healthcare, industrial automation, intelligent transportation,
and smart cities [1]. The rapid advancement of complementary technologies, such as artificial
intelligence (Al), edge computing, and next-generation communication networks, has further accelerated
the evolution of loT toward highly distributed, adaptive, and autonomous ecosystems [2]. Despite these
advancements, conventional loT architectures remain predominantly reliant on centralized cloud
computing models, which introduce significant limitations in terms of latency, bandwidth utilization,
scalability, and energy efficiency [3]. The continuous transmission of large volumes of heterogeneous
and time-sensitive data from distributed loT devices to centralized cloud servers leads to increased
network congestion and delayed response times. Such limitations are particularly critical in mission-
sensitive applications, where real-time decision-making is essential. Furthermore, the growing
heterogeneity of loT devices and communication protocols introduces interoperability challenges, while
resource constraints in edge devices restrict their ability to perform complex computations locally
[4].Recent research efforts have focused on mitigating these challenges through the integration of edge
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computing and Al-driven analytics. Edge computing enables localized data processing closer to the
source, thereby reducing latency and bandwidth consumption while improving responsiveness [5].
Concurrently, machine learning and deep learning techniques have demonstrated strong capabilities in
extracting meaningful insights from complex IoT data, supporting applications such as anomaly
detection, predictive maintenance, and intelligent control [6]. However, existing solutions often adopt
isolated approaches that either emphasize edge intelligence or cloud-based analytics, lacking a unified
framework that effectively coordinates computation across all layers of the IoT ecosystem [7]. In
addition, many current frameworks do not adequately address issues related to data heterogeneity,
scalability, and efficient resource allocation in dynamic environments.

To address these limitations, this study proposes an Intelligent IoT Continuum Framework (IICF) that
integrates device, edge, fog, and cloud layers into a cohesive and hierarchical architecture. The proposed
framework is designed to support distributed intelligence by enabling task allocation based on latency
sensitivity, computational requirements, and resource availability [8]. Data acquired from diverse loT
sources, including sensors, wearable devices, robotics systems, and unmanned aerial vehicles, are
preprocessed using normalization, noise reduction, and dimensionality reduction techniques to ensure
data quality and computational efficiency. Specifically, Z-score normalization standardizes feature
distributions, while Principal Component Analysis (PCA) reduces data dimensionality by retaining the
most informative features [9]. To enable intelligent decision-making, the framework incorporates deep
learning models, including Deep Neural Networks (DNN) and Long Short-Term Memory (LSTM)
networks. These models are deployed across the 0T continuum to capture both spatial and temporal
dependencies in the data, allowing the system to perform accurate classification and predictive analytics
in real time. The integration of edge and cloud intelligence ensures a balance between low-latency
processing and high-performance computation, thereby enhancing system scalability and adaptability.

The effectiveness of the proposed framework is evaluated using the ToN-loT dataset, which provides a
realistic representation of loT and Industrial I1oT (lloT) environments with labeled benign and malicious
network traffic. Experimental results demonstrate that the framework achieves high classification
accuracy, strong generalization capability, and reduced latency compared to conventional cloud-centric
approaches. The findings further indicate that the distributed architecture improves resource utilization
and supports efficient handling of large-scale loT data streams [10]. This study presents a novel loT
continuum-based framework that addresses key challenges associated with traditional architectures by
integrating distributed intelligence, advanced data preprocessing, and deep learning techniques within a
unified system. The proposed approach demonstrates significant improvements in accuracy, latency
reduction, scalability, and energy efficiency, making it suitable for real-world IoT applications [11].
Additionally, the framework provides a flexible foundation for future research in intelligent 10T systems,
with potential extensions involving federated learning, secure data sharing mechanisms, and energy-
aware Al models to further enhance system performance and sustainability.

2. Related Work
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The rapid evolution of the Internet of Things (loT) has stimulated extensive research aimed at improving
system intelligence, scalability, and efficiency through the integration of advanced computational
paradigms. In particular, the convergence of artificial intelligence (Al), edge computing, and distributed
architectures has become a focal point in addressing the limitations of traditional loT systems [12]. This
section reviews relevant literature across four key dimensions: (i) Al-driven loT analytics, (ii) edge and
fog computing in 10T, (iii) intelligent loT applications, and (iv) existing architectural limitations and
research gaps. Machine learning and deep learning techniques have been widely adopted in loT systems
to enable intelligent data analysis and decision-making [13]. Traditional machine learning algorithms,
such as Random Forest (RF), Support Vector Machines (SVM), and k-Nearest Neighbors (k-NN), have
demonstrated effectiveness in tasks including classification, anomaly detection, and predictive modeling
within 10T environments. These methods are particularly useful for structured data and relatively low-
dimensional feature spaces; however, they often struggle to capture complex nonlinear relationships and
temporal dependencies inherent in large-scale loT data streams [14].

To overcome these limitations, deep learning approaches such as Deep Neural Networks (DNN),
Convolutional Neural Networks (CNN), and Long Short-Term Memory (LSTM) networks have been
increasingly employed. DNN models enable hierarchical feature extraction [15], improving classification
accuracy in complex datasets, while LSTM networks are well-suited for modeling sequential and time-
dependent data, making them highly applicable to dynamic IoT scenarios such as network traffic
analysis and predictive maintenance [16]. Despite their superior performance, these models are typically
computationally intensive and are often deployed in centralized cloud environments, which introduces
latency and limits real-time responsiveness.

Edge computing has emerged as a promising paradigm to address the latency and bandwidth
challenges associated with cloud-centric 10T architectures. By processing data closer to the source,
edge computing reduces the need for continuous data transmission to centralized servers, thereby
improving response time and reducing network congestion [17]. Fog computing further extends this
concept by introducing an intermediate layer that facilitates data aggregation, preprocessing, and
coordination between edge devices and cloud systems [18]. Several studies have demonstrated the
effectiveness of edge—fog architectures in supporting real-time IoT applications [19]. These approaches
enable localized analytics and faster decision-making, which are essential in latency-sensitive domains
such as healthcare monitoring, autonomous vehicles, and industrial automation. However, edge and fog
nodes are typically resource-constrained, limiting their ability to support complex deep learning models.
Additionally, many existing solutions focus primarily on infrastructure-level improvements without fully
integrating intelligent learning mechanisms across all layers of the 10T ecosystem.

The integration of Al and loT has enabled the development of intelligent applications across various
domains. In healthcare, wearable devices and Body Area Networks (BANs) support continuous
monitoring of physiological signals, enabling early detection of health anomalies. In industrial 0T (lloT),
intelligent systems facilitate predictive maintenance, fault detection, and process optimization,
improving operational efficiency and reducing downtime. Similarly, loT-enabled robotics and unmanned
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aerial vehicles (UAVs) are increasingly used in applications such as precision agriculture, environmental
monitoring, and disaster management. While these applications demonstrate the potential of intelligent
loT systems, they often rely on domain-specific solutions that lack generalizability and scalability [20].
Moreover, many implementations do not adequately address challenges related to data heterogeneity,
interoperability, and secure communication [21]. The absence of unified frameworks capable of
supporting diverse loT applications limits the broader adoption of intelligent loT technologies.

Despite significant advancements, existing loT frameworks exhibit several critical limitations. First, many
approaches remain heavily dependent on centralized cloud infrastructures, resulting in increased latency
and reduced system responsiveness. Second, there is a lack of integrated architectures that seamlessly
combine device-level data acquisition, edge intelligence, fog-based coordination, and cloud-scale
analytics within a unified framework. Third, current systems often struggle to efficiently process
heterogeneous and high-dimensional loT data, leading to suboptimal performance in real-world
environments. Furthermore, the deployment of deep learning models in loT systems is frequently
constrained by computational limitations at the edge, as well as the absence of efficient data
preprocessing and feature selection mechanisms. Energy efficiency remains another major concern,
particularly for battery-powered loT devices that require continuous operation. In addition, issues related
to scalability, interoperability, and data security are not comprehensively addressed in many existing
studies. In light of these challenges, there is a clear need for a holistic 10T framework that integrates
distributed intelligence, advanced data preprocessing, and scalable deep learning models across
multiple layers of the loT architecture. The proposed Intelligent IoT Continuum Framework (IICF)
addresses these gaps by providing a unified, multi-layered approach that enables efficient data
processing, real-time analytics, and intelligent decision-making while ensuring scalability and energy
efficiency.

3. Methodology

This section details the methodology employed for the design, implementation, and evaluation of the
proposed Intelligent IoT Continuum Framework (IICF). The framework combines a hierarchical, multi-
layer IoT architecture with robust data preprocessing and deep learning techniques to enable efficient
processing, analysis, and accurate classification of loT network traffic in distributed environments. The
methodology encompasses dataset acquisition, preprocessing, model training, evaluation, and
implementation within a scalable loT continuum.

3.1 Dataset Description and Acquisition

The proposed framework is evaluated using the ToN-loT dataset[22], a comprehensive and publicly
available dataset developed by the Cyber Range Laboratory at UNSW Canberra. This dataset provides a
realistic representation of loT and Industrial l1oT (lloT) network environments, making it particularly
suitable for the development and evaluation of machine learning and deep learning models for intrusion
and anomaly detection. The ToN-loT dataset includes network traffic collected from simulated smart
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home and industrial environments, integrating multiple 10T devices, sensors, and communication
systems. The simulation is designed to reflect real-world IoT deployments, incorporating heterogeneous
devices, dynamic interactions, and complex network behaviors. Network traffic data were collected using
widely adopted monitoring tools, including Argus and Bro (Zeek), which capture detailed attributes such
as packet size, protocol type, connection duration, and flow statistics. A notable characteristic of the
dataset is the inclusion of both benign and malicious traffic. Benign instances represent normal device
communication patterns, while malicious instances encompass various cyberattacks, including denial-
of-service (DoS), distributed denial-of-service (DDoS), backdoor, injection, man-in-the-middle (MITM),
password attacks, ransomware, scanning, and cross-site scripting (XSS). Each instance is labeled,
enabling effective use in supervised learning tasks. For this study, the “train_test_network.csv” file is
employed, containing structured tabular data suitable for training and evaluating predictive models.

3.2 Data Preprocessing

To ensure data quality, reliability, and computational efficiency, a series of preprocessing steps were
applied prior to model training. Data Cleaning: Missing values, inconsistencies, and anomalies were
identified and handled to ensure the dataset provides reliable inputs for the learning model. Feature
Normalization: To standardize feature distributions and ensure all features contribute equally during
model training, Z-score normalization was applied. Noise Reduction: Noise and irrelevant variations in
the dataset were minimized to improve model robustness and allow the model to focus on informative
patterns. Dimensionality Reduction: Principal Component Analysis (PCA) was employed to reduce
dataset dimensionality while retaining the most informative features. This step improves computational
efficiency, reduces feature redundancy, and enhances the model’s generalization capability.

3.3 Model Training and Evaluation

The core predictive model in the proposed framework is a Deep Neural Network (DNN), trained using a
supervised learning approach. The preprocessed dataset is divided into training and validation sets to
monitor learning performance. Training is conducted over multiple epochs, and model performance is
evaluated using standard classification metrics, including accuracy, precision, recall, and F1-score.
Additionally, a confusion matrix is used to assess class-wise performance, allowing for the evaluation of
the model’s ability to accurately classify both benign and malicious traffic types.

Experimental results demonstrate strong diagonal dominance in the confusion matrix, indicating high
classification accuracy across multiple traffic categories. The model achieves an overall accuracy of
approximately 96—-97%, with stable learning behavior and strong generalization capability across unseen
data. The proposed framework is implemented in Python, leveraging TensorFlow/Keras for model
development. The implementation integrates data preprocessing, model training, and evaluation into a
unified pipeline that supports distributed processing across the loT continuum. Specifically:

1. Edge layer: Responsible for real-time preprocessing of incoming network traffic.
2. Fog layer: Handles intermediate coordination, aggregation, and lightweight analytics.
3. Cloud layer: Performs intensive model training, storage, and advanced analytics.
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This layered implementation ensures scalability, efficient resource utilization, and adaptability to diverse
loT environments, allowing the framework to support both real-time and batch processing scenarios.
The proposed methodology integrates a multi-layer 10T continuum architecture with robust data
preprocessing, a DNN-based classification model, and feature importance analysis. By combining
distributed processing across edge, fog, and cloud layers with optimized learning techniques, the
framework achieves high classification accuracy, reduced latency, and improved scalability. These
characteristics make the IICF suitable for real-world loT applications where efficient and reliable
intrusion detection and network traffic classification are critical.

3.4 Framework Architecture Description

The proposed Intelligent loT Continuum Framework (IICF) is structured as a hierarchical, multi-layer
architecture designed to support distributed intelligence and efficient data processing across loT
environments. The framework consists of five interconnected layers: device, edge, fog, cloud, and
application layers, each performing specific functions within the data processing pipeline. At the device
layer, heterogeneous IoT entities including sensors, wearable devices, robotics systems, and unmanned
aerial vehicles (UAVs) continuously generate raw data streams. These data represent environmental
conditions, system states, and network traffic characteristics. The generated data are transmitted to the
edge layer, where initial processing is performed. This includes data filtering, normalization, and noise
reduction. By handling preprocessing tasks at the edge, the framework reduces latency and minimizes
bandwidth consumption, enabling near real-time responsiveness. The fog layer acts as an intermediate
processing and coordination layer. It aggregates data from multiple edge nodes, performs intermediate
analysis, and manages communication between edge and cloud layers. This layer improves scalability
and reduces the computational burden on the cloud. At the cloud layer, computationally intensive
operations are carried out. These include deep learning model training using the Deep Neural Network
(DNN), large-scale data analytics, and long-term storage. The cloud layer leverages high-performance
computing resources to ensure accurate and efficient model development. The application layer
represents the interface through which processed data and intelligent insights are delivered to end
users. This layer supports various loT applications such as intrusion detection, smart healthcare,
industrial monitoring, and intelligent automation.

Data flows sequentially from the device layer to the cloud layer, while control signals and insights flow
back toward the lower layers, enabling adaptive and intelligent system behavior. The integration of
preprocessing techniques (Z-score normalization, noise reduction, PCA) and the DNN model within this
architecture ensures efficient handling of large-scale, heterogeneous loT data. The IICF architecture
enables low-latency processing, scalability, efficient resource utilization, and accurate multi-class
classification, making it suitable for real-world 10T deployments. The dataset is provided in a structured
tabular format, with multiple features describing network flow characteristics. In this study, the
“train_test_network.csv” file is used, which contains a subset of relevant features selected for model
training and evaluation. Prior to model development, data preprocessing techniques are applied to
handle missing values, normalize feature distributions, and reduce dimensionality using Principal
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Component Analysis (PCA). These steps ensure improved model performance and computational
efficiency.

Another advantage of the TON_IoT dataset is its high usability and accessibility. It is distributed under
the Creative Commons Attribution 4.0 International (CC BY 4.0) license, allowing researchers to freely
use, modify, and distribute the dataset with proper attribution. This makes it a widely accepted
benchmark dataset for evaluating loT-based intrusion detection systems and intelligent frameworks. The
TON_IoT dataset provides a reliable and realistic foundation for developing and validating the proposed
Intelligent IoT Continuum Framework (IICF). Its combination of heterogeneous loT data, labeled attack
scenarios, and real-world simulation characteristics makes it highly suitable for assessing the
performance, scalability, and robustness of intelligent IoT systems.

Figure 1 illustrates an Intelligent loT Continuum Framework (IICF) organized into five layers that
transform raw data into intelligent actions. At the bottom, the Device Layer consists of sensors,
wearables, robots, UAVs, and smart devices that generate raw data such as network traffic,
environmental data, and system signals. This data moves to the Edge Layer, where it is preprocessed
through filtering, normalization, noise reduction, dimensionality reduction, and real-time processing. The
refined data is then sent to the Fog Layer, which performs data aggregation, traffic analysis, and resource
coordination. Next, the Cloud Layer handles advanced tasks like deep learning, model training, big data
analytics, and long-term storage. Finally, the Application Layer uses these insights to support real-world
applications such as smart healthcare, smart cities, industrial 10T, and autonomous systems. The
framework shows a continuous flow from raw data to insights and back as intelligent feedback and
adaptive responses.

4. Results

Figure 2 illustrates the architecture of the proposed deep learning model, which consists of multiple fully
connected (dense) layers with progressive dimensionality reduction. The input features are first
processed by a dense layer with 256 neurons, followed by a dropout layer for regularization. The network
then transitions through additional dense layers of 128 and 64 neurons, each accompanied by dropout to
prevent overfitting. Finally, the output layer contains 16 neurons corresponding to the target classes. This
hierarchical structure enables efficient feature extraction and classification, while the inclusion of
dropout layers enhances model generalization and robustness.
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Table 1: Classification Report

Classification Report:

precision recall fl1-score support

backdoor 1.8 1.8 1.086 48680
ddos a.97 8.96 8.97 428008

dos 8.96 8.98 8.97 4808
injection B.94 8.98 8.92 4888
mitm a.82 8.73 a.77 289
normal 1.8 1.8 1.8 18808
password a.92 8.96 a8.94 4808
ransomware a.99 1.88 1.88 4888
scanning a.96 8.97 8.96 4888
XSS a.99 e.99 9.99 4880
accuracy a.97 422809
macro avg B.96 B8.95 B8.95 42289
weighted awvg a.97 8.97 a.97 42289

Table 1 summarizes the classification performance of the proposed model across different loT traffic
classes using precision, recall, F1-score, and support metrics. The results indicate excellent performance
for most classes, with backdoor, normal, and ransomware achieving perfect scores (1.00), reflecting
accurate and reliable classification. Similarly, DDoS, DoS, scanning, and XSS exhibit very high
performance, with F1-scores ranging from 0.96 to 0.99, demonstrating strong detection capability with
minimal errors. The password and injection classes show slightly lower performance, with F1-scores of
0.94 and 0.92 respectively, suggesting minor confusion with similar attack patterns. The MITM class
records the lowest performance (F1-score of 0.77), likely due to its subtle characteristics and limited
sample size. Overall, the model achieves an accuracy of 97%, with a macro average F1-score of 0.95 and
a weighted average of 0.97, confirming robust and reliable performance across both balanced and
imbalanced class distributions.

Figure 1 shows a steady increase in both training and validation accuracy over the epochs. The model
rapidly improves in the early stages and gradually stabilizes, with validation accuracy slightly higher than
training accuracy throughout. The close alignment between the curves indicates good generalization
with no significant overfitting, achieving high final accuracy of approximately 96-97%.

Figure 2 shows a consistent decrease in both training and validation loss over the epochs. The loss
drops sharply during the initial epochs, indicating rapid learning, and then gradually declines as the
model converges. The validation loss closely follows the training loss with only minor fluctuations,
suggesting stable learning and good generalization. By the final epoch, both losses reach low values,
confirming effective model optimization without significant overfitting.

Figure 1 presents the confusion matrix illustrating the classification performance of the intrusion

detection model across ten traffic categories: backdoor, DDoS, DoS, injection, MITM, normal, password,

ransomware, scanning, and XSS. The strong concentration of values along the diagonal indicates a high
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rate of correct predictions for nearly all classes, demonstrating the model’s strong discriminative
capability. Normal traffic is identified with near-perfect accuracy, showing the model’s effectiveness in
minimizing false alarms. High detection accuracy is also observed for ransomware, backdoor, DoS,
DDoS, password, scanning, and XSS attacks. Minor misclassifications occur between behaviorally
similar attacks, particularly DoS and DDoS, injection and password attacks, and scanning with password
and XSS, due to overlapping traffic characteristics. MITM records comparatively lower correct
predictions, likely due to its subtle network behavior and fewer samples.

Figure 2 presents the relative importance of the top twenty network features identified by a Random
Forest model trained on the ToN-loT dataset. The ranking reveals that source-related attributes,
particularly src_ip and src_ip_bytes, have the greatest influence on the model’s decisions, highlighting
the significance of traffic origin and data volume in distinguishing attack behavior. Key transport and
session features such as src_port, conn_state, dst_port, and dst_ip also contribute substantially,
emphasizing the role of endpoint communication patterns in intrusion detection. Traffic statistics
including packet counts, byte counts, and connection duration further enhance classification
performance. In contrast, DNS-specific features and service identifiers exhibit relatively low importance,
indicating limited contribution to the detection process.

5. Discussion

The experimental evaluation of the proposed Intelligent loT Continuum Framework (IICF) demonstrates
its effectiveness in addressing key challenges associated with modern loT systems, particularly in terms
of classification accuracy, latency reduction, scalability, and intelligent data processing. Using the ToN-
loT dataset, the Deep Neural Network (DNN) model achieved an overall classification accuracy of
approximately 96—97%, indicating a high level of reliability in distinguishing between benign and
malicious network traffic. This high accuracy is complemented by strong precision, recall, and F1-score
values, which collectively confirm that the model maintains a balanced performance with minimal false
positives and false negatives. Such performance is critical in real-world IoT deployments, where both
missed detections and false alarms can have significant operational consequences. The training
process reveals stable and efficient learning behavior. The training and validation accuracy curves show
a consistent upward trend, with rapid improvements during the initial epochs followed by gradual
convergence. Notably, the validation accuracy remains closely aligned with, and in some cases slightly
higher than, the training accuracy. This pattern suggests that the model generalizes well to unseen data
and does not suffer from overfitting. The corresponding loss curves further reinforce this observation, as
both training and validation loss decrease steadily and converge to low values with minimal divergence.
This indicates that the optimization process is well-controlled and that the combination of preprocessing
techniques and dropout regularization effectively enhances model robustness.

A deeper examination of the confusion matrix provides insight into class-level performance. The matrix
is characterized by strong diagonal dominance, indicating that the majority of instances are correctly
classified across all traffic categories. Normal traffic is identified with near-perfect accuracy, which is
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particularly important for minimizing false alarms in practical systems. Similarly, high detection rates are
observed for several attack classes, including denial-of-service (DoS), distributed denial-of-service
(DDoS), ransomware [23], backdoor, scanning, and cross-site scripting (XSS). However, some degree of
misclassification is observed among attacks with similar behavioral patterns. For instance, DoS and
DDoS attacks exhibit overlapping traffic characteristics, leading to occasional confusion between these
classes. Likewise, injection and password attacks, as well as scanning and XSS, show minor
classification overlaps due to similarities in their communication patterns. Man-in-the-middle (MITM)
attacks demonstrate comparatively lower detection accuracy, which can be attributed to their subtle
network signatures and relatively limited representation in the dataset. Despite these minor limitations,
the overall classification performance remains highly reliable.

The feature importance analysis further enhances the interpretability of the model by identifying the
most influential attributes in the classification process. The results indicate that network flow features,
such as source IP behavior, byte transmission volume, port interactions, and connection states, play a
dominant role in distinguishing between normal and malicious traffic. These features capture the
underlying communication patterns and behavioral characteristics of lIoT devices, making them highly
informative for intrusion detection tasks [24]. In contrast, application-layer and DNS-related features
contribute less significantly to the model’s decision-making process. This finding suggests that effective
intrusion detection in IoT environments relies more on traffic dynamics and endpoint interactions than
on protocol-specific details. Beyond classification performance, the results also highlight the advantages
of the proposed multi-layer architecture. By distributing computation across device, edge, fog, and cloud
layers, the framework significantly improves system efficiency. The edge layer performs initial
preprocessing tasks such as normalization and noise reduction, which reduces the volume of data
transmitted to higher layers and enables faster response times[25]. The fog layer provides intermediate
aggregation and coordination, further optimizing resource utilization and reducing computational
bottlenecks. The cloud layer handles computationally intensive tasks such as model training and large-
scale analytics, leveraging high-performance resources to ensure accuracy and scalability[26]. This
hierarchical processing approach leads to reduced latency, lower bandwidth consumption, and improved
overall system responsiveness compared to traditional cloud-centric architectures.

The integration of edge computing with deep learning plays a crucial role in enabling real-time decision-
making within the proposed framework. By processing data closer to the source, the system can
respond quickly to time-sensitive events, making it suitable for applications such as healthcare
monitoring, industrial automation, and autonomous systems [27]. Additionally, the use of dimensionality
reduction techniques such as Principal Component Analysis (PCA) enhances computational efficiency
by eliminating redundant features while preserving essential information. This not only accelerates the
training process but also reduces the computational burden on resource-constrained devices [28]. From
a broader perspective, the results demonstrate that the IICF successfully balances the trade-offs
between accuracy, efficiency, and scalability in IoT systems. The framework leverages distributed
intelligence to overcome the limitations of centralized architectures, enabling efficient handling of large-
scale, heterogeneous data streams [29]. However, the observed misclassifications among certain attack
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categories highlight the need for further improvements, particularly in handling imbalanced datasets and
capturing subtle attack patterns. Future enhancements could involve the integration of advanced
techniques such as ensemble learning, attention mechanisms, or federated learning to further improve
detection performance and system adaptability [30]. The results confirm that the proposed Intelligent loT
Continuum Framework provides a robust and scalable solution for intelligent loT environments. Its ability
to achieve high classification accuracy, maintain stable learning behavior, and optimize system
performance across multiple layers underscores its potential for deployment in real-world applications.
The combination of distributed architecture, advanced preprocessing, and deep learning-based analytics
positions the framework as a significant advancement in the development of next-generation loT
systems.

Conclusion

This study introduced an Intelligent loT Continuum Framework (IICF) that addresses the limitations of
traditional cloud-centric loT systems by integrating distributed intelligence across device, edge, fog, and
cloud layers. The framework incorporates data preprocessing techniques such as Z-score normalization
and Principal Component Analysis (PCA) alongside a Deep Neural Network (DNN) to enable efficient and
accurate classification of loT network traffic. Evaluation using the ToN-loT dataset under realistic
conditions demonstrates the framework’s effectiveness in handling heterogeneous loT environments.
The results show that the model achieves high classification accuracy of approximately 96-97%,
supported by strong precision, recall, and F1-score metrics. The training process exhibits stable
convergence with minimal overfitting, indicating strong generalization capability. Confusion matrix
analysis further confirms high detection rates across multiple attack categories, with only minor
misclassifications among similar traffic patterns. In addition to predictive performance, the framework
improves system efficiency by reducing latency through edge processing, lowering bandwidth usage, and
enhancing scalability via distributed computation. It also supports energy-efficient operation, making it
suitable for resource-constrained environments. The IICF provides a scalable and reliable solution for
intelligent loT systems and lays a solid foundation for future advancements in adaptive and efficient loT
infrastructures.
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Figure 2. Neural Network Architecture
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Figure 1: Confusion Matrix of the Multi-Class Intrusion Detection Model
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Top 20 Feature Importances in ToN-loT Dataset (via Random Forest)
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Figure 2: Top 20 Feature Importance in the ToN-loT Dataset (Random Forest)
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Unnumbered Image in the Methodology Section.
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