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Memory-efficient and Safe Sequence Recovery
Algorithm for IEEE 802.1CB in Time-Sensitive

Networks

Abstract

Time-Sensitive Networking (TSN) has become a key enabler for determinis-
tic and reliable communications for safety-critical systems. Among its mech-
anisms, Frame Replication and Elimination for Reliability (FRER) (IEEE
802.1CB) enhances reliability by replicating frames over multiple paths and
eliminating replicates at the receiver. However, the correct configuration of
FRER—particularly its sequence recovery function—remains a major challenge,
as improper parameter tuning can lead to unsafe behavior, including the accep-
tance of replicate frames or the loss of valid ones. In this paper, we address these
limitations by proposing a novel recovery algorithm, Sequence-Intervals Vector
Recovery Algorithm (SI-VRA), which extends the standard FRER while remain-
ing compliant with existing specifications and reducing configuration complexity.
We evaluate the proposed algorithm and conduct extensive comparisons with
the standard FRER recovery algorithm across various network scenarios. Results
demonstrate that SI-VRA outperforms the standard algorithm in terms of safety,
while reducing memory requirements. Additionally, we present a hardware imple-
mentation on FPGA, providing insights into its practical feasibility, latency, and
memory footprint.

Keywords: FRER, TSN, 802.1CB, Safety, Memory footprint, Sequence Recovery
Algorithm, FPGA

1 Introduction

The rapid expansion of time-sensitive applications across various domains, including
industrial automation, automotive systems, and aerospace, has necessitated stringent
guarantees for determinism and reliability in network communications.

Time-Sensitive Network (TSN) standards [1] have emerged as an attractive solution
to meet these requirements, providing mechanisms to ensure low latency, bounded jit-
ter, and high reliability. Among these mechanisms, Frame Replication and Elimination
for Reliability (FRER) [2] plays a central role in enhancing reliability and decreas-
ing data loss by replicating packets over multiple paths and eliminating replicates at
specific nodes in the network.



Despite its importance, the FRER mechanism faces several challenges in practical
deployments, as identified in [3,4], to guarantee safe behavior, i.e., to avoid accept-
ing replicates or discarding new packets. In this paper, we focus on one of the most
important functions in FRER, the Sequence Recovery Function (Sec. 7.4 in [2]) that
examines the sequence number of each frame and discards replicates through two
standardized recovery algorithms.

One key challenge is the need for an adequate configuration of the recovery
algorithms [4], which significantly impacts FRER behavior’s safety. Specifically, this
consists in: (i) selecting the appropriate recovery algorithm according to the traffic
profile, i.e., Constant Bit Rate (CBR) or bursty; (ii) managing the choice of repli-
cates paths to accommodate the CBR traffic profile and tuning the sequence history
size to correctly eliminate replicates for bursty traffic; (iii) tuning a timeout to cover
latent error detection. Moreover, the correct setting of these parameters becomes even
more complex under scenarios with varying levels of replicates paths jitter, i.e., delay
deviation between replicates paths.

Currently, there are no clear recommendations in the standard concerning this mat-
ter, which may lead to FRER’s misconfiguration and consequently potential failures
for safety-critical systems.

On the other hand, this fact has encouraged research into FRER configuration
and analysis, particularly the replicates paths management [5], adequate tuning of
FRER parameters [4] and analysis [6-8]. Furthermore, some implementations at the
hardware level have been proposed in the literature to validate the FRER behavior’s
safety [9-12].

However, these existing approaches often result in tremendous configuration efforts
and substantial memory footprint, making FRER deployment highly complex and
inefficient for resource-constrained environments. Additionally, there is currently no
comprehensive solution guaranteeing FRER safety, while taking into account realistic
network behavior with potential bursty packet losses and variable replicates paths
jitters.

Our main objective in this paper is to bridge these gaps through extending the
standard recovery sequence function of FRER with a novel yet compliant recovery
algorithm, called Sequence-Intervals Vector Recovery Algorithm (SI-VRA). Our pro-
posed algorithm has the following features that fulfill the main challenges of FRER:
(i) support of both traffic profiles, i.e., CBR and bursty; (ii) minimization of the
configuration effort where one needs to tune only one parameter even under latent
errors, i.e., no need of timeout configuration to cover latent error detection; (iii) safe
and memory-efficient deployment under realistic network behavior, especially when
accommodating bursty packet losses and high replicates paths jitters.

Hence, our main contributions in this paper are:

® Specification of a novel recovery algorithm, Sequence-Intervals Vector Recovery
Algorithm, guaranteeing safe behavior of FRER while minimizing the configuration
effort and memory footprint;

® Probability of failure and memory requirement analyses of SI-VRA based on Markov
chain model;



® Evaluation of our proposal in comparison to the standard recovery algorithm under
varying different network parameters, such as the packet loss rate and paths jitter.
The results show that our proposal outperforms the existing algorithm in terms of
safety (the probability of failure) as well as memory costs;

® Hardware implementation of our algorithm on FPGA and measurements of its
memory footprint and latency.

The remainder of this paper is organized as follows: Section 2 presents the main
concepts of FRER mechanism as well as its main limitations. An overview of related
work is presented in Section 3. Section 4 details the proposed SI-VRA. Sections 5, 6 and
7 detail respectively the system model and metrics, the safety and scalability analyses
and evaluation of our proposal under various network conditions and scenarios, with
reference to the standard recovery algorithm. Finally, Section 8 details the hardware
implementation of such a proposal and some measurements of its memory footprint
as well as its latency.

2 Background: IEEE 802.1CB concepts and
Limitations

In this section, we first introduce the FRER mechanism as standardized in IEEE
TSN [2]. Then we discuss the main limitations and warning points to implement
FRER.

2.1 Main concepts
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Fig. 1: An example of FRER use with two replicates paths and main functions



The TSN FRER mechanism is a seamless redundancy mechanism that allows
redundant transmissions and the elimination of replicates packets. This mechanism is
used to decrease the end-to-end packet loss ratio by distributing the content of streams
on multiple paths, so that the loss of some of the paths does not cause the loss of
streams. To do so, a talker or a relay system (e.g., switch) with FRER capability gen-
erates a sequence number encoded on 2 bytes for each transmitted frame and forwards
the multiple frame copies over multiple paths. Afterwards, the replicated frames are
eliminated either at the listener (e.g, final destination) or an intermediate relay sys-
tem. As illustrated in Figure 1, each replicate flow on a disjoint path is called member
stream. All member streams of the same flow represent a compound stream.

In FRER, there is a distinction between: (i) intermittent streams, i.e., there is no
more than one packet in transit on any given member stream (or path) than on any
other member stream (or path); (ii) Bulk streams, i.e., there is at least one member
stream (or path) where there are many more packets in transit in comparison to other
member streams (paths).

One of the most important functions in FRER is the Sequencing Function (Sec.
7.4 in [2]), that acts differently depending on the packet processing direction. This
function assigns a sequence number for every frame going from the upper layer to the
lower layer, based on a Sequence Generation Function (SGF), illustrated in the talker
in Fig. 1.

In addition, it examines the sequence number of each frame coming from the lower
layer to the upper layer and discards the replicates, based on Sequence Recovery
Function (SRF), illustrated in the listener in Fig. 1. The Sequence Recovery Function
implements two possible recovery algorithms.

1. Match Recovery Algorithm (MRA) is used for intermittent streams. At the ini-
tialization, the MRA accepts the first packet and stores its sequence number. The
replicates having the same sequence number are eliminated whereas the others are
accepted. The highest sequence number among the accepted packets is stored and
considered for the next step of MRA to either accept or discard packets. It is worth
noting that MRA fits only intermittent streams to avoid passing replicates.

2. Vector Recovery Algorithm (VRA) is suitable for Bulk streams. Similarly to MRA,
at the initialization, the VRA accepts the first packet and stores its sequence
number as the highest sequence number accepted using a variable RecovSeqNum
(defined in 7.4.3.2.3 in [2]). Then, VRA defines a range of sequence numbers as
follows:

RecovSeqNum + frerSeqRcvyHistoryLengh

, where frerSeqRevyHistoryLengh (defined in 10.4.1.6 in [2]) defines the history
length of recently received packets with a sequence number lower than RecovSe-
gNum and the default value in the standard is 2. All the new packets with sequence
numbers in this range are accepted and replicates are discarded. Received pack-
ets with sequence numbers outside this range are discarded even if they are seen
for the first time and marked as rogue. Accepted packets with sequence number
higher than RecovSeqNum lead to update RecovSeqNum variable with the highest
sequence number among those, and consequently the range is shifted to be centered
on the new RecovSeqNum value. This recovery algorithm relies on a bit-vector



representation to track the reception status of packets within a sliding window of
recent sequence numbers. Such a structure enables deterministic replicates discard,
but may introduce a high-memory requirement.

Finally, the Sequencing Function implements latent error detection function using
a timeout to monitor periods of time during which no packets have been accepted
by the SRF. This timeout is defined by the variable FrerSeqRcvyResetMSec (10.4.1.7
in [2]) in milliseconds and it is handled by a timer. Each time a new packet is accepted,
the timer restarts; else the timer is decremented. If the timer achieves zero, SRF is
reset.

2.2 Limitations

We detail herein some issues when implementing FRER, and particularly the Sequence
Recovery Function, that have been identified after analyzing the standard [2] and the
literature [3] [4].

First, one needs to correctly select the recovery algorithm for the SRF. There
are two possible recovery algorithms to discard replicates: MRA and VRA. The use
of these algorithms depends on the difference in terms of packets between member
streams. If the difference is at most one and this is generally the case for intermittent
streams, it is better to use MRA; else VRA is recommended and in this case we
talk about bulk streams. However, there is no clear guidance in the standard on how
to enable the correct choice of the recovery algorithm within SRF. For MRA, we
need to guarantee that the difference between any two paths is at most one packet
for intermittent streams. Indeed, if this requirement is not fulfilled MRA can accept
replicates. In that case, the only possible choice is VRA to correctly discard packets.

Second, one needs to correctly configure the network to enable the correct use of
each recovery algorithm. For MRA, we need to select the paths for replicates in a way
that we guarantee that there is no more than one packet of difference between replicates
paths. This implies selecting the paths for replicates in a way that this constraint is
guaranteed, which is equivalent to solving a routing problem under constraints. This
detail is not covered by the standard and the network designer has to be aware that
it is part of the MRA configuration.

To enable the correct use of VRA, we need to tune the sequence history length to
correctly define the interval range that will condition the acceptance or the discard of
packets. If this history length is not well configured, the sequence recovery function
may lead to accepting replicates and even worse discarding new packets. This detail has
been arisen in the standard in Note 1 of p.39 in [2]: ... the sequence recovery function
need only to support a minimum difference in path length for the correct elimination
of duplicate in bulk streams. If the actual path difference in a given network exceeds
the capability of a sequence recovery function, then duplicate packets will be delivered.
It is up to the user to see that the capabilities of the systems match the needs of
the particular network”. Hence, the sequence history size scales with both the stream
transmission rate and the replicates paths jitter. In practical deployments, correctly
dimensioning this parameter is difficult, especially in networks with variable jitter or
highly heterogeneous path delays [4], [3]. As a result, an undersized bit-vector may



lead to the acceptance of replicates or the discard of new packets, while an oversized
one increases hardware memory requirements.

Third, the latent error detection function that is part of SRF is based on a time-
out that needs to be configured by the designer. If this timeout is too short, there
is a risk to accept replicates because the sequence number vector has been reset too
early. On the other hand, if the timeout is too long there is a risk to discard new
packets transmitted after a connection failure for instance, since this event has not
been detected during the timeout. This issue has been identified in the standard in
Note p.46 in [2]. So this timeout has to be well configured by the network designer.

Hence, as one can notice there is a tremendous effort to configure the sequence
recovery function, specified in the standard [2], to guarantee safe behavior with no
risk of accepting replicates or discarding new packets. However, there is no guidelines
in the standard for the correct configuration, which leads to increasing the design
complexity and introducing potential failures for safety-critical systems.

Our main objective in this paper is to overcome these limitations through intro-
ducing a compliant yet efficient recovery algorithm, called Sequence-Intervals Vector
Recovery algorithm (SI-VRA) that will be detailed in Section 4.

3 Related Work

The existing approaches in the literature leveraging the FRER usage are mainly
based on the idea of configuring its parameters correctly using analysis or hardware
implementation.

The most relevant works concerning FRER configuration based on analysis are
conducted at different levels. In [3], the authors have identified several challenges of
the IEEE 802.1CB standard at the qualitative level but no solutions have been pro-
posed to solve them. More recently, in [4], in addition to highlighting further challenges
when using FRER, the authors have detailed configuration guidelines of various FRER
parameters to guarantee safe behavior and conducted quantitative analysis based on
simulation. Concerning more particularly the path redundancy configuration, [5] uti-
lizes the OMNeT++ simulation environment to model FRER mechanisms, focusing on
orchestration and path redundancy. Similarly, [6] explores redundancy management in
safety-critical TSN applications, emphasizing reliability through temporal fault injec-
tion techniques. In the area of simulation, there are also interesting approaches to
analyze the performance of FRER [6,7] to measure paths’ latencies, where a simulation
framework based on OMNeT++ has been developed for TSN mechanisms, including
FRER. However, using simulations does not provide deterministic guarantees. Some
existing works have provided such guarantees based on Network Calculus [13] for par-
ticular FRER configuration options, as stated in [2, AnnexB] considering replication
and elimination only at end-devices, such as Parallel Redundancy Protocol (PRP) [14]
and High Availability Seamless Redundancy Protocol (HSR) [15], and more recently
in the general use-case [8],i.e., at end systems and/or intermediate nodes.

On the other hand, there exist only few seminal works in the literature considering
the FRER implementation at the hardware level.



Public implementations mainly concern HSR and PRP. In [9], the authors describe
the principles of HSR and PRP and provide software implementations and a ”basic
HSR implementation” on a Xilinx Spartan-6 Field Programmable Gate Array (FPGA)
(XC6SLX45T). The validation is very basic and consists simply in checking that both
paths work. [10] proposes an implementation of HSR/PRP on an Altera Cyclone IV
FPGA and presents a demonstration for a profinet network. [11] acknowledges the
performance problem of maintaining a simple table of frame identifiers, and discusses
the improvements of either using a hash algorithm to speed up the search, or using
a sliding window. [12] provides only a software implementation of HSR based on a
multiplexer.

As stated above, existing works attempt to overcome the highlighted limitations
of FRER through configuring correctly its parameters based on analysis or hardware
implementation. In this paper, our primary goal is to bridge these gaps and provide a
new recovery algorithm extending the sequence recovery function for IEEE 802.1CB
to decrease the configuration effort while guaranteeing safe behavior. To the best of
our knowledge, this is the first approach proposing a new recovery algorithm compli-
ant with the standard and tailored for hardware deployment with memory-efficient
implementation.

4 Sequence-Intervals Vector Recovery Algorithm

In this section, we first explain the main design principles of our proposal SI-VRA.
Then, we detail the underneath algorithm as well as an illustrative example.

4.1 Design Principles

The main principle of our algorithm lies in considering real networks conditions that
often deviate from the implicit assumption of independent packet losses. Measurements
and modeling studies have shown that packet losses are frequently bursty, leading
to correlated packet loss patterns rather than uniformly distributed missing packets
[16]. This behavior can be captured using Markov-based channel models such as the
Gilbert or Gilbert—Elliott models [17-20], which explicitly describe alternating periods
of successful reception and loss of packets.

These observations motivate a more compact representation of the sequence his-
tory. Instead of storing the reception status of each individual sequence number using
a bit-vector representation as proposed in the standardized VRA [2], the proposed
approach represents the sequence history as a vector of intervals of sequence num-
bers of consecutive correctly received packets. This abstraction leverages the bursty
nature of losses: when frames are successfully received over several consecutive trans-
missions, their sequence numbers are naturally contiguous and can be represented by
a single interval.

The resulting Sequence-Intervals vector representation preserves the functional
semantics of the FRER sequence recovery function while significantly reducing mem-
ory usage. In particular, the memory requirement depends on the number of packets
reception gaps rather than on the delay deviation between replicates paths, i.e., repli-
cates paths jitter. This property makes the approach especially attractive for FRER



/* Upon arrival of frame F' with sequence number s: Fj */
1 if 30 s.t s € [I;, h;] then

/* A replicate has already been received */
Delete Fj
3 else
/* This is the first replicate of Fj */
4 Transfer F,
if 3i s.t s=h;_1 and s+ 1 =1; then
/* Intervals I;_; and I; are consecutive */

merge intervals I, _; and I;

7 else if 3i s.t s = h; then

/* Extend interval upward */
Increment h;: h; = s+ 1

if hy_1—1g> 27~ _ 1 then

L /* Adjust the max span across intervals */

10 Increase lo: lg = hy_1 — 2" 1 +1

11 else if Ji s.t s+ 1 =1[; then

/* Extend interval downward */
12 Decrement [;: [; = s
13 else

/* Create a new interval */
14 if U is the maximum number of intervals then

/* Delete the oldest interval */

15 L Merge intervals Iy and I
16 Create a new interval [l; = s, h; = s+ 1]

Algorithm 1: Management of Sequence-interval slots upon arrival of a frame in
SI-VRA

hardware implementation in time-sensitive networks, where deterministic latency and
bounded resource usage are critical design objectives. Furthermore, unlike existing
hardware implementations [9-12] tailored to particular redundancy solutions like HSR
or PRP, the proposed approach covers the general case of FRER mechanism and
its hardware implementation remains scalable as replicates paths jitters increase as
detailed in Section 8.

Because only a limited number of intervals can be stored, the algorithm also incor-
porates a memory-efficient policy. When all sequence-interval slots are occupied and a
new gap appears, the two oldest sequence-interval slots are merged. Sequence numbers
located between them are then assumed to have been received. Although this approx-
imation may cause discarding very late replicates due to the packets out-of-order, its
impact on reliability is minor when varying packet losses as shown in Section 7.

4.2 SI-VRA Algorithm
The Algorithm 1 underneath our proposed approach SI-VRA is described herein.



One of the main input parameters of the algorithm is parameter U, which
represents the maximum number of sequence-intervals slots to manage the sequence-
numbers history of a given stream. The sequence history is represented by at most U
ordered sequence-intervals slots as follows:

Lo, hol, (L, hal, oo [lu—1, hu—1]

Where each interval I; = [l;, h;[ denotes that all sequence numbers from I; to h; —1
have already been received. An incoming frame with sequence number s is therefore
considered as already processed if and only if there exists i € [0, U —1] such that s € I.

This interval abstraction compresses consecutive correctly received sequence num-
bers into a compact representation based solely on sequence-interval bounds, thereby
reducing memory requirements in comparison to the bit-vector sequence history used
for standardized VRA [2].

Upon reception of a frame, our recovery algorithm updates the sequence-interval
slots according to the following situations.

Replicate detection.

If the received sequence number belongs to one of the stored intervals, the frame
is classified as a replicate and immediately discarded. This corresponds to the same
decision specified in the standard [2]. See line 1 of Algorithm 1.

Merging two consecutive intervals

If the received sequence number bridges two previously disjoint intervals, meaning that
it is adjacent to the upper bound of one interval and simultaneously to the lower bound
of the next interval, the two intervals are merged into a single larger interval. This
operation reflects the closure of a previously missing gap in the reception history. The
associated frame is considered as a new frame and forwarded. See line 5 of Algorithm 1

Extension of an existing interval.

If the sequence number s is immediately adjacent to one bound of an interval i, the
interval is extended. In particular, if s = h;, then the interval ¢ becomes [l;, s+ 1[; or if
s+ 1 =1;, then the interval i becomes [s, h;[. These operations maintain the invariant
that each interval represents a maximal contiguous run of correctly received sequence
numbers. The associated frame is considered as a new frame and forwarded. See line
7 to 11 of Algorithm 1.

It is worth noting here that to maintain the correctness of the sequence recovery
function, our algorithm enforces the following constraint (see line 9 of Algorithm 1):

hy_1—1lp < on—1 (1)

Where n is the number of bits needed to encode each sequence number. Since
sequence numbers belong to a modulo 2" space, then ordering sequence-intervals
slots must account for wrap-around effects. The algorithm assumes that two consecu-
tively transmitted packets belonging to the same stream differ by at most 2"~ — 1.



Therefore, to guarantee consistent sequence-intervals comparisons even when sequence
numbers cross the modulus boundary, we consider the following convention: temporal
ordering between two sequence numbers s and s’ is determined using signed modular
subtraction; if s’ —s > 0, then s is considered newer; otherwise, it is considered older.

In addition to ensuring that the active sequence history remains unambiguously
ordered in the modulus space, the condition in Eq. 1 allows our recovery algorithm to
tolerate replicates-paths jitters of up to 2! —1 packets. This improves our algorithm
scalability with respect to replicates-paths jitters while preserving compatibility with
the FRER standard [2].

Creation of a new interval.

If none of the previous conditions applies, the received sequence number starts a
new interval of length one, namely [s,s + 1[. The associated frame is considered as
a new frame and forwarded. It is worth noting that since the number of sequence-
interval slots is bounded by U, the algorithm must handle the case where all sequence-
interval slots are already occupied. In this situation, the two oldest slots are merged
before inserting the new one. Sequence numbers located between the merged slots are
then assumed already received. This bounded-memory policy ensures deterministic
storage requirement and constant update complexity, which are essential properties
for hardware implementations of redundancy mechanisms in TSN devices [3], [9], [10]
(see line 13 of Algorithm 1).

Finally, the memory cost of the sequence-intervals slots representation is propor-
tional to 2U, since only sequence-interval bounds must be stored. For each incoming
frame, replicate detection requires at most U comparisons with interval limits, mak-
ing the processing complexity compatible with deterministic hardware pipelines and
large-scale TSN deployments.

4.3 Illustrative Example

To illustrate our recovery algorithm, consider the example shown in Table 1, where
the system is configured with 4 sequence-interval slots and the sequence numbers are
encoded on 8 bits. Therefore, the system must ensure that the maximum difference
between the oldest and latest sequence numbers does not exceed 127, i.e., 27. We detail
herein how sequence-intervals slots evolve as frames are received. Recall that [i, j]
indicates that frames Fj, Fi11, ..., Fj_1 have been received and already forwarded.

Table 1: Example of evolution of sequence-interval slots

Frame decision Io I, Iy I3
arrival
Initial state 33,35 37,49 50,120 125,160
Fiio Discard 33,35 37,49 50,120 125,160
Flieo Forward [33,35] [37,49] [50,120( [125,161]
Fie1 Forward (34, 35( [37,49( [50,120] [125,162[
Fyo Forward (34,35 [37,120] [125,162] 0
Fia3 Forward (34,35 [37,120] [123,124] [125,162]

10



As one can notice, considering the initial state of sequence-interval slots in Table 1,

for each frame arrival event, our algorithm leads to an associated decision, particularly:

1.

The frame with sequence number 110 is discarded because it falls within an existing
interval [50,120[ (see line 1 of Alg. 1);

The frame with sequence number 160 is forwarded and extends the upper bound
of interval I3 (see line 7 of Alg. 1);

When the frame with sequence number 161 arrives, it is forwarded and extends the
interval further (see line 7 of Alg. 1), but since the total range exceeds 128, the
lower bound of I is adjusted (see line 9 of Alg. 1);

The frame with sequence number 49 is forwarded and merges two adjacent intervals
I and I (see line 5 of Alg. 1);

The frame with sequence number 123 is forwarded and leads to the creation of new
sequence-interval slot (see line 13 of Alg. 1).

5 System Model and Metrics

In this section, we first present the system model including the network and flows
models. Afterwards, we introduce metrics to analyze the safety as well as the scalability
of the standardized VRA as well as our proposed SI-VRA. The main notations used
throughout this paper are summarized in Table 2.

Table 2: Summary of notations

CMTI7  Period (resp. the min. inter-arrival time) of periodic (resp. spo-
radic) flow f

MFSf  Maximum frame size of f

MIFf  Maximum size of the burst of f expressed in packets number
during CM 17

J7! Maximum jitter at source f
zf Set of member flows of a compound flow f
o Path of flow f
erpl Max. jitter between replicates paths of f
Af Max. differential number of packets between replicates paths of f

PLR Packet Loss Rate
r Probability of transition from G to B

Prai Probability of failure of a recovery algorithm

Moin Minimum required memory for a safe recovery algorithm
H Sequence History Length for VRA
U Sequence-Intervals slots number for SI-VRA

5.1 System Model

We consider a time-sensitive network (TSN) composed of devices, e.g., end-systems
and switches, that is packet-switching full-duplex and transports packets between
applications. The considered network implements the FRER mechanism that can be
enabled in one or many redundant sections. A redundant section starts with a SGF (for

11



replication) and ends by a SRF (for elimination). These replication and elimination
functions can be implemented on any device within the network. Figure 1 illustrates
an example of a redundant section between the initial source (talker) and the final
destination (listener).

A TSN flow is a coherent sequence of packets that originates from a unique source
to reach one or several destinations. In addition, we consider four main characteristics
for each TSN flow as described in [21]: (i) Class Measurement Interval (CMI) for the
period for periodic flow and for the minimum inter-arrival time for sporadic one; (ii)
Maximum Frame Size (MFS) for the maximum frame size of any packet within the
flow; (iii) Maximum Interval Frames (MIF) the size of the burst during CMI, e.g.,
MIF =1 for non bursty traffic; (iv) Maximum jitter at the source (J).

In this paper, we focus on flows submitted to FRER mechanism. Along each redun-
dant section for a given compound flow f, we consider the associated set of member
flows ZF = {fo, f1,.-., fr}, where k > 0. All member flows in Z/ have the same
characteristics of the compound flow f, i.e., The tuple (CM I/, MFSf, MIFf, J¥).

Each compound flow f has different replicates paths that may have different end-
to-end delays. We consider Vf; € Z7 the associated path ¢f within a redundant section
and that the end-to-end delay along ¢/¢ is bounded within [dﬁm, dfi.]. Hence, we
define the maximum jitter between the different replicates paths of the compound flow
fs Jﬂ;pl, as follows:

— min d%

. 2
i m) @

In our model, to handle different flows profiles during the evaluation process, we
convert for each flow f the temporal maximum replicates-paths jitter J f pl 10 the

oo i
Jrepl - <;?Eal'xf dﬁlax

Te
maximum differential number of packets between replicates paths, denoted Afepl as
follows:

Trew + 77 -
CMIf

This maximum differential number of packets between replicates paths accounts
for: (i) the maximum number of transmission occurrences (the ceil function) during
the maximum replicates paths jitter, J Ij;ep“ when taking into account the source jitter
J? and CM1I7; (ii) The maximum burst MIF/ during CMI/.

On the other hand, we consider that packet losses may occur in such a TSN net-
work. To model packet loss behavior, we adopt the simple 2-state Markov chain Gilbert
model [17] as defined in [19] and depicted in Fig. 2.

o
Fig. 2: The 2-state Markov Chain Gilbert loss model

Al = MIFS ]

rep
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This model is based on the following assumptions:

® Frames are received when the state X is X = G,
® Frames are lost when X = B.

The state transition probabilities are:
PX,=G|X,-.1=B)=r (5)
Hence, a burst of received (resp. lost) packets occurs when consecutive packets

maintain the same state G (resp. B).
The transition matrix of this simplified model is:

G B
G [1-p p
B |1—-r r

Under these assumptions, we have well known results [22] concerning: (i) the Packet
Loss Rate (PLR), PLR which is the probability of being in the state B; (ii) the mean
burst length of losses bj,ss, Which is the average number of consecutive steps in state
B; (iii) the state transitions probabilities r and p. These are as follows:

p
p+r
bioss = 1/7
_ p(1-PLR)
B PLR
~ r.PLR
~ 1-PLR

PLR =

p

A particular case of this packet loss model is the Bernoulli memoryless process,
when the transitions between both states are independent. This is achieved when
p=1—r;thus PLR = p = 1—r and the mean burst size of losses reaches its minimum.

5.2 Metrics

To evaluate and compare the safety and scalability of our proposed SI-VRA to
standardized VRA, we introduce two metrics.

The first metric is the probability of failure Py,;;. This probability captures the
risk that the recovery algorithm behaves unsafely, i.e., by discarding new frames or
accepting replicates.

The second metric is the minimum memory size M,,;, required for the recovery
algorithm to satisfy a given safety level. This metric is critical in hardware-oriented
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TSN deployments, where the amount of available on-chip memory directly impacts
implementation cost and scalability.

6 Safety and Scalability Analyses

In this paper, we focus on the Vector Recovery Algorithm specified in the standard [2]
since it fits the bursty traffic profile, commonly used in TSN networks for video, audio
and monitoring applications. This algorithm is considered as a baseline to evaluate
the safety of our proposed recovery algorithm SI-VRA. In this section, we detail the
analyses of both metrics the probability of failure Py, and minimum required memory
Mnin to assess respectively the safety and scalability for the standardized VRA as
well as our proposed SI-VRA.

6.1 Vector Recovery Algorithm Analysis

First, we explicit the necessary condition to correctly configure the sequence history
length H of the standardized VRA [21], as well as the timeout for the latent error
detection to overcome the limitations explained in Section 2.2. These results are proved
in [4].

To safely use VRA, the network designer needs to select the adequate value for the
sequence history length H. This parameter should guarantee that only the packets
that cannot arrive anymore are dropped from the sequence vector range. For that, we
need to take into account for each compound flow f the maximum replicates-paths
jitter erpl as well the number of packets that can arrive during this duration. This
fact leads to the following necessary condition for safe behavior of VRA:

For each flow f,

JE o+ Jt
> f repl 6
H > MIF! [ =20 (6)
> Afepl

Furthermore, the designer has to set the correct value for the timeout T' to reset
the sequence recovery function after an interruption, e.g., when the talker loses its
connection. This value has to be safe to trigger the timeout when no more replicates
can arrive. For a nominal case, if the packets of flow f are sent at the end of CMI7,
then we need to count C M I/ and source jitter .J/, in addition to the maximum jitter
between replicates paths. If no packet is received after this duration, this means that
there is an interruption on the link and we need to reset the SRF to handle new
sequence numbers. This is equivalent to the following necessary condition:

For each flow f,
T>J

(&

7
o+ I+ CMI @

Both conditions leads to the computation of probability of failure Pg,;; as follows:
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If necessary conditions (6) and (7) are verified, then:

Pfail =0

8
else, (®)
Proit = PLR

When the necessary conditions are not verified, we consider that the probability
of failure of VRA is equivalent to the failure of the network channel, PLR. Since all
replicates arriving too late in this case are tagged as ”rogue”, this is similar to not
having replicates paths anymore, which is like having only one used path guaranteeing
its own probability of failure, PLR.

To compute the minimum required memory M,,;,, we need to measure the required
size of the bit-vector representation of VRA, that is centered on the maximum received
sequence number within a range H. This leads to the following:

M in (bits) > 2x H (9)

6.2 Sequence-Intervals Vector Recovery Algorithm Analysis

To analyze the Pyq4 of our approach SI-VRA, we consider the following assumptions
for any flow f submitted to FRER mechanism:

e There are at least 2 replicates paths between a sender and a receiver (see Fig. 1);
® If a packet is lost on one path, it is received on the other;
® Only a maximum number of sequence intervals U can be stored.

Consider for k£ € [0,U — 1] that the interval I(; 1) is used to store the (k 4 1)-th
received sequence of contiguous and in-order sequence numbers. To optimize interval
management, we assume that only the sequence numbers of the first and last packets
in an interval are stored:

Ik = [F’ru Fner[
Where packet F,, and the subsequent m — 2 packets have been received, whereas
packets F,,_1 and Fj,,, are missing.
The failure model of our approach SI-VRA is based on a (2U + 1)-states Markov
chain Gilbert model [17], as illustrated in Fig. 3.
This model is based on the following assumptions:

® The sequence numbers are correctly received in order and contiguous manner when
the state is X = Gp;

® The sequence numbers are lost when the state is Xy = By;

® The creation of the (k 4+ 1)-th interval starts when the model transitions from By
to Gg+1. This transition is triggered when we start receiving new packets after the
(k + 1)-th bursty packet loss has occurred.

® The creation of the (k + 1)-th interval ends when the model transitions from G4
to Bj41. This transition is triggered when the (k + 2)-th bursty packet loss occurs;
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Fig. 3: The (2U + 1)-states Markov Chain for SI-VRA failure model

® Gy is the initial state of the Markov chain where we have already initialized one
sequence interval;

® (Gy is the last state of the Markov chain and is achieved when a failure of SI-VRA
occurs.

Let us consider the maximum differential number of packets between replicates
paths A for any flow f submitted to FRER. A failure of our approach SI-VRA

occurs when the state transitions from G to Gy occur within fewer than Afepl packets.
The probability of failure of SI-VRA for a flow f is then:

repl

Proi =P(X,r =Gy | Xo = Go)

repl

The transition matrix of this model is:

GO BO Gl BU—l GU
Go [l-p P 0 0 0 7
By 0 1—7r r 0 0
G1 0 0 1—p 0 0
By_1 0 0 0 1—7r r
Gy L O 0 0 0 1

The probability Pfqi;; of this model can be computed with the Chapman-
Kolmogorov equation for n-step transition probabilities [23].

On the other hand, the minimum memory required for SI-VRA to behave safely
depends only on the number of sequence intervals U. Since we assume that to identify
an interval we only store the sequence numbers of the first and last received packets
of the associated contiguous and in-order packets sequence, and that each sequence
number is encoded on 2 Bytes, then we have:

Mpin (bits) > 325U (10)
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7 Safety and Scalability Evaluation

In this section, we evaluate the safety and scalability of the proposed Sequence-
Intervals Vector Recovery Algorithm, in comparison with the standardized Vector
Recovery Algorithm. First, we describe the considered setup and scenarios. Then, we
report the obtained results and discuss the trade-off safety versus scalability of both
algorithms.

7.1 Setup and Scenarios

packets
ﬁﬂ flight

Talker and Sequence gen-
eration function (7.4.1)
X+40 packets
3 £ ——
in flight 2 o
X

3ot

—
/ o Sequence recov-
ery function (7.4.2)
P

Fig. 4: An example of a time-sensitive network based on a ring topology enabling two
replicates paths [2]

We consider a representative setup of a time sensitive network based on a ring
topology, as illustrated in Fig 4 extracted from the standard [2]. We focus on a given
flow of interest, submitted to the FRER mechanism, that has two replicates paths;
and we vary the differential number of packets between its replicates paths, denoted
Ayepi for short.

This parameter directly captures the effect of paths asymmetry on recovery algo-
rithms performance. In the considered setup, A,y is progressively increased to
determine the maximum range that can be tolerated by SI-VRA and VRA before the
probability of failure and/or required memory become significant.

First, we compute both metrics the probability of failure Prq;; as well as the mini-
mum memory M,;, of SI-VRA and VRA, when varying A,.p;. This will highlight the
impact of replicates-paths jitter on safety and scalability. The idea is to compute one
metric while fixing the other to measure independently the safety and the scalability
of SI-VRA, with reference to the standardized VRA. Afterwards, we compute Pyqq
versus M,,;, to measure the trade-off safety-scalability.

We conduct such evaluation under various packet-loss scenarios. First, two PLR
values are considered in the experiments:

e PLR = 1073, representing a relatively unreliable channel where redundancy
mechanisms are essential to maintain acceptable delivery guarantees;

e PLR = 1072, corresponding to a higher-quality channel typically targeted in safety-
critical TSN deployments.
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These values are chosen to highlight how the proposed algorithm behaves under
both stressed and favorable network conditions. In addition, while maintaining the
same overall Packet Loss Rate (PLR), three representative packet losses are considered
to cover a wide spectrum of temporal correlation levels and investigate the impact of
loss correlation on our recovery algorithm:

¢ Independent losses (Bernoulli process): This configuration corresponds to the
special case p = 1 — r, where consecutive packet losses are statistically indepen-
dent. This situation represents the most unfavorable condition for SI-VRA because
losses are uniformly distributed rather than grouped into bursts; thus, leads to an
increasing number of sequence intervals. This scenario establishes a conservative
lower bound on the achievable safety level for our approach SI-VRA.

® Moderately bursty losses: In this case, the transition probability from the loss
state to the good state in Fig. 2 is set to » = 0.5, resulting in an average loss-
burst length of two packets. This scenario reflects network environments where short
congestion episodes or transient interference cause temporally correlated losses.

e Highly bursty losses. To represent strongly correlated loss conditions, the param-
eter is set to r = 0.1, corresponding to an average burst size of ten consecutive
lost packets. Such behavior may occur in wireless links, industrial environments
with electromagnetic disturbances, or heavily loaded deterministic networks where
contention periods are localized in time.

Therefore, considering that a network channel is defined by the pair (PLR, 1), we
have in total six network-channel configurations to conduct the safety and scalability
evaluation of both recovery algorithms, SI-VRA and VRA.

In the following figures, the performance of SI-VRA is bounded where the minimum
is achieved under the most unfavorable case of network channel, i.e., a Bernoulli process
and a high PLR = 1073, while the maximum is observed under the most favorable
network channel, i.e., highly bursty losses with » = 0.1 and low PLR = 107°.

7.2 Results and Discussion
7.2.1 Safety versus maximum replicates-paths jitter

Figure 5 shows the probability of failure Py, of our recovery algorithm SI-VRA and
the standardized VRA as a function of the maximum differential packets number
between replicates paths Ay, under six network-channel configurations defined by
the pair (PLR,r) and a fixed memory budget of 480 bits. The latter corresponds to
a Sequence History length H = 240 bits for the standardized VRA and to U = 15
sequence intervals for our algorithm SI-VRA.

For both algorithms, P4y increases with Ay, since larger paths jitters require
maintaining a longer reception history. However, both algorithms bahaviors are fun-
damentally different. For VRA, the admissible paths jitter is directly bounded by the
length of the Sequence History H = 240. Once the effective bit-vector size is exceeded,
late replicates are discarded, and the probability of failure rapidly becomes unaccept-
able. It is worth noting that the behavior of VRA depends only on the PLR; thus we
have plot only one curve for instance when PLR = 1073,
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memory size of 480 bits.

On the other hand, the proposed SI-VRA exhibits a much more gradual degrada-
tion. Since reception history is represented through sequence intervals of consecutive
successfully received frames, the amount of information that must be stored depends
mainly on the number of reception gaps rather than on the maximum paths jitter.
This enables the proposed algorithm to remain safe over significantly larger values of

Ayep for the same memory budget.

The influence of loss correlation is also clearly visible in Figure 5. The most unfa-
vorable case for SI-VRA is under a Bernoulli loss process with PLR = 1073. Under the
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Bernoulli process, losses are independent and therefore maximize the number of dis-
joint reception gaps, making this configuration the worst case for SI-VRA. Even under
these conditions, the proposed algorithm achieves Prqy = 1.4 X 10~22 for Apepr = 240
frames. Assuming a very constrained differential paths jitter of one millisecond, this
corresponds to a Mean Time Between Failure (MTBF) around x10° years, which is
far beyond any practical operating horizon. Even for a much larger paths jitter of
Apepr = 2000 frames, SI-VRA still yields Ppoq = 3 10~°. This illustrates the ability
of the sequence-intervals representation to tolerate extreme network conditions, while
still maintaining meaningful safety guarantees.

As loss burstiness increases, longer contiguous runs of correctly received frames are
formed; thus leading to a smaller number of stored sequence intervals. This directly
benefits the interval-based representation of our recovery algorithm and decreases
the probability of failure under much larger values of A,.,. The gain is especially
pronounced for PLR = 1075, where the proposed algorithm retains extremely low
failure probabilities (< 1073) even for very large jitter values (> 3.10%).

Overall, Figure 5 shows that, under a fixed memory budget, SI-VRA provides a
much higher safety level than the standardized VRA, especially under moderately
bursty losses.

7.2.2 Scalability versus maximum replicates-paths jitter

Figure 6 highlights the fundamentally different memory-scaling behaviors of both
algorithms. The figure shows the minimum memory required for safe behaviors of
our recovery algorithm SI-VRA and the standardized VRA as a function of the
maximum differential packets number between replicates paths A,.,;, under six
network-channel configurations defined by the pair (PLR,r) and two safety levels with
a high probability of failure 10710 or a low one 1029,

For the standardized VRA, the required memory increases proportionally to the
maximum paths jitter A,.p;, because the Sequence History structure must explicitly
represent all sequence numbers that may correspond to delayed replicates. This results
in a linear growth of the memory footprint, independently of the network conditions.

On the other hand, SI-VRA follows a markedly different scaling law. Since only the
boundaries of correctly received sequence-numbers intervals are stored, the required
memory depends primarily on the number of reception gaps, which is governed by the
network channel characteristics. As a result, the memory requirement remains limited
even for large paths jitters, especially under highly bursty losses.

This difference is already visible for small paths jitter values. For example, for
Apepr = 100 frames and a safety level target Prqy < 1072%, our proposed algorithm
requires 384 bits of memory, whereas the standard algorithm needs only 200 bits.
However, this apparent advantage of the standard algorithm disappears as soon as the
actual paths jitter increases until exceeding the configured memory size. In contrast,
SI-VRA continues to operate safely when increasing paths jitter. For instance, with
384 bits, it still achieves Prqy = 4 X 10716 for Ayept = 400 frames, corresponding to
a MTBF around 102 years.

Therefore, the main benefit of SI-VRA is that it scales pretty well under increasing
paths jitter while maintaining a high safety level. In the particular case of very small
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Fig. 6: Memory requirement as a function of A,¢p for VRA and SI-VRA

paths jitter, its underneath implementation based on sequence intervals relaxes the
need for paths jitter estimation and avoids drastic probability of failure when
rare but extreme paths delay deviations occur. This property is particularly attractive
in practice, since determining a strict worst-case A,y is difficult in heterogeneous or
dynamically changing TSN deployments.

Another important consequence of the analytical model developed in Section 6 is
that memory dimensioning can be formulated as a safety-driven design problem.
If the network channel characteristics are known — in particular the packet loss rate
and the transition probabilities p or r of the underlying Markov model — then the
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minimum number of sequence intervals, thus the required memory size, can be com-
puted to satisfy a target Prqy. This provides a systematic and quantitative method
to the worst-case memory dimensioning required by our algorithm SI-VRA.

7.2.3 Safety-Scalability Trade-Offs

Figures 7 and 8 complement the previous analysis by computing the probability of
failure when varying the available memory and considering different network channel
configurations, under paths jitter of 400 and 2000 frames, respectively.
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Figure 7 considers a moderate paths jitter value A,y = 400 frames. As expected,
the standardized VRA fails as soon as the available memory becomes smaller than
the maximum paths jitter, since delayed replicates fall outside the Sequence History
window. In contrast, SI-VRA continues to operate even under constrained memory
budgets. Although Py, increases when fewer sequence intervals are available, the
resulting safety level remains far better than the one guaranteed by the standard VRA.

For PLR = 1073, shown in Figure 7a, even the Bernoulli process case remains
highly favorable to SI-VRA compared with the standard VRA. With 384 bits of mem-
ory, corresponding to U = 12 intervals, our proposed algorithm achieves Pqy =
4 x 10716, As losses become moderately bursty 7 = 0.5 or strongly bursty » = 0.1, the
probability of failure decreases drastically when increasing the memory, since fewer
intervals are needed to store the reception history.

Figure 7b shows the same experiment for a more reliable network channel with
PLR = 1075, which corresponds to the upper safety regime of SI-VRA. In this case,
extremely small failure probabilities are obtained even with reduced memory. With
384 bits (U = 12), the proposed algorithm reaches P,y = 5.7 x 10712, Even with
only 288 bits of memory (U = 9), it still achieves P,y = 2 x 10731, For a moderately
bursty losses network channel r = 0.5, the probability of failure further decreases to
4.5 x 10746, These results clearly show that SI-VRA safety degrades gracefully under
constrained memory, whereas the standard VRA exhibits an unacceptable failure
threshold.

Figure 8 extends this analysis to a larger paths jitter value A,y = 2000 frames,
where the benefit of the sequence-intervals representation becomes even more pro-
nounced. In the unfavorable Bernoulli process case with PLR = 1073, SI-VRA
achieves Prqy = 1.15 x 10727 with 992 bits, corresponding to U = 31, and Pros =
4 x 107! with only 512 bits, corresponding to U = 16. These values are obtained
with memory budgets respectively about four times and eight times smaller than
those required by the standard algorithm for the same paths jitter. For a moder-
ately bursty losses network channel r = 0.5, the safety level further improves, with
Pfail =17.9x 10716,

These results confirm that the safety level of SI-VRA is much higher than the one
guaranteed by the standard VRA even under constrained memory, high paths jitter
and degradated network conditions.

When the paths jitter becomes large, the standard bit-vector history incurs a
prohibitive memory requirement to maintain high safety level, whereas the proposed
sequence-interval vector representation continues to provide a beneficial trade-off
between scalability (memory costs) and safety (probability of failure).

7.2.4 Main outcome

Taken together, Figures 5 to 8 show that the proposed SI-VRA fundamentally changes
the design trade-off of FRER sequence recovery function. Unlike the standard VRA
that requires a memory proportional to the worst-case paths jitter, SI-VRA leverages
the statistical model of packet losses to maintain high safety levels with a bounded and
often much smaller memory footprint. This enables the dimensioning of the sequence
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recovery function memory from a target failure probability and channel characteristics,
rather than from an overly conservative worst-case paths jitter estimate.

8 Implementation and Measurements

The proposed algorithm has been implemented as part of a TSN gateway, referred to
as the T Gateway, which connects an Ethernet end system to a TSN-compatible ring
network (see Fig. 9). This gateway was developed on an AMD Arty7 XC7A100T FPGA
to handle a TSN-Ethernet link with a bandwidth of 1 Gbits~!. The data frequency
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for Ethernet is 125 MHz, but the internal frequency of the gateway was increased to
175 MHz to reduce latency. Given that the algorithm’s memory footprint is smaller
than the standard implementation (discussed in Section 7.2.2), the primary objectives
of the implementation were to achieve low and deterministic latency.

Sender
Receiver
Ethernet
802.1Q 802.1Q
«— | T Gateway p———

Fig. 9: TSN-Ethernet Gateway

8.1 Stream identification function

The first step in the algorithm involves identifying the stream. In this implementation,
a stream is identified using the source and destination Media Access Control (MAC)
addresses. Although the IEEE 802.1CB standard suggests using Virtual Local Area
Network (VLAN) identifiers for stream identification, this implementation did not
adopt VLANs. However, VLANSs can be easily incorporated using the same approach.

Since the recovery function operates at the receiver, the destination MAC address
is already known. Identifying the sender’s address is achieved using Look-Up Tables
(LUTSs) configured as programmable decoders (see Fig. 10). A 48-bit MAC address
is split into ten 5-bit vectors (with 2 zero-padding bits), and each vector is stored in
a separate LUT. If all ten LUTs match the corresponding fragments of the received
MAC address, the corresponding stream is identified. The result is encoded as a one-
hot binary word, where the bit set to 1 indicates the address hit. A one-hot-to-binary
decoder then generates the storage address for the stream’s intervals.

For example, if the MAC address corresponds to the second bank of LUTs (denoted
as @1), the one-hot word will be 00...010, and the generated address will be 0x02. If
no match is found (all bits are 0), the received MAC address is considered unknown,
and a Finite State Machine (FSM) programs it into an empty LUT bank.

This approach uses 10 LUTs per MAC address. For 128 unique streams, the imple-
mentation requires 1280 LUTs. The decoder operates at 175 MHz, achieving a latency
of only two clock cycles (11.43 ns) to process a new MAC address and identify the cor-
responding stream address. Programming a new MAC address takes 16 clock cycles
due to the use of programmable LUTSs, but this latency is negligible because it occurs
during frame reception.
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8.2 Hardware organization of the interval-based recovery
function

Once the stream identifier is obtained, the corresponding set of sequence-intervals is
selected and processed by the recovery logic. As illustrated in Figure 11, the interval
bounds are stored in dedicated memory arrays, each stream being associated with
a fixed number U of interval slots. This bounded structure guarantees deterministic
storage requirements and constant processing complexity, which are key properties for
hardware deployment in TSN devices.
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Fig. 11: Arrays of intervals

In the presented implementation, interval bounds are stored in LUT-based dis-
tributed memories. Each interval requires storing its lower and upper sequence limits,
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leading to a memory cost proportional to 2U per stream. Depending on the targeted
scalability and resource availability, the same architecture can be implemented using
BlockRAM to further increase the number of supported streams or intervals.

Duplicate detection and interval management rely on a small set of relational oper-
ators implemented using modular subtractions and sign-bit extraction. In particular,
interval membership testing requires only two main comparators and two equality
detectors per interval slot. These operators generate compact binary decision vec-
tors that enable fully parallel evaluation of interval conditions, ensuring deterministic
latency independent of the reception history length.

With the insertion of pipeline registers required for timing closure at 175 MHz,
the latency to determine whether an incoming frame has already been received is four
clock cycles &~ 22.9 ns after stream identification. Interval update operations such as
merging, extension, or creation are performed through simple memory write operations
and can be completed within one additional clock cycle. This results in a bounded and
predictable processing time compatible with high-throughput TSN gateways.

Overall, the interval-based organization preserves the functional behavior of the
recovery algorithm while significantly reducing memory footprint and maintaining a
low hardware complexity, which is essential for scalable multi-stream implementations.

8.3 Hardware implementation results

To evaluate the practical feasibility of the proposed Sequence-Interval recovery
algorithm, the architecture was synthesized on an FPGA target representative of
embedded TSN gateway implementations. The resulting resource utilization and
timing performance are summarized in Table 3.

Table 3: Sizes of implementation

Nb of Nb of Flip-flops LUTs
streams | Intervals logic | memory (bits)
128 71 5993 e 5824
128 16 1503 2117 2304
64 16 1419 1951 1152
64 8 792 1151 896
16 16 1355 1675 672
16 8 735 935 416

The recovery pipeline is designed to ensure deterministic processing latency while
sustaining high throughput. In the implemented architecture, the total latency of the
elimination function is six clock cycles, including both stream identification and
interval processing stages. This low latency is achieved through the parallelization
of stream lookup operations and interval comparison logic, allowing duplicate
detection and interval management conditions to be evaluated concurrently.

In particular, the identification of the corresponding stream context and the com-
parison of the incoming sequence number with all stored interval bounds are performed
in parallel data paths. This organization minimizes critical-path depth and enables
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efficient pipelining. As a result, the architecture can operate at a clock frequency of 175
MHz while maintaining a bounded decision time compatible with real-time forwarding
constraints.

The memory footprint scales linearly with the number of supported streams and
with the configured number of intervals per stream. Since only interval bounds are
stored, the required storage remains significantly lower than that of a vector-based
reception history dimensioned for large differential paths delays. This property makes
the proposed architecture particularly suitable for multi-stream deployments where
memory resources are a primary limiting factor.

Table 3 shows that the logic utilization remains moderate, reflecting the simplicity
of the interval comparison operators and update logic. Combined with the determinis-
tic latency and reduced memory requirements, these results confirm the suitability of
the proposed approach for hardware integration in TSN switches or gateways requiring
predictable processing behavior.

9 Conclusions and future work

This work introduces a highly safe and memory-efficient sequence recovery algo-
rithm compliant with the FRER sequence recovery function, as specified in the IEEE
802.1CB standard [2]. By leveraging a more realistic network channel with bursty
packet losses and adopting a sequence-intervals vector representation of received
packets, the proposed algorithm significantly reduces memory usage thus improving
sysstem scalability, in comparison with the standard recovery algorithm. More-
over, this innovative approach enables high safety level, particularly in scenarios
characterized by high replicates paths jitter.

Theoretical analysis using the Gilbert model demonstrated that the algorithm can
effectively handle larger replicates paths jitters compared to the standard implemen-
tation. Furthermore, hardware implementation on an FPGA confirmed its practical
feasibility, achieving deterministic performance with a significantly reduced memory
footprint. These results highlight the algorithm’s suitability for high-reliability and
low-latency applications in TSN.

In addition to its memory efficiency, the proposed algorithm offers greater flexi-
bility and higher safety level than the standard solution. Unlike VRA, where failure
probabilities increase sharply when replicates paths jitters exceed the available mem-
ory size, our proposal SI-VRA maintains low probability of failure for any replicates
paths jitter. This ensures high safety level and a beneficial safety-scalability trade-off
even in networks with unpredictable delays or varying traffic patterns.

Future research could explore extending the applicability of our SI-VRA in FRER-
enabled networks others than in TSN context, such as in 5G/6G context where the
packet losses and paths jitters are inherently high. Since our approach has shown a
stable behavior and high safety level under degradated network conditions, this may
trigger a significant step forward in advancing reliability in modern networking systems
through a memory-efficient FRER deployment.
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