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Abstract 

The rapid expansion of next-generation networks has heightened the risk of sophis- 

ticated cyber intrusions, making anomaly-based intrusion detection systems (IDS) a 

critical component of modern cybersecurity. Traditional IDS techniques, while effec- 

tive in detecting known attacks, often suffer from high false positive rates and limited 

adaptability to evolving threats. To address these challenges, this paper proposes a 

hybrid deep learning framework that integrates Convolutional Neural Networks (CNN) 

and Long Short-Term Memory (LSTM) models for efficient intrusion detection. CNN 

layers are employed to extract spatial patterns from traffic features, while LSTM units 

capture temporal dependencies in sequential data, enabling the system to detect both 

short-lived and long-range anomalies. To further enhance generalization, regularization 

strategies and post-processing mechanisms are incorporated for false positive suppres- 

sion. The proposed model is evaluated on benchmark datasets such as NSL-KDD, CIC- 

IDS2017, and UNSW-NB15, achieving significant improvements in accuracy, detection 

rate, and false positive reduction compared to conventional machine learning and deep 

learning baselines. The results demonstrate that the CNN–LSTM hybrid model pro- 

vides a scalable and intelligent IDS solution, capable of strengthening network defense 

mechanisms for next-generation autonomous and heterogeneous environments. 

Keywords: Intrusion Detection, Anomaly Detection, CNN, LSTM, False Positives, Net- 
work Security 
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1 Introduction 

With the evolution of next-gen communication networks, the Internet of Things, and mas- 
sive cloud service landscapes, the current digital landscape has drastically changed [1–3]. . 
Billions of devices across the globe are currently connected and communicating in real-time, 
which has made cybersecurity the next big challenge, as it is essential for the security of the 
network and its resilience [3–7]. According to industry analyses, not only is the amount of 
cyber threats rising exponentially, but the complexity of these threats is also building up. 
Advanced persistent threats, ransomware, and zero-day attacks are currently affecting the 
commercial and industrial sectors [8–11]. Moreover, the traditional perimeter security solu- 
tions, including firewalls and signature-based intrusion detection solutions, are now widely 
failing as these solutions are based on known patterns [12–16]. Anomaly-based intrusion 
detection has hence emerged as a necessity for identifying new and unknown techniques of 
attack by identifying abnormalities in network behavior [8, 15, 17–19]. 

Despite the strengths of anomaly-based intrusion detection systems (IDS), they continue 
to struggle with two significant challenges: too many false alarms, which overwhelm security 
personnel, and lackluster accuracy in detecting minority classes of attacks [8, 13, 14, 19, 20]. 
The former is a problem because too many false alarms trigger alert fatigue, while the latter is 
a nuisance because it puts many systems at risk, compromising their security, confidentiality, 
and availability [3, 10, 11, 13]. To solve these problems, anomaly-based intrusion detection 
systems need to be smart, not only raising the accuracy rate but also significantly lowering 
the rates of false alarms [4, 11, 12, 19, 21]. Lately, artificial intelligence and deep learning 
techniques have been found to be quite useful in addressing these problems [11, 22–25]. 

Deep learning architectures, for example, such as Convolutional Neural Networks (CNN) 
and Recurrent Neural Networks (RNN), have achieved spectacular results in various fields, 
including computer vision, natural language processing, and time series analysis, etc [1, 22, 
26]. In regard to Intrusion Detection Systems, CNN is very good at extracting spatial features 
from network data, and Long Short-Term Memory Networks (LSTM), which is a subset of 
RNN, can interpret the evolution of data over time for sequential data of network flows 
[25,27–31]. However, most of the related studies focused only on using CNN or LSTM for an 
Intrusion Detection System, without exploring completely the potential of combined spatial 
and temporal features [23, 27, 32, 33]. In addition, there exist many challenges for using deep 
learning, e.g., class imbalance, scalability, and generalization over different environments, 
etc [13, 19–21, 34]. 

To address the existing gap in traditional intrusion detection mechanisms, a novel hybrid 
structure of a deep learning model is presented that leverages the combined potency of both 
CNN and LSTM architectures in anomaly-based intrusion detection [32, 35, 36]. Specifically, 
the CNN component is utilized to identify both low-level and high-level spatial features from 
the traffic flows within a computer network [27, 32, 37]. Meanwhile, the LSTM component 
is leveraged to identify temporal features and dependencies, thereby allowing long-range 
relationships between anomalies to be determined [23, 25, 35, 36, 38]. To detect any false 
positives in the output of the detection system, regularization procedures, thresholding, 
smoothing operations, and even the suppression of false alarms are utilized [4,11,21]. Overall, 
all the aspects of the system are appropriately balanced so that no critical network threats 
are overlooked [11, 13, 15]. 
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The model is thoroughly tested with three well-known benchmark datasets, namely, NSL- 
KDD, CIC-IDS2017, and UNSW-NB15 [8, 39–41]. The datasets provide a range of traffic 
patterns while covering a significant range of intrusion types, including Denial of Service 
(DoS), User to Root (U2R), Remote to Local (R2L), as well as probing attacks [42–46]. 
From the experiments, it is clear that the CNN-LSTM hybrid architecture outperforms yet 
again the traditional machine learning approaches like SVM, Random Forest, XGBoost, as 
well as contemporary deep learning approaches like CNN or LSTM [23, 38]. In particular, 
it outperforms these approaches in terms of accuracy, precision, recall, as well as F1-score, 
while at the same time significantly reducing the rate of false alarm, thereby validating 
the potentials of this intrusion detection framework in enhancing the accuracy of intrusion 
detection systems for next-generation networks [27, 33, 35] [3, 4, 19, 21] 

The main contributions of this work can be summarized in the following points: 

• Our paper proposes a novel CNN-LSTM hybrid framework that incorporates the bene- 
fits of spatial and temporal feature learning for the purpose of anomaly-based intrusion 
detection. 

• The problem of false positives is addressed by the use of regularization, adaptive thresh- 
olding, and post-processing techniques. 

• We design comprehensive experiments using common benchmark data sets like NSL- 
KDD, CIC-IDS2017, UNSW-NB15 to assess the effectiveness of the model as well as 
its generality. 

• The results demonstrate a significant improvement in detection accuracy and opera- 
tional efficiency by the hybrid technique and highlight its prospects for future applica- 
tions in next-generation autonomous and diverse networks. 

 

2 Related Work 

Intrusion Detection Systems have been in the forefront for decades, especially as the need 
for increased security from cyber attacks becomes more critical in the lives of organiza- 
tions, countries, and individuals in general [14–16, 18]. Broadly speaking, there exist two 
types of intrusion detection systems, namely signature-based intrusion detection systems 
and anomaly-based intrusion detection systems. The former comprise the system’s ability 
to monitor the entering traffic pattern in the system against a list of known attacks or fin- 
gerprints of the attackers [14]. The signature-based system can detect attacks that have 
already been documented, thus acting as an effective barrier against such attacks. However, 
it might not be effective in detecting unknown attacks or the so-called zero-day attacks. 
The anomaly-based intrusion detection system, on the other hand, attempts to identify the 
kind of acceptable behavior within the system, detecting any abnormalities [18, 19]. The 
drawback to anomaly-based intrusion detection systems is the high number of false alarms 
or positives, an issue that has prompted further research in interpreting the results, as it 
affects the accuracy of the system. 

Anomaly-based detection systems have historically been an important part of the arsenal 
of traditional detection systems, relying upon statistical modeling procedures, rule-based 
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systems, and clustering techniques to try to develop an impression of what constituted 
‘normal’ network operation [18]. Unfortunately, such techniques have only really been able 
to hold up well in more structured and simplified environments; as networks became grown 
disorderly, complicated, and speeded-up, more standardized statistical measurements were 
less reliable than ever before. 

To extend the existing limits, the field of machine learning has been employed. The tools 
used from this arsenal include the likes of Support Vector Machines, Decision Trees, Random 
Forests, and k-Nearest Neighbors [19]. They were deemed effective in discriminating normal 
from anomalous data because they learned from labeled examples. However, their usage has 
been hindered by the need for labeled features, and effectiveness decreases in the case of 
data imbalance [20]. 

The problem of false positives stubbornly persists and lies at the very heart of intrusion 
detection system research. When alerts come flooding in, confidence in the system is rapidly 
lost and admins are left wading through time-consuming and expensive verifications. To 
blunt this problem, various approaches have been tested, including ensemble methods, careful 
feature selection, adaptive thresholding, and cost-sensitive classification [19].. While these 
ideas have brought minor gains, they often come at the expense of sensitivity or by adding 
computational loads. Many models also perform terribly when networks alter conditions 
or attackers change tactics. That’s why more strong and generalizable architectures for 
intrusion detection systems have taken on a sense of urgency. 

Then deep learning introduced a completely new direction to IDS, allowing models to 
learn features directly from traffic data, even if raw or only lightly preprocessed [23, 24]. 
Convolutional Neural Networks have been very successful in extracting spatial patterns from 
network traffic with improved accuracy and robustness compared to traditional machine 
learning. However, sometimes CNNs lose the temporal relationships that are encoded within 
flow data. In response, researchers adopted recurrent architectures such as Long Short-Term 
Memory networks, and these appear particularly effective at capturing temporal dependen- 
cies across sequences of traffic. LSTMs are particularly effective in detecting attacks with 
long-term dependences; consider stealthy scans or wide-ranging DDoS attacks. As a stan- 
dalone solution, however, LSTMs may be computationally expensive and can easily incur 
overfitting issues when noise or class imbalance is severe in the data [20]. 

To integrate the best of all worlds, CNN–LSTM hybrids have surfaced, with CNNs dealing 
with spatial patterns and LSTMs dealing with temporal sequence data, thereby providing 
end-to-end coverage of network traffic patterns [31, 32, 38]. This has brought hybrid models 
from literature, like Li et al., Hariharan et al., and Wu et al., which give an overview of local 
patterns and their interdependence, thereby improving detection efficiency. CNN–LSTM 
hybrid models have, for benchmark purposes, managed to raise the bar compared to other 
deep learning models in terms of accuracy and detection rate for different types of network 
attacks [31, 32, 38]. However, when applied in real-world scenarios, they still pose to be 
scalability and false alarm threats. 

The body of literature on IDS shows that while significant achievements have been real- 
ized, there are certain challenges to be addressed [15]. For instance, there have always been 
challenges with the number of false positives in anomaly-based IDS systems. In terms of ma- 
chine learning and deep learning approaches, they have been robust but have difficulties with 
class imbalance problems, scalability, as well as coping with real-world scenarios [19]. While 
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it is promising with hybrid models like CNN–LSTM architectures, it still needs to be per- 
fected before it can find actual application in next-generation networks as an anomaly-based 
IDS system. For instance, there have always been challenges with false positives; hence, there 
is a need to address this gap with certain false-positive reduction strategies like temporal 
smoothing that could find application in next-generation networks as an anomaly-based IDS 
system. This gap forms the core motivation for this study because we propose to create a 
model that has false-positive reduction strategies using a hybrid model like CNN–LSTM. 

 

3 Preliminaries 

In this section, we introduce the mathematical formulation of the anomaly-based intrusion 
detection problem, define the notations used throughout the paper, and present the evalua- 
tion metrics that guide our analysis. 

 

Notation 

Let X ∈ Rn×d denote the network traffic dataset, where n represents the number of samples 
and d is the dimensionality of features. Each instance is represented as a feature vector: 

xi = (xi1, xi2, . . . , xid), xi ∈ Rd, (1) 

where xij corresponds to the j-th feature of the i-th sample. The corresponding ground 
truth label is denoted by: 

yi ∈ {0, 1}, (2) 

where yi = 0 represents benign traffic and yi = 1 represents malicious traffic. 
For sequential modeling, we represent the temporal dimension by grouping network flows 

into windows of size T . Thus, a sequence of traffic events can be written as: 

Xi = {xi1, xi2, . . . , xiT }, Xi ∈ RT×d. (3) 

 

Problem Formulation 

The anomaly detection task can be defined as learning a function: 

f : RT×d → {0, 1}, (4) 

that maps a sequence of traffic features Xi to a binary decision. 
The CNN component extracts spatial features: 

zCNN = fCNN(Xi), (5) 

while the LSTM component captures temporal dependencies: 

zLSTM = fLSTM(zCNN). (6) 
i i 
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F1-score = , (11) 

+ 

∫ 

∫ 

n 

The fused representation is then passed through a classifier to produce the predicted 
probability of anomaly: 

yˆi = g(zLSTM), y î ∈ [0, 1]. (7) 

The final decision rule is obtained by applying a threshold τ ∈ [0, 1]: 

 
 

 
Evaluation Metrics 

 
ỹ i = 


 1, if y î ≥ τ, 

 0, otherwise. 

 

(8) 

To evaluate detection performance, we define the confusion matrix elements: TP (True 
Positives), TN (True Negatives), FP (False Positives), FN (False Negatives). 

The standard metrics are defined as: 

Accuracy = 
 TP + TN 

, (9) 
TP TN FP FN 

 

Precision = 
TP 

TP  FP 

TP 

TP + FN 
, (10) 

2 · Precision · Recall 

Precision + Recall 

False Positive Rate (FPR) = 
FP 

FP TN 
. (12) 

For robust comparison, ranking-based metrics are also reported: 

ROC–AUC = 
1 

TPR(FPR) dF PR, (13) 
0 

 

PR–AUC = 
1 

Precision(Recall) dRecall. (14) 
0 

 

Class Imbalance and Cost Sensitivity 

In real-world IDS datasets, attack samples are often much fewer than normal traffic samples, 
creating a strong class imbalance. To handle this, cost-sensitive learning introduces class 
weights α0 and α1 into the loss function: 

Σ 
5 6 

L = − α1yi log(ŷ i) + α0(1 − yi) log(1 − ŷi) 
i=1 

, (15) 

where α1 > α0 penalizes misclassification of attacks more heavily, thereby reducing false 
negatives while maintaining manageable false positives. 

, Recall (TPR) = 
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4 Proposed Method 

The current section briefly presents the architecture, design rationale, as well as the entire 
workflow of the proposed model, i.e., CNN-LSTM Hybrid Architecture. The model leverages 
both spatial and temporal perspectives of network communication to improve its accuracy as 
well as minimize false alarms. Figure 1 provides an overall idea about the proposed ANTS 
system, which covers data preprocessing, feature extraction by applying CNN, sequence 
modeling by applying LSTM, and finally, postprocessing to minimize false alarms. 

 

4.1 System Overview 

The overall system architecture consists of four main components: 

1. Data preprocessing and feature engineering, which converts raw network traffic 
into structured tensors suitable for deep learning models. 

2. CNN backbone, which extracts spatial correlations and localized feature hierarchies 
from the input features. 

3. LSTM temporal modeling module, which captures sequential dependencies and 
long-range attack patterns over time. 

4. Post-processing and calibration, which refines prediction outputs using temporal 
smoothing and adaptive thresholding to minimize false alarms. 

Each network flow is represented as a sequence of T feature vectors of dimension d, 

forming a 2D matrix X ∈ RT×d. The CNN module processes X to learn spatial dependencies 
among correlated features, producing intermediate feature maps. These representations are 
then passed to the LSTM module to model temporal relations among consecutive traffic 
windows, yielding a discriminative sequence embedding hT . The final classifier predicts the 
probability of an intrusion using a sigmoid activation layer. 

 

4.2 Data Pipeline and Feature Engineering 

4.2.1 Traffic Parsing and Normalization 

Network traffic records from datasets such as NSL-KDD, CIC-IDS2017, and UNSW-NB15 are 
parsed into feature matrices. Continuous numerical features are normalized using min–max 
scaling: 

xnorm = 
 xij − min(xj)  

, (16) 
ij max(xj) − min(xj) 

ensuring stable convergence during gradient optimization. Features with large variance (e.g., 
byte counts or duration) are log-transformed to mitigate skewness. 
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4.2.2 Temporal Windowing and Sequence Construction 

Packets or flows are grouped into fixed-length time windows of size T based on arrival order or 

timestamps. Each sequence Xi = [xi1, xi2, . . . , xiT ] captures short-term and long-term traffic 
dependencies, essential for detecting multi-stage attacks such as DDoS or probe scans. 

 
4.2.3 Categorical Encoding and Scaling 

Categorical fields (e.g., protocol type, service, flag) are encoded using one-hot or label en- 
coding, depending on dimensionality. Feature standardization ensures zero mean and unit 
variance before feeding the model. 

 

4.3 CNN Backbone for Spatial Feature Extraction 

The CNN module acts as a local pattern detector, identifying feature correlations such 
as port–protocol–flag combinations that characterize attack signatures. The input Xi is 

reshaped into a pseudo-image Ii ∈ RT×d×1, and multiple 1D or 2D convolutional layers are 
applied: 

zk = σ(Wk ∗ Ii + bk), (17) 

where Wk and bk denote the convolution kernel and bias, and σ(·) is the ReLU activation 

function. Pooling layers (max or average pooling) reduce dimensionality and emphasize 
salient features. Batch normalization is used to stabilize activations and accelerate training. 

Residual connections may optionally be introduced to improve gradient flow: 

z(l+1) = z(l) + F (z(l), W(l)), (18) 

where F (·) represents the convolution–activation sequence in layer l. 

 

4.4 LSTM Module for Temporal Modeling 

The CNN-derived feature sequence is flattened into a temporal representation and passed to 
the LSTM module, which models inter-frame correlations across time steps: 

it = σ(Wizt + Uiht−1 + bi), (19) 

ft = σ(Wf zt + Uf ht−1 + bf ), (20) 

ot = σ(Wozt + Uoht−1 + bo), (21) 

c˜t = tanh(Wczt + Ucht−1 + bc), (22) 

ct = ft ⊙ ct−1 + it ⊙ c̃ t ,  (23) 

ht = ot ⊙ tanh(ct), (24) 

where it, ft, and ot denote the input, forget, and output gates, respectively. The final hidden 

state hT encodes both short- and long-term dependencies. For richer context, a bidirectional 
LSTM (BiLSTM) may be used, concatenating forward and backward hidden states: 

hT = [h→; h←]. (25) 
T T 
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Σ 

Σ 

4.5 Feature Fusion and Classifier Head 

CNN and LSTM features can be fused in two configurations: 

• Serial fusion (CNN → LSTM): CNN features are sequentially fed into the LSTM 

network, allowing temporal reasoning over spatially extracted patterns. 

• Parallel fusion: CNN and LSTM operate independently on the same input, and their 
outputs are concatenated before classification: 

zfusion = [zCNN; zLSTM], (26) 
 

followed by dense layers and dropout regularization. 

The final classifier applies a fully connected layer with sigmoid activation: 

yˆ = σ(wৢzfusion + b). (27) 

 

4.6 Loss Functions and Optimization 

Given class imbalance and asymmetric misclassification costs, we adopt a weighted cross- 
entropy loss: 

LWCE = − [α1yi log(ŷ i) + α0(1 − yi) log(1 − ŷ i )],  (28) 
i 

where α1 > α0 penalizes missed attacks more heavily. Optionally, focal loss is used to 
emphasize hard examples: 

LFocal = − (1 − ŷi)
γyi log(ŷ i). (29) 

i 

Model parameters are optimized using the Adam optimizer with learning rate scheduling 
and early stopping based on validation loss. 

 

4.7 Regularization and Generalization 

To prevent overfitting and enhance generalization: 

• Dropout layers (rate = 0.3–0.5) are applied between dense layers. 

• L2 weight decay is used on all convolutional and recurrent kernels. 

• Early stopping halts training when the validation loss plateaus for k epochs. 

Advanced data-augmentation techniques such as Mixup and CutMix can be adapted to 
tabular/temporal inputs by linear interpolation of consecutive flows. 
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4.8 Calibration and Thresholding 

The raw sigmoid outputs are calibrated using Platt scaling or isotonic regression to im- 
prove probability reliability. The optimal classification threshold τ ∗ is chosen via Youden’s 
J statistic: 

τ ∗ = arg max(T PR(τ ) − FPR(τ )), (30) 
τ 

subject to operational constraints (e.g., FPR ≤ 0.02). This ensures balanced sensitivity and 
specificity. 

 

4.9 Post-Processing for False-Positive Reduction 

To mitigate alarm flooding, we apply: 

1. Temporal smoothing: majority voting across a sliding window of recent predictions. 

2. Alarm suppression windows: suppress duplicate alarms within a fixed time horizon 
∆t for identical source–destination pairs. 

This step reduces redundant alerts from transient anomalies without compromising detection 
of sustained attacks. 

 

4.10 Complexity Analysis 

Let n denote the number of samples, T the sequence length, d the feature dimension, k the 
kernel size, and h the LSTM hidden units. The time complexity is: 

O(n(Tkd + Th2)), (31) 

dominated by LSTM recurrence. Memory consumption is O(T (h + d)). Inference latency is 
kept under 10 ms per sequence for real-time operation. 

 

4.11 Security Considerations 

Adversarial robustness is addressed by introducing Gaussian noise and random dropout 
masking during training. For handling concept drift within the dynamic nature of the net- 
work environment, the model provides features that allow the network to be retrained peri- 
odically. The efficient feature extraction using the lightweight CNN-LSTM model allows the 
deployment of the model on the network edge devices and SOC environment. 
 

Figure 1: Proposed CNN–LSTM hybrid framework for anomaly-based intrusion detection. 
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5 Experimental Setup 

This section describes how we designed the experiments, the datasets used, the preprocessing 
applied, the baseline models compared to, and the implementation choices concerning the 
CNN-LSTM hybrid framework. For the study to be easily reproducible, the objective is 
that fair comparisons can be made with other intrusion detection systems. The tests ran 
in controlled hardware and software setups, with uniform hyperparameter tuning applied 
across all datasets. 

 

5.1 Datasets 

In order to assess the overall generalization capabilities of the proposed model, three widely 
established benchmark datasets have been chosen that represent network flows from different 
time periods. Those datasets are NSL-KDD, CIC-IDS2017, and UNSW-NB15. The datasets 
contain a wide variety of legitimate and malicious flows. 

 
5.1.1 NSL-KDD 

The NSL-KDD data set represents an improved version of the previous KDD’99 benchmark 
because all redundant records have been eliminated; each record has a total of 41 features, 
categorized into basic, content, time-based, and host-based. It includes four categories of 
attack type: Denial of Service (DoS), Probe, Remote-to-Local (R2L), and User-to-Root 

(U2R). We employ the KDDTrain+ and KDDTest+ subsets, which include both common and 

unseen attack variants. Continuous features were normalized using min–max scaling, while 
categorical features (e.g., protocol type, service, flag) were one-hot encoded. 

 
5.1.2 CIC-IDS2017 

The CIC-IDS2017 dataset, provided by the Canadian Institute of Cybersecurity, contains 
realistic scenarios of up-to-date attacks with over 80 flow-based features extracted using CI- 
CFlowMeter. The types of attack in this dataset are embedded in the traffic flows, including 
DoS/DDoS, brute force attacks, web attacks, infiltration attacks, botnets, and normal user 
traffic over five days. The data are class-imbalanced, meaning benign traffic is much more 
frequent. To handle this issue, cost-sensitive weighting is employed during training and 
random undersampling during validation. 

 
5.1.3 UNSW-NB15 

The UNSW-NB15 dataset was generated by simulating hybrid network traffic based on mod- 
ern systems using the IXIA PerfectStorm tool at UNSW Canberra. The dataset consists of 
49 attributes which can be classified as flow-based, basic, content-based, and time-based 
attributes. The attack types include Fuzzers, Exploits, Generic, DoS, Shellcode, Recon- 
naissance, Worms, and Backdoors. For this study, we used the official training data set 
containing 175,341 samples and test data containing 82,332 samples as in earlier studies. 
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5.2 Data Splits and Preprocessing 

Each dataset was divided into training (70%), validation (15%), and test (15%) subsets using 
stratified sampling to preserve class proportions. Continuous features were normalized using: 

x′ = 
x − µ

, (32) 
σ 

and categorical variables were encoded into binary indicators. For sequential modeling, 
packets or flows were grouped into fixed-length windows (T = 10–20) to form temporal 
sequences. Missing values were replaced using mean imputation or forward filling depending 
on feature type. All preprocessing pipelines were implemented using scikit-learn and 

pandas transformers to ensure reproducibility. 

 

5.3 Baselines 

To establish strong comparative benchmarks, both traditional machine learning and deep 
learning baselines were evaluated under identical preprocessing conditions. 

 
5.3.1 Classical Machine Learning Models 

• Support Vector Machine (SVM): RBF kernel with grid search over C ∈ {0.1, 1, 10} 

and γ ∈ {0.01, 0.1, 1}. 

• Random Forest (RF): 200 trees, maximum depth 20, Gini impurity criterion. 

• XGBoost: 500 estimators, learning rate 0.05, and maximum depth 6 with early stop- 
ping. 

These baselines provide interpretability and have been historically effective on NSL-KDD 
and UNSW datasets. 

 
5.3.2 Deep Learning Models 

• CNN-only: Three 1D convolutional layers (kernel sizes 3–5), followed by max-pooling 
and two dense layers. 

• LSTM-only: Single-layer LSTM with 128 hidden units and dropout 0.5. 

• GRU: Two stacked GRUs with 64 units each, providing a lightweight recurrent alter- 
native. 

Each deep model used identical data preprocessing and training configurations to ensure 
fairness. 
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5.4 Implementation Details 

Experiments were implemented in Python 3.10 using TensorFlow 2.12 and PyTorch 2.2 for 
cross-validation. The hardware setup included: 

• CPU: AMD Ryzen 9 7950X (16 cores) 

• GPU: NVIDIA RTX 4090 (24 GB VRAM) 

• RAM: 64 GB DDR5 

• OS: Ubuntu 22.04 LTS 
 

Training time per epoch averaged 90–150 s for CIC-IDS2017 and 40 s for NSL-KDD. 

Batch size was fixed at 128, with Adam optimizer (lr = 10−3, β1 = 0.9, β2 = 0.999). 
Learning rate was reduced by a factor of 0.5 on validation loss plateau. 

 

5.5 Training Protocol and Reproducibility 

All random seeds were fixed for deterministic behavior: 

numpy.random.seed(42) 

tensorflow.random.set_seed(42) 

torch.manual_seed(42) 

The early stopping with a patience of 10 epochs was useful to prevent overfitting. The best 
model was selected based on the F1-score. The experiments were repeated three times, and 
the figures obtained were averaged with standard deviation. The five-fold cross-validation 
was implemented to achieve robustness. 

For reproducibility purposes, all the scripts, models, checkpoints, and preprocessing note- 
books have been under version control, along with Docker images with fixed dependencies. 
The training artifacts include serialized weights (.h5 / .pt), dataset splits, and preprocessing 

scalers. 

 

5.6 Evaluation Metrics 

Performance measurements were evaluated using the traditional IDS metrics described in 
Section 3: accuracy, precision, recall, F1-score, and false positive rate (FPR). Additional 
metrics for evaluation of the performance of the discriminating power of the model at different 
levels and how consistent this performance is were ROC AUC and PR AUC. To be able to 
deploy the model, additional performance metrics were evaluated: per-flow inference latency 
and the number of predictions per second when running on the GPU. 
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5.7 Experimental Objectives 

The evaluation focused on answering the following research questions: 

1. RQ1: Does the CNN–LSTM hybrid architecture outperform standalone deep and 
classical models in detection accuracy and false positive suppression? 

2. RQ2: How does adaptive thresholding and post-processing influence the trade-off 
between detection rate and FPR? 

3. RQ3: Is the proposed model generalizable across heterogeneous datasets (cross-dataset 
testing)? 

4. RQ4: What is the computational efficiency and scalability of the hybrid model under 
real-time constraints? 

These objectives guide the comparative and ablation analyses presented in Section 6. 

 

6 Results and Discussion 

Proposed Method: We will develop a framework for detecting intrusions using a combi- 
nation of CNN and LSTM, which will result in both spatial and time awareness. The spatial 
information will be captured through the convolutional part, and then we will use the LSTM 
model to get information related to time. To ensure the stability of our model, we will make 
use of classifier calibration. 

 

6.1 Learning Behavior and Convergence Analysis 
 

 

 
Figure 2: Training and validation accuracy of the proposed CNN–LSTM model. 
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Figure 2 illustrates how quickly the proposed CNN–LSTM model converges by maintaining 
a close distance between training accuracy and validation accuracy across the epochs. The 
minimal distance between the validation curve and the training curve ensures that there 
was no occurrence of overfitting. Notably, the continuous increase in validation accuracy 
leads to a plateau; this can be witnessed as a result of how the model successfully integrates 
spatial–temporal fusion to assist it in learning features effectively. 

 

 
Figure 3: Training and validation loss for the proposed CNN–LSTM model. 

 
From Figure 3, we can see that the loss is steadily decreasing over time. Notably, the 

loss is consistent for the validation data compared to the training data. This is an indicator 
that the model is not trying to memorize the data, but is attempting to make more gener- 
alized representations of the malicious and benign traffic. An additional indicator that the 
optimization is solid is that the loss is decreasing smoothly. 
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6.2 ROC and Precision–Recall Performance 

 

 
Figure 4: Multi-class ROC curves of the proposed CNN–LSTM model. 

 
The multi-class ROC curves can be seen in Figure 4, where it is clear that the proposed CNN- 
LSTM achieves almost perfect class separation. Additionally, the AUC approaches 1.00 for all 
major classes of attacks. It’s powerful discrimination does not rely on any specific threshold. 
The steep rise to the y-axis indicates we can obtain high true positive rates with false positive 
rates extremely low—in other words, just what we want in an intrusion detection system. 

 

 
Figure 5: Multi-class Precision–Recall curves of the proposed CNN–LSTM model. 
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Figure 6: Clubbed confusion matrices comparing Fast SVM, Random Forest, XGBoost, 
LSTM-only, and the proposed CNN–LSTM model. 

 
Figure 5 presents the Precision-Recall curve. In general, Precision-Recall curves are 

of primary interest for classes with heavily unbalanced numbers. Our method has a high 
precision over a broad range of recalls; i.e., attack detection does not significantly impact 
specificity. Also, the values of Average Precision close to one indicate that the minority class 
is reliable with low false alarms. 

 

6.3 Comparative Confusion Matrix Analysis 

As indicated in Figure 6, the combined confusion matrices of classical machine learning and 
deep learning-based approaches are presented to enable a direct comparative analysis. Al- 
though traditional ensemble methods such as Random Forest and XGBoost exhibit strong 
diagonal dominance, indicating high overall classification accuracy on fixed feature represen- 
tations, their effectiveness remains limited in capturing complex temporal attack behaviors. 
In contrast, among the deep learning architectures, the proposed CNN–LSTM model demon- 
strates superior performance compared to the baseline LSTM model, particularly by reducing 

critical misclassifications in the Attack→Normal transition. Such errors correspond to false 
negatives, which are the most severe type of IDS failure as they result in undetected intru- 
sions. The observed reduction in false negatives highlights the effectiveness of the hybrid 
spatial–temporal feature learning capability of the CNN–LSTM architecture, thereby im- 
proving detection reliability while maintaining balanced performance across different traffic 
classes. 
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6.4 Deep Model Comparison 
 

 

 
Figure 7: Training dynamics of LSTM-only baseline. 

 
The convergence of the LSTM-only model in Figure 7 is smooth; however, its accuracy, as 
measured by the test set, is lower than that of the hybrid model. This is due to the lack 
of convolutional techniques used to extract spatial relationships between traffic attributes, 
which the model fails to grasp. 

 

 
Figure 8: Training dynamics of proposed CNN–LSTM model. 
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Figure 8 shows that integrating CNN layers before LSTM improves validation accuracy 
and stabilizes learning behavior. The hybrid model converges faster and achieves slightly 
higher final validation accuracy, demonstrating the benefit of spatial–temporal feature fusion. 

 

6.5 Complete Results Summary 

 
Table 1: Comprehensive Performance Summary Across Models 

 

Model Accuracy Macro-F1 ROC-AUC PR-AP Attack→Normal Operational Reliability 

Fast SVM 0.926 0.918 0.96 0.93 970 Moderate 

Random Forest 0.986 0.984 0.99 0.98 218 High 

XGBoost 0.986 0.984 0.99 0.98 195 High 

LSTM-only 0.968 0.964 0.99 0.97 757 High 

Proposed CNN–LSTM 0.968 0.965 0.99+ 0.99 648 Very High 

 
The overall performance comparison is presented in Table 1.It represents a comparative 
evaluation of different machine learning and deep learning models for intrusion detection 
using multiple performance metrics. The table highlights how effectively each model detects 
attacks, minimizes misclassification, and performs in real-world operational settings. In 
fact, the complete results show that our CNN-LSTM hybrid is one of the best deep models 
for such problems and even competes with solid ensemble baselines. Tree-based methods 
compete well in terms of static accuracy, though the CNN-LSTM setting usually provides 
better sequence modeling and lowers the possibility of critical misclassifications among deep 
methods. When calibration and temporal smoothing are introduced into this, the approach 
attains a good balance of accuracy, robustness, and practicality for real-world intrusion 
detection deployments. 

 

7 Discussion and Limitations 

The experimental results demonstrate that by integrating spatial learning and temporal 
learning together, deep models are more robust for anomaly-based intrusion detection. In 
particular, the CNN part achieves excellent performance in catching local relationships be- 
tween features from network traffic characteristics. Meanwhile, the LSTM component can 
capture the temporal evolution patterns of network flows. Therefore, it can identify minority 
classes more effectively and minimize critical misclassifications from Attack to Normal using 
recurrent networks alone. 

Slightly better static accuracy is possible using ensemble methods like Random Forest 
or XGBoost on tabular benchmark data. However, the CNN–LSTM framework has some 
obvious pluses related to modeling sequence data that would work well with calibration 
methods. Finally, the false alarm reduction of the post-processing helps stabilize the alerts 
for the end-users in the Security Operation Centers. In that sense, deployment is more 
feasible. 

Nevertheless, naturally, certain limitations exist. The evaluations are conducted on stan- 
dard data sets; however, this data set does not encompass completely encrypted data or 
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dynamically changing traffic. There are increased computational requirements to train the 
LSTM. Moreover, the hybrid deep method does not feature easily interpretable properties. 
Therefore, trust among analysts exists. It must be considered that in dynamically chang- 
ing network environments, concept drifts occur, such that the long-term stable performance 
needs to be ensured periodically. 

 

8 Conclusion 

This paper attempts to adopt a hybrid approach with the help of both CNN and LSTM 
in the context of anomaly-based intrusion detection. Such an approach has the benefit 
of combining the power of spatial as well as temporal feature extraction to enhance the 
reliability of the performance of the deep learning model. Results obtained by applying the 
hybrid approach on NSL KDD, CIC-IDS 2017, and UNSW NB15 have confirmed robust 
accuracy and promising performance in the context of ROC AUC and PR AUC scores. 
Although the hybrid model may not offer the best results in terms of numerical accuracy in 
the case of numerical data, it excels in the case of sequential data and reduces the performance 
of critical misclassifications involving the best-performing deep learning model. 

Looking forward, it is planned to further refine this spatial and temporal fusion with 
attention mechanisms or transformers to improve sensitivity to minority classes. Federated 
learning will be embraced as a technique for enabling privacy-preserving and collaborative 
IDS deployment models, leveraging distributed systems. Moreover, it is planned to incor- 
porate techniques from explainable AI to improve interpretability and trust with analysts, 
as well as continual and domain adaptation techniques to address problem drift commonly 
encountered when dealing with dynamic networks. Finally, techniques for model compres- 
sion and pruning will be considered to support deployment on edge devices and IoT systems, 
respectively. 
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