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Abstract

Power Internet of Things (Power IoT) systems are increasingly exposed to
sophisticated boundary attacks due to their high connectivity and heterogeneous
network structures. Traditional web-centric analysis methods primarily focus on
static topology or localized interactions, lacking effective mechanisms for global
attack propagation modeling and trustworthy traceability. To address these chal-
lenges, this paper proposes a complex network-based framework for modeling
and analyzing boundary attacks in Power IoT systems. Specifically, we construct



a Terminal Boundary Attack Network (TBAN) to capture the dynamic interac-
tions between attack sources and target nodes. Based on this representation, we
further introduce a set of structural metrics, including in-degree, out-degree, and
propagation intensity, to quantitatively characterize attack influence and identify
critical nodes within the network. To enhance the reliability and trustworthiness
of attack analysis, we incorporate a blockchain-assisted traceability mechanism
into the proposed framework. Key attack propagation paths and node interac-
tion records are hashed and recorded on-chain, enabling tamper-resistant logging
and decentralized verification of attack origins. This design effectively decentral-
izes trust from centralized monitoring systems to a verifiable and immutable
audit process. Experimental results demonstrate that the proposed framework
can effectively model boundary attack propagation, accurately identify high-risk
nodes, and significantly improve the integrity and credibility of attack trace-
ability. The proposed approach provides a practical and scalable solution for
trustworthy security analysis in Power IoT environments.

Keywords: Power 10T, Blockchain, Boundary Attacks, Complex Networks, Risk
Modeling, Traceability

1 Introduction

Power IoT (Internet of Things) systems integrate IoT technology with electrical power
systems to enable real-time monitoring, control, and data collection across various
components, including substations, transformers, and end-user devices [1, 2]. These
systems enhance the efficiency, reliability, and automation of power distribution net-
works, allowing for more precise energy management and faster response to operational
issues [3, 4]. The integration of IoT and power systems contributes to the digital trans-
formation of the energy sector, leveraging the connectivity and data-rich nature of
modern networks to achieve intelligent power management [5, 6].

The security of terminal devices in power IoT systems is paramount because these
devices act as critical nodes in the network, responsible for data acquisition and
control operations [7]. Any compromise in their security can lead to severe conse-
quences, including operational disruptions, loss of critical data, and financial losses [8].
Moreover, security breaches can escalate into larger-scale attacks, jeopardizing the
stability of the entire power grid [9, 10]. The interconnected nature of these systems,
often extending through web-based and cloud platforms, further exposes them to
complex cyber threats that require advanced analytical methods for monitoring and
protection [11].

In recent years, there has been a significant increase in cyber-attacks targeting
power IoT systems [12]. These attacks range from simple intrusions to sophisticated,
organized efforts aimed at disrupting power distribution [13]. Despite advancements
in security technologies, traditional security mechanisms have struggled to keep
pace with the evolving threat landscape [14]. Traditional terminal boundary security
mechanisms, such as firewalls and intrusion detection systems, have several limitations:



® Static Defense Strategies: These mechanisms often rely on predefined rules and
signatures, making them ineffective against novel or sophisticated attacks [15].

® Lack of Adaptability: Traditional systems cannot adapt quickly to new attack
vectors or changes in network topology [16].

e Insufficient Traceability: These mechanisms do not provide robust capabilities for
tracing the source of attacks, making it difficult to identify and mitigate the root
cause of security incidents [4].

To address these limitations, there is a need for advanced methods that can model
the risks associated with terminal boundary attacks and provide effective traceabil-
ity. Complex network theory offers a promising approach by enabling a more dynamic
and comprehensive analysis of network security [3, 17]. By modeling the power IoT
system as a network of interconnected devices, it becomes possible to analyze attack
propagation patterns, identify critical nodes, and assess the overall resilience of the
network [18]. Additionally, integrating causal Bayesian networks can enhance the abil-
ity to trace and identify the sources of attacks, providing a deeper understanding of
attack patterns and improving response strategies [10].

However, most existing approaches rely on centralized monitoring and analysis
frameworks, which limits the trustworthiness and integrity of attack traceability, espe-
cially in distributed and heterogeneous Power IoT environments [19]. Attack logs and
propagation paths may be subject to tampering, incomplete recording, or inconsis-
tent interpretation across different entities, making it difficult to achieve reliable and
verifiable security analysis [20, 21].

To address this issue, this work further explores a blockchain-assisted mechanism
to enhance the trustworthiness and verifiability of attack traceability. By recording key
attack propagation paths and interaction evidence in a tamper-resistant and decen-
tralized manner, the proposed framework enables more reliable identification of attack
sources while preserving the advantages of complex network-based modeling.

The primary objective of this research is to develop a method for risk modeling
and traceability of boundary attacks on power IoT terminals using complex network
theory. This method aims to provide a more accurate and dynamic representation
of attack risks and enhance the traceability of malicious activities. Additionally, this
paper introduces a web-based analysis framework that leverages real-time data inte-
gration from distributed power IoT devices to facilitate continuous monitoring and
dynamic risk assessment. This framework has a special focus on providing a scalable
solution that can be applied across various interconnected power IoT environments.
Furthermore, the proposed approach offers tools and techniques for better visual rep-
resentation of attack risks, making it easier for security analysts to understand and
respond to threats. Moreover, we establish a framework that can be used by researchers
and practitioners to analyze and mitigate security risks in power IoT systems. The
main contributions are as follows:

e A TBAN-based modeling framework for boundary attack analysis:
We propose the Terminal Boundary Attack Network (TBAN) to model struc-
tural dependencies and attack propagation paths in Power IoT systems, enabling
systematic risk representation and analysis.



® A dynamic risk analysis method with real-time adjustment: We introduce
a staged TBAN mechanism combined with real-time data integration to capture
temporal variations in attack behavior, allowing adaptive and timely risk estimation.

® A blockchain-enhanced causal traceability framework: We develop a causal
Bayesian inference approach for attack source identification, augmented with
blockchain-assisted verification to ensure tamper-resistant, consistent, and trustwor-
thy traceability results.

® Comprehensive experimental validation in realistic scenarios: We evalu-
ate the proposed framework under multiple attack scenarios and system conditions,
demonstrating improved detection accuracy, faster response, and enhanced trust-
worthiness compared with traditional approaches.

The rest of the paper is organized as follows. Section 2 reviews related work
on terminal boundary security, complex network-based risk analysis, and security
mechanisms in Power IoT systems. Section 3 presents the proposed methodology,
including the construction of the Terminal Boundary Attack Network (TBAN),
complex network-based risk analysis, causal Bayesian attack traceability, and the
blockchain-assisted verification mechanism. Section 4 describes the system imple-
mentation, including data collection and network model construction. Section 5 and
Section 6 introduces the attack simulation setup and evaluation metrics. Section 7
reports and analyzes the experimental results, including detection performance,
response efficiency, and traceability accuracy. Finally, Section 8 concludes the paper
and outlines future research directions.

2 Related Work

In this section, we show existing related work, including but not limited to traditional
security mechanisms, advances in network security, blockchain, and complex networks
in security analysis.

2.1 Traditional Security Mechanisms

Traditional security mechanisms for terminal boundary protection in power IoT sys-
tems have predominantly relied on static defense strategies, such as firewalls [22],
intrusion detection systems (IDS) [23], and access control mechanisms [24]. These
methods are designed to prevent unauthorized access and detect known attack signa-
tures. Firewalls act as a barrier between trusted and untrusted networks by enforcing
security policies, while IDS monitor network traffic for suspicious activities.

Despite their widespread use, these conventional approaches face significant
challenges in the dynamic and complex environment of power IoT systems [25].

Traditional security mechanisms often rely on predefined rules and signatures,
making them ineffective against novel or sophisticated attacks that do not match
known patterns [13, 26]. This limitation is particularly problematic as new attack
vectors emerge, which are not captured by static rule sets [27]. As power IoT systems
continue to evolve and integrate with web-based platforms for data sharing and remote
management, this rigidity becomes a critical shortcoming.



As the number of IoT devices increases, the scalability of traditional security solu-
tions becomes a concern. These systems may struggle to handle the large volumes of
data generated by IoT devices [14]. The complexity further increases when devices are
geographically distributed and interact over web-based networks, requiring solutions
that can manage both large-scale data streams and diverse communication protocols
efficiently [28].

Conventional security mechanisms may not provide real-time responses to emerging
threats, leaving systems vulnerable during the detection and mitigation process [3]. In
power IoT systems, where real-time operational control is critical, this lag in response
can be detrimental [29]. Integrating real-time analytics and remote monitoring capa-
bilities, potentially using web-based frameworks, could address this gap but requires
a departure from traditional methods.

2.2 Advances in Network Security

Recent advancements in network security have introduced more dynamic and adaptive
methods to protect power IoT systems. These include machine learning (ML) and
artificial intelligence (AI)-based approaches, which can analyze vast amounts of data
to identify patterns and detect anomalies indicative of security breaches [30].

2.2.1 Machine Learning and Blockchain-based Approaches

AT and ML algorithms are increasingly used to detect anomalies in network traffic
that could indicate potential security threats. These systems learn from historical
data to distinguish between normal and abnormal behaviors [9, 10]. Techniques like
deep learning and reinforcement learning have been applied to model complex attack
patterns, improving detection accuracy. However, their integration into power IoT
systems is still in the early stages, especially regarding their deployment in distributed,
web-based environments for real-time monitoring.

Blockchain technology is being explored to enhance security in IoT networks by
providing decentralized and tamper-proof data management [26, 31]. Its potential for
ensuring data integrity and transparency makes it a promising addition to power IoT
security, particularly for tracking the provenance of data and securing communication
between web-connected devices. However, challenges such as scalability, energy con-
sumption, and integration with existing web-based infrastructures remain significant
hurdles.

2.2.2 Effectiveness and Challenges

While these advanced techniques offer improved detection capabilities, they also come
with their own set of challenges:

AT and ML models can be computationally intensive, requiring significant pro-
cessing power and memory, which may not be feasible for all ToT devices [16]. This
challenge is exacerbated in environments where devices must operate with low latency
and constrained resources. Distributed learning techniques, such as federated learn-
ing, have been proposed to address these limitations by enabling collaborative model



training across devices without centralizing data. This approach aligns with the decen-
tralized nature of web-based systems but introduces new challenges in managing model
consistency and communication overhead.

These models can sometimes generate false positives (benign activity flagged as
malicious) and false negatives (malicious activity not detected), which can impact
their reliability and effectiveness [3]. Balancing sensitivity and specificity in detection
remains an area of active research, especially when dealing with diverse and constantly
evolving web-based threats in power IoT networks.

2.3 Complex Networks in Security Analysis

Complex network theory provides a powerful framework for analyzing the structural
and dynamic properties of networked systems. In the context of power IoT systems,
complex network theory can be used to model the interactions between different com-
ponents and identify vulnerabilities. Its application extends beyond static analysis,
offering insights into the dynamic behavior of networks under various attack scenarios.

2.3.1 Network Topology and Vulnerability Analysis

By representing the IoT system as a network graph, where nodes represent devices
and edges represent connections, researchers can analyze the network’s topology to
identify critical nodes and potential attack paths [9]. This approach enables the visu-
alization of the network’s structure, highlighting nodes that, if compromised, could
lead to significant disruptions. The use of graph neural networks (GNNs) has been
proposed to enhance the analysis of large-scale power IoT networks, offering a method
to predict attack propagation through complex network structures, which is crucial
for understanding risks in web-integrated environments.

Key metrics such as degree centrality, betweenness centrality, and clustering coeffi-
cient are used to assess the importance and vulnerability of nodes within the network.
High centrality nodes are often critical for network stability and are prime targets for
attackers [13]. These metrics can be used to prioritize the security measures applied to
different parts of the network, aligning resource allocation with the most critical areas.

2.3.2 Advantages and Challenges

Complex network theory provides a holistic view of the network, enabling the iden-
tification of systemic risks and interdependencies that may not be apparent through
traditional analysis methods [4]. This capability is particularly useful in web-based
power [oT systems, where the interactions between devices can be complex and evolve
over time.

This approach allows for the dynamic analysis of network changes over time, help-
ing to predict and mitigate the impact of potential attacks [3, 32]. By modeling the
network as a time-evolving graph, researchers can better understand the temporal
dynamics of attack propagation, which is crucial for developing proactive security
strategies in real-time web-connected environments.

Similar to AT and ML approaches, the computational demands of complex network
analysis can be significant, especially for large-scale IoT networks [10]. Strategies for



optimizing computation, such as using distributed computing frameworks and lever-
aging edge computing capabilities, are being explored. These strategies can facilitate
the implementation of complex network analysis in web-based systems where data is
distributed across geographically dispersed nodes.

3 Threat Model

In this work, we consider a Power IoT environment consisting of interconnected
terminal devices, communication networks, and monitoring platforms. The system
is exposed to boundary attacks originating from both internal compromised nodes
and external adversaries. These attackers may attempt to manipulate data, disrupt
communication, or obscure attack traces to evade detection.

We assume that attackers have the capability to launch multi-stage attacks, includ-
ing lateral movement across terminal devices and injection of malicious data into the
system. Furthermore, adversaries may attempt to tamper with attack logs stored in
centralized systems, leading to incomplete or misleading traceability results. How-
ever, we assume that the underlying blockchain infrastructure is secure and that
cryptographic primitives (e.g., hash functions) are not compromised.

The goal of the attacker is to evade detection and prevent accurate identification
of attack sources, while the goal of the defender is to ensure accurate risk modeling
and trustworthy traceability of attack propagation. By incorporating blockchain-based
immutable logging, the proposed framework mitigates the risk of log tampering and
enables decentralized verification of attack paths, thereby strengthening the overall
security of the system.

4 Proposed Methodology

In this section, we present the proposed framework for boundary attack analy-
sis in Power IoT systems. As illustrated in Fig. 1, the framework consists of five
layers, including data acquisition, TBAN modeling, risk analysis, traceability, and
visualization, with blockchain serving as a trust enhancement module.

4.1 Overview of Proposed Approach

The proposed approach first models the Power IoT system as a directed network,
where nodes represent terminal devices and edges capture potential attack propagation
paths. Based on this representation, structural metrics are employed to quantify node
importance and propagation characteristics. To further capture the temporal evolution
of attacks, a staged TBAN model is introduced. Finally, a causal Bayesian network
is used to infer attack sources and propagation paths, while a blockchain-assisted
mechanism ensures the integrity and verifiability of traceability results.
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Fig. 1 Architecture of the proposed blockchain-enhanced framework for boundary attack analysis
in Power IoT systems. The framework integrates TBAN-based structural modeling, real-time risk
adjustment, causal Bayesian inference, and blockchain-assisted verification to enable dynamic and
trustworthy attack traceability.

4.2 Terminal Boundary Attack Network Construction

We construct the Terminal Boundary Attack Network (TBAN) as a directed graph
G = (V, E), where V denotes the set of terminal devices and E represents communica-
tion links. This graph captures both the structural dependencies and potential attack
propagation pathways within the system.

The degree of a node v; is defined as:

deg(vi) = ki = k" + k™ (1)



where k" and k¢ denote the in-degree and out-degree, respectively. These quantities
are computed using the adjacency matrix A = [a;;], where a;; = 1 if there exists a
directed edge from node v; to node v;, and 0 otherwise:

EP =D aj, K™= a (2)
J J

4.3 Complex Network Analysis

To characterize the structural importance of nodes within the TBAN, we employ
several metrics from complex network theory.

Betweenness centrality is used to measure the extent to which a node lies on
shortest paths between other nodes:

Cuo)= 3 72l¥) 3)

g
s#VFEL st

where o is the number of shortest paths from node s to node ¢, and o4 (v) denotes
those passing through v.
In addition, the clustering coefficient is used to evaluate the local connectivity of

nodes:
2e,

Fol,— 1) W
where e, is the number of edges among the neighbors of node v, and k, is its degree.

These metrics provide insights into node influence, vulnerability, and the overall
structural resilience of the network.

C(v) =

4.4 Staged TBAN Analysis

To capture the temporal dynamics of attack propagation, we divide the TBAN into
multiple stages based on discrete time intervals T = {T3,Ts,...,T,,}. Each stage
reflects the network state during a specific time period.

The risk probability of node v; at stage T} is defined as:

ZjeNi wij(Tk)

Pr(v;, Ty) = S i (T

()

where N; denotes the neighbors of v;, and w;;(T%) represents the weight of edge (i, j)
at time Tj. This formulation enables dynamic assessment of node risk across different
stages.

4.5 Causal Bayesian Network for Attack Traceability

To infer attack sources and propagation paths, we construct a causal Bayesian network
based on the TBAN. The network is modeled as a directed acyclic graph (DAG),
where nodes represent random variables and edges encode conditional dependencies.



Algorithm 1 Blockchain-Enhanced Attack Traceability Algorithm
: Input: TBAN G = (V, E), evidence E,, Bayesian network BN
: Output: Attack paths AP, attack sources AS, trace records TR
: Construct BN based on TBAN structure

. Initialize prior probabilities

. Initialize TR < ()

. for each evidence e € F,, do

Update belief states of BV

: end for

: Perform probabilistic inference

. Extract attack paths AP and sources AS

=
(=)

11: for each path p € AP do

12: Generate trace record r
13: Compute hash h(r)

14: Submit h(r) to blockchain
15: Store r in TR

: end for
: return AP, AS, TR

= =
N O

The joint probability distribution is expressed as:

P(X1, Xz,..., Xy) = HP(Xi | Pa(X;)) (6)

=1

where Pa(X;) denotes the parent nodes of Xj.

Based on this model, probabilistic inference is performed to update belief states
using observed evidence, enabling identification of the most likely attack paths and
sources.

Algorithm 1 summarizes the proposed traceability procedure.

4.6 Blockchain-Assisted Traceability Mechanism

To enhance the trustworthiness of attack traceability, we integrate a blockchain-
assisted mechanism into the proposed framework. After identifying attack paths, key
interaction events are encoded into structured records containing node identifiers,
timestamps, and propagation attributes. These records are hashed and submitted to
a blockchain as transactions, forming an immutable audit trail.

In this hybrid architecture, computationally intensive tasks such as network anal-
ysis and Bayesian inference are performed off-chain, while only essential traceability
evidence is recorded on-chain. This design ensures both efficiency and security. Any
modification of stored records results in hash inconsistencies, enabling immediate
detection of tampering. Consequently, the proposed mechanism decentralizes trust and
provides verifiable and tamper-resistant traceability for boundary attack analysis in
Power IoT systems.
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5 Web-Based Risk Analysis Framework for
Real-Time Monitoring

This section presents a web-based risk analysis framework designed to complement
the Terminal Boundary Attack Network (TBAN) and enhance real-time monitoring
and traceability of boundary attacks in Power IoT systems. The framework integrates
web technologies, streaming data processing, and blockchain-assisted verification to
support scalable, adaptive, and trustworthy risk analysis.

5.1 Framework Overview

The proposed framework enables continuous monitoring of Power IoT systems by
streaming data from geographically distributed devices into a web-based platform. The
collected data, including sensor readings, communication logs, and network traffic, is
processed in real time to update the TBAN model and refine risk assessment.

Compared with static analysis, this framework provides a dynamic view of network
vulnerabilities and attack risks, allowing timely detection and response. In addi-
tion, critical risk indicators and traceability-related events can be securely recorded
via a blockchain layer, enabling decentralized verification of monitoring results and
preventing tampering of key security evidence.

5.2 Risk Modeling and Theoretical Foundations
Web-Based Risk Factor. Let v € V be a node in the TBAN. The web-based risk

factor Ryep(v) is defined as a real-time risk indicator derived from streaming data:

Rweb(v) = ftraffic(v) + B : fanomaly(v) + v fhistory (U) (7)

where firaffic(V), fanomaiy(v), and fristory(v) represent traffic intensity, anomaly
score, and historical risk, respectively, and a + 8+ v = 1.

Dynamic Risk Adjustment. The real-time risk factor is used to adjust the
stage-wise TBAN risk probability:

Pogj(vi, Ti) = Pr(vi, Tk;) - Ruen(v5) (8)

This formulation integrates structural risk modeling with real-time observations.
Convergence Property. If the streaming data is stationary within a time window
T}, the adjusted risk probability converges as the number of samples increases:

Hm Pag(vi, T) = Pr(vi, Tr) - Rue(v7) (9)

n—

This follows from the law of large numbers, where real-time measurements stabilize
over time.
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5.3 Real-Time Data Integration

The framework collects data via REST APIs and WebSocket protocols, ensuring
low-latency communication. Incoming data is preprocessed and mapped into graph
structures that update the TBAN.

A sliding time window T}, is used to smooth short-term fluctuations:

- 1
Ryer(v,Ty) = — Ryen(v,t 10
b(U k) T3] tezT:k b(v ) ( )

This mechanism improves robustness and stability in dynamic environments.

5.4 Blockchain-Assisted Risk Logging

To ensure the integrity and trustworthiness of real-time monitoring results, we incor-
porate a blockchain-assisted logging mechanism into the framework. Specifically, key
outputs such as adjusted risk values, anomaly events, and high-risk propagation paths
are encoded into structured records.

Each record includes node identifiers, timestamps, and risk-related attributes. A
cryptographic hash is computed for each record and submitted as a transaction to the
blockchain network. This process creates an immutable audit trail for risk evolution
and monitoring outcomes.

By separating computation and storage, the framework adopts a hybrid architec-
ture in which real-time analytics are performed off-chain, while critical traceability
information is stored on-chain. This design prevents unauthorized modification of
monitoring results and enables decentralized verification of risk assessment processes.

5.5 Real-Time Risk Adjustment Algorithm

The following algorithm describes how real-time data is incorporated into the TBAN
to update node risk levels and generate verifiable trace records.

5.6 Integration with Causal Bayesian Networks

The adjusted risk probabilities are used as evidence to update the belief states of the
causal Bayesian network. Given adjusted evidence E,q4;, the posterior probability of
an attack source X; is computed as:

__ P(Fag | Xj) - P(X;)
P(XJ ‘ Eadj) - Zk P(Eifadj | Xk) P(Xk) (11)

Theorem (Improved Traceability). Integrating real-time adjusted probabilities
improves attack source identification accuracy compared to static risk modeling:

MSE(Xreal) < MSE(Xstatic) (12)
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Algorithm 2 Real-Time Risk Adjustment with Blockchain Logging
1: Input: TBAN G = (V, E), data stream D, time window Ty
2: Output: Adjusted risks P,q;, blockchain records TR
3: Initialize TR +
4: for each node v; € V do

5: Compute Ryep(v;) from streaming data

6: Compute Ryep(vi, Tk)

7 Update Padj (’Ui7 Tk)

8: if P,qj(vi, Tk) exceeds threshold then

9: Generate record r with node, timestamp, and risk value
10: Compute hash h(r)

11: Submit h(r) to blockchain

12: Store r in TR

13: end if

14: end for
15: return {Pyg;(v;, Ty)}, TR

Proof Sketch. Real-time adjustments improve likelihood estimation and reduce pos-
terior variance. As a result, both variance and bias in source estimation decrease,
leading to a lower mean squared error. Therefore, traceability accuracy is improved.

6 Evaluation Protocol

This section describes the data sources, TBAN construction process, real-time mon-
itoring pipeline, attack simulation settings, and evaluation metrics used to validate
the proposed framework. The overall setup is designed to assess not only the effec-
tiveness of boundary attack detection and traceability, but also the adaptability and
trustworthiness of the blockchain-enhanced real-time monitoring architecture.

6.1 Data Sources and Collection

The proposed framework relies on both real-time and historical data collected from
Power IoT terminal devices. These data are used to construct and continuously update
the Terminal Boundary Attack Network (TBAN), support risk analysis, and enable
attack traceability.

The collected data mainly include three categories.

Sensor data: Real-time measurements are gathered from devices such as smart
meters, voltage sensors, and current sensors deployed at different locations of the
power grid. These measurements reflect the operational states of terminal devices and
provide the basis for online risk assessment.

Communication logs: Network traffic records among terminal devices are
collected, including timestamps, source and destination addresses, communication
frequency, and packet-level behaviors. These logs are essential for identifying commu-
nication patterns and constructing directed edges in the TBAN.

13



Historical attack data: Past security incidents, including attack types, affected
nodes, attack paths, and mitigation records, are stored for use in anomaly modeling
and Bayesian inference. These historical data also provide prior knowledge for attack
source tracing.

To support scalable data acquisition and processing, a combination of monitoring
and logging tools is adopted, including network traffic analyzers, device log aggrega-
tion platforms, and security event management systems. The collected information is
streamed into the web-based analysis framework for online processing, while selected
high-risk events and traceability records are further anchored to the blockchain layer
to ensure data integrity and auditability.

6.2 Dynamic Construction of TBAN

Based on the collected data, the TBAN is constructed as a directed graph G = (V, E),
where V' denotes the set of terminal devices and E denotes directed communication
or attack-propagation links between them.

The dynamic nature of the monitoring framework allows the TBAN to evolve over
time as new observations arrive. In particular, nodes are added or updated according
to device activity, and edges are revised to reflect changes in communication intensity,
abnormal interactions, and risk propagation patterns.

The construction process consists of three main steps.

Node identification: Terminal devices observed in the incoming data stream are
mapped to graph nodes.

Edge generation: Directed edges are established according to observed commu-
nication relationships, capturing the potential direction of attack propagation.

Weight assignment: Edge weights are determined according to communication
frequency, traffic volume, and anomaly-related signals within a sliding time window,
so that the graph reflects both connectivity and evolving security risk.

The dynamic TBAN construction procedure is summarized in Algorithm 3.

6.3 Real-Time Monitoring and Online Analysis

The web-based framework supports continuous integration of streaming data and real-
time analysis of network risks. Once incoming data are received, they are preprocessed
and transformed into graph updates and risk-related observations, which are then used
to refine the TBAN and node-level risk estimates.

This online analysis pipeline provides three main capabilities.

Continuous risk updating: The node risk values are updated in real time using
the web-based risk factor and the adjusted risk formulation introduced in the previous
section.

Scalable processing: Cloud-based or distributed computing services can be used
to process large volumes of sensor and communication data with low latency.

Dynamic visualization and auditing: Monitoring dashboards present the latest
TBAN structure, attack-risk indicators, and suspicious propagation paths. At the
same time, critical risk events and traceability outcomes can be hashed and submitted
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Algorithm 3 Dynamic TBAN Construction
1: Input: Communication logs L, time window T}
2. Output: TBAN G = (V, E)
3: Initialize node set V «+ ) and edge set F + ()
4: for each log entry | € L within T} do

5: Parse [ to obtain source node s and destination node d

6: if s ¢ V then

7: Add sto V

8: end if

9: if d ¢ V then

10: Add dtoV

11: end if

12: Add or update directed edge (s,d) € E

13: Update edge weight wsq according to traffic frequency, volume, and anomaly-

related factors
14: end for
15: return G = (V, E)

to the blockchain layer, enabling immutable logging and decentralized verification of
important security records.

6.4 Attack Simulation Settings

To evaluate the effectiveness and robustness of the proposed framework, several repre-
sentative attack types are simulated on the TBAN, including Denial-of-Service (DoS),
Man-in-the-Middle (MitM), and False Data Injection (FDI) attacks. These attack
scenarios are designed to reflect different threat behaviors in Power IoT environments.

The simulation setup includes the following components.

Simulation environment: Network simulation tools and traffic emulation envi-
ronments are used to reproduce communication behavior and attack injection
processes in Power IoT systems.

Attack configuration: For each attack type, key parameters such as target nodes,
attack intensity, duration, and propagation behavior are specified.

Real-time feedback: During simulation, the generated traffic and attack events
are fed back into the web-based framework so that the TBAN, adjusted risk
probabilities, and traceability outputs can be updated continuously.

An example DoS simulation procedure is shown in Algorithm 4.

6.5 Evaluation Metrics

The proposed framework is evaluated from the perspectives of attack detection,
response efficiency, network impact, and risk mitigation effectiveness.
Detection rate measures the proportion of attacks that are successfully identified:

Number of Detected Attacks
D i = 1 1
etection Rate Total Number of Attacks x 100% (13)
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Algorithm 4 DoS Attack Simulation with Real-Time Adjustment
Input: TBAN G = (V, E), attack duration D
Output: Performance and risk metrics
Initialize simulation environment with G
Select target node vy € V
for each time step ¢t € D do
Generate high-volume traffic towards vy
Update Ryeb(vy) using real-time observations
Update the TBAN and adjusted node risk values
Record latency, packet loss, and risk-related metrics
end for
: return Recorded performance and risk metrics

© @ 3> q e

- =
=

False positive rate measures the proportion of benign events incorrectly classified
as attacks:

Number of False Positives
False Positive Rate = 100 14
aise TOSIVE Rt = otal Number of Benign Events % % (14)

Response time quantifies the delay between attack initiation and successful
detection:

Response Time = Time of Detection — Time of Attack Initiation (15)

Network performance impact is assessed using indicators such as latency,
packet loss, and throughput before, during, and after attack injection.

Adjusted risk reduction measures the reduction in node risk achieved by
incorporating real-time updates:

AF)adj = I'static — Padj (16)

where Pgiq4ic denotes the static risk estimate and P,q; denotes the risk after real-time
adjustment.

In addition, the blockchain-assisted component can be evaluated in terms of trace-
ability integrity and auditability, for example by verifying whether critical attack
records remain consistent under log modification attempts. This complements the
detection-oriented metrics by assessing the trustworthiness of the overall monitoring
and tracing process.

7 Experimental Evaluation and Trust Analysis

To comprehensively evaluate the effectiveness of the proposed framework, we conduct
experiments focusing on both performance and trustworthiness. Specifically, we assess
the capability of the Terminal Boundary Attack Network (TBAN) in detecting and
analyzing boundary attacks, evaluate the benefits of real-time data integration, and
investigate how blockchain enhances the integrity and reliability of attack traceability.
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7.1 Experimental Setup

To validate the proposed method, we construct a simulation environment that mimics
realistic Power IoT systems with distributed devices and dynamic communication
patterns. Representative cyber-attack scenarios, including DoS, MitM, and FDI, are
simulated to evaluate detection performance and traceability.

7.2 Detection and Response Performance

Detection Rate under Different Attack Scenarios

Detection Rate (%)

DoS MitM FDI APT

B2 Traditional ~EZA TBAN + Real-Time
XN TBAN EEE TBAN + Real-Time + Blockchain

Fig. 2 Detection rate comparison under different attack scenarios. The proposed TBAN-based frame-
work consistently outperforms traditional mechanisms, while real-time adjustment and blockchain-
assisted verification further improve robustness and trustworthiness.

Figure 2 presents the detection performance of different methods under multi-
ple attack scenarios, including Denial-of-Service (DoS), Man-in-the-Middle (MitM),
False Data Injection (FDI), and Advanced Persistent Threats (APT). Compared with
traditional security mechanisms, the proposed TBAN-based framework consistently
achieves higher detection rates across all attack types. This improvement is attributed
to the structural modeling capability of the Terminal Boundary Attack Network
(TBAN), which effectively captures attack propagation patterns within the network.

Furthermore, the integration of real-time data streams enhances the adaptability
of the model to dynamic attack behaviors, enabling more accurate and timely detec-
tion. The incorporation of blockchain-based verification introduces an additional layer
of trust by ensuring that the evidence used for detection and inference remains con-
sistent and tamper-resistant. This is particularly beneficial in complex scenarios such
as APTs, where reliable traceability is critical for identifying stealthy and long-term
attack behaviors.

Figure 3 compares the response time of different approaches under the same set
of attack scenarios. The proposed framework significantly reduces the delay between
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Response Time under Different Attack Scenarios

Response Time (s)

DoS MitM FDI APT

A Traditional B TBAN + Real-Time
KNI TBAN EEE TBAN + Real-Time + Blockchain

Fig. 3 Response time comparison under different attack scenarios. The proposed framework signif-
icantly reduces response latency, and the combination of real-time analysis and blockchain-assisted
verification provides the most efficient and reliable performance.

attack initiation and detection compared with traditional methods. The TBAN-
based modeling enables faster identification of critical nodes and propagation paths,
while real-time data integration further accelerates system response by continuously
updating risk estimates.

Notably, the combination of real-time analysis and blockchain-assisted verification
achieves the best overall performance. Although blockchain introduces a lightweight
verification overhead, the overall response time remains lower than that of tradi-
tional approaches. This demonstrates that the proposed framework is capable of
providing both efficient and trustworthy attack detection and response in Power IoT
environments.

7.3 Performance Metrics Comparison

Table 1 presents a comprehensive comparison of the proposed framework under differ-
ent configurations. We progressively evaluate the impact of each component, including
TBAN modeling, real-time data integration, and blockchain-assisted verification.

Compared with traditional mechanisms, the introduction of TBAN significantly
improves detection performance and reduces false positives by capturing structural
dependencies in attack propagation. The incorporation of real-time data further
enhances adaptability, leading to higher detection accuracy and faster response.

Notably, the integration of blockchain introduces substantial improvements in
trust-related metrics. The traceability accuracy increases due to the use of veri-
fied and consistent evidence, while integrity preservation reaches 100%, as all attack
propagation records are immutably stored and tamper-resistant.
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Overall, the results demonstrate that each component contributes incrementally
to system performance, with the full framework achieving the best balance between
efficiency, accuracy, and trustworthiness.

Table 1 Comprehensive Performance Comparison under Different Configurations

Metric | Traditional | TBAN | TBAN + RT | TBAN + RT + BC
Detection Rate (%) | 87.5 | 948 | 97.2 \ 97.8
False Positive Rate (%) | 8.7 | 49 | 3.8 | 3.2
Response Time (s) | 3.8 | 20 | 1.3 | 1.1
Packet Loss (%) | 2.6 | 18 | 1.4 | 1.2
Throughput (Mbps) | 85.3 | 926 | 96.8 | 98.7
Traceability Accuracy (%) | 88.1 | 927 | 95.9 | 96.7
Integrity Preservation (%) | 82.5 | 893 | 94.6 | 100.0

7.4 Impact of Real-Time Risk Adjustment

100

Impact of Real-Time Risk Adjustment on Detection Rate

Detection Rate (%)

B Static

MitM

=3 Real-Time

FDI

EEE Real-Time + Blockchain

Fig. 4 Impact of real-time risk adjustment on detection rate under different attack scenarios.
Real-time updating consistently improves detection performance, while blockchain-assisted validation

provides an additional gain by ensuring trustworthy evidence for inference.

This subsection evaluates the impact of real-time risk adjustment on detection
performance, inference accuracy, and system responsiveness. By continuously incorpo-
rating streaming data into the TBAN model, the proposed framework is able to adapt
to evolving attack behaviors and update risk estimates in a timely manner.
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Convergence of Attack Source Identification
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Fig. 5 Convergence of attack source identification under different configurations. The proposed real-

time and blockchain-enhanced framework achieves faster convergence and lower steady-state error
compared with static approaches.

Response Time under Different Processing Architectures
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Fig. 6 Response time under different processing architectures. Real-time cloud processing substan-
tially reduces latency compared with local analysis, while the blockchain-assisted design maintains
low response time with only lightweight verification overhead.

Figure 4 shows the effect of real-time risk adjustment on detection performance
across different attack scenarios, including DoS, MitM, FDI, and APT. Compared with
static analysis, the real-time framework consistently improves detection accuracy by
continuously incorporating streaming evidence into the TBAN model. This improve-
ment is particularly evident in complex and dynamic attack scenarios, where static
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methods are less capable of adapting to evolving behaviors. The blockchain-assisted
variant achieves the highest detection rate in all scenarios, indicating that trustworthy
and tamper-resistant evidence further benefits attack inference.

Figure 6 illustrates the response time under different processing architectures.
Local processing exhibits noticeably higher latency as system load increases, whereas
cloud-based real-time analysis maintains substantially lower response time due to con-
tinuous updates and scalable computation. The addition of blockchain introduces only
lightweight verification overhead, and the overall performance remains superior to that
of local or purely static settings. These results suggest that the proposed framework
can provide both timely detection and trustworthy analysis in dynamic Power IoT
environments.

More importantly, Figure 5 demonstrates the convergence behavior of attack source
identification under different configurations. Compared with the static setting, the
real-time model achieves faster convergence by continuously refining posterior prob-
abilities as new evidence becomes available. The integration of blockchain further
improves the stability and reliability of the inference process, resulting in lower steady-
state error. This gain can be attributed to the use of consistent and verifiable evidence,
which reduces the impact of corrupted or manipulated data on Bayesian inference.

Overall, the results confirm that real-time risk adjustment not only improves attack
detection and response efficiency, but also strengthens the reliability of attack trace-
ability. When combined with blockchain-assisted validation, the proposed framework
achieves a better balance between adaptability, accuracy, and trustworthiness than
conventional approaches.

7.5 Blockchain-Enhanced Trust Evaluation

To quantitatively evaluate the contribution of the blockchain-assisted mechanism,
we analyze its impact on integrity preservation, traceability accuracy, and system
overhead.

The blockchain-enabled framework ensures integrity preservation by storing hashed
attack propagation records on-chain. Any modification of historical records results in
detectable inconsistencies, achieving complete tamper resistance. As shown in Table 1,
the integrity preservation rate reaches 100%, significantly outperforming centralized
logging approaches.

In terms of traceability, the use of blockchain-verified evidence improves the accu-
racy of attack source identification. By eliminating inconsistent or manipulated data,
the traceability accuracy increases to 96.7%, demonstrating more reliable inference
results in complex attack scenarios.

Regarding system efficiency, the additional latency introduced by blockchain oper-
ations remains minimal. The lightweight verification mechanism introduces only
marginal overhead, which does not affect the overall responsiveness of the system.
Combined with real-time processing, the framework maintains both high efficiency
and strong trust guarantees.

Overall, the results indicate that blockchain integration not only enhances the
trustworthiness of attack traceability, but also provides a robust foundation for
verifiable and decentralized security analysis in Power IoT systems.
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7.6 Network Performance and Scalability

Table 2 presents the scalability analysis of the proposed framework under increasing
system load. As throughput increases, latency and packet loss gradually rise, and CPU
utilization grows accordingly due to higher processing demands.

Despite these changes, the detection rate remains consistently high, indicating that
the proposed framework maintains robust performance even under heavy workloads.
This stability is attributed to the efficient integration of TBAN modeling, real-time
data processing, and lightweight blockchain verification.

These results demonstrate that the proposed approach can scale effectively to large-
scale Power IoT deployments, providing reliable and trustworthy attack detection and
traceability without significant performance degradation.

Table 2 Scalability Analysis under Increasing System Load

Throughput ‘ Latency ‘ Packet Loss | CPU Usage | Detection Rate

(Mbps) (ms) (%) (%) (%)
50 10 0.8 30 97.9
100 15 1.1 45 97.8
200 22 1.5 60 97.6
400 35 2.2 75 97.3

7.7 Visualization of Attack Risks

This subsection presents visualization results to illustrate the interpretability and
analytical capability of the proposed framework.

Figure 7 shows the structural representation of the Terminal Boundary Attack
Network (TBAN), where nodes correspond to IoT devices and edges represent commu-
nication links. High-risk nodes and critical propagation paths can be clearly identified,
enabling analysts to locate vulnerable components and prioritize defensive strategies.

Figure 8 further demonstrates the effect of real-time risk adjustment. Compared
with the static TBAN, the enhanced visualization reflects dynamic updates of node
risk levels as new data is incorporated. This allows the system to capture evolving
attack behaviors and provide timely insights into changing threat conditions.

Figure 9 illustrates the temporal evolution of risk levels across nodes over a 24-
hour period. The heatmap reveals patterns such as peak attack periods and persistent
high-risk regions, which are difficult to identify using static analysis. This temporal
perspective provides additional support for proactive defense and anomaly detection.

Furthermore, the integration of blockchain ensures that the visualized attack prop-
agation paths and risk evolution are derived from verifiable and tamper-resistant
data. This enhances the credibility of the visualization results and enables trustworthy
analysis in multi-entity or cross-domain Power IoT environments.
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Visualization of Attack Risks Using the TBAN Model 10
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Fig. 7 Structural visualization of the TBAN model highlighting attack propagation paths and critical
nodes.

Enhanced Visualization of Attack Risks with Real-Time Data Integration
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Fig. 8 Real-time enhanced TBAN visualization with dynamic risk updates.
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Heatmap of Risk Levels Across Nodes Over 24 Hours
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Fig. 9 Temporal heatmap of node-level risk evolution over a 24-hour period.

8 Summary and Future Work

This paper proposed a unified framework for modeling and tracing boundary attacks
in Power IoT systems by integrating complex network theory, causal Bayesian infer-
ence, and blockchain-assisted verification. The Terminal Boundary Attack Network
(TBAN) was introduced to capture structural dependencies and attack propagation
patterns, while staged analysis enabled dynamic risk assessment over time. By incorpo-
rating real-time data through a web-based framework, the proposed approach provides
adaptive and up-to-date risk evaluation. Furthermore, the integration of a blockchain-
assisted traceability mechanism enhances the integrity and trustworthiness of attack
analysis by enabling tamper-resistant logging and decentralized verification. Experi-
mental results demonstrate that the proposed framework achieves improved detection
accuracy, reduced false positives, and more reliable attack traceability compared with
conventional approaches.

Future work will focus on extending the scalability and intelligence of the pro-
posed framework. In particular, we plan to investigate adaptive learning mechanisms
for dynamic risk modeling in large-scale Power IoT environments and explore more
efficient integration of blockchain systems to balance security and computational over-
head. In addition, further validation in real-world deployments will be conducted to
assess system robustness under complex and evolving attack scenarios. These direc-
tions aim to advance the proposed framework toward a more practical, scalable, and
trustworthy security solution for next-generation Power IoT systems.
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