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Abstract

Collaborative health research across Africa is constrained by data sovereignty concerns, heterogeneous
regulatory frameworks, limited infrastructure, and persistent capacity gaps, which hinder equitable cross-
border data sharing. These challenges limit the availability of large, harmonized datasets needed to
address the continent’s burden of infectious and non-communicable diseases while maintaining control
over sensitive health data.

Within this context, the Data Science Without Borders in Africa (DSWB) project implemented a privacy-
preserving federated analysis framework using DataSHIELD across four institutions in Senegal,
Cameroon, Ethiopia, and Kenya. This study documents the design, deployment, and early outcomes of
this implementation. The approach combined consortium-wide data governance harmonization, a
structured capacity-building programme, and a standardized technical architecture integrating
DataSHIELD with the OMOP Common Data Model via dsOMOP.

The deployment resulted in a functional federated network that enabled secure, in-situ analyses of
harmonized clinical data. Multidisciplinary teams successfully executed federated descriptive and
modelling analyses, managed Opal-based servers and implemented OMOP-based data harmonization
workflows. Challenges related to connectivity, software heterogeneity, and institutional security were
mitigated through server-side computation, standardized environments, and collaboration with
institutional IT teams. Overall, this work demonstrates the feasibility of scalable, ethically robust
federated health data analysis in diverse African research settings while preserving data sovereignty.

Introduction

Africa faces a disproportionate burden of infectious and non-communicable diseases, with over 100

disease outbreaks reported annually on the continent . Effective responses to tuberculosis, malaria, HIV,
Ebola, COVID-19, Marburg virus, and antimicrobial resistance require high-quality, comprehensive
datasets that can inform evidence-based policymaking and enhance healthcare decision-making. A
recent study reported more than 100 disease outbreaks annually in Africa, yet the scarcity of carefully
curated, large-scale epidemiological data sources and limited analytical capacity severely constrain
timely, effective responses to health emergencies 2. The recent COVID-19 pandemic underscored the
urgent need for transparent and timely continental data sharing across African borders to coordinate
pandemic preparedness and response 3. Cross-border data sharing in Africa is hampered by several
inherent challenges, including a fragmented and evolving regulatory landscape shaped by the
heterogeneity of data protection legislation. As of 2024, approximately 36 of 54 African countries have
enacted some form of data protection legislation — a dramatic increase from just 12 countries in 2012
45 However, this legislative proliferation has created a patchwork of incompatible regulatory
frameworks rather than a harmonized approach. There are profound differences across African
countries in definitions for personal data, sensitive data, anonymization, and pseudonymization
techniques to ensure confidentiality; differences in national legal consenting and data processing ®,

Page 3/20



hence promoting differences in enforcement mechanisms for non-compliance to data protection laws,
particularly to health and research data and materials. While other continents such as Europe, have
developed continental data protection laws, including the General Data Protection Regulation (GDPR)
and the EU Data Governance Act /, the African Union developed the AU Convention on Cyber Security
and Personal Data Protection & in June 2023, offering a framework for harmonized data sharing and
protection across the continent. However, as of 2024, 15 AU member states had ratified the convention,
while others, including South Africa, struggle to align it with existing national data protection guidelines.
Furthermore, data management practices across the continent remain inconsistent and are often
hampered by a lack of standardized platforms and interoperable systems. To date, the use of
international common data models such as the OMOP remains very low in Africa °. Variability in
software and hardware capabilities, and in adherence to data governance frameworks, further
complicates collaborative

research efforts. The continent still grapples with a shortage of skilled professionals equipped to handle
emerging data technologies and sophisticated analytic pipelines, exacerbating existing gaps in research
capacity. For example, 1% of global Al talent is in Africa '° - making it hard to promote advancement in
data use. These technical and infrastructural challenges must be addressed in tandem with ethical and
regulatory reforms to realize the full potential of data sharing for advancing scientific discovery in Africa.

Ethical considerations play a central role in the adoption and implementation of data-sharing practices
across African research settings. The imperative to protect participant confidentiality and ensure
responsible stewardship of sensitive information remains paramount, particularly in environments where
regulatory frameworks for data protection are still evolving. Research Ethics Committees frequently
grapple with balancing the potential benefits of open data with the need to safeguard individual rights,
especially when dealing with datasets that can be re-identified or fall into ambiguous regulatory
categories. Federated data analysis offers a promising solution to some of these ethical and technical
dilemmas. By enabling researchers to analyze data across multiple sites without requiring centralization
or the direct sharing of raw data, federated approaches mitigate the risks of privacy breaches and
unauthorized data transfers. This model supports compliance with varying national and institutional
regulations and respects local control over data assets, both of which are critical in contexts where trust,
transparency, and equity are ongoing concerns. Federated analysis offers a transformative alternative:
instead of moving data to the analysis, analyses are sent to the data. Individual-level data never leaves
the custodian's server; only non-disclosive summary statistics are returned to researchers. Incorporating
federated models into research collaboration not only strengthens data protection but also addresses
long-standing issues of data sovereignty and participant autonomy. By maintaining data within
institutional boundaries while still enabling meaningful scientific inquiry, federated systems can promote
both ethical integrity and research excellence throughout Africa.

DataSHIELD is a scientifically mature privacy-preserving federated analysis framework enacted through
a series of open-source software and infrastructure '"12. The DataSHIELD framework comprises four
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foundational concepts that apply to all DataSHIELD analytic functions, regardless of data type or
whether analysis is applied to data at one location or federated across multiple locations:

1. Processing of individual-level data (IPD) is conducted at the data custodian site “taking the analysis
to the data".

2. Individual-level data is never viewed by the analyst.

3. Individual-level data is never shared or moved within the analysis network - it is maintained under
the oversight of the data controller.

4. Only outputs that are not directly disclosive leave the data controller’s environment. These outputs
can be passed to the analyst or can be used in iterative algorithms that combine non-disclosive
components from multiple locations in the analysis network.

In practice, DataSHIELD adheres to privacy-by-design principles that are embedded within computing
infrastructure, analytical functionality, automated output checking, and data privacy methods. It is
designed to operate in accordance with best-practice data governance for the use of sensitive health
data, as outlined by '3. This approach enables real-time federated analysis, resulting in faster time-to-
results through automation of both the analysis coordination and disclosure protection. Moreover, the
high level of control, customisation, and oversight afforded to data controllers when deploying
DataSHIELD allows it to be readily tailored to the heterogeneous data governance requirements
commonly encountered in cross-country research networks.

Since its inception in 2009, DataSHIELD has been co-designed through engagement with a wide range of
stakeholders, including cross-disciplinary researchers (spanning computer science, medicine,
epidemiology, bioethics, social sciences, law, and related fields), data controllers, research participants,
and members of the public *717. As a result, DataSHIELD represents a socially aligned approach that is
explicitly designed to comply with contemporary data protection legislation, including the General Data
Protection Regulation (GDPR). In addition, it aligns with recently developed frameworks governing the
secure access and use of sensitive research data, including the Five Safes Framework 819 and the
adoption of the FAIR (Findable, Accessible, Interoperable, and Reusable) principles 20,

Unique to DataSHIELD, two federated analytical approaches are provided for data modelling. The first is
a one-stage individual participant data (IPD) meta-analysis, also referred to as a full-likelihood approach
or virtual pooling. In this approach, distributed algorithms are executed simultaneously across multiple
data nodes, operating directly on individual-level data without any transfer or sharing of such data
between sites '!. This enables the generation of a global analysis that is mathematically equivalent to an
analysis conducted on physically pooled data 2'22.

The second approach is a two-stage IPD meta-analysis, also known as study-level meta-analysis. Here,
algorithms are applied independently at each data node to produce study-specific summary estimates,
which are subsequently combined using conventional meta-analytic methods, such as random-effects
meta-analysis.
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In addition, functions developed within the DataSHIELD federated analytics framework incorporate a
range of disclosure prevention strategies. These strategies are tailored to the specific statistical
functionality, data characteristics, and analytical context in which they are applied. Methods include the
use of automated statistical disclosure control '3 and the application of data privacy methodologies,
such as differential privacy. Irrespective of the disclosure control mechanism employed, the
configuration of thresholds and parameters remains under the sole authority of the data controller,
reflecting the local data context and acceptable level of disclosure risk.

The technical maturity of DataSHIELD is evidenced by its active and open community 23, which is
supported by a well-defined governance structure, shared infrastructure and dedicated training
resources and events to support contributors and users. Since its initial development, DataSHIELD has
expanded substantially beyond its foundational components and nhow comprises more than 20
community-developed packages within its broader ecosystem 23. This includes extended statistical
functionality, including advanced modelling, time-to-event analysis, Bayesian approaches, compositional
data analysis, and machine and federated learning. Additional packages expand the application across
different infrastructures and data types, including tabular, omics, image, and routine healthcare data.

The relevance and scientific maturity of DataSHIELD have been formally recognised in The Goldacre
Review, an independent evaluation of the use of UK healthcare data for research commissioned by the
UK Secretary of State for Health and Social Care. The review identifies DataSHIELD as a widely adopted
open-source platform enabling federated analysis of health data ?*. It has been integrated with Trusted
Research Environment (TRE) architectures, supporting the federated analysis of routinely collected

healthcare data 122°

and is now being deployed within the NHS England Secure Data Environment
network, enabling federated cross-regional analyses of UK routine healthcare data. Comparable national
initiatives are underway in Germany, where DataSHIELD is implemented as part of NFDI4Health, the

National Research Data Infrastructure for Personal Health Data 2°.

DataSHIELD has a long-standing application within networks of European longitudinal studies
addressing healthy obesity, environmental health, exposome and omics research, diabetes and child
development 27730 Alongside this, it supports federated analytics for significant pan-European
academic-industry partnerships including IMI-RHAPSODY for precision therapy in diabetes and IMI-
SOPHIA to change the future of obesity care 3, and pan-European COVID-19 research 32.

Unlike traditional data-sharing approaches, DataSHIELD allows statistical analysis to be performed
directly on distributed datasets without requiring the movement or centralization of sensitive
information, thereby preserving local data autonomy and ensuring compliance with stringent ethical and
regulatory frameworks for personal data protection. Its embedded multi-layer disclosure control
mechanisms, aligned with the Five Safes principles, ensure that all analytical outputs are rigorously
checked to prevent any risk of re-identification or unintended data release '3. This approach supports
scalable, flexible, and trustworthy research collaboration, even across institutions with heterogeneous
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infrastructures and governance models. This federated and privacy-preserving approach is particularly
significant for the African research landscape, where health and biomedical data are often fragmented
across countries and institutions, governed by heterogeneous legal frameworks, and managed within
infrastructures that vary greatly in maturity and security. DataSHIELD supports a broad range of
federated analytical capabilities, including big data 33 and multi-omics 34, enabling researchers to
perform descriptive statistics, regression modelling, and survival analysis directly on distributed data
while maintaining strict privacy protection. Beyond these core methods, the platform has expanded into
advanced biomedical analytics, including privacy-preserving machine learning approaches such as multi-
task learning through the dsMTL package, which allows simultaneous identification of shared and site-
specific patterns in complex, high-dimensional datasets 3°. For multi-omics applications, extensions like
dsOmics empower secure federated analysis of genomic, transcriptomic, and other molecular data
across multiple cohorts without exposing individual-level information 34. Additionally, interoperability
with established clinical data standards is facilitated through dsOMOP, which enables seamless
integration of the OMOP Common Data Model into federated workflows, enhancing harmonization and
large-scale reuse of healthcare data 3°. Collectively, these tools position DataSHIELD as a mature and
versatile analytical ecosystem capable of supporting collaborative research across diverse
infrastructures while safeguarding data confidentiality and upholding regulatory and ethical
requirements.

In summary, by enabling complex statistical analyses to be performed across multiple sites while
keeping sensitive data securely behind institutional firewalls, DataSHIELD effectively mitigates the risks

of re-identification and data misuse '3. At the same time, it promotes equitable participation in multi-
centre research by allowing institutions with diverse infrastructure capacities to contribute valuable data
and insights without compromising local governance autonomy. Accordingly, DataSHIELD addresses
critical ethical, technical, and regulatory challenges inherent in cross-border data sharing and provides a
trusted pathway for African research institutions to engage in global health data collaborations while
maintaining control over their data assets and protecting the rights of the populations they serve.

Methods
Ethics Statement

The project received ethical approval to conduct the research from Strathmore University (Reference No.
SU-ISERC2367/24). Furthermore, administrative clearance from each Pathfinder’'s administration. All
methods were performed in accordance with the relevant guidelines and regulations. Written informed
consent for participation in the study was obtained voluntarily from the research participants. This was
after understanding the study’s purpose. We maintained participants’ confidentiality by keeping
identifying information (telephone numbers) under a key and lock, and by coding using privacy-
enhancing methods. The data was analysed and published in aggregate form to avoid the identification

Page 7/20



of individual participants. The data is currently stored under key and lock for the five years after
publication.

Project Design and Scope

Data Science Without Borders (DSWB), inaugurated in February 2022, is a three-year initiative funded by
Wellcome 3’. It aims to collaboratively design strategies to enhance data systems and the application of
data science tools to improve data utilization for evidence generation in Africa. DSWB commenced its
operations in collaboration with three distinct health institutions: the Armauer Hansen Research Institute
(AHRI) in Ethiopia, the Douala General Hospital (DGH) in Cameroon, and the Institute for Health
Research, Epidemiological Surveillance, and Training (IRESSEF) in Senegal. While all three countries had
national data protection laws that govern data sharing, the data governance practices differed amongst
the institutions, with the existence of institutional data protection frameworks at AHRI and IRESSEF,
while DGH had no formal guidance to data sharing. The project team then developed a consolidated
consortium-wide data sharing agreement with the guidance of legal representatives from all partners
and signed by all consortium members. The agreement is currently implemented to allow ethical and
responsible sharing of data. Data sharing was combined with an additional data requisition requirement
to allow sharing of data specified for a single analysis project — and not blanket sharing of all data in the
consortium. With these checks in order, the team explored the feasibility of implementing federated
analysis as an alternative solution to overcome the hurdles of sharing in Africa.

Training and Capacity Building:

To initiate the process of deploying DataSHIELD in the DSWB consortium, we started off with a
comprehensive training. We designed a two-block, hands-on curriculum that coupled privacy-preserving
federated analytics in DataSHIELD with standardized data management in the OMOP Common Data
Model (CDM), explicitly bridged by dsOMOP. Block 1 (DataSHIELD) introduced the client-server workflow,
authenticated connections to remote nodes, assignment vs. aggregate operations, and the practical
application of disclosure control, governance, and auditing. Block 2 (OMOP via dsOMOP) covered
connecting to local OMOP CDM databases from within DataSHIELD, exploring standardized
tables/vocabularies, constructing cohorts, and running cross-site summary analyses over harmonized
clinical data. The workshops were delivered in a strongly practical format: participants connected to
remote nodes and executed the exercises on live servers, mirroring production usage and reinforcing
operational fluency. Throughout the training, we emphasised dsOMOP as the enabling layer that
automates server-side extraction and transformation of OMOP tables into DataSHIELD objects so that
only non-disclosive aggregates leave the three countries 6. To ensure alignment with community
standards, the course drew on materials and practices curated by the DataSHIELD Community Education

Theme, which coordinates training materials across the community 32.
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Training participants

The cohorts comprised multi-disciplinary teams essential for sustaining a federated network: data
scientists/statisticians (analysis and quality control), IT and systems administrators (server deployment,
security, networking), database managers/data officers (OMOP databases, ETL processes), and
clinical/public-health researchers (protocol design and interpretation). In line with the workshop design,
all participants were provisioned with access to their institutional nodes and completed the practical
blocks on remotely hosted servers, not on local setups - an approach that our materials explicitly
encourage. The setup was aimed to connect to remote nodes and manage sessions, perform federated,
reproducible analyses on harmonized data.

The training effectiveness was assessed formatively through embedded practical check-offs rather than
solely through written tests. By the end of the training, (i) researchers successfully executed federated
descriptive and modelling tasks on their own institutional data using the OMOP -> dsOMOP ->
DataSHIELD pipeline; (ii) IT staff deployed and operated a functional Opal/DataSHIELD stack (including
user/role management and TLS-secured access); and (iii) data managers completed or validated
source-to-OMOP mappings and exercised dsOMOP-based resource registration and filtered table
assignment. These outcomes reflect the intended competencies of the two-block syllabus and the
dsOMOP design - namely, standardized semantics from OMOP combined with server-side,
disclosure-controlled computation in DataSHIELD.

Technical Implementation of the Federated Network:

Each participating site operated an Opal application server with a local R execution layer (Rock/Rserve)
and linked it to the site's OMOP Common Data Model (CDM) database via dsOMOP R package. In this
architecture, dsOMOP registers the OMOP database as an Opal “resource” and automates the
server-side transformation of OMOP tables into DataSHIELD-compatible objects; analysts then run
privacy-preserving R code from the client, and only non-disclosive aggregate results leave the site. This
design preserves data locality (the OMOP database remains under institutional control) while avoiding
duplication of large tables inside Opal and enabling harmonised multi-centre analyses. Opal’s resources
provide first-class connectors to external data/computation back ends so that data can be analysed in
situ rather than imported into Opal’s internal store. Under the hood, this mechanism relies on the
resourcer R package, which interprets a resource description (URL, driver, credentials, format) and
instantiates the appropriate connection (e.qg., to files, SQL engines, or other services). dSOMOP leverages
this resource layer to expose OMOP CDM databases to DataSHIELD sessions in a standardized way -
crucial for scaling across institutions and keeping OMOP as the single source of truth 3. Across nodes,
Opal and the R servers ran on Linux (Ubuntu LTS) on server-class hosts or dedicated VMs with multi-core
CPUs, sufficient RAM for concurrent R sessions, and SSD storage to minimise 1/0 latency. Opal
connected to one or more R server profiles (“clusters”) so administrators could pin package versions and
scale workers consistently across sites; DataSHIELD profiles were derived from these R profiles to
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enumerate permitted functions under disclosure control. The network specifications varied across
centers; APHRC and IRESSEF hosted both the Opal and DB in AWS, while DGH deployed it on the local
machine that met the relevant specifications. Opal’s Ul/API was published HTTPS-only with TLS
certificates managed by the institution. Connectivity from Opal/R to the OMOP database was limited to
site-controlled private routes -either an institutional LAN (on-prem) or private networking within a cloud
VPC- so routine analysis traffic did not rely on public database endpoints. Role-based access governed
analyst permissions, and administrative access followed institutional security policy.

Software and System Setup

We followed a standardized, automation-first installation procedure that minimizes site-to-site variability
and maximizes reproducibility: (i) provision the Opal stack with the easy-opal CLI, (ii) register a Rock
R-server profile that includes dsOMOP , (iii) declare an Opal resource pointing to that database so that
DataSHIELD can query it in situ via the resourcer framework.

Step 1: Provision Opal with easy-opal. Administrators installed and configured Opal 4.x using the
easy-opal CLI, which sets up the Opal container, reverse-proxy/TLS, baseline security, and service
dependencies in one run (interactive or scripted). This provides a reproducible, cross-platform bootstrap
aligned with Opal’s administrator guidance, Fig. 2.

Step 2: Add a dsOMOP-enabled Rock profile with easy-opal. In order to expose a server-side R execution
environment to Opal, we registered a Rock R-server profile using the easy-opal CLI and pointed it to a
dsOMOP-enabled Rock image. This yielded a named R profile/cluster that Opal discovers and that
analysts can target consistently across nodes.

Step 3: Declare the site’s OMOP database as an Opal resource and test access. Within each Opal project,
we created a resource that points to the site’'s OMOP CDM endpoint -- supplying the standard parameters
(driver, host, port, db, credentials). Opal’s resource mechanism (backed by the resourcer package) allows
DataSHIELD to operate in situ on the database; dsOMOP then automates the server-side
extraction/transformations into DataSHIELD objects. This pattern works identically whether the
database is in a cloud VPC or on-prem and is exactly the workflow described in the resources/resourcer
architecture and the dsOMOP reference.

Data Preparation and Harmonization

The team conducted a comprehensive data mapping of all available datasets in the consortium and
identified 37 datasets. Of these, three were cross-cutting and these included datasets on HIV, TB, and
Malaria 3’. To support DataSHIELD deployment at all three sites, we selected one use case dataset from
each site. At APHRC, we used datasets specific to health diseases, at DGH, a data set on stroke was
used, while IRESSEF used a data set specific to COVID-19. The different datasets were harmonized to the
OMOP Common Data Model (CDM) using a conventional OHDSI ETL pipeline and tools. The deployment
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using different datasets justified the need for harmonized datasets and the goal was to achieve both
semantic interoperability (shared vocabularies and table conventions) and analytic interoperability
(uniform, privacy-preserving queries across nodes), if one dataset was to be analysed using DataSHIELD.

Our Experience

Overall, we successfully deployed DataSHIELD to address challenges related to data sharing within the
DSWB consortium and, more broadly, across African research settings. We deployed DataSHIELD on
both AWS and local servers or computers of the participating institutions. This flexibility enabled the
three sites, each at a different level of data ecosystem maturity, to operate within their existing
infrastructures. The installation was tested using the site-specific datasets selected from the
consortium, allowing the technical teams to experience and understand the critical steps involved in
data access, assignment of administrative rights, and procedures for sharing aggregated results once
federated analyses are deployed. Demand for federated analysis has since increased across partner
sites, and the first federated analysis use case will involve cross-cutting HIV datasets from the three
partner institutions.

Training and Skill Development Outcomes

Before the training, all participating data personnel were subjected to a pre-training survey to ascertain
knowledge and key skills. We observed the majority of participants in need for skills in use of data
harmonization tools such as the OMOP Common Data Model (53.8%), use of Docker and
containerization (84.6%), and use of Linux Operating System for the installation of DataSHIELD (53.8%),
Fig. 3.

This underscores the need for training before and during deployment of federated tools and the usability
of joining Community groups - including the DataSHIELD community. The majority of the participants
had no prior knowledge and experience using privacy enhancing technology and DataSHIELD, and
showed interest in learning new skills, specific to federation, Fig. 4.

In response to the identified capacity gaps, and to promote sustainability and reuse in line with Open
Science and FAIR principles, we developed and published an openly accessible, web-based training
course that consolidates the DataSHIELD and OMOP-based federated analysis curriculum and supports
continued, reusable skills development (https://isglobal-brge.github.io/workshop_DSWB/). The training
programme was delivered in complementary blocks addressing analytical, data management, and
infrastructure competencies required to sustain a federated analysis network. As summarized in Table 2,
Block 1 focused on DataSHIELD concepts, including the client—server workflow, disclosure control, and
governance, enabling data scientists and IT staff to successfully execute federated analyses that
returned only non-disclosive outputs. Block 2 emphasized data harmonization through the OMOP
Common Data Model and dsOMOP integration, equipping data managers and analysts to construct
cohorts and query harmonized OMOP data via DataSHIELD. In parallel, infrastructure-focused sessions
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supported IT administrators in deploying and maintaining secure OPAL and Rock environments with TLS
and role-based access controls.

Table 1
Training Block Core Topics Participants Demonstrated Outcomes
Block Topic Participants Outcome
Block 1: Client—server workflow, Data scientists, Executed federated
DataSHIELD disclosure control, IT staff analyses with non-
statistical analyses disclosive outputs
Block 2: OMOP &  OMOP CDM, cohort Data managers, Successfully queried
dsOMOP construction, dsSOMOP analysts harmonized OMOP data via
integration DataSHIELD
Infrastructure Opal, Rock/R, TLS, role- IT administrators  Deployed and maintained
based access, governance secure federated nodes

Challenges and Solutions

The deployment of a federated DataSHIELD infrastructure across multiple African research institutions
presented several technical and operational challenges related to connectivity, system configuration, and
software heterogeneity (Table 2). Network latency and unstable internet connectivity were common
across sites and posed potential barriers to interactive analysis. These challenges were mitigated by
leveraging DataSHIELD's server-side, in-situ computation model, which limits data transfer to non-
disclosive aggregate outputs, thereby reducing sensitivity to network latency. In addition, lightweight
analytical queries and persistent client—server sessions were adopted to tolerate intermittent
connectivity and minimize disruption during analysis workflows.

Server configuration and institutional security requirements also represented a key challenge, particularly
with respect to firewall restrictions and approved network ports. To address this, deployments were
conducted in close collaboration with institutional IT officers, and all installations adhered strictly to
existing security protocols to ensure that DataSHIELD implementation did not compromise institutional
infrastructure or data security.

Software compatibility issues arose from the use of heterogeneous versions of R and Python across
participating sites. This was addressed by defining and enforcing standardized software versions prior
to training and deployment. To further reduce variability across local environments, Docker
containerization was employed to encapsulate system dependencies and enable reproducible, localized
deployments of OPAL, Rock, and dsOMOP services.
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Table 2
Technical and Logistical Challenges and Solutions during DataSHIELD Deployment under the DSWB

Consortium
Challenge Category Specific Challenge Solution Implemented
Encountered
Network/Connectivity ~ Latency issues Server-side DataSHIELD computation limited data
transfer to aggregate results, reducing sensitivity
to network latency.
Unstable internet Lightweight queries and persistent sessions were

used to tolerate intermittent connectivity.

Server Configuration Firewall and security Referred to the institution IT officer and followed
issues the security protocols to avoid comprising
institutional safety during DataSHIELD deployment

Software Different versions of Ensured participants installed standardized
compatibility R software at the software prior to the training
sites

Used Docker containers to allow localized
deployment

Reflections and Discussion

The deployment of DataSHIELD through the DSWB consortium represents a landmark achievement for
data science in Africa. Across the continent, implementations of open-source software for federated
analysis and learning remain rare. According to recent updates from the DataSHIELD community, only
one or two use cases have been documented in Africa, underscoring a substantial gap in methodological
advances and comparative work between Africa and the rest of the global community. For multi-country
data-driven projects where data sharing and trust are critical for successful collaboration, the feasibility
of data federation is essential. This need is particularly pronounced in Africa, where weak policy and
legal frameworks, the absence of a continental data-sharing framework, limited institutional data
policies, and poor data practices collectively hinder trust in data sharing >°. Consequently, demand is
growing for solutions that allow data to remain at the point of collection while still enabling robust
federated analyses.

Broader Implications for Research

The DataSHIELD framework offers substantial opportunities to advance health research in Africa. This
privacy-preserving analytical platform can be strategically applied to infectious disease surveillance,
non-communicable disease research, and other emerging public health challenges. For infectious
diseases, DataSHIELD enables near real-time, multi-country analyses of outbreaks without centralizing
sensitive patient data, facilitating rapid epidemic response while maintaining data sovereignty. For non-
communicable diseases such as diabetes, hypertension, cardiovascular disease, and cancer, the
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framework supports harmonization of heterogeneous datasets from different health systems, enabling
large-scale comparative studies to identify risk factors, treatment outcomes, and health disparities
across diverse African populations. A continental data network underpinned by DataSHIELD principles
could address key barriers to pan-African health research, including data protection concerns, limited
technical infrastructure, and the need for local control of sensitive health information. Such a network
would align with the African Union’s health agenda, strengthen health systems research capacity,
support evidence-based policy, and position African institutions as equal partners in global health
research. By fostering a federated data ecosystem that respects national sovereignty while enabling
large-scale analyses, DataSHIELD can support rigorous, ethically robust collaborative research and
contribute to improved health outcomes across Africa.

Comparison of DataSHIELD to Other Models of Federated
Analysis

While several federated data analysis frameworks exist, DataSHIELD and Vantage6 exemplify two
distinct approaches to privacy-preserving collaborative research. DataSHIELD, implemented in R, uses a
disclosure-control framework that limits analyses to non-disclosive functions, ensuring that individual-
level data remain at their source while still supporting advanced methods such as generalized linear
models, survival analysis, and machine learning. This provides strong protections against data
disclosure and integrates well with established R-based workflows, making it particularly suitable for
epidemiologists and biostatisticians. In contrast, Vantage6 offers a more flexible, containerized
infrastructure that supports multiple programming languages (e.g., Python, R) and enables deployment
of custom algorithms via Docker containers, offering greater algorithmic freedom and adaptability. Both
retain data within institutional firewalls but differ in governance: DataSHIELD’s function-based
restrictions embed privacy by design, whereas Vantage6'’s container-based model requires explicit
review and approval of analytic algorithms by data custodians. In the African context, DataSHIELD’s
lower technical barrier, proven use in multi-country health research, and alignment with existing R-based
capacity make it highly attractive, while Vantage6 may be preferable for projects needing specialized
computation or Python-based machine learning. Both frameworks support the overarching goal of
enabling collaborative research without compromising data sovereignty, a central concern for African
institutions seeking equitable participation in global health research while retaining control over sensitive
population data.

Conclusion

The successful deployment of DataSHIELD under the Data Science Without Borders in Africa project
demonstrates the feasibility of robust, real-world federated analysis in low- and middle-income settings.
By demonstrating both a clear demand for and a practical pathway to the secure deployment of
DataSHIELD and other federated tools, this work shows that there is potential for collaborative data
analysis with a common research question to support pooled meta-analysis, which can be achieved
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while fully respecting data sovereignty and privacy. This initiative has laid a crucial foundation for a new
era of data-driven research and evidence-informed policy-making on the African continent, and it
highlights the substantial potential of federated approaches to strengthen health research, foster
regional collaboration, and ultimately improve population outcomes.
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Proficiency in technical skills among DSWB consortium members in Cameroon, Senegal and Kenya
Self-reported proficiency across tools
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R programming
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Figure 4

Most desired training for effective use of DataSHIELD among data personnel in the DSWB consortium
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