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Abstract

This paper examines risk formation and propagation in Al-driven swarm-based
unmanned aerial vehicle (UAV) systems operating in complex environments. In distributed
multiagent systems, perception errors made by individual agents can propagate through
collective interaction and amplify at the swarm level. The lack of a structured approach to
assessing such risks increases uncertainty during the preparation, training, and operational
deployment of Al-based Geospatial Perception Models (AGPM).

A methodological framework is introduced to classify risks across the AGPM lifecycle,
including knowledge selection, knowledge analysis, model training, and operational stages.
The framework considers both human and technological factors and applies the Analytic
Hierarchy Process (AHP) to assess their relative significance within a hierarchical multiagent
setting. Particular attention is paid to cascading error propagation and its impact on collective
swarm behavior.

Experiments with contemporary general-purpose multimodal Al systems were
conducted to evaluate their ability to interpret graphical representations of complex
geospatial scenes relevant to autonomous navigation. The results suggest that while semantic
recognition remains stable, spatial-geometric reasoning and formal uncertainty estimation are
limited. In swarm-based systems, these limitations may contribute to the amplification of local
perception errors.

Overall, the analysis indicates that technological risks during operation, especially
cascading error propagation among agents, have the strongest influence on the overall risk
profile. The framework is intended to clarify how vulnerabilities emerging at different lifecycle
stages may affect collective behavior in Al-driven swarm systems.

Keywords: swarm intelligence; multiagent consensus; distributed stability; geospatial
perception; Al risk modeling; cascading error amplification; autonomous UAVs; spectral graph
theory; Analytic Hierarchy Process;

1. Introduction

Swarm systems of UAVs represent a class of complex multi-agent systems [1]. According
to their structural organization and control, they can be classified into four main types:
centralized, hierarchical, distributed, and emergent swarming. Each type is characterized by
specific principles of agent coordination, distribution of functions and responsibilities, as well
as different levels of autonomy of individual agents within the swarm [2]. A distinctive feature
of swarm systems is the emergence of collective behavior from local interactions between
agents. In such distributed architectures, local perception errors or decision inconsistencies
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may not remain isolated. Instead, they can propagate through coordination mechanisms and
amplify at the collective level, potentially leading to large-scale behavioral deviations. This
makes it important to examine the sources of such vulnerabilities in autonomous swarm
systems.

Artificial intelligence (Al) plays an increasingly important role in modern UAV systems,
particularly in swarm configurations [3]. However, the integration of Al into distributed
autonomous systems remains methodologically and technically challenging. Swarm systems
operate with high autonomy and nonlinear interaction dynamics, and their performance
strongly depends on the reliability of the underlying Al algorithms.

While Al enhances scalability, adaptability, and mission effectiveness, it also introduces
new risks [4]. These risks arise from technical factors (such as model architecture, training data
quality, and computational resources), as well as from human factors (including dataset
preparation, architectural decisions, and supervision of model behavior) [4]. This study
focuses on risks associated with the preparation and training of Al models for UAV swarm
systems. Hardware-related risks and platform-specific technological issues are outside the
scope of this work.

2. Problem Statement

There is currently no dedicated and formalized methodology for assessing risks
associated with the preparation and training of Al in distributed swarm-based systems, where
local model-level errors may influence collective dynamics. This results in increased
uncertainty during design, deployment, and operation, especially in tasks involving
autonomous navigation and geospatial analysis. In such environments, perception errors may
propagate across agents and amplify through collective swarm interactions.

This study develops a methodological framework for evaluating lifecycle risks of an Al-
based Geospatial Perception Model (AGPM) for swarm UAV systems. The framework is
designed for models responsible for recognizing and interpreting geospatial objects in support
of autonomous decision-making.

The methodology is guided by three key requirements:

e |t must adapt to the specific demands of autonomous navigation and swarm UAV
operation.

e |t must provide transparent and interpretable results that support engineering
decisions.

e |t must rely on established analytical tools capable of formalizing expert judgment
into quantitative risk estimates.

The study is structured around the following research questions:

e Which risks, related to human and technological factors, are most significant during
the preparation and training of Al models for swarm UAV systems?

e How can these risks be systematically identified, classified, and prioritized across the
AGPM lifecycle?

e How can risk evaluation remain methodologically rigorous while still adapting to
different operational and organizational contexts?

e What limitations do contemporary general-purpose multimodal Al systems exhibit
when analyzing graphical representations of geospatial objects, and how do these limitations
influence the risk profile of swarm UAV systems?



3. Background

Modern UAVs, including swarm-based UAV systems, are increasingly expected to
operate autonomously in complex geospatial environments where satellite navigation may be
unreliable or unavailable [5]. In such conditions, Al (particularly computer vision and machine
learning) becomes essential for recognizing and interpreting environmental structures [6, 7].

Recent studies examine the use of convolutional neural networks, transformer-based
architectures, and hybrid models for processing aerial imagery, satellite data, and onboard
video streams from UAV sensors [8, 9]. These approaches support such tasks as localization,
semantic segmentation, obstacle detection, landmark recognition, and environmental
mapping [10]. Their performance, however, depends critically on the quality and
representativeness of training data, as well as on the robustness of the training process [10,
11].

Navigation in dense urban areas, forests, mountainous terrain, and low-visibility
conditions further increases system complexity. Al models must operate on noisy, incomplete,
or heterogeneous input data, which elevates the probability of perception errors. Although
many studies report improvements in accuracy metrics, less attention is given to the
structured evaluation of risks emerging from dataset preparation, model configuration, and
operational deployment.

In swarm-based systems, such risks are not isolated, because the multiagent structure
amplifies local inconsistencies. The so-called “split-brain” problem (fragmentation of the
swarm into multiple clusters) [12], together with perception errors or incorrect interpretation
of geospatial objects by individual agents, can result in cumulative errors at the swarm level.
Distributed multiagent systems are known to exhibit sensitivity to local perturbations,
especially when coordination relies on shared perception or consensus mechanisms. Small
inconsistencies in environmental interpretation may affect alignment between agents and
lead to macroscopic deviations from intended collective behavior. Such dynamics are well
documented in studies of emergent swarm coordination and consensus behavior [13-15],
highlighting the importance of analyzing perception-related vulnerabilities from a systems
perspective. Even minor deviations in training data or model configuration may trigger
emergent behaviors that are difficult to trace back to their origin.

Another important issue concerns generalization [16]. Models trained on limited or
synthetic datasets often perform well under controlled laboratory conditions but quickly
degrade when exposed to variable lighting, weather, and complex spatial geometry [17, 18].
This gap between validation and real-world deployment introduces additional lifecycle risks.

Existing approaches to Al risk assessment are generally formulated at a broad level and
do not explicitly address the specific challenges of preparing and training models for
geospatial object recognition in multiagent systems [19]. Structured methodologies that allow
systematic evaluation of risks related to training data quality, model training processes, and
subsequent deployment within UAV swarm systems are largely limited in publicly available
literature [16].

Particular attention should be paid to the problem of confabulation in the context of
preparing and training Al systems for geospatial analysis — that is, the generation of plausible
but factually incorrect or non-existent perceptual elements by a model [20, 21]. Although the
term “confabulation” is most often associated with large language models, similar effects are
observed in computer vision systems, including semantic segmentation, object detection [22],
and spatial scene reconstruction [23]. Confabulations are especially dangerous in autonomous
navigation tasks within complex geospatial environments, where the outputs of computer



vision systems directly influence trajectory planning, obstacle avoidance, and inter-agent
coordination [24, 25]. Unlike random errors, confabulations tend to be systematic and may
remain undetected during validation, since the generated internal representations appear
logically consistent [20, 26].

Within swarm systems, these distortions can propagate across agents and produce
collective misalignment. This increases the need for rigorous data preparation, controlled
training strategies, and systematic evaluation of generalization behavior.

Taken together, existing research highlights the importance of a structured approach to
AGPM lifecycle risk assessment in swarm-based UAV systems. Risks related to data quality,
model generalization, perception reliability, and confabulation must be evaluated
systematically at early stages of Al development.

4. Methodology

The proposed methodology addresses the absence of a structured framework for
assessing risks associated with the preparation and training of Al in swarm-based UAV systems
operating in complex geospatial environments. It relies on established analytical techniques
and considers both human and technological factors that influence the reliability of Al-based
perception and navigation.

The approach consists of three components.

1) Risk taxonomy development

a. ldentified risks are grouped into two primary categories: human-related and
technological factors.

b. The taxonomy covers all key stages of the Al lifecycle, including knowledge selection,
knowledge analysis, model training, and model operation within swarm UAV systems.

2) Risk prioritization and evaluation

a. Expert judgment and pairwise comparisons are employed to assess the relative
importance of individual risks across lifecycle stages.

b. The Analytic Hierarchy Process (AHP) is applied to quantify global risk priorities and
to aggregate expert assessments into a consistent numerical framework.

3) Analysis of graphical images using Al

a. A series of experiments evaluates the ability of contemporary multimodal Al systems
to analyze and interpret an aerial photograph of an urban scene representing a complex
geospatial environment relevant to autonomous UAV navigation.

b. The stage examines whether such systems can reliably extract structured semantic
information from aerial urban imagery (object identification, spatial relationships, scene
composition, and contextual interpretation) rather than simply enumerate isolated visual
elements.

c. The results provide empirical insights into the limitations in processing real-world
geospatial imagery and help identify perception-related risks during AGPM preparation and
training.

These components (risk taxonomy development, AHP-based prioritization, and
empirical image analysis) form an integrated framework for evaluating AGPM readiness and
associated risks in swarm UAV systems. The framework is not intended as a predictive
statistical model; instead, it provides a structured basis for analyzing how risks emerge and
evolve across the Al lifecycle.



4.1. Process of Al implementation

Deploying an AGPM within a swarm-based UAV system introduces risks linked to both
technological and human factors across the stages of model preparation, training, and
operation. The AGPM lifecycle can be represented by a structured model that illustrates how
expert effort and computational resources are distributed throughout these stages.
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Figure 1. Conceptual model of resource allocation during the development and deployment
of an AGPM in swarm-based UAV systems.

Figure 1 illustrates four stages of the AGPM lifecycle:

Knowledge Selection — this stage focuses on constructing a representative corpus of
geospatial data. The dataset may include geospatial object drawings, aerial imagery, onboard
UAV video streams, and supporting metadata required for accurate environmental
interpretation. The output consists of curated training and testing datasets for subsequent
model development and validation.

Knowledge Analysis — the assembled dataset is examined to determine relevant data
subsets, define the neural network architecture, and select preprocessing and image
representation techniques. The goal is to enable reliable interpretation of complex visual
scenes, including environments with high object density, heterogeneous terrain, and varying
illumination. The outcome is an AGPM architecture tailored to geospatial recognition tasks.

AGPM Training — performance criteria are defined, and the model undergoes iterative
training and validation using the prepared datasets. This process may include dataset
refinement, architectural adjustments, and hyperparameter tuning. Systematic recognition
errors, reduced generalization, or geospatial confabulations may emerge here, introducing
risks that can later affect swarm-level behavior.

Model Operation — this stage includes controlled testing of AGPM followed by
deployment in real-world environments. The AGPM processes incoming visual and sensor
data to support decision-making by individual swarm agents. Domain experts monitor
performance and determine whether continued deployment is justified or model refinement
is required in response to detected errors.

The stages of model modernization and decommissioning are not considered here, as
the focus is on risks arising during preparation and training of Al models. Figure 1 outlines the
boundaries of the model preparation process and illustrates the distribution of resources
between human expertise and computational infrastructure. Early stages rely more heavily on
expert involvement in dataset construction and evaluation design, whereas later stages shift



toward computational resource intensity. This distribution highlights the relationship between
resource allocation and risk formation throughout the AGPM lifecycle.

4.2. Risks Classification

The potential risks associated with the preparation, training, and operation of AGPM for
swarm-based UAV systems are summarized in Table 1.

The identified risks form a hierarchical structure in which each stage of the AGPM
lifecycle — knowledge selection, knowledge analysis, model training, and model operation —is
treated as a stage-specific source of risk. Within this hierarchy, human-related and
technological factors are interpreted as primary risk categories that influence the reliability of
geospatial perception, swarm-level situational awareness, and mission-oriented decision-
making in complex environments.

Table 1. Risks and Mitigation Measures for AGPM Implementation.

Stage Factor Risk Description Risk Mitigation Measures

Human Data Training data do not sufficiently  Dataset expansion; data

representativeness  cover real-world landscapes, collection in diverse
weather conditions, and environments; expert validation
operational scenarios relevant to  of scenario coverage
swarm-based UAV systems.

Human Dataset bias Presence of hidden spatial or Dataset balancing; feature
sensor-related biases within the  distribution analysis; cross-
training data regional validation

Human Temporal bias Data collected within a limited Temporal stratification; periodic

Knowledge time frame (e.g., seasonal effects dataset updates; synthetic scene
selection or pre-change landscapes) modifications

Human Scale mismatch Underestimation of altitude and  Multiscale dataset design;
camera angle variations affecting multiscale training strategies;
the perceived scale of geospatial hierarchical spatial feature
objects during dataset extraction
construction

Human Limited scene Training corpus dominated by Targeted scenario expansion;

diversity homogeneous routes or imaging data augmentation; use of
conditions, failing to reflect real- simulation and synthetic
world variability environments

Human Annotation errors Incorrect or ambiguous labeling of Double annotation; inter-
geospatial objects in the dataset annotator agreement checks;

active learning strategies

Technological Feature leakage Model reliance on spurious Feature importance analysis;
features (e.g., shadows, noise, ablation studies; visualization of
sensor artifacts) rather than learned representations
meaningful geospatial structures

Human Inadequate model Suboptimal architecture selection Comparative testing of

Knowledge architecture due to insufﬁcifent conside.ration offallternative.architec.u.Jres;
analysis scene complexity or real-time inference time profiling on

Technological

Incorrect spatial-

operational constraints
Flattened (2D) perception of

target platforms
Depth estimation techniques;

geometric complex 3D environmental multi-view geometry;

interpretation structures integration of spatial models
Human Lack of uncertainty  Absence of formal uncertainty Incorporation of uncertainty

estimation assessment requirements at the estimation into system

model design stage

requirements; probabilistic
neural networks; ensemble
methods




Technological Overfitting Excessive adaptation of the model Regularization; cross-validation;

to training data, reducing early stopping strategies
generalization capability
Human Domain shift Insufficient consideration of Domain-aware dataset design;

differences between training and domain adaptation techniques;
real operational environments evaluation on atypical data

Technological Confabulations Generation of plausible but non-  Control datasets; multi-view
existent geospatial objects or verification; sensor fusion
. spatial structures strategies
AGPM Training Technological Confidence Mismatch between predicted Probability calibration;
miscalibration confidence levels and actual calibration curve analysis
recognition accuracy
Technological Catastrophic Loss of previously acquired Replay buffers; continual
forgetting knowledge during incremental learning approaches
training
Human Incomplete validation Evaluation limited to overall Safety-oriented performance
criteria accuracy without considering metrics; scenario-based testing
safety-critical error cases
Technological Sensor artifacts Noise, degradation, or calibration Periodic recalibration; signal
drift of onboard sensors filtering; multisensor fusion
Technological Concept drift Gradual changes in environmental Continuous monitoring; periodic
characteristics over time model retraining
Technological Cascading error Errors of a single agent influencing Local validation mechanisms;
Model operation propagation collective swarm behavior limitation of individual agent

influence within swarm
coordination protocols
Human Loss of situational Human operator fails to detect Al- Confidence visualization
awareness related errors at early stages interfaces; explainable Al
mechanisms

The classification presented in Table 1 reflects the authors’ perspective and is intended
to provide a structured methodological baseline. It may be expanded or refined by domain
experts depending on specific application scenarios and operational requirements.

The proposed classification accounts for both the temporal dynamics of risk
manifestation across the AGPM lifecycle and the source of responsibility for the formation of
preconditions leading to their emergence. This ensures consistency between the theoretical
lifecycle model of AGPM, and the practical risk taxonomy presented in Table 1.

As mentioned above, the risks form a hierarchy in which each stage of AGPM
preparation and operation can be interpreted as a stage-specific source of risk, while the
underlying factors represent either technological or human-related risk categories. Given this
hierarchy and with the aim of formalizing the evaluation procedure, it is appropriate to apply
the AHP proposed by T. Saaty [27, 28]. The use of AHP is consistent with the objectives of this
study and enables a quantitative interpretation of the relative significance of the identified
risks.

4.3. Mathematical Formalization of Risk Distribution

A mathematical representation of risk distribution is introduced to formalize the
implementation stages of the Al model.

Figure 1 distinguishes four stages of AGPM implementation: knowledge selection,
knowledge analysis, model training, and model operation. Each stage is treated as an
indivisible unit with normalized length equal to one. Within each stage, O corresponds to its
initiation and 1 to full completion. This normalization expresses stage progression in relative
terms, independent of absolute execution time.



Let f(t) denote the risk distribution function defined over interval D(f(t)), t € [0;4],
corresponding to the four consecutive stages. For a given value t, the stage index is
determined by k = [t], where [-] denotes floor operation. The degree of completion within
the current stage is given by § = t — [t], which corresponds to the fractional part of t.

For example, a value t = 2.75 indicates that the second stage has been fully completed,
and the third stage has reached 75% completion.

The modeling domain is represented as a unit-area rectangle bounded by the time axis,
the energy (or resource) expenditure axis, the completion boundary of Al implementation,
and the initiation boundary of knowledge selection. This normalization allows risk or energy
expenditure to be interpreted in relative terms.

The risk distribution function f(t), is defined on D(f(t)),t € [0; 4] with properties
analogous to a probability density function: 0 < f(t) < 1and 0 < fD(f(t))f t) <1

Let fy(t) denote the expected risk distribution function and f;(t) its observed
if(a—b)=0

if (a—b) < 0 that characterizes

approximation. Define a binary function d(a, b) = {a 5 >

deviations between expected and observed risks.
Values d(fo(¢), fi(t)) > 0 indicates observed technological risks exceeding
expectations, whereas d(fl(t),fo (t)) <0 correspond to excess human-related

(anthropogenic) risks. The case d(f,(t), f1(t)) = d(fi(1), fo(©)) = 0 implies fo(t) = f1 (D).

4.4, Analysis of Graphical Images Using Al

The analysis of graphical images forms an integral part of the methodology for assessing
risks associated with the preparation and training of AGPM in swarm-based UAV systems. This
component focuses on the ability of contemporary multimodal Al systems to process and
interpret aerial photographs of urban environments, including scenes with dense
development, infrastructure fragments, damaged structures, and other complex spatial
configurations.

Several publicly accessible multimodal Al tools were used to evaluate these capabilities,
including Google Gemini [29], OpenAl ChatGPT [30], Microsoft Edge Copilot [31], XAl Grok
[32], and Perplexity Al [33]. These systems are not specialized computer vision models and are
not optimized for autonomous navigation or AGPM construction. Instead, they serve as
representative examples of widely available general-purpose Al tools that may be applied to
geospatial imagery outside controlled laboratory conditions. This approach allows
observation of practical model behavior rather than laboratory-level accuracy of specialized
algorithms.

As a test case, we used an aerial photograph of an urban environment exhibiting signs
of infrastructure damage (repository ref. [34]). The original image source is StockCake
(Available online: https://stockcake.com/i/urban-devastation-scene 1096383 1039940,
accessed on 23 February 2026); the exact copy used in the experiment is
agpm/photo/aerial_photo_urban_damage.png. The image includes buildings with varying
degrees of structural damage, road network elements, vehicles, smoke-affected areas, and
spatial obstacles. The scene is characterized by high object density, heterogeneous spatial
structure, and uncertain object boundaries, making it suitable for evaluating semantic
recognition, spatial interpretation, and navigation-oriented reasoning relevant to autonomous
flight tasks.

Each Al system received the same image along with structured natural-language
instructions. The prompts included: (1) identification of navigation-relevant scene elements;
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(2) classification of detected elements into static obstacles, hazardous zones, and conditionally
safe areas; (3) analysis of spatial relationships; (4) proposal of a risk-minimizing UAV trajectory;
and (5) explicit self-assessment of assumptions and uncertainties.

This structured interaction design enabled evaluation not only of object recognition
performance but also of semantic generalization, spatial reasoning, and decision-oriented
interpretation within the context of swarm-based UAV operations.

5. Results

The normalized domain introduced in Section 4.3 is interpreted geometrically as a unit-
area rectangle representing the lifecycle stages of AGPM preparation and operation (Fig. 1).
Within this framework, risk magnitude is expressed as the relative area of a corresponding
subregion. A diagonal separating the lower-left and upper-right corners serves as a conditional
boundary between human-related and technological risks. This symmetric partition reflects
an initial assumption of equal prior weights for the two categories. Subsequent deviations
from this balance are determined through expert evaluation using the AHP.

5.1. Risk Analysis

Following [27, 28], the pairwise comparison scale presented in Table 2 was adopted for
the AHP procedure.
Table 2. Pairwise comparison scale for risk assessment using AHP.

Intensity Definition Interpretation
1 Equal importance Both activities contribute equally to the objective
2 Weak or slight
3 Moderate importance Experience and judgment slightly favor one activity
over another
4 Moderate plus
5 Strong importance Experience and judgment clearly favor one activity over

another
6 Strong plus
7 Very strong or One activity is strongly favored over another
demonstrated importance
Very-very strong
9 Extreme importance The evidence favoring one activity over another is of
the highest possible order of affirmation

0o

Risks evaluation was performed using AHP through construction of pairwise comparison

matrices at each level of the hierarchy (stage / factor / specific risk), denoted as A = {aij},

1 . . .
where aijza—,aiizl. For each matrix, the principal eigenvector w; =

o " was computed to obtain local normalized weights. The maximum
n n
(ﬂjna”)
k=1

. 1 Aw); . . A -1 .
eigenvalue A5 = ;Z ﬂ, the consistency index CI = "1’1“—"1, and the consistency
i=1 -

i
. cI . . . .
ratio CR = - were also determined. Here, n denotes the dimension of the matrix, and RI
represents the corresponding “random index”.



AHP weights and consistency checks were computed using our Python implementation
(repository ref. [34], directory ahp/). To illustrate the procedure, selected pairwise comparison
matrices and their associated consistency indices are presented below.

Table 3. Pairwise comparison matrix for the stages of AGPM implementation.

Knowledge Knowledge AGPM Training Model Normalized
selection analysis Operation Weight
Knowledge selection 1 1/2 1/3 1/3 0.10
Knowledge analysis 2 1 1/2 1/3 0.15
AGPM Training 3 2 1 1/4 0.23
Model Operation 3 3 4 1 0.52

! Consistency index: CR = 0.08

Representative examples include the pairwise comparison matrices for human-factor
risks at the knowledge selection stage (Table 4), human-factor risks at the knowledge analysis
stage (Table 5), and technological risks at the AGPM training stage (Table 6).

Table 4. Pairwise comparison of human-factor risks at the knowledge selection stage.

Ri11 R11. Ri13 Ri14 Ri1s Normalized Weight
R111 1 1 2 2 3 0.30
R11.2 1 1 2 2 3 0.30
R113 1/2 1/2 1 1 1/2 0.12
R114 1/2 1/2 1 1 1/2 0.12
Ri1s 1/3 1/3 2 2 1 0.16
! Consistency index: CR = 0.04.

here
e Ri11-datarepresentativeness
® Ri.12—dataset bias
® Ri13—temporal bias
® Ri.14—scale mismatch
* Ri15—limited scene diversity

Table 5. Pairwise comparison of human-factor risks at the knowledge analysis stage.

R211 Ra21.2 R213 Normalized Weight
R2.11 1 1/7 3 0.15
R212 7 1 9 0.79
Ra.13 1/3 1/9 1 0.07
! Consistency index: CR = 0.07.

here
e R221—annotation errors
* R, -—inadequate model architecture
* R,3—lack of uncertainty estimation

Table 6. Pairwise comparison of technological risks at the AGPM training stage.

Rs32.1 Ri.2.2 R323 R324 Normalized Weight
Ri21 1 1/4 2 1/5 0.10
Ri2.2 4 1 5 1/3 0.28
Rs.23 1/2 1/5 1 1/7 0.06
Rs3.2.4 5 3 7 1 0.56

! Consistency index: CR = 0.04.



here
* Rs.2.1—overfitting
* Rs3;,—confabulations
® R3,3—confidence miscalibration
e Rs.2.4— catastrophic forgetting

The standard AHP procedure typically involves a panel of domain experts and Al
specialists. Domain experts should possess experience in swarm navigation and autonomous
systems, while Al specialists should have expertise in areas such as computer vision, semantic
segmentation, etc. Expert selection is based on demonstrated domain competence, familiarity
with Al-assisted systems, and the absence of conflicts of interest.

In the present study, the coefficients used in the pairwise comparison matrices were
determined by the authors based on domain expertise and structured analysis of inter-risk
relationships. All matrices satisfied the consistency condition CR < 0.1, indicating acceptable
internal coherence of the judgments.

Local normalized weights were obtained for risks at each hierarchical level. Global risk
weights were computed by multiplying the corresponding stage weight, factor weight, and
local risk weight:

Wgiobal = Wstage X Wractor X Wrisk
A consolidated ranking of risks based on global weights is presented in Table 7.

Table 7. Consolidated risk ranking based on global weights.

Stage / Factor / Risk Global Weight
Model Operation / Technological / Cascading Error Propagation 0.306
Model Operation / Technological / Sensor Artifacts 0.102
Knowledge analysis / Human / Inadequate Model Architecture 0.099
AGPM training / Technological / Catastrophic Forgetting 0.096
Model Operation / Human / Loss of Situational Awareness 0.065
AGPM training / Technological / Confabulations 0.048
Model Operation / Technological / Concept Drift 0.046
AGPM training / Human / Incomplete Validation Criteria 0.038
Knowledge selection / Human / Data Representativeness 0.030
Knowledge selection / Human / Dataset Bias 0.030
AGPM training / Human / Domain Shift 0.019
Knowledge analysis / Human / Annotation Errors 0.019
Knowledge analysis / Technological / Feature Leakage 0.017
AGPM training / Technological / Overfitting 0.017
Knowledge selection / Human / Limited Scene Diversity 0.016
Knowledge selection / Human / Scale Mismatch 0.012
Knowledge selection / Human / Temporal Bias 0.012
AGPM training / Technological / Confidence Miscalibration 0.010
Knowledge analysis / Technological / Incorrect Spatial-Geometric 0.008
Interpretation

Knowledge analysis / Human / Lack of Uncertainty Estimation 0.008

The AHP-based evaluation indicates that the operation stage of AGPM within swarm-
based UAV systems contributes most strongly to the overall risk profile. During operation, local
perception or data-processing errors made by individual agents can propagate through the
swarm, resulting in cascading error amplification and undesirable collective behavior. At this



stage, such errors may also produce the most severe consequences for safety and mission
performance.

Global weight analysis shows that cascading error propagation between agents
represents the dominant mechanism of collective vulnerability in the analyzed hierarchy
among all identified risks. This result reflects the inherent properties of multiagent systems,
where minor perception inaccuracies may be amplified through collective interaction. Sensor-
related risks also exhibit high significance, underscoring the influence of physical sensing
limitations and environmental degradation on input data quality under operational
conditions.

The results further emphasize the role of the human factor, particularly during the
knowledge analysis stage. Inappropriate selection of AGPM architecture ranks among the
highest-weighted risks, indicating the long-term impact of early architectural decisions on
system robustness. Risks related to operator training and supervision of AGPM outputs
likewise maintain measurable influence during operation.

Geospatial confabulations demonstrate a moderate but non-negligible global weight.
Although less dominant than operational technological risks, their impact remains significant.
Unlike random recognition errors, confabulations may generate internally coherent yet
factually incorrect spatial representations. In autonomous navigation tasks, especially within
swarm interaction dynamics, such distortions can lead to critical consequences, especially
when amplified by swarm-level interaction mechanisms.

Overall, the evaluation reveals a significant asymmetry in lifecycle risk distribution. Early
stages establish latent vulnerabilities, while the most severe consequences emerge during
operation. Errors accumulated during knowledge selection, analysis, and training may later
manifest as cascading failures or emergent swarm-level effects. These findings reinforce the
need for comprehensive risk assessment that integrates both human and technological factors
across the entire Al lifecycle.

5.2. Analysis of Graphical Images Using Al

The comparative analysis of responses (repository ref. [34], directory agpm/) generated
by different multimodal Al systems shows a high level of consistency in semantic scene
recognition (Fig. 2, Semantic Recognition). All tested tools correctly identified the general
environment type, primary static objects, and potentially hazardous zones. This indicates
reliable performance in tasks requiring general visual context understanding.

Semantic
Recognition
! Spatial
General Analytics Interpretation
Swarm-Level Uncertainty
Reasoning Handling
Hallucination
Control
= ChatGPT5.2 Google Gemini 3 Pro  ====Microsoft Copilot

= Grok (DeepSearch) = Perplexity Al



Figure 2. Comparative analysis of multimodal Al system performance in interpreting an
aerial urban scene.

Despite this consistency, several systemic limitations emerged. Spatial interpretation
remained largely heuristic and was not supported by metric reconstruction of scene geometry
or formal reliability assessment. In most cases, the models did not explicitly quantify
uncertainty, increasing the likelihood that inferred assumptions could be interpreted as
verified conclusions. As reflected in the aggregated model profiles (Fig. 2), indicators related
to spatial reasoning and uncertainty reflection display greater variability and lower stability
than basic semantic recognition.

The models also exhibited a tendency to produce approximate numerical estimates
without sufficient justification in the input data (so-called “pseudo-quantification”). This
behavior corresponds to the previously identified risk of confabulation and may introduce
additional hazards in autonomous navigation tasks. In Fig. 2, this tendency is visible in the
uneven performance across criteria related to logical consistency and self-assessment.

The similarity of performance patterns across platforms suggests that these limitations
are systemic rather than implementation-specific. The observed constraints likely reflect
structural characteristics of the current generation of general-purpose multimodal Al systems
when applied to precise spatial analysis tasks.

In swarm-based UAV systems, such limitations may be amplified through collective
interaction mechanisms. Minor spatial interpretation errors can propagate between agents
and lead to emergent effects at the swarm level.

These findings highlight the importance of a structured risk assessment methodology
that accounts not only for technical performance metrics but also for behavioral
characteristics of Al systems when processing geospatial information.

5.3. Collective Error Amplification Mechanism

The AHP-based results identified cascading error propagation as the dominant global
risk during the operational stage of AGPM deployment. To interpret this result from the
perspective of swarm dynamics, we formalize the mechanism through which local perception
errors may evolve into collective deviations.

A swarm-based UAV system can be represented as a distributed dynamical system
defined on an interaction graph G = (V,E), where V denotes the set of agents and E
represents communication or coordination links. Let the internal state of agent i at time t be
denoted by x;(t). Environmental perception provided by the AGPM is modelled as

$i(t) = s(t) + &(0)

where s(t) is the true environmental signal and &;(t) is the local perception error of
agent i.

In many swarm coordination schemes (particularly consensus-based interaction models
widely studied in distributed multi-agent systems [13]) the agent state update can be written
[13, 35] as:

xi(t+ 1) =10 +a ) w0y - x0) + (0,
JEN;
where JV; denotes the neighborhood of agent i, w;; are interaction weights, @ > 0 is
the coordination gain, and S > 0 reflects the influence of perceived environmental
information.
Substituting the perception model yields



xi(t+ 1) = x(O+a ) oy —1(0) + Bs(®) + ei(®),
JEN;

In compatc vector form, the collective dynamics become

x(t+1)=U—al)x(t) + Bs(t) + Be(t),

where L is the graph Laplacian of the swarm interaction topology [13, 35, 36], s(t) is
the environmental input vector shared across agents, and (t) is the vector of local perception
errors.

This formulation highlights that perception errors do not remain confined to individual
agents. Their system-level impact depends on:

e the coordination gain «a,

e the algebraic connectivity 1, (L) of the interaction graph,

e the statistical properties and correlation structure of £(t).

Under sufficiently strong inter-agent coupling or highly connected topologies, correlated
perception errors may propagate through the network before consensus stabilization occurs.
The collective deviation from the nominal trajectory x*(t) (obtained when £(t) = 0) can be
conceptually bounded as

lx(@®) = x* @O < y(a, 2,(L) @I,

where y(+) represents an amplification factor determined by coordination strength and
network structure; ||-|| denotes the Euclidean norm.

Provided that the coordination gain satisfies classical consensus stability conditions for
linear distributed systems [13], the homogeneous dynamics remain stable. However,
persistent or correlated perception perturbations may lead to bounded yet amplified
collective deviations.

This representation is illustrative and intended to clarify the structural mechanism of
error amplification rather than to provide a complete stability proof. It demonstrates that
vulnerabilities introduced during AGPM preparation and training may act as persistent
perturbations within distributed swarm dynamics. Consequently, systematic perception
inaccuracies (particularly those arising from architectural bias, dataset imbalance, or
confabulation effects) can manifest at the collective level as emergent coordination failures.

Thus, the dominance of cascading error propagation in the AHP ranking is consistent
with the intrinsic sensitivity of distributed multi-agent systems to correlated perception
disturbances.

6. Conclusions

The study examined how perception-level uncertainties introduced during the
preparation and training of Al-based geospatial perception models (AGPM) influence the
stability of swarm-based UAV systems. Instead of treating the risk purely as an
engineering issue, the framework links lifecycle-related vulnerabilities to distributed
multiagent dynamics. Qualitative risk classification, together with quantitative
prioritization using the Analytical Hierarchy Process (AHP), helps clarify how such
vulnerabilities emerge and propagate across development stages.

The results show that human-related factors play a decisive role during early AGPM
development, particularly at the stages of knowledge selection and knowledge analysis.
Architectural and dataset-related decisions made at these stages shape the structural
conditions for later system behavior. Such vulnerabilities may remain latent and become
visible only during deployment. In contrast, technological risks dominate during
operation, with cascading error propagation among swarm agents receiving the highest



global weight. This reflects a basic property of distributed systems: local perception
errors can spread through interaction and affect collective behavior.

The comparative analysis of contemporary multimodal Al systems further shows
that, although semantic scene recognition is generally reliable, spatial-geometric
reconstruction and formal uncertainty estimation remain limited. The observed
limitations (including incorrect spatial interpretation, feature distortion, pseudo-
quantification, and confabulation) correspond to the perception-related risks identified
in the hierarchical model. This alignment supports the practical relevance of these risks
for autonomous navigation in complex geospatial environments.

From a swarm intelligence perspective, collective robustness cannot be inferred
from individual agent accuracy alone. Even moderate perception-level disturbances may
trigger amplification effects under consensus-based or alignment-based coordination.
Robustness of multiagent swarms should therefore be considered not only at the control
or communication level, but also at the stage of perception-model preparation.

The proposed methodology is not intended to provide a complete catalog of risks.
Its role is to offer a structured way of linking Al preparation processes with distributed
swarm stability. By treating perception errors as perturbations within swarm dynamics,
the study relates training-stage vulnerabilities to collective behavior. Future work should
explore this relationship further through more detailed stability analysis and simulation-
based validation in controlled multiagent environments.

Abbreviations

The following abbreviations are used in this manuscript:
AGPM  Al-based Geospatial Perception Models
AHP Analytical Hierarchy Process
Al Artificial Intelligence
UAV Unmanned Aerial Vehicle
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