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Abstract

This study analyzes the operational characteristics of SMS communication systems in medical scenarios,
focusing on the practical requirements for reliability and stability in medical notification services. By
introducing redundant channel configurations, priority scheduling, and identity verification mechanisms, the
delivery stability of critical notification messages in complex network environments is enhanced.Under test
conditions with concurrent notification volumes of 10005000 messages per minute, quantitative evaluations
were conducted on the system's SMS delivery success rate, response latency, and fault recovery capability.
Results demonstrate that under fluctuating network conditions, the system maintains a stable SMS delivery
success rate exceeding 99%, with average response latency controlled within 200ms. Service recovery time
during anomalies averages approximately 5 seconds, meeting the practical requirements for high-reliability
communication systems in medical notification scenarios.
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1 Introduction

Modern healthcare systems require high efficiency in information delivery, especially in scenarios such as
emergency alerts, test result notifications, and patient queue management. Communication system stability is
essential to maintaining medical service continuity and safety. Due to its broad coverage and low access
threshold, SMS remains a key tool in medical operations. Brancewicz et al. [1] (2025) found that combining
SMS with phone calls reduces missed appointments and improves resource allocation. Suffoletto [2] (2024)
highlighted SMS interventions as effective in enhancing patient compliance. At the architectural level, Zhang
et al. [3] (2025) proposed integrating IoT with SMS to improve the timeliness of public safety alerts. Toffaha
et al. [4] (2025) designed a scheduling optimization model to improve communication stability, though
performance bottlenecks persist under concurrent loads. Existing research mainly emphasizes message
transmission mechanisms, lacking reliability assessments and structural optimizations specific to medical
SMS systems under complex networks. To address this gap, this paper introduces a system incorporating
redundant channels, priority scheduling, and identity verification. Through empirical testing, it demonstrates
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stable performance and rapid recovery under high concurrency, offering a foundation for building reliable
medical notification platforms.
2. Medical SMS Communication System Architecture and Reliability Mechanism Design
2.1 Overall System Architecture Design
The overall architecture of the medical SMS communication system must address high-frequency, sudden,
and highly concurrent notification demands by achieving functional coordination and optimized resource
allocation in terms of modularity, redundancy, and response performance. The system's overall structure
comprises four main submodules: the message access layer, the scheduling control layer, the multi-channel
delivery layer, and the log feedback layer, as illustrated in Figure 1.The Message Access Layer establishes
standardized interfaces with medical business systems such as HIS and LIS to receive, parse, and standardize
notification tasks. The Scheduling Control Layer dynamically matches delivery paths based on task priority,
channel health status, and queue load [5]. To achieve high availability and disaster recovery, delivery
channels employ a primary-standby dual-path configuration supplemented by periodic heartbeat detection.
Dynamic channel determination and switching strategies are implemented using the following formula:

P switch:% (1)
Wheren, andup denote the average delivery latency of the last ten messages for the primary and backup
channels, respectively.o,,05 represents the corresponding standard deviation. A switch occurs whenPy,, ., >0,
with the thresholdd being adaptively fitted based on historical system operation data.The log feedback layer
collects acknowledgment statuses, error codes, and retry records, providing foundational support for anomaly
recovery mechanisms and performance evaluation models. This architecture balances communication
efficiency and system robustness in high-concurrency medical environments, establishing the structural
foundation for reliability assessments and anomaly recovery experiments detailed in subsequent sections.
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Figure 1 System Architecture Overview
2.2 Reliability Mechanism Design
2.2.1 Redundant Channel Configuration and Switching Mechanism
The reliability of the SMS delivery chain relies on a multi-channel redundant architecture and deterministic
channel switching decisions. The primary channel (Channel A) and backup channel (Channel B) are
provided by different carriers or independent SMS APIs, respectively. The Channel Management Unit (CMU)
maintains the channel status table, as shown in Table 1. The CMU periodically sends heartbeat packets and



records delivery success rates, latency, and error rates. It calculates channel health using sliding window
statistics.The Switching Decision Engine (SDE) calculates the switching probability based on the stability

metrics of the channel's most recent k communications:
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Where: L,,Lg is the average delivery delay (ms) for primary and backup channels, V,,Vp is the delay

variance,F, is the primary channel error rate (0-1),D, is the number of consecutive failures on the primary
channel,a is the weighting coefficient,0=0.3, anda are used in Section 4.3 for anomaly recovery efficiency
analysis.R,,,;,>0, Triggers channel switching when the thresholdf,=1.2 is reached.f; serves as the switching
trigger basis in Section 4.1's delivery success rate comparison. The load balancer (LB) proportionally
distributes notification traffic in dual-channel parallel mode. LB maintains a 99.6% success rate during 3,000
messages/minute concurrent testing, which will be used for system stability verification [6].The Retry
Manager (RHM) implements an exponential backoff retry strategy for SMS messages that fail after
switching. During network jitter experiments, the RHM achieved an average recovery time of 4.8 seconds,
consistent with the approximately 5-second recovery time mentioned in the abstract, ensuring verifiable
closed-loop results.
Table 1 Channel State Table
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2.2.2 Priority Scheduling Model Design
In medical SMS communication tasks, different notification types exhibit significant variations in timeliness
and criticality. To maintain delivery success rates and control latency for high-priority tasks under
high-concurrency conditions, the scheduling module implements a multi-level dynamic priority queue. A
weighted scheduling score function is constructed based on task priority level, absolute deadline, and
remaining lifecycle. The scheduling score is expressed as follows:

Si=y1x W+’Y2 xlog (1+1))+y;xP; (3)

whereT%" denotes the absolute deadline timestamp for thei th task,7"*" represents the current system time,z;
indicates the task's queueing duration, P; signifies the predefined task priority level, andy;,y,,y; are the
weighting coefficients for the scheduling function, determined through historical task statistical learning.



During the scheduling phase, the system calculates theS; for each pending message in real-time and sorts the
scheduling queue in descending order, prioritizing high-urgency notifications [7].To address the reviewer’s
concern on granularity, the system supports fine-grained classification of medical tasks into categories such
as life-critical alerts , semi-critical follow-up reminders, and general administrative notices . Each category
maps to a distinct priority tier influencing the score weight dynamically. This ensures critical messages are
scheduled ahead of routine traffic, even under saturation.Figure 2 illustrates the scheduling path distribution
under various task densities, highlighting the effectiveness of dynamic prioritization in mitigating delivery
contention and reducing delay. The priority-based results will be referenced in performance testing to
compare success rates and response latency across task levels. Further stability validation is conducted in the
performance evaluation section.
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2.2.3 Identity Authentication and Message Legitimacy Verification Mechanism

To prevent unauthorized injection and content forgery, the system employs bidirectional identity
authentication and HMAC-based signature verification between the message ingress and scheduling layers.
Each request carries a unique signature derived from the subsystem ID (), timestamp (), content digest (), and
a hospital-side symmetric key (), which is periodically rotated by the key management module. The server
reconstructs and compares the expected signature; mismatches trigger interception and logging. Figure 3
illustrates the full verification and exception handling process [8]. In tests, forged messages were detected
with 100% accuracy, averaging 0.94 ms per verification and adding under 1% to processing latency. As SMS
transmits plaintext and is vulnerable to interception or SIM-swapping, the system adopts a data minimization
strategy: sensitive content is excluded from messages. Instead, neutral prompts like “You have a new
message in the hospital portal” are used, directing users to access details via secure HTTPS links. This
ensures HIPAA compliance and protects Protected Health Information (PHI) over insecure channels.
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Figure 3 Signature Verification and Response Path Flow
3 Performance Testing and Reliability Evaluation Methods
3.1 Test Environment Setup
The test environment adopts a distributed architecture to simulate the collaboration between medical
business systems and communication dispatch platforms. Two server nodes within a local area network
handle business requests and dispatch operations, respectively. Non-ideal network conditions are emulated
via throttling proxies and packet loss controls. The task generator integrates timer and priority modules,
producing over 100,000 structured messages daily under varying loads, covering routine notifications,
emergency alerts, and report reminders [9]. The logging system, based on Kafka and ELK, captures key
metrics such as delivery status, response time, and retry counts under high concurrency. The receiving
channel connects to a simulated SMS gateway that returns pseudo-acknowledgments aligned with
primary-backup channel policies for reliability verification. All data are stored in MongoDB for metric
modeling and performance analysis.
3.2 Key Metric Definitions
R P erformance metrics must comprehensively characterize the stability and efficiency of the medical SMS
communication system under high concurrency, network fluctuations, and anomaly recovery scenarios. The
system introduces three core evaluation metrics: Message Delivery Success Rate (R, ), Average Response
Delay (7, ), and Anomaly Recovery Time (7, ). SAg)eciﬁcally:

— Dsuccess (5)

Niotal
VariableNy, ... represents the number of successful acknowledgments, whileN,, denotes the total number

of sent tasks within the corresponding cycle. Average response delay 7, is defined as the average duration
from task scheduling to receiving a successful acknowledgment, characterizing the end-to-end processing
load of the task path. Failure recovery time7, is defined as the interval from the occurrence of a primary
channel failure to the system automatically completing the switchover and successfully delivering the first
message, evaluating the efficiency of switchover strategy execution and fault isolation capability.

3.3 Experimental Scenarios and Data Collection Strategy

The experimental design evaluates the stability and recovery of the medical SMS system under high-stress
scenarios, including normal load, high concurrency, channel jitter, and abnormal switching. Each scenario



involves varying message types, priority levels, and network conditions. The task generator produces over
100,000 structured messages daily to ensure statistical validity. The data collection module, using Kafka
queues and Logstash collectors, records key task lifecycle fields in real time, such as delivery paths, response
statuses, channel choices, error codes, and retry counts [10]. To manage sampling frequency, records are
aggregated in 1-second windows, allowing real-time metric comparison across different priorities and
strategies. Acknowledgment data is archived in MongoDB and analyzed via MapReduce. The anomaly
simulator introduces delay and packet loss, dynamically varying RTT and standard deviation during jitter
tests. Metrics are collected at the single-task level on downstream SMS links to ensure full traceability and
accurate performance evaluation.
4 Performance Test Results and Analysis
4.1 Delivery Success Rate Comparison Analysis
Delivery success rate was tested under four scenarios: normal operation, primary channel timeout, high
concurrency, and signature anomalies. Each test ran continuously for 24 hours, with the task generator
simulating medical request flows based on task priority and type. The system logged channel selection,
receipt status, and response latency in real time. As shown in Table 2, success rates exceeded 99.7% under
normal conditions and remained at 98.9% during primary channel failures via automatic backup switching.
Even at 5,000 messages per minute, success held at 98.3%, confirming effective priority routing and load
balancing. In signature anomaly tests, legitimate messages had a 99.5% success rate, while forged messages
were fully intercepted with 100% accuracy, validating the robustness of the identity verification mechanisms.
Table 2 Delivery Success Rate Comparison Statistics

. Message Valid Success Delivery Success Rate
Test Scenario .
Volume (/min) Sent Count (%)

Normal Network, Channel A 3000 144,000 143,648 99.75
Channel A Failure, Fallback B 3000 144,000 142,473 98.94
High Concurrency, Channel A+B 5000 240,000 236,002 98.33
Mixed with Forged Messages 3000 144,000 143,352 99.55
Forged Message Rejection Rate — 8,200 0 100.00

4.2 Average Response Latency Statistical Analysis

The average response latency test evaluates system-side end-to-end processing time, including task
scheduling, message dispatch, and acknowledgment reception, excluding external delays such as telecom
transmission and user device receipt time. Thus, the reported latency reflects internal system efficiency.
Tests were conducted under three load conditions and two channel configurations: (1) normal primary
channel operation, (2) failover to backup, and (3) concurrent primary-backup scheduling. Each 10-minute
window captured over 180,000 messages to ensure statistical validity. As shown in Figure 4, the system
maintained average latency below 189 ms under normal conditions. Priority tasks had significantly lower
delays due to dynamic queueing. During failover, latency rose slightly but stayed under 225 ms, indicating
swift recovery. Under peak concurrency, load balancing kept maximum latency within 281 ms,
demonstrating the architecture’s real-time adaptability in complex medical scenarios.
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Figure 4 Response Delay Distribution

4.3 Anomaly Recovery Capability Assessment

Anomaly recovery testing assessed the system’s ability to autonomously detect faults, switch channels, and
resume stable operation during communication failures. Three fault types were tested: link disconnection,
acknowledgment timeout, and signature verification failure, modeled on common telecom issues such as
SMS gateway outages, DNS errors, and message injection attacks. Failures were introduced at minute-level
intervals via simulation scripts. The monitoring module identified faults through heartbeat timeouts or retry
thresholds, triggering task rerouting. Recovery time was measured from fault injection to the first successful
delivery via an alternate channel. Across 48 hours, 260 recovery cycles were recorded. As shown in Figure 5,
average recovery times were 4.76 seconds for timeouts and 4.89 seconds for link failures, with 95%
completing within 5.5 seconds, confirming swift failover. Signature verification failures had a longer average
of 6.21 seconds due to retry delays, but remained within acceptable fault tolerance.
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5 Conclusions
The platform's development achieved a complete closed-loop process from system architecture design and
key metric establishment to performance testing and reliability evaluation. Multi-dimensional empirical



results validated the adaptability and stability of each mechanism in practical applications. Under complex
operational scenarios, the platform demonstrated excellent message delivery success rates, response latency
control capabilities, and anomaly recovery efficiency, fully showcasing the engineering feasibility and
technological advancement of the proposed strategy.Experimental data revealed performance variations
across different failure types, providing clear directions for subsequent optimization strategies. Future
research may focus on dynamic resource scheduling mechanisms, cross-node collaborative recovery models,
and adaptive evolution of fault pattern recognition algorithms to enhance the platform's portability and fault
tolerance in large-scale, heterogeneous network environments.
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