Preprints are preliminary reports that have not undergone peer review.

6 Research Sq uare They should not be considered conclusive, used to inform clinical practice,

or referenced by the media as validated information.

Security and Efficiency Evaluation of RSA Algorithm
with Multiple Key Sizes Using Python and Web-
Based Platforms

Sonam Gawande

sonagawande/@gmail . com

Mahatma Gandhi Vidyamandir's Maharaja Sayajirao Gaikwad Arts, Science & Commerce College Tal.
Malegaon, Dist. Nashik

Kailas Ahire
Mahatma Gandhi Vidyamandir's Maharaja Sayajirao Gaikwad Arts, Science & Commerce College Tal.
Malegaon, Dist. Nashik

Research Article

Keywords: Public key cryptography, RSA, Encryption, Decryption, Python and web tools
Posted Date: March 3rd, 2026

DOI: https://doi.org/10.21203/rs.3.rs-9006567/v1

License: © ® This work is licensed under a Creative Commons Attribution 4.0 International License.
Read Full License

Additional Declarations: No competing interests reported.


https://doi.org/10.21203/rs.3.rs-9006567/v1
https://doi.org/10.21203/rs.3.rs-9006567/v1
https://doi.org/10.21203/rs.3.rs-9006567/v1
https://creativecommons.org/licenses/by/4.0/

Security and Efficiency Evaluation of RSA
Algorithm with Multiple Key Sizes Using
Python and Web-Based Platforms

Sonam Namdev Gawande? Kailas Sahadu Ahire?

'Mahatma Gandhi Vidyamandir’s,
Maharaja Sayajirao Gaikwad Arts, Science & Commerce College, Malegaon,
Malegaon Camp, District Nashik, Maharashtra, India.
E-mail: sonamgawande@gmail.com
2Mahatma Gandhi Vidyamandir’s,
Maharaja Sayajirao Gaikwad Arts, Science & Commerce College, Malegaon,
Malegaon Camp, District Nashik, Maharashtra, India.

E-mail: ksahirel11@gmail.com

1 Abstract

This paper offers a comprehensive analysis of the RSA public key cryptosystem, focusing
on its security and efficiency. The size of the key used determines how the RSA algorithm
is evaluated. In this study, a Python implementation of the RSA algorithm with varying
key sizes is presented, and the performance in terms of key generation, encryption, and
decryption time is examined. Tables and graphical representations are used to display the
results. The processes of encryption, decoding, key creation, and mathematical principles
are covered. System specs are used to compare various RSA keys. Various key sizes and
pre-made graphs for encryption time, decryption time, and security strength are used
to assess performance. The use of common cryptographic libraries for Python imple-
mentation is also covered.In order to create a more secure RSA algorithm, this research
study attempts to modify the RSA algorithm.RSA cryptosystem algorithm is widely used
cryptographic algorithm in network security but it has problem of integer’s factorisation
for small numbers. This study presents and compares a number of RSA cryptosystem
improvements that aim to increase security and expedite the encryption and decryption

process.
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3 Introduction

A cryptographer uses cryptography, which is the science or art of communication security.[I]
Cryptanalysis is the science and art of deciphering ciphertext into plaintext The process
is known as cryptanalysis. The Greek terms "kryptos,” which means to conceal, and
"graphein,” which means to write, are the origin of the word cryptography. Cryptog-
raphy Algorithm always consists of two parts, namely encryption, and decryption. The
process of converting a readable communication into an unreadable one (ciphertext) is
called encryption. Unread messages are returned to unread messages during decryp-
tion, which is the reverse of encryption. One or more cryptographic keys control the
encryption and decryption process. Cryptosystems are systems that include all potential
plaintext, ciphertext, and keys along with a cryptographic algorithm.In contemporary
digital communication, cryptography is essential to information security.There are two

types of cryptography symmetric and asymmetric[2]

Symmetric key cryptography: A shared secret key between the sender and the recip-
ient enables this process. As a result, if a third party obtains this key, the communication
may be jeopardized. Since both communication parties have the shared secret, symmetric
key cryptography uses the same common key for both encryption and decryption.

Despite being quicker and more computationally efficient than public-key techniques,
symmetric key encryption has a number of serious problems, most notably the difficulty
of distributing and managing safe keys across numerous users. The length of the key and
the safe upkeep and sharing of the key across all parties play a major role in the overall

strength of symmetric encryption.

Asymmetric key cryptography: Asymmetric cryptography requires two distinct keys:
one for encryption and another for decryption. The encryption key, known as the public
key, is openly distributed, whereas the decryption key, referred to as the private key, is
kept confidential. Consequently, any entity with access to the public key can encrypt
data, but only the authorized user or device possessing the private key can decrypt it.
The matching private key must stay with the intended recipient alone, even if the public
key is shared by all users or devices taking part in a communication session. Secure
key exchange is made possible by asymmetric cryptographic algorithms, despite the fact
that they are computationally slower than conventional symmetric algorithms and may

be more vulnerable to specific attacks. Therefore, combining symmetric and asymmetric



cryptographic techniques to take use of each method’s advantages results in the best en-
cryption strategy.

RSA is one of the most commonly used asymmetric cryptographic algorithms. [3] Its secu-
rity relies on the difficulty of factoring large composite numbers. RSA is frequently used
in secure communication, digital signatures, and key exchange protocols.Data security
and confidentiality issues are an important aspect of information systems. Because of
the confidentiality and security of data, it is essential always to be concerned both for
common security, as well as for the privacy of individuals.[4] It was discovered by Ron
Rivest, Adi Shamir, and Leonard Adleman in 1978. RSA stands for the initials of the
names of the three of them. [5] [6]

4 RSA Algorithm

There are three main processes in the RSA algorithm:[7]
1. Key Generation
2. Encryption

3. Decryption

A. Key Generation

e Generate two large random prime numbers p and ¢ such that ged(p, ¢) = 1.

e Compute

n=pxq

Compute Euler’s totient function

o(n)=(p—1)(¢—1)

Choose a public key integer e such that

l<e<¢(n) and ged(e,p(n)) =1

Compute the private key integer d such that

d=e' (mod ¢(n))

The public key is (e,n) and the private key is (d, n).



B. Encryption

e Let the public key be (e,n), the message be m, and the cipher-text be c.

e Encrypt the message using the public key:

¢ =m°mod n
e Sender A sends the cipher-text ¢ to receiver B.

C. Decryption

e The receiver uses the private key (d,n).

e Decrypt the cipher-text to obtain the original message:

m = ¢* mod n

e Receiver B reads the original message.

5 Key Generation Flowchart

Generate two large

primes p and ¢

[ Computen = p X ¢ j

[ Compute ¢(n) = (p—1)(g— 1) |

[ Choose public exponent e j

[ Compute private key d j

Public Key (e,n) and
Private Key (d,n)

Figure 1: RSA Key Generation Flowchart



6 Python Implementation
Libraries Used

e pycryptodome

e matplotlib

e numpy

e time

Tools and Software Used

Sr. No. Component Description
1 Programming Language Python 3.x
2 Libraries Used cryptography, matplotlib, time
3 Integrated Development Google colab
Environment (IDE)
4 Operating System Windows

Table 1: Tools and Software Used for Implementation

RSA Algorithm

1. Generate RSA public and private keys

2. Convert plaintext message into bytes

3. Encrypt the message using the public key

4. Decrypt the ciphertext using the private key
5. Measure execution time for each operation

Python Implementation|§]

from cryptography.hazmat.primitives.asymmetric import rsa,
padding

from cryptography.hazmat.primitives import hashes

import time

import matplotlib.pyplot as plt

message ="MATHEMATICS_ ,RSA_,PROJECT"




key_sizes = [512, 1024, 2048]
keygen_time = []

encrypt_time = []
decrypt_time = []

for size in key_sizes:
start = time.time ()
private_key = rsa.generate_private_key(
public_exponent=65537,

key_size=size

)

public_key = private_key.public_key()
keygen_time.append ((time.time () - start) * 1e6)
start = time.time ()

ciphertext = public_key.encrypt(
message,
padding . 0AEP (
mgf=padding.MGF1 (algorithm=hashes.SHA256 ()),
algorithm=hashes.SHA256 (),

label=None

)
encrypt_time.append ((time.time () - start) * 1e6)

start = time.time ()
plaintext = private_key.decrypt(
ciphertext,
padding . 0AEP (
mgf=padding.MGF1(algorithm=hashes.SHA256()),
algorithm=hashes.SHA256 (),
label=None

)
decrypt_time.append((time.time () - start) * 1e6)

7 Graphical Representation

The following graphs show the effect of key size on RSA performance.




Time (ps)

RSA Key Generation Time

34000
32000 A
30000 -
28000 -
26000 -
24000 -
22000 A
20000 A
18000 4
1000 1200 1400 1600 1800 2000
Key Size (bits)
Figure 2: Key Generation Time vs Key Size
RSA Encryption Time
1200 1
1000 1
800 1
g
(7]
E 600
400 A
200 1
1000 1200 1400 1600 1800 2000
Key Size (bits)

Figure 3: Encryption Time vs Key Size
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Observation and Results

Key Size (bits)

Key Generation (us)

Encryption (us)

Decryption (us)

512 Low Very Low Low
1024 Medium Medium Medium
2048 High High Very High

Table 2: Performance Comparison of RSA with Different Key Sizes

8 Additional Implementation Using Online RSA Tool

In addition to the Python-based implementation, the encryption and decryption of RSA

were also experimentally verified using an online cryptographic tool available at https:

//www.devglan.com/online-tools/rsa-encryption-decryption. This approach pro-

vides a practical, code-free environment to observe RSA behavior with different key sizes
and validate theoretical concepts.

8.1 Description of the Online RSA Tool

The Devglan RSA tool is a web-based application that allows users to:

e Generate RSA

e Select different

public and private key pairs

RSA key sizes



https://www.devglan.com/online-tools/rsa-encryption-decryption
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e Encrypt plaintext using the public key
e Decrypt ciphertext using the private key

The tool generates the public key in X.509 format and the private key in PKCS#8
format, which are widely used in modern cryptographic applications such as SSL/TLS

and digital certificates.

8.2 RSA Key Sizes Used

In this project, the following RSA key sizes were selected to study their impact on security

and performance:

e 512-bit RSA
e 1024-bit RSA

e 2048-bit RSA

These key sizes allow a comparative study between insecure, deprecated, and currently

recommended RSA configurations.

8.3 Theoretical Analysis of RSA Key Sizes

512-bit RSA A 512-bit RSA key uses relatively small prime numbers, making the
modulus n = pg vulnerable to factorization attacks. As of 2025, such keys can be broken
using modern computing resources and are considered insecure. Hence, 512-bit RSA is

used only for academic and demonstration purposes.

Select RSA Key Size i

515 bit ™

Generate RSA Key Pair

Public Key(X.509 Format) Private Key(PKCS8 Format)

—BEGIN PUBLIC KEY— 0SMpOx4mfjlQID AQABAKASBI3iwjmgTOTUFIMBUZUSOKMSTCIGPfG+T2gRL “
MFwwDQYJKoZIhveNAQEBBQAD SwAWSAJBAID/dKH6IVYaPIUSznaAWgTzis8CE |  |a3Mgtqv/3h8K8gK13944Beeo/DQG536ZixTIrPDIoP+p7ahAIEAQMAK26LQWgv
WG2b+GUEIDCSJb70TNXRNERV1 26 W5/ GKLIE2ISe MBS sOE|KTse ndyECAWEA |  |IgEka34s+SOWeQyXLI3XPWVURpWoaLBOCIQDWNWIZ4TA|0I9y9599CAeuWy
AQ== shLSE6qEDROGAEYi71QlgSGFYzlaKeiHhvVkbWeD16wHYE26Wf6IXT4GneQ1e3

—END PUBLIC KEY— A 'YOCIEnfKCAs05Y24Pn5JaSY NeOAnLquFTcVVzP6N3KRGWI 1AiAvg2hUPmPIE V/‘

Figure 5: RSA Key Pair with key size 512



RSA Encryption RSA Decryption
Enter Plain Text to Encrypt Enter Encrypted Text to Decrypt (Base64) i
MATHEMATICS RSA PROJECT Ccu0Y0ci6ysXx3c6ITgi0ao0
CVABYOPOTS3IINDX+MbHe5.

ISmGASTCIA

Enter Public/Private key i Enter Public/Private key i

—BEGIN PUBLIC KEY— —BEGIN RSA PRIVATE KEY— =
MFwwDQYJKoZIhveNAQEBBQADSWAWSAJBAIO/dkH6IvYaPIU5znaAWgTzjs8CE MIIBUWIBADANBgkqhkiGIwOBAQEFAASCATOwggESAGEAAKEA|TI2Qf0i%ho+V
WG 2b+GuEIDcSJb70TNXRnERv12eW5/GkLIE2ISe1M8ssOtEjKTse ndyECAWEA TnOdoBaBPOOzwIRYbZv4a4QisNxllvs5M3FGCRG/XZ5bn8aQuiTaVJ7Uzyywé

AQ== 0SMpOx4mfjlIQIDAQABAKASBI3iwjmgT01UFIMBUZ UsOKMsTcIGPfG+T2gRL
—END PUBLIC KEY— | |d3Mgtqv/3h8KBgK13944Beeo/ DQG536ZIXTIPDIoP+p7qhAIEAGMAK26LAWGY
RSA Key Type i © Public key | ' Private Key RSA Key Type: i Public key © Private Key
Select Encryption Algorithm i Select Decryption Algorithm

RSA/ECB/PKCS1Padding ¥ RSA/ECB/PKCS1Padding ~

Encrypted Output (Base64): Decrypted Output:

MATHEMATICS RSA PROJECT

Figure 6: Encryption and decryption using key size 512

1024-bit RSA The 1024-bit RSA key provides higher security than 512-bit keys but
is no longer recommended for long-term security. Advances in computational power and

cryptanalysis have rendered this key size insufficient against sophisticated adversaries.

Select RSA Key Size i

1024 bit v
Generate RSA Key
Public Key(X.509 Format) Private Key(PKCS8 Format)
-—BEGIN PUBLIC KEY— = HiXaaCWtlbafQ/Zwsa4+DVB6/KgXb3qfwVxCDFKSmZdLglOu5pd28tABVhmE
MIGfMAOGCSqGSIb3D QEBAQUAA4GNADCBIQKBgQDZKOL+XNwbiaulyc9gzU9 uxAGrq65YAIf70HMIfJ5ILh6JngD +4jHVKVmo9JytJ+K2J9Gvm/KfnTXRUaQVi
P1VOfvxuNK+97Lj1Awm1M21hQzRXXt6seo/35FUrhYzI5BDWIFIGXjUPrkKhGG PQLGIQRALellI8Sq+Hy4tp01YDpshiu7rRZSw2tv+EQIBAOXwmkKb/YNShwbgN
bxwITHZ/6RilVws74hMaZFv+ycTEsdUQmalnPaYéddjinWuiFpgoMMIrx9jadJa Ug+9kxs+MPlyiVp9ix6QylQ9BPc+59AG20/vGLANKXOWyaNOVETt7RZoTe+UasS
uZm+LWLqjZI6GxC6A7YnoH+Y fwIDAQAB : ECEIB3A8CQQDY0+qZ|I5468F0/pGTSkFaAEj9XJIptCvdQj165JwPf3CTxnKn+3e v/

Figure 7. RSA Key Pair with key size 1024

RSA Encryption RSA Decryption
Enter Plain Text to Encrypt i Enter Encrypted Text to Decrypt (Base64) i
MATHEMATICS RSA PROJECT 1UL1GYFCvQGSTGzueeAde9vsBaZcisHAXT X+RbPKeABJIT2GQeg5vm+vBY 7bRSU

YIWELTFwICKYIPTtXZ 1gs+D2kg3c6pm2AzoqDBeXYCun/fUQ2fcANMpOXSIETVI0
ERYWED21m.J+n2pu0R2/GawykpOK6gIQERSJAFYhjilKs=

) P
Enter Public/Private key i Enter Public/Private key i

~—BEGIN PUBLIC KEY— = ~—BEGIN RSA PRIVATE KEY—
MIGIMAOGCSqGSIb3DQEBAQUAAAGNADCBIQKBADZKOL XNiaulycdgzl9 || |MIICdgIBADANBGKahKiGOWOBAQEFAASCAM AW JAGEAROGBANITQY5C3D

P1VOf qJq4jJz2DNT0/VU5+/G40r73suPUDCbUzbWFDNFde3qx6j/ fkVSuF jOXKEPDO
WUbGNQ+uQqgEYZVHCVMdn/pGKVXCzviExrYW/7JxMSx1RCZoic9pjp120Wda

6WmCgwyWvH2Nr0lq7ab4tYugNmXobELoDtiegf5h/ AgMBAAECGYAe3C K60

aIZI6GXC6ATYnok+YfwIDAQAB

S 4

RSA Key Type i © Public key ) Private Key RSA Key Type: i Public key © Private Key
Select Encryption Algorithm i Select Decryption Algorithm i
RSA/ECB/PKCS1Padding v RSA/ECB/PKCS1Padding v
Encrypted Output (Base64): Il Decrypted Output:
1UL1gYFCvQGSTG: 2cIsHAXTX +RbPKeABJOT2GQeg5vm+vBY7bRS |  |MATHEMATICS RSA PROJECT
uYIWEDBTFwIcKYIPTtXZ 1gs+D 2k qDBeXYCun/fl fcANMp6xsrF 1Vt

Figure 8: Encryption and decryption using key size 1024
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2048-bit RSA RSA with a 2048-bit key uses very large prime numbers, making fac-

torization computationally infeasible using

classical computers. This key size is widely

accepted as secure and is recommended for most practical applications in current cryp-

tographic standards.

Select RSA Key Size i
2048 bit

Generate RSA Key Pair

Public Key(X.509 Format)

Private Key(PKCS8 Format)

[EOUZ 50/ f5+122SbmB+jQpXgzE4RmojkjoHS Y5iQ2s TeC5mhd/nPdYgkedom
JJBTIN0BAVXSACAM]7yTIBwI/DEShNICTyOeosLa9MJBKVOTYONKKIPE20YLK7.Jr
p2MM/T1c/8qRn4XxEUMcLehQVOdsIwBAjISWPCG22KNPYCF ZyowpwBjKbxEn
Mvss7f2m6FgVHS/HQIDAQAB

—END PUBLIC KEY—

VAOHNro6GNM9YZw6b0aYFSOCcpuOibboal8sylAndvhGO+jiH+m0/RANmnP *
3hXgGRVKKKySiYYDK51pEiYkanS6woZXg+/8NbebdkdDwvleY+QJsrfol TelKD
PWOD 5SWXHg/d6jGfgOnSSRQKBgQDP3nIYDhg9jfK1vWWMD7Qq1cHWAPZVI
09gaghpsGWzCP640/GscamL46YURZULN78AMWTDS2QzcXsg8NzdK3b60y
gTR17ViPzaOnZzxhAfmtNUC6s/ZpzP/JSv4g6pD0IAAoBuiggMhga0z/00ktEc ./

Figure 9: RSA Key Pair with key size 2048

RSA Encryption

Enter Plain Text to Encrypt i

RSA Decryption
Enter Encrypted Text to Decrypt (Base64) i

MATHEMATICS RSA PROJECT

Enter Public/Private key i

oTym22DEkMG.J07i3DeQzQE546XBUIdQx+P2QxAPM4sFpdsITQ2LIen0 TNEED
9XeeqWeO3ig0F4Cj6bxMUBWSEWTWrgL4TPJ)59ajryofaN3gAKkkdMtwoD SkO
UB2bZItblsyjbgZ2/Ny Siwl;
KMwPMI3D DdpNY|FYMEpi7qzxmG9Svg== 4

Enter Public/Private key i

—BEGIN PUBLIC KEY— =
MIIBIJANBgkghkiGOwWOBAQEFAAQ CAQBAMIIBCgKCAQEAIXF3KTNMppZe3JyW
7imO6EfAIZABS3C2f16UTEG6Z9ICFAFUjKj/FCOBKEYVGgsSowsmoRn4UpfNgM
gUTWyEWqQCVvellck/x5DOLj+SITFKUZslgmaGyWIhOZLsOA/P6CM1bz56rkvZ
rEOrUZ50/f5+t22SbmB+jQpXgzE4RmojkjoHSY 5iQ2sTeCSmhd/nPdYgkcdom -/

—BEGIN RSA PRIVATE KEY—
MIIEVQIBADANBgkahkiGOWOBAQEFAASCBKewggSjAgEAACIBAQCVeXerUOymil
7enJbuKb3oR8AhkDxLCLN/Xq5MQbpn0IUAVSOSPBUKAGQTJUaCzmjDmahGf
hSI82AyBTVbIRapAJWI4ghy T/HkM4uP5KVN8pRmyWCZ obJaWESkuw4D8/ol
ZVWPnquS9msQ6utRnnT9/n63bZJuYH6WNCIeDMThGai0S0gdJjmJDaxN4L e

RSAKey Type i © Public key _ Private Key
Select Encryption Algorithm

RSA/ECB/PKCS1Padding v

Encrypted Output (Base64):

RSA Key Type: i Public key © Private Key

Select Decryption Algorithm i

RSA/ECB/PKCS 1Padding v
Decrypt

Decrypted Output:

FXCeZFqDLWGARDNk+RC5DQURIbkhd 9K1hGujgB5I7TrQY8vkD *
782JmI5a0N/82/X0YBSbdSEZbx212s1cCaW0ebqvy7gSkH+5ynt 6 TdmQ7HT
oTy! 7i3DeQzQE546XBUIdQx+P2QxAPm4sFpdsiTQ2LIeh0TNEED
9XeeqWe03iqOFACj6bxMUBWSEWT WrgLATPJ59ajryofaN3gAKkkdMtwoDSkO

U82b7ItblsyjbgZ2/NySiwiXISizP+6r4+qBy3avRQIIS|/luoPXs1 oTHZISZTEETy4) )

MATHEMATICS RSA PROJECT

Figure 10: Encryption and decryption using key size 2048

8.4 Observation Using Online

RSA Tool

Key Size in bit Key Generation

Encryption Decryption Security Level

512 Very Fast

Very Fast Very Fast Very Low

1024 Fast

Fast Medium Medium

2048 Slow

Medium Slow High

Table 3: Performance Observation Using Online RSA Tool
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8.5 Comparison Between Python Implementation and Online

Tool
Aspect Python RSA Implemen- Online RSA Tool
tation
Programming Re- Yes No
quired
Ease of Use Moderate Very Easy
Mathematical Control High Medium
Execution Visibility High Limited
Educational Value High High

Table 4: Comparison of RSA Implementations

9 Conclusion

RSA is still a popular public-key cryptography algorithm that guarantees safe communi-
cation. Since sensitive information must only be accessible to the intended recipient, data
security and confidentiality are essential criteria. A system that can effectively maintain
robust data confidentiality can be constructed by using the RSA algorithm. Technically
speaking, RSA provides a conceptually straightforward encryption method; yet, the usage
of huge prime numbers makes it computationally impossible to extract the original plain-
text from the ciphertext without the private key.Key size, the choice of large and secure
prime numbers (p) and (q), and potential encryption flaws are all important considera-
tions when creating public and private keys. The computational challenge of factoring
huge composite numbers into their prime factors is the underlying basis of RSA’s security.
RSA has a low computing speed when compared to symmetric encryption techniques, yet

offering a great degree of security.
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