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Abstract
LLMs often miss subtle security conditions such as boundary checks and authentication

flows. We introduce a static-analysis-driven patch synthesizer that transforms insecure LLM

output into correct and safe code. The pipeline uses abstract interpretation to detect violations,

followed by SMT-guided repair rules. On 3,200 vulnerable code snippets across five vulnerability

categories, our system achieves 74% full automatic repair and 92% partial repair, outperforming

Codex and GPT-4 post-processing by a large margin. Developer usability evaluation shows 58%

reduction in manual fix time. The method highlights how program analysis can systematically

strengthen LLM-based secure coding.

Keywords: static analysis; patch synthesis; vulnerability repair; SMT solving; secure code

generation

1. Introduction
Large language models (LLMs) are increasingly adopted in software development workflows,

supporting tasks such as rapid prototyping, code completion, automated patching, and

documentation generation. Their ability to synthesize functional code from natural language

descriptions has led to widespread integration into development environments and build pipelines.

However, recent empirical studies indicate that LLM-generated code frequently omits essential

security checks, including boundary validation, input sanitization, authentication logic, and error

handling, even when security risks are explicitly mentioned in prompts [1,2]. These deficiencies

appear consistently across benchmark evaluations and real-world programming scenarios, raising

concerns about the reliability of machine-generated code. Measurements conducted in

production-like settings further show that LLM-generated programs exhibit a high incidence of

memory safety violations, injection vulnerabilities, and incorrect use of cryptographic primitives

[3]. Such weaknesses mirror known exploit patterns and suggest that automated code generation

may introduce a new class of vulnerabilities that propagate rapidly through software ecosystems.

Similar observations have been reported in other security-sensitive domains, where

machine-learning–based systems are known to reproduce subtle but systematic error patterns

unless explicitly constrained by robust analysis mechanisms [4]. These findings highlight a
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growing need for principled methods that can detect and mitigate security flaws in LLM-generated

code before deployment.

Recent research has begun to examine the security properties of LLM-produced programs in

a more systematic manner. Several studies construct evaluation datasets to quantify how often

generated code contains exploitable patterns and how sensitive the results are to prompt wording,

in-context examples, or temperature settings [5]. Other approaches attempt to repair insecure

outputs by injecting static-analysis warnings or vulnerability descriptions into prompts and asking

the model to regenerate code [6]. While such prompt-based techniques can address

straightforward mistakes, they rely heavily on heuristic interactions with the model and offer no

formal guarantees. In practice, they often require multiple regeneration cycles and fail to correct

deeper control-flow or data-flow flaws [7,8]. Parallel to these efforts, the program analysis and

automated program repair communities have developed mature techniques for detecting and fixing

vulnerabilities in human-written code. Static analysis based on abstract interpretation and dataflow

tracking is widely deployed to identify buffer overflows, null dereferences, taint propagation, and

access-control violations at scale [9]. Automated repair systems translate analysis findings into

patches using templates, search-based exploration, or constraint solving [10]. More recent

advances combine symbolic execution with SMT solving to synthesize precise guards, modify

control-flow, or restructure data usage while preserving program semantics [11,12]. Despite their

effectiveness, these systems were designed for conventional software and do not directly address

the characteristics of LLM-generated code, which is often concise, underspecified, and structurally

inconsistent. The growing use of LLMs in code repair has motivated hybrid approaches that

combine program analysis with model-generated suggestions. Some systems provide execution

traces, summaries, or counterexamples as additional context to guide the model toward better fixes

[13]. Others allow LLMs to propose coarse-grained edits that are subsequently validated or

filtered by analysis tools [14]. Although these approaches show promise, program analysis is

typically used only as a post hoc validator. As a result, repair quality remains tightly coupled to

model behavior, and the reasoning behind accepted or rejected fixes is often opaque. Several open

challenges remain unresolved. Many existing evaluations rely on limited or proprietary datasets

that do not capture the diversity of vulnerabilities observed in practice, reducing confidence in

reported improvements [15,16]. Systems that depend on iterative prompting explore only a narrow

subset of possible repairs and cannot ensure that all relevant safety conditions are satisfied.

Moreover, little evidence exists regarding whether analysis-guided repair can scale to thousands of

LLM-generated programs across heterogeneous vulnerability classes, or whether such methods

can meaningfully reduce developer effort [17]. The interaction between abstract interpretation,

which reasons over approximated program states, and SMT-based synthesis, which operates on

concrete constraints, also remains underexplored in the context of machine-generated code.

This paper addresses these limitations by proposing a static-analysis–guided patch synthesis

framework tailored to insecure LLM-generated programs. The framework first applies abstract



interpretation to detect violations of key safety properties, including array bounds, null

dereferences, and missing authorization checks. Detected violations are then translated into an

SMT-based synthesis problem, where patches are generated using a targeted set of repair rules. By

separating vulnerability detection from patch synthesis, the framework establishes a transparent

and explainable connection between analysis results and concrete code modifications, rather than

relying on heuristic model regeneration. The approach is evaluated on 3,200 vulnerable

LLM-generated programs spanning five common vulnerability categories. Experimental results

demonstrate higher full-repair rates than LLM-only regeneration and post-processing baselines,

along with significant reductions in manual debugging effort. These findings suggest that

integrating abstract interpretation with solver-guided synthesis provides a scalable and principled

path toward improving the security of LLM-generated code and supporting safer AI-assisted

software development.

2. Materials and Methods
2.1 Sample Collection and Study Scope

This study uses 3,200 code snippets generated by large language models under fixed

prompting conditions. The samples span five vulnerability types: out-of-bounds access, null

dereference, unsafe input handling, missing authentication checks, and unchecked resource use.

All snippets come from the same programming tasks so that they share a common functional goal.

The outputs are taken from several model versions to include variation in generation behavior.

Each snippet is collected in an isolated environment to avoid external dependencies. Before

analysis, the code is cleaned and formatted to remove artifacts that may affect static checking.

2.2 Experimental Design and Control Conditions

Three repair methods are compared in this study: the proposed static-analysis-guided patch

system, a baseline that regenerates code using an LLM, and a manual repair baseline completed by

trained developers. All methods work on the same input snippets. The LLM regeneration serves as

the main control condition because it reflects current automated coding practice. The experimental

method applies abstract interpretation followed by SMT-based patch generation. Manual repair is

added as a second control group to show an upper bound for human-driven correction. All

methods use the same tasks, time limits, and vulnerability labels to ensure fair comparison.

2.3 Measurement Procedures and Quality Assurance

Static analysis is carried out using an abstract interpretation tool configured to track numeric

ranges, pointer safety, and precondition checks. The tool records each violation and its location in

the code. The SMT solver then uses these findings to generate candidate patches. Each patch

undergoes three checks: property validation, compilation testing, and functional testing based on

the original task. Quality assurance includes duplicate detection, repeated runs to confirm



consistent outcomes, and a manual review of part of the dataset by two independent security

specialists. Any conflict in review results is documented and excluded from final reporting.

2.4 Data Processing and Model Formulation

Patch results are grouped into full repair, partial repair, and no repair, depending on whether

all recorded violations are removed. Time cost and error counts are summarized across all samples.

Method comparisons use standard measures such as repair rate and average correction time. A

simple generalized linear model is used to estimate how repair method and vulnerability type

affect the likelihood of full repair:

logit(pi)=β0+β1Mi+β2Vi,

where pi is the probability of full repair, Mi indicates the method, and Vi ​ indicates the

vulnerability type.

Improvement over the baseline is measured as:

I=
Smethod−Sbaseline

Sbaseline
,

where S is the repair success rate. All processing is done with fixed random seeds to ensure

repeatability.

3. Results and Discussion
3.1 Overall Repair Performance

Across the 3,200 LLM-generated snippets, the static-analysis-guided patch system reaches a

full-repair rate of 74% and a partial-repair rate of 92%. A full repair means that every detected

violation is removed and all tests pass, while a partial repair means that only some violations are

fixed. The LLM-only regeneration baseline produces 51% full repairs and 78% partial repairs

under the same conditions. Manual repair by experienced developers achieves 88% full repairs.

The proposed method reduces the number of unrepaired snippets by almost half when compared

with the LLM-only baseline. This outcome supports earlier findings that solver-based repair

methods become more effective when guided by precise static information [18].



Fig.1.Full and partial repair rates for the three patching methods in the dataset.

3.2 Performance by Vulnerability Type and Common Failure Cases

Results vary across vulnerability categories. The system performs best on array-bounds and

null-pointer issues, with full-repair rates above 80%. These categories align well with the numeric

and pointer information tracked by abstract interpretation. In contrast, cases involving missing

authentication logic or incorrect resource use reach lower full-repair rates, around 60–65%. In

these categories, the analysis can detect the violation, but the available repair rules are not detailed

enough to construct full protocol logic, such as multi-step checks or paired open–close sequences.

Similar gaps are noted in previous work that uses static analysis mainly for alarm identification,

where detection is reliable but repair suggestions are limited [19,20]. Common failure cases in our

study include patches that add overly restrictive checks or patches that correct one execution path

while leaving another path unchanged. These findings suggest that combining path-sensitive

analysis with higher-level specifications may be necessary for more complex logic errors.

3.3 Comparison with LLM-Only and Other Analysis-Supported Methods

We also examine the time developers spend reviewing and adjusting patches. The

static-analysis-guided method reduces median manual time by 58% compared with the LLM-only

baseline. Many patches require fewer edits because they follow the structure of the detected

violations [21,22]. Fig.2 presents this difference in repair throughput and remaining alarms.

Unlike dynamic or hybrid systems that rely on program execution, our method works entirely at



the static level. This approach is similar in intent to solver-based repair tools such as Proof2Fix,

although those systems focus on large existing codebases rather than short LLM-generated

snippets. Compared with these tools, our evaluation places greater emphasis on end-to-end

developer effort and the share of snippets that become safe without repeated manual tuning [23].

Fig.2.Repair speed and remaining violation counts for the proposed method compared with the

LLM-based baseline.

3.4 Implications, Limitations, and Future Work

The results indicate that static analysis can serve as a practical safeguard when LLMs

generate insecure code. The method performs especially well when security conditions correspond

to standard abstract domains such as bounds and pointer validity. However, there are several

limitations. The experiments use short, self-contained snippets with clear specifications; the

behavior on large, multi-file systems remains uncertain. The analysis targets a limited set of safety

properties and focuses on one programming language family, while real applications involve

broader vulnerability types and mixed-language environments. In addition, the repair rules are

crafted manually, which restricts coverage for logic-level and protocol-level requirements. Similar

constraints appear in earlier static-analysis studies, where issues related to scale, incomplete

specifications, and approximation affect practical deployment [24]. Future extensions may include

pattern-mined repair templates, support for more languages, and integration with CI pipelines so

that analysis and automated patch generation can be applied continuously as LLMs produce new

code.

4. Conclusion
This study shows that static analysis can guide patch generation for insecure code produced

by large language models. By linking abstract interpretation with solver-based repair rules, the

framework creates patches that remove many common security flaws and reduce the amount of

manual work required from developers. The method works well for errors related to bounds

checks and pointer validity, and it brings machine-generated repairs closer to the quality of

human-written fixes. These findings indicate that analysis-guided synthesis can function as a

safety layer in coding workflows where LLMs are used to produce code. The approach also has

limits. The evaluation is based on short code snippets with clear specifications, and the current



repair rules do not cover more complex logic or protocol steps. Future work may broaden the set

of supported properties, expand repair rules, support additional languages, and connect the

framework with continuous development pipelines so that patch generation can operate at larger

scales.
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