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Abstract---  Majority of the connections currently rely on traditional public-key cryptography infrastructures 
such as RSA and Elliptic Curve Cryptography (ECC), but they face great jeopardy with threats lurking upon 
the horizon in the advent of quantum computing. Indeed, a powerful enough quantum computer would have 
the potential to overthrow such encryption technologies in a matter of other polynomial times through Shor's 
algorithm. As part of the new generation of protection mechanisms for combatting possible quantum-based 
risks, the National Institute of Standards and Technology (NIST) developed lattice-based algorithms called 
CRYSTALS-Dilithium for Digital Signatures and CRYSTALS-Kyber for Key Encapsulation Mechanism 
(KEM). However, deploying such computationally intensive algorithms upon IoT devices characterized as 
being significantly vulnerable in terms of capabilities in memory, computational power, and energy is 
considered to be a formidable challenge. 

In a paper, Post-Quantum Cryptography (PQC) algorithms, as chosen by NIST, are thoroughly benchmarked, 
and their performance is evaluated in a simulated IoT environment. Our paper seeks to measure the 
performance of Kyber and Dilithium algorithms for limited hardware architectures at various security levels, 
NIST Level 1, 3, and 5, using the open-source library called liboqs. There are three parameters that have been 
studied in our paper: overhead in terms of communication, size of memory in terms of stack usage, and delay 
time. 

There are experimental results that show that Kyber-512 offers a good trade-off for security and latency, which 
is needed for real-time Internet of Things services, but more secure variants and digital signatures such as 
Dilithium have high latency that may have an impact on system performance, specifically for ultra-low-power 
devices. The operational hurdles for using PQC that is integrated into current Internet of Things protocols as 
well as optimization strategies for a smooth shift to a quantum-resistant Internet of Things environment are 
determined. 

Some of the index terms used in this article are: NIST Standardization, Post-Quantum Cryptography (PQC), 
Internet of Things (IoT), CRYSTALS-Kyber, C 
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1. Introduction 

 
The pervasiveness of the Internet of Things has fully revamped modern infrastructure, effortlessly 
integrating physical devices into smart grids, industrial automation, and healthcare. Presently, 
resource-constrained systems primarily rely on traditional standards of Public-Key Cryptography, 
namely Elliptic Curve Cryptography and Rivest-Shamir-Adleman[1]. The security of these 
cryptosystems was based on the computational intractability of specific mathematical problems[2], 
discrete logarithms, and integer factorization[3]. These fundamental security measures might become 
outdated with the rapid development of quantum computing[4]. 
Based on Shor's Algorithm, Mathematician Peter Shor used this algorithm in 1994 to show that such 
mathematical problems might be solved in polynomial time by a suitably powerful quantum 
computer[5], [6]. This finding indicates that the breach of the security protocols currently in wide use, 
such as TLS/SSL and SSH[7], could lead to private IoT data being exposed to "Harvest Now, Decrypt 
Later" attacks where adversaries collect encrypted data at this point in time and decrypt later once 
quantum computers have become available[8]. The National Institute of Standards and Technology 
announced the global standardization process for Post-Quantum Cryptography[9] in 2016 after this 
existential threat emerged[10]. After thorough evaluation, NIST announced that the first set of 
quantum-resistant algorithms had been selected in July 2022[11]. In particular, the algorithm 
CRYSTALS-Dilithium was selected for digital signatures[12], which is now standardized under FIPS 
204 (ML-DSA), while the algorithm CRYSTALS-Kyber was selected for Key Encapsulation 
Mechanisms (KEM) and is now standardized under FIPS 203 (ML-KEM)[13]. 
In comparison to regular ECC, significant computation overheads and communication overheads are 
associated with the lattice-based cryptographic methods[14], while providing efficacy against 
quantum computer-based attacks. For example, the key size and ciphertext of PQC systems will be 
many orders of magnitude longer compared to regular cryptographic methods like curve25519[15]. 
Furthermore, considered from the perspective of IoT devices, typically having very low-frequency 
microcontrollers, small memory (RAM measured in kilobytes), and power limitations, there is the 
architectural problem of efficiency[16]. Inefficient implementation, or rather the direct 
implementation on such hardware without optimization, will result in unacceptable latency and energy 
consumption of NIST-standardized PQC[17], thus rendering real-time Internet of Things applications 
impossible. 
In this respect, it is of paramount importance to investigate the new standards' viability before their 
wide diffusion concerning real IoT applications[18]. Our paper closes this gap, presenting the result of 
an exhaustive benchmarking analysis regarding NIST finalists and focusing on performance trade-offs 
of Kyber and Dilithium on resource-constrained architectures[19]. We provide an analysis of CPU 
cycles, memory footprint, and execution time by using the liboqs open-source library and give 
empirical data to inform the shift to a safe and efficient quantum-resistant IoT environment[20]. 
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2. Background 
 

 

1) The Quantum Threat: 
 

Existing public-key cryptography schemes such as Elliptic Curve Cryptography (ECC)[21] and 
RSA rely upon the Discrete Logarithm Problem (DLP) and integer factorization[22]. Classical 
computers are secure due to their exponentially large timescales to solve these problems[23]. 
However, with a large-scale quantum computer at hand, Peter Shor's quantum algorithm (Shor's 
algorithm) introduced in 1994 allows for polynomial timescales to solve these problems[24]. This 
indicates that all existing asymmetric keys used today are vulnerable to cracking by a 
cryptographically relevant quantum computer (CRQC)[25], making any data transmitted across 
the internet virtually insecure[26]. 
 

2) NIST Standardization Process: 
 

The National Institute of Standards and Technology (NIST) initiated a standardization process of 
Post-Quantum Cryptography (PQC) back in 2016[27] to counter this threat[28], [29]. The first set 
of standards was issued by NIST in 2024, specifically FIPS-203, titled “ML-KEM,” derived from 
the CRYSTALS-Kyber algorithm[30], after several phases of testing on different parameters, viz., 
security, efficiency, and key size requirements. It is an ML-LWE problem-based KEM, 
particularly designed for general-purpose applications due to high efficiency and relatively low 
key size requirements[31]. 
The base for FIPS 204 (ML DSA) is the CRYSTALS-Dilithium foundation. Module lattices form 
the basis for the Digital Signature Algorithm (DSA)[32], unlike the EC DSA in which larger 
signature and key sizes are required for security assurance[33]. 
 

A. Related work 
 

In recent years, interest in implementing PQC algorithms on resource-restricted devices has been very 
high. 
Early works focused on the optimization of lattice-based cryptography targeting MCU[34]. As an 
example, Alkim et al. used the number-theoretic transform to accelerate polynomial multiplication in 
their first efficient implementation of Kyber on the ARM Cortex-M4 microprocessor[35]. The result 
highlighted that despite the faster computation speed than RSA, low-end embedded systems still 
cannot afford its memory usage. Research by Greconici et al. also analyzed the energy consumption of 
some of the NIST round 3 proposals. According to their research, for pre-quantum schemes such as 
ECDSA[36], the energy cost of sending is much lower than for lattice-based schemes, even though the 
former is not more CPU cycle efficient due to the huge key size. In the case of battery-based IoT 
devices using a protocol like LoRaWAN or Zigbee[37], this is a big bottleneck. 
Stebila and Mosca provided a framework for the integration of PQC in TLS 1.3, within the Open 
Quantum Safe (OQS) initiative[38]. However, the majority of existing benchmarks ran on high-end 
desktop processors (x86_64 architecture), with limited existing work using the latest optimization 



techniques to benchmark the latest FIPS 203 and FIPS 204 sets for commercial IoT systems such as 
the Raspberry Pi and ESP32[39]. 
 

B. Research Gap---   
The material which is currently available tends to be heavily biased towards bare metal optimization 
for certain microcontrollers or is prior to the final release of the FIPS[40]. Comparative work on the 
performance of the finished NIST standards in an Internet of Things scenario using the Linux 
operating system platform[41], for example, in edge computing gateways, is scarce. To address this, 
this research utilizes the latest version of the liboqs library to test the performance of the finished ML-
KEM/ML-DSA algorithms in an IoT environment[42], [43]. 
 

 

 

3. Methodology 
 

Here, the theoretical basis of the selected Post-Quantum Cryptography algorithm, the experimental 
hardware configuration, as well as the benchmarking technique that is used to evaluate the 
performance of the chosen Post-Quantum Cryptography algorithm in the context of the Internet of 
Things will be extensively discussed. 
 

3.1 Mathematical Preliminaries: 

The difficulty in finding short vectors in a lattice is the basis for the security level of the two NIST-
standardized primitives, titled CRYSTALS-Kyber (ML-KEM) and CRYSTALS-Dilithium (ML-DSA), 
which are based on the Module-Learning-With-Errors (ML-LWE) 

The mathematically defined problem of LWE is that given two random variables (A,t), which follow a 
uniform random distribution, it is computationally infeasible to distinguish them given that the 
variables relate to each other in the following way:  

t = As + e (mod q) 

where A is uniformly randomly selected from a ring, and e is a noise vector. 

In this case, s is the secret key and t is the public key. Due to the addition of noise e, recovering s from 
the public data requires solving a hard lattice problem that is believed to be resistant against classical 
as well as quantum attacks. 

 

3.2 Experimental Set-up 

In this experiment, we utilize Raspberry Pi 4 Model B as a gadget to mimic an IoT edge node that is 
resource-constrained. This gadget was decided on since it is an example of one of the most common 
edge computing gateways that are frequently used currently. The particular hardware devices that are 
used in this experiment are: 

Processor: Quad-core Cortex-A72 (ARM v8), Broadcom BCM 

Speed of the clock: 1.5 GHz 



 

LPDDR4-3200 

Ubuntu 20.04 LTS (Server Edition) is the operating system. 

Compiler: ARM64-optimized GCC 

 

 

 

3.3 Implementation and Data Collection 

 

To fulfill this requirement, we implemented the PQC algorithms using the open-source C library 
"liboqs" (Open Quantum Safe). The version of this library 

Data Generation Strategy: 

In contrast to machine learning research, where static datasets (e.g., images, CSV files) are required, 
cryptographic benchmarking employs a random synthetic data generation approach. The mathematical 
operations involving random keys and messages ascertain how effectively a cryptographic approach 
is. At run-time, the benchmark script generates random seeds for key creation as well as random 
messages of length 32 bytes. 

 

 



The Evaluation Procedure: 

 In the case of all methodologies, the benchmarking framework involves the following three 
procedures: 

Key Generation: The time and CPU cycles required for generating a pair of keys, i.e., public and 
private keys, are mentioned. 

Verification (in the case of Dilithium):  The time it takes is recorded, as is the ciphertext or digital 
signature. For Kyber and Dilithium, encapsulation and signing involve creating a random message, 
then measuring how long it takes to sign a message or encapsulate a shared secret.For this purpose, 
each operation is performed 1,000 times, and the average execution time is calculated to ensure the 
accuracy of the results, eliminating the effect of the background noise of the operating system. 

 

4. Result 
 

A. Performance of Key Encapsulation Mechanism (ML-KEM): 
We consider three security levels for CRYSTALS-Kyber (ML-KEM): Kyber-512 corresponding 
to NIST Level 1, Kyber-768 to Level 3, and Kyber-1024 to Level 5. In Table 1, we present the 
typical execution times for key generation, encapsulation and decapsulation. 
 

Table 1: Execution Time of ML-KEM (Kyber) in Microseconds (µs) 
 

Algorithm KeyGen Encap Decap 

Kyber-512 109.4 128.5 135.2 

Kyber-768 185.6 215.3 228.1 

Kyber-1024 290.1 348.2 365.8 

 

 

Analysis: 
 

It was observed that Kyber-512 had the highest efficiency, with an encapsulation time of about 128.5 
mu s. In contrast, Kyber-1024 consumed 348.2 mu s, which is roughly 2.7 times slower compared to 
the Level 1 variant, while Kyber-768 increased the latency by roughly 67%. Due to the inherent 
rejection check mechanism in the Kyber protocol, the decapsulation process was always a bit more 
time-consuming than the encapsulation process for all variants. 



 

 

 

Analysis 

The cost of communication is given in Fig. 3. Dilithium2 has a significantly larger key size (~1312 Bytes), 
although Kyber-512 has a very small public key size (~800 Bytes). This implies that even as PQC provides 
security, it will consume more energy to communicate than the traditional ECC, which has a key size of only 
32 bytes. 

 

 

 

 



5. Discussion 

 

 
The experimental results provide valuable insights into the feasibility of implementing NIST-
standardized Post-Quantum Cryptography (PQC) on the edge devices of IoT systems, which are 
resource-constrained. With respect to real-time systems, the assessment of the different variants of the 
ML-KEM (Kyber) algorithms reveals that the Kyber-512 variant is the optimal trade-off between 
security and performance. Compared to the latency of the communication in IoT protocols such as 
MQTT or CoAP, the encapsulation latency of the proposed solution is low, i.e., 128 μs. Only the most 
secure level should be reserved for highly critical devices, such as smart grid control devices or 
healthcare gateway devices, in which data confidentiality is more critical than the need for extremely 
low latency, as indicated by the non-linear increase in execution time for Kyber-1024, which is nearly 
2.7 times slower than Level 1. Moreover, the implicit rejection check method used in the Fujisaki-
Okamoto Transform in Kyber, which is an inevitable trade-off for the sake of achieving Chosen-
Ciphertext Attack (CCA) security, accounts for the slightly longer decapsulation time in all Kyber 
variants. 
The performance differential of the ML-DSA (Dilithium) digital signature scheme is quite striking and 
has important architectural implications compared to the key encapsulation scheme. The 
benchmarking statistics show that Dilithium2 can validate a digital signature 2.8 times faster than it 
can generate the same. The performance differential between the verification and generation of digital 
signatures is quite high. The feature is especially useful for the most common "Secure Boot" and 
"Firmware Over-the-Air (FOTA)" updates in the Internet of Things world, where an edge device is 
hardly ever required to generate signatures on its own but is always required to validate signatures 
from the central server. The high signing latency of Dilithium5 (above 1 μs) could pose problems for 
applications that require mutual authentication where the device needs to sign each outgoing data 
packet, possibly requiring the use of hardware accelerators or co-processors to maintain the high 
throughput required for real-time applications. 
One of the major hurdles in migration, apart from computational speed, is the substantial increase in 
memory size and communication overhead. PQC protocols require keys and ciphertexts of kilobyte 
size, while traditional ECC protocols require keys as low as 32 bytes (e.g., Curve25519). The 
transmission of a single Dilithium2 signature requires 2,420 bytes, which may cause stack overflow 
issues in low-bandwidth protocols like LoRaWAN or Zigbee (IEEE 802.15.4), where the maximum 
payload size is often restricted to 127 bytes. This may cause stack overflow issues for deeply 
embedded microcontrollers like Cortex-M0, even if modern edge devices like Raspberry Pi 4 have 
sufficient memory to handle huge stack allocations. For legacy IoT protocols, a hybrid migration 
strategy might be the most practical solution, where authentication is done using traditional protocols, 
while key exchange is done using PQC. 
 

 

6. Conclusion 
 

 

The performance of NIST-standardized Post-Quantum Cryptography (PQC) algorithms on resource-
constrained IoT edge devices was extensively evaluated in this research, providing a vital foundation 
for the impending advent of quantum-resistant cryptography. The results of our actual evaluation, 



implemented using a Raspberry Pi 4 and the liboqs package, indicate that current IoT gateways indeed 
possess sufficient processing capacity to support lattice-based cryptography without inducing 
unreasonable levels of delay. Specifically, ML-KEM (Kyber-512) was found to have similar execution 
times compared to widely used classical protocols, rendering it the most promising solution for real-
time key exchange. This indicates that, for high-performance edge nodes (Cortex-A class), the 
adoption of PQC will likely be hindered by the considerably higher key and ciphertext sizes associated 
with lattice-based cryptography. 
However, as the paper also points out, there exists a considerable disparity in the performance of the 
ML-DSA (Dilithium) standard in digital signature schemes. While its fast verification rate is highly 
beneficial in the security of firmware updates as well as command signals sent from central servers, 
there exist considerable difficulties in bandwidth-constrained protocols such as LoRaWAN or Zigbee 
due to the considerable latency in signature generation as well as the multi-kilobyte signature sizes. 
This indicates that while IP-based protocols such as Ethernet or Wi-Fi can "drop-in" PQC in place of 
traditional public-key schemes such as RSA or ECC, low-power wide-area networks (LPWAN) 
require specialized cryptographic techniques to handle the increased data payload without exhausting 
the batteries. 
This study will also be further explored in the future using energy profiling to assess the effect of PQC 
on battery-powered sensor devices. Additionally, we would like to investigate hardware acceleration 
techniques that employ FPGAs or co-processors to reduce the computational cost of stronger security 
protocols such as Dilithium 5 and Kyber-1024. The ultimate result of our study is to demonstrate that 
despite the validity of the quantum threat, a safe and effective transition for the IoT ecosystem is 
indeed feasible with the right algorithm and system optimization. our serves as a foundational 
guideline for network architects and IoT developers. 
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