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Abstract

Mobile and embedded devices—smartphones, wearables, industrial IoT, and vehicles—now underpin critical
services but also expand the cyber-physical and supply-chain attack surface. Heterogeneous hardware, baseband
stacks, firmware/OS components, and multi-vendor build and distribution pipelines create vulnerabilities across
manufacturing, provisioning, deployment, operation, and update. This review consolidates threats and defenses
through two coupled lenses: (i) AI/ML-driven monitoring for intrusion, tamper, and anomaly detection, and (ii)
device trust foundations (secure/measured boot, trusted execution environments, and remote attestation). Using a
systematic, criteria-driven screening and appraisal protocol, we synthesize evidence from peer-reviewed research,
standards/specifications, and authoritative platform documentation spanning SUIT-based OTA updates, RATS/EAT
and PSA attestation tokens, AVB/dm-verity integrity, and SBOM/SLSA/Sigstore provenance. We contribute (1) a
lifecycle taxonomy linking phases, layers, attack classes, and controls; (2) a cross-layer synthesis that connects
attestation/TEE mechanisms to telemetry pipelines and remediation workflows; (3) a critical appraisal of datasets
and evaluation practices for embedded/IoT intrusion detection; and (4) a gap analysis highlighting fleet-scale
attestation, real-time cyber-physical tamper sensing, provenance-to-runtime binding, and baseband security. The
result is actionable guidance for building verifiable update pipelines and trustworthy, operationally feasible detection
at fleet scale.
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a particular focus on detection and trust establishment
powered by Al and attestation. Rather than isolating
risks within a single layer (e.g., app malware or network
exploits), we treat the ecosystem as a layered system

1 Introduction

Mobile and embedded systems—smartphones,
wearables, IoT nodes, radios, and industrial

controllers—now mediate critical services in every
sector. Their ubiquity, heterogeneity, and physical
proximity to people and infrastructure make security
failures uniquely consequential: compromises do not
remain “virtual.” They can disable equipment, leak
sensitive telemetry, or, in extreme cases, cause physical
harm. As these devices become more capable and more
connected, the attack surface spans hardware
components, firmware stacks, application software,
communication protocols, and the supply chain that
designs, manufactures, and distributes them.

This review examines cyber-physical and supply-chain
threats across the mobile and embedded ecosystem with

with interdependencies: a weak update pipeline can
undermine a strong boot chain; an unverified sensor can
invalidate higher-level behavioral models; a counterfeit
component can bypass cryptographic assumptions.
Bridging these layers is essential to build resilient
defenses that perform under real operational constraints
(battery, compute, latency, privacy) and at fleet scale.

Prior surveys often focus on a single slice of this
space—general IoT security/privacy/trust [1], [2],
ML/IDS methods and datasets for [oT networks [3], [4],
[5], [6], BLE protocol security and privacy [7], [8],
Android malware and deep-learning-based defenses [9],
[10], [11], or cellular security and authentication
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analyses [12], [13], [14], [15], [16]. In contrast, this

review positions novelty at the interfaces between these
silos: we connect supply-chain provenance controls
(SBOM/SLSA/Sigstore) to runtime integrity (secure
boot and attestation) and then to data-driven monitoring
and remediation (IDS actions and SUIT-style OTA),
while explicitly covering firmware/baseband attack
surfaces (e.g., dynamic baseband/firmware analysis)
that can invalidate app-layer assumptions [17], [18],
[19].

Motivation and scope

e Coverage: smartphones and secure elements;
constrained IoT devices and wearables;
radios/pagers and specialized communication
gear; industrial embedded controllers and
gateways.

e Layers: hardware (silicon, sensors, batteries),
firmware (bootloaders, kernels), software
(apps, services), networks (BLE, Wi-Fj,
LTE/5G, LPWAN), and logistics
(manufacturing, transit, distribution).

e Lifecycle: manufacturing and provisioning;
deployment and operation; maintenance and
OTA updates; end-of-life and
decommissioning.

Challenges at the cyber-physical boundary

e Integrity of roots of trust: establishing
measured/verified boot on diverse silicon,
integrating TEEs, and preserving keys against
physical side-channels.

e Firmware provenance and update security:
ensuring that OTA mechanisms and manifests
reflect  authentic, untampered images;
recovering from failures without bricking
devices (SUIT RFC 9124: [20]; NIST SP
800-193: [21]).

e Sensor and battery manipulation: detecting
anomalous environmental inputs and power
behaviors that can trigger unsafe states or
defeat detection models.

e Baseband and protocol exploitation: defending
cellular/LPWAN stacks that operate below
application firewalls, where weaknesses can
enable device-wide compromise (5G survey:
[12]; formal 5SG-AKA analyses: [14], [15]).

e  Supply-chain compromise: preventing
counterfeit or modified components from
entering  fleets;  maintaining  verifiable
provenance (SBOMs, build integrity) from
source to device.

Why AI and attestation together?

e Telemetryrich devices produce behavioral
signals (usage, RF patterns, power draw,
timing) that Al can learn to model for anomaly
detection with limited labels (ML/IDS survey:
3D.

e Remote attestation and device identity
frameworks provide cryptographic anchors to
trust measurements at run-time (RATS
architecture RFC 9334: [22]; PSA token format
RFC 9783: [23]).

e Combined, they enable layered assurance:
cryptographic trust about what the device is
running, and statistical confidence about how it
is behaving.

Threat model and assumptions

Although this manuscript is a review (not a
single-system proposal), we adopt a consistent threat
model to organize evidence and avoid layer-specific
blind spots. We assume the defender operates a fleet of
heterogeneous mobile/embedded devices and can
deploy monitoring and policy enforcement at some
aggregation point (device, gateway, MDM/EMM, or
cloud).

Adversary capabilities (non-exclusive)

e Supply-chain adversary: can tamper with
dependencies, build/release artifacts, mirrors,
or vendor firmware distribution (including
“valid-looking” updates);

e RF-proximity adversary: can eavesdrop, inject,
replay, downgrade, jam, or exploit protocol
logic in BLE/LPWAN/cellular in the vicinity of
targets;

e Physical-access adversary: can access debug
interfaces, attempt fault/side-channel attacks,
or extract/modify storage on a subset of

devices;
e Fleet-level adversary: can compromise
credentials, management infrastructure, or

update orchestration to target many devices
simultaneously.

Defender and measurement assumptions

e Telemetry visibility is heterogeneous: some
fleets can only export coarse metadata (e.g.,
flow features, update events, attestation tokens)
because payload inspection is constrained by
encryption, policy, or regulation.

e Monitoring and response
operational constraints
(battery/CPU/bandwidth) and privacy
requirements; therefore, we prefer designs that
operate on minimal, purpose-limited features
and that can be audited.

must respect



e Models and thresholds are exposed to
non-stationarity: ~ benign  drift  (software
updates, environment shifts) and adversarial
drift (mimicry/evasion) are both assumed
possible; for fleets that retrain from telemetry,
data poisoning is treated as an explicit risk.

Out of scope: -catastrophic silicon fabrication
compromise at the foundry level and fully undetectable
hardware Trojans are treated as residual risk; we focus
on mechanisms that can be deployed and audited in
contemporary systems (secure boot, attestation/TEE,
OTA hardening, provenance, and telemetry-based
detection).

Contributions

1. A unified taxonomy that classifies threats and
defenses across device classes, layers, and
lifecycle stages, linking supply-chain risks to
runtime effects.

2. A synthesis of attacks and detection/defense
techniques spanning hardware, firmware,
software, networks, and logistics, with
emphasis on attestation and Al.

3. An evidence-based gap analysis highlighting
limits in fleet-scale attestation, real-time
tamper detection, verified update pipelines, and
dataset availability.

4. Practical research directions that align
attestation, provenance, and Al monitoring to
strengthen  resilience  without imposing
untenable operational overhead.

Paper organization

Section 2 describes the review methodology (screening
and appraisal). Section 3 defines the device classes and
layered ecosystem model. Section 4 categorizes threats
and protocol-specific risks with a running example.
Section 5 summarizes the cyber-physical attack surface.
Section 6 reviews detection techniques and
datasets/metrics. Section 7 integrates core defenses
(boot integrity, attestation, TEEs, OTA, and provenance)
into an operational pipeline. Section 8 covers forensic
readiness and evidence collection. Sections 9-11
synthesize gaps, future directions, and conclusions.

Lifecycle overview (Figure)

Fig. 1 provides the lifecycle orientation used throughout
the review to connect phases
(manufacturing—operation—update) with controls and
measurement points.
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Fig. 1. Lifecycle of mobile and embedded ecosystems
with control mappings. Stages (Manufacturing —
Provisioning — Boot — Deployment — Operation —
Update — Decommission) are connected to controls:
AVB (verified/measured boot), RA (remote attestation),
TEE (trusted execution environment), SUIT (secure
OTA), SLSA (build provenance), SBOM, IDS
(Al-driven detection), and Zero Trust patterns.

2 Methodology

This section describes how the reference corpus was
assembled and how evidence was appraised and
synthesized.

Screening and appraisal protocol

We follow a structured, criteria-driven protocol to
identify and screen peerreviewed works (journals,
conferences), authoritative  standards/specifications
(NIST, IETF, ISO/IEC, TCG), and authoritative
platform documentation (AOSP, Arm, Linux kernel).
Screening includes title/abstract review and full-text
assessment to extract device class, affected layers,
lifecycle stage, attack types, detection/defense method,
datasets (if any), and key findings.

Search sources and time window

e Sources: IEEE Xplore, ACM Digital Library,
Scopus, and Web of Science were used for
peerreviewed discovery; arXiv and Google
Scholar were used to identify relevant preprints
and to chase citations forward/backward.

e Window: works published between 2012 and
2025 (inclusive) were in-scope, matching the
curated corpus span used throughout the
review.

Quantitative corpus summary (transparency note): based
on the curated reference list cited in this manuscript (not
raw database query hits), the current corpus includes
103 numbered sources, spanning 2012-2025 by
publication year. Using lightweight parsing/labeling of
the References section, 65/103 entries include DOI



metadata and approximately 57/103 correspond to
peerreviewed venues (heuristic keyword match).
Source families represented include IETF/RFC (4),
NIST (5), platform documentation such as AOSP (4)
and Linux kernel docs (1), and standards bodies such as
ISO/IEC/IEC (2) and TCG (2). The publication-year
distribution is concentrated in 2015-2019 (44) and
2020-2024 (52), with a smaller tail in 2010-2014 (5)
and 2025 (2).

Example query (representative)

e ("remote attestation" OR RATS OR EAT OR
"PSA attestation” OR '"verified boot" OR
"Android Verified Boot" OR dm-verity OR
"secure OTA" OR SUIT OR SBOM OR SLSA
OR Sigstore OR baseband OR "BLE security"
OR LoRaWAN) AND (mobile OR embedded
OR IoT OR "cyber-physical") AND (detection
OR IDS OR anomaly OR forensics OR
provenance)

Inclusion criteria
e Focus on mobile/embedded/IoT systems with
explicit relevance to (i) cyber-physical or
supply-chain threats, (ii) detection/monitoring,

and/or (ii1) trust foundations
(boot/TEE/attestation) and update/provenance
mechanisms.

e Provide an actionable technical contribution
(empirical evaluation, formal analysis, system
design, dataset/tooling, or a normative
specification/guideline used in practice).

e English-language and accessible full text.

Exclusion criteria

e General enterprise IT security not tied to
mobile/embedded constraints or without
device/fleet implications.

e Purely conceptual position papers without
technical method or specification.

e Duplicates (same work under multiple
venues/URLs) or records lacking sufficient
bibliographic metadata for traceability.

Data extraction schema

To keep synthesis consistent across heterogeneous
sources, we use a cross-layer schema for (i) controls, (ii)
attack classes, and (iii) telemetry/detection signals.
Table 1 is used as a compact “coding guide” for
mapping results into later sections.

Table 1. Cross-layer mapping of controls, attacks, and
detection signals.

Detection
Signals

Layer Primary

Controls

Typical
Attacks

Hardware TEE/isol side-chann power/RF
ation; els; fault signatures;
keys; injection timing
anti-tamp anomalies
er

Firmware verified/ bootloader/ hash/verity
measured kernel checks;
boot; compromis attestation
provenan e claims
ce

Software least malware; app
privilege; RCE; behavior;
code supply-chai system calls;
signing n injection logs

Network auth/cryp MITM,; flow
to; replay; features;
protocol downgrade anomalies;
hardenin ; baseband formal
g checks

Logistics SBOM; counterfeit; traceability;
SLSA tampering signature
provenan in transit validation
ce;
secure
handling

Quality appraisal (lightweight rubric)

Because the corpus mixes empirical ML/IDS studies,
formal protocol analyses, and standards/specifications,
we apply a lightweight appraisal rubric during
extraction:

e Reproducibility: datasets, parameters, and
evaluation setup are described sufficiently to
reproduce key claims;

e External validity: evaluation reflects realistic
constraints (compute, power, bandwidth,
privacy) and  deployment  placement
(device/gateway/cloud);

e Threat-model alignment: adversary capabilities
and trust assumptions are explicit and match
the system layer being claimed;

e Measurement validity: metrics are appropriate
(e.g., false alarm rate and latency for
operational IDS) and avoid leakage;

e Actionability: results connect to deployable
controls or operational response (e.g., OTA
remediation, quarantine).

Reproducibility and artifacts

To support auditability, the review is anchored in a
curated reference corpus (a tracking sheet) and
script-generated artifacts (e.g., the numeric IEEE-style



bibliography and summary tables). This enables

repeatable updates as new sources are added.

Research artifact  availability  (reproducibility
positioning): while we may not be able to publicly
release the full tracking sheet (e.g., because it can
contain notes, operational context, or
non-redistributable metadata), we can share (as
supplemental material or via an archival repository) (i) a
sanitized, machine-readable list of included sources
with stable identifiers (DOI/URL, venue, year), (ii) the
search protocol and inclusion/exclusion criteria used to
assemble the corpus, (iii) scripts that generate the
bibliography/tables and support consistency checks, and
(iv) the final diagram sources (SVG figures) used in this
manuscript. These artifacts are sufficient for third
parties to reproduce the screening logic, regenerate the
derived tables/figures, and update the corpus over time.

Limitations

This review synthesizes evidence across heterogeneous
sources—peerreviewed empirical studies, formal
analyses, and standards/specifications/vendor
documentation—whose goals and validation methods
differ. As a result, we do not perform a formal
meta-analysis or claim that outcomes (e.g., IDS
accuracy) are directly comparable across papers;
instead, we emphasize operationally relevant patterns
(telemetry feasibility, drift robustness, recovery
correctness) and treat standards/specifications as
normative anchors rather than empirical proof.

Attestation evidence quality (trust+Al limitation): many
of the review’s arguments assume that attestation is
available as a reliable “state witness,” yet in practice the
evidentiary value of attestation tokens depends on
freshness guarantees (nonce/challenge handling, clock
quality, replay resistance, and caching), verifier trust
and policy correctness (who operates the verifier, how
reference measurements are maintained, and how
rollout windows are encoded), and token/measurement
semantics stability over time (schema drift across
PSA/EAT profiles, vendor-specific claims, and evolving
measurement granularity). These factors can induce
false assurance (stale-but-valid tokens), inconsistent
fleet decisions across verifier versions, or mismatches
between what is measured (e.g., boot state) and what the
detection model assumes (e.g., runtime configuration).
Therefore, attestation should be treated as versioned
evidence with explicit freshness windows, verifier
policy provenance, and schema/version negotiation,
rather than as a binary ground truth.

Counts and summaries in this paper reflect the curated
tracking sheet rather than a complete export of all query

hits from each database, and the “peer-reviewed” subset
depends on consistent tagging in the Notes field. While
we aim for broad coverage and auditability, selection
and reporting biases remain possible—especially in
fast-moving areas (OTA security, supply-chain tooling,
cellular protocol implementations) where practice can
change faster than archival publication.

Threats to validity (review-oriented)

e Seclection bias: database coverage and keyword
choices may miss relevant work (e.g.,
domain-specific venues for
automotive/industrial systems).

e Publication bias: positive IDS results are more
likely to be published than
negative/operationally challenging results.

e Extraction bias: mapping heterogencous
contributions into a single schema can
introduce misclassification; we mitigate this by
using Table 1 as a coding guide and by
capturing notes/assumptions during extraction.

e Temporal wvalidity: standards, platform
guidance, and threat techniques evolve; a
2012-2025 snapshot may not reflect the latest
post-2025 changes.

3 Mobile and embedded ecosystem overview

This  section  frames the  ecosystem  we
study—smartphones, wearables, IoT and industrial
embedded systems—through a lifecycle and stack lens,
highlighting trust anchors, update mechanisms, and
protocol realities that shape the threat surface and
defenses.

Device classes and stack layers

e  Smartphones: application SoC +
baseband/modem + secure element; userland
apps atop vendor firmware; carrier-controlled
cellular stack.

e IoT nodes: MCUs/SoCs with constrained
resources; heterogeneous radios (BLE, Wi-Fi,
LPWAN such as LoRaWAN); diverse vendor
firmware and boot chains.

e  Wearables: sensor-dense; BLE-centric
connectivity; strict power/privacy constraints.

e Industrial embedded: PLCs/RTUs/gateways;
real-time and safety-critical constraints;
segmented networks and legacy stacks.

Layers common across classes: hardware (roots of
trust), firmware (boot loaders, TEE), software
(OS/apps), network (BLE/LoRaWAN/LTE-5G/TLS),
and supply-chain (SBOM, provenance).



Table 2 summarizes how device classes map to stack layers and which controls/protocols dominate each class.

Table 2. Device classes % layers (orientation matrix).

Device Hardware Firmware Software Network (Protocols) Supply Chain
Class (Roots/Sensors) (Boot/TEE) (OS/Apps) (Provenance)
Smartpho SoC, baseband, AVB, dm-verity; Android/iOS Wi-Fi, BLE, LTE/5G; SBOM; SLSA;
nes secure element TrustZone/OP-T ; vendor TLS 1.3 [24] signed builds

EE services
Wearable Sensors, Measured  boot RTOS/lightw BLE (GATT/Mesh: SBOM; constrained
s low-power SoC (vendor); TEE eight  OS; [58]), Wi-Fi; TLS 1.3 provenance

options companion [24]

app

IoT MCU/SoC; Verified/measure RTOS/bare- BLE, Wi-Fi, LPWAN SBOM

(Constrai Sensors; d Dboot; TEE metal; (LoRaWAN spec: (SPDX/CycloneDX

ned) HSM/TPM (TrustZone-M) services [91]); DTLS/TLS ); SLSA; Sigstore
(optional) (TLS 1.3: [24]

Industrial PLC/RTU/gatew Vendor boot; Real-time Ethernet/IP, Modbus, SBOM;  regulated

Embedde ay; field sensors secure modules OS; safety OPC UA; VPN/TLS provenance

d logic (TLS 1.3: [24]

Gateways x86/ARM; Secure boot; Linux; Wi-Fi, cellular SBOM; SLSA;
NICs; crypto TEE container backhaul; TLS 1.3 [24] artifact signing
modules (OP-TEE/SGX) runtime

Radios/B RF front-end; Baseband Control 2G/3G/4G/5G; Vendor provenance;

aseband DSP; modem firmware; secure stack; diag paging/AKA signed images

boot tools

Lifecycle and threats

Development/manufacturing: supply-chain
risks  (counterfeit, compromised tooling);
provenance integrity gaps. Controls: SBOM
(SPDX/CycloneDX), SLSA, Sigstore.
Boot/deployment: tampering and persistence
via boot chain compromise. Controls:
verified/measured boot (AVB, dm-verity, and
DICE/TPM  primitives: [25], [26] and
attestation-oriented bootstrapping (e.g.,
SMART-style): [27], plus TEEs/isolated
execution with careful threat modeling [28]
and lightweight MCU isolation (e.g., Sancus):
[29].

Operation:  protocol  exploitation (BLE
pairing/mesh  and  spoofing—survey +
representative attack: [7], [30]; LoRaWAN
jamming  considerations: [31]; LTE/5G
implementation risk—survey + systematic
analysis: [12], [16]), malware and lateral
movement, and side-channels

(battery/power:[32]). Controls: TLS 1.3 [24],
access control baselines, and ML-driven IDS
(online/anomaly ~ NIDS  exemplars: [33];
evaluation metrics surveys: [25]).

Update: OTA threats (rollback, TOCTOU,
manifest abuse). Controls: SUIT manifests;
signed, atomic updates; and attested
post-update verification, aligned with practical
update feasibility studies ([34], [35], [36]) and
industry/verification perspectives ([37], [38]),
plus platform/vertical guidance (Android OTA
guidance: [39]; Android security reporting:
[40]; connected vehicle OTA designs: [41],
[42]).

Trust and update pipeline

Roots of trust — attestation:
hardware/firmware measurements bound into
tokens (IETF RATS/EAT, PSA), enabling
verifier policies across fleets.



e  Verified/measured
bootloaders/partitions
prevent persistence.

e TEE integration: isolation for
code/keys  (TrustZone/OP-TEE);
claims about secure world state.

e Secure OTA: manifest-driven updates (SUIT),
code  signing, provenance; post-update
attestation to re-establish trust.

boot: integrity  of
(AVB, dm-verity) to

sensitive
attested

4 Threat landscape

This section summarizes threats across lifecycle phases
and stack layers, then highlights protocol-specific risks
(BLE, LoRaWAN, LTE/5SG AKA) that commonly
bypass app-level defenses.

We emphasize protocol and firmware threats that are
frequently underrepresented in app-centric security
models: baseband analysis and fuzzing [17], [18] and

dynamic firmware analysis at scale [19], [43]
demonstrate  how low-level vulnerabilities can

undermine higher-layer controls.

Running example (RE-1): Compromised OTA +
sensor spoofing in a mixed fleet

To keep the review concrete, we reuse one vignette
across Threat — Detection — Response.

System context

e A mixed fleet: industrial gateway +
constrained LoRaWAN sensors + operator
smartphones used for commissioning and
maintenance.

e The fleet relies on secure boot and partition
integrity where available (AVB: [44];
dm-verity: [45]) and on  firmware
resiliency/recovery expectations (NIST SP
800-193: [21]).

e Updates are delivered OTA wusing a
manifest-driven approach (SUIT RFC 9124:
[20]) and fleet trust is anchored via remote
attestation (RATS architecture RFC 9334: [22];
PSA token format RFC 9783: [23]).

Adversary path (representative)

1. Supply-chain foothold: attacker tampers with a
build or release pipeline artifact (SLSA
provenance: [46]; signing/transparency: [47])
and/or injects a dependency visible only
through SBOM/provenance gaps (NTIA
SBOM elements: [48]).

2. Update-channel abuse: a malicious but
valid-looking update attempt targets devices
that lack strong rollback protections or have
inconsistent verification across components

(SUIT RFC 9124: [20]; SUIT feasibility
“reality check™: [34]).

3. Physical effect via remote  trigger:
compromised devices or nearby attackers
manipulate sensor readings and radio
conditions; LoRaWAN join/key establishment
weaknesses and jamming-style DoS are
plausible enabling mechanisms (LoRaWAN
survey: [49]; EuroS&P verification/patched
join procedure: [50]).

Phase x layer: attacks and controls

Table 3 maps lifecycle phases to threats and primary
controls to support cross-layer reasoning.

Table 3. Lifecycle phase x layer threats and primary
controls.



Phase Hardware Firmware Software Network Supply-Cha Primary Controls
Attacks Attacks Attacks Attacks in Attacks
Manufacturing counterfeit malicious poisoned N/A tampered SBOM
ICs; bootloader SDK/deps BOM; (SPDX/CycloneDX);
implant/troja injection logistics SLSA provenance;
n diversion artifact signing
Provisioning key insecure default creds; N/A rogue HSM-backed keys;
mishandling; flashing; weak vendor hardening; attestation
insecure debug enrollment tooling at onboarding
secure interfaces
element
Boot fault bootkits; early-service N/A N/A AVB/dm-verity;
injection; verified/me persistence measured boot;
glitching asured boot TPM/DICE ([26],
bypass [51]); SMART-style
attestation ([27]); RA
pre-policy
Deployment physical hidden supply-chain misconfig; N/A TEE isolation; RA of
tamper; modules; payloads; weak software/firmware
probes baseband privilege protocols state
firmware escalation
weaknesses
Operation side-channels runtime malware; MITM; N/A TLS/DTLS; protocol
(power/RF); patching; lateral replay; hardening; AI/ML
sensor update movement; downgrade; IDS; continuous RA
spoofing agent exfiltration paging/AK
abuse A privacy
Update rollback via manifest malicious N/A malicious SUIT manifests;
physical forgery; update scripts mirror; signed/atomic
access TOCTOU; supply updates; post-update
unused diversion RA
code paths
Decommission data residual orphaned N/A asset secure wipe; key
remanence; firmware services disposal destruction; inventory
key leakage modules tampering closure

Protocol-specific risks (BLE, LoORaWAN, LTE/5G AKA)

Table 4 highlights protocol-level risks that commonly bypass app-layer defenses.

Table 4. Protocol-level risks that commonly bypass app-level defenses.

Protocol Key Common Representative Mitigations Key Sources
Vulnerabilities Exploits

BLE pairing MITM during enforce Secure  Connections Surveys/analyses:
downgrade; pairing; (Bluetooth SIG overview: [7]) and [7], [8], [S6], [57];
“Just  Works” reconnection monitor downgrade behavior (KNOB: representative
weakness; spoof; replay; [30]); harden pairing flows against attacks: [30], [52],
mesh  routing spoofing/impe confusion/downgrade  ([52]);  detect [53], [54], [55], [58],
abuse rsonation reconnection spoofing/impersonation [591, [60].

patterns ([S3], [54], [55])




LoRaWAN join/key replay; key enforce frame counters and rekey; tune LoRaWAN survey:
establishment compromise; ADR; apply formally verified [49]; EuroS&P join
insecurities; DoS via  join-procedure patches (EuroS&P: [50]); verification:  [50];
jamming; jamming align configurations with the LoRaWAN spec/jamming: [31],
MAC misuse security specification ([61]) and jamming [e1].

analyses ([31])

LTE/5G AKA privacy  tracking via apply protocol fixes and privacy Surveys/analysis:

AKA leaks; paging; AKA; paging  hardening guided by surveys ([12], [13]); 21, [13]; formal
baseband abuse; L2 validate AKA via formal analyses (e.g., AKA: [14], [15],
implementation exploits; NDSS/EuroS&P:  [14], [15]) and [62], [63], [65], [66],
risk botnet-driven verification frameworks/tools ([62], [63], [671, [68];

signaling [64], [65], [66], [67], [68]); incorporate systematic LTE:
storms empirical paging privacy and load/DoS [731, [74], [75];

findings ([69], [70], [71], [72]) and
systematic LTE analyses (LTEInspector:

[73]; L2 weaknesses: [74], [75])

paging privacy/DoS:
[69], [70], [71], [72].

Software, firmware, hardware, and supply-chain

attacks

Software attacks

typically provided via TEEs such as TrustZone
(overview: [78]) and implemented by TEE
OSes (OP-TEE docs: [79]), but practical
side-channel  surfaces  remain  (battery
side-channels: [32]).

Manufacturing compromise and build pipeline
Risk  management guidance
includes NIST SP 800-161 Rev.1: [80].

Malware and spyware targeting

mobile/embedded OSes and apps: privilege  Supply-chain attacks
escalation, data exfiltration, and °
command-and-control; mobile-focused surveys tampering.
and SLRs systematize families and detection

patterns [9], [10], [11]. °

Firmware attacks

Bootkits and verified/measured boot bypass;
persistence via bootloader/partition tampering.
Baseline hardening is anchored in verified boot
guidance (AVB: [44]) and platform firmware
resiliency (NIST SP 800-193: [21]).

Firmware vulnerability discovery and auditing
at scale remains challenging in embedded
ecosystems; surveys and taxonomies highlight
recurring classes and analysis techniques ([76],
[77]), and dynamic analysis pipelines illustrate
practical scaling limits [19], [43].

OTA compromise: manifest forgery, rollback,
TOCTOU; hidden backdoors in vendor images.
Open standards for constrained updates are
defined in SUIT (RFC 9124: [20]) and
evaluated in practice [34]; operational
guidance and applied designs highlight
real-world failure modes and mitigations
(Android OTA guidance: [39]; connected
vehicle OTA: [41]).

Hardware attacks

Chip-level tampering and
injection/glitching; and
(power/RF/battery). Hardware

implants; fault
side-channels
isolation is

Mitigations: SBOM practices (NTIA: [48];

SPDX: [81]; CycloneDX: [82]), build
provenance via SLSA ( [46]), and

signing/transparency via Sigstore ([47]).

5 Cyber-physical attack surface

Cyber-physical
between software, firmware, hardware, and the physical

attacks exploit the tight coupling

environment. Unlike purely digital compromise (e.g.,
credential theft), cyber-physical compromise changes
how devices sense, decide, and act—often through
subtle manipulation of sensors, timing, and control

paths.

System view (Figure)
Fig. 2 illustrates the coupled cyber-physical loop that
motivates multi-layer defenses and telemetry fusion.
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Fig. 2. A simplified cyber-physical loop showing how
adversaries  can  influence  physical  signals
(environment/sensors),  software  control  logic,
firmware/drivers, and connectivity paths to trigger
unsafe outcomes.

Hardware-software interaction
Key interaction points

e Sensors — drivers — control logic: a sensor
measurement becomes a privileged input to
software decisions.

e Firmware/boot chain as a control dependency:
persistence in firmware (bootloader/kernel)
changes all higher-layer guarantees; verified
boot reduces persistence risk (AVB: [44];
dm-verity: [45]) and recovery expectations are
formalized in NIST SP 800-193 [21].

e Isolation boundaries: TEEs reduce blast radius
for key material and sensitive services
(TrustZone: [78]; OP-TEE: [79]).

Remote triggering risks

Wireless protocols below the app layer can expose
device-wide attack paths even when apps are
sandboxed.

Table 5 summarizes observable signals, common exploit
classes, and defensive levers across the main
cyber-physical surfaces.

Table 5. Attack surface matrix (signals — exploits —
controls).

Surface Observable Typical Defensive
Signals  (for Exploits Levers
detection) (inline)

Sensors sensor spoofing, fusion +

& streams, context calibration;

environ inconsistencie manipula drift  tests;

ment S, Cross-sensor tion forensic
residuals readiness
playbooks

Firmwar boot logs, bootkits, AVB/dm-ver
e & boot partition rollback, ity ([44],
hashes, hidden [45]); NIST
version claims modules SP 800-193
([21])
TEE attested interface TrustZone/O
boundar enclave/servic abuse, P-TEE
y e state, API trusted isolation
traces app bugs (281, [79])
Network flows, MITM/r protocol
protocol RSSI/time eplay/do hardening;
S features, wngrade, monitoring;
protocol tracking 5G  survey
events 2]
OTA/up update events, manifest SUIT RFC
date manifest forgery, 9124 ([20]);
validation mirror post-update
results, compro verification
rollback mise
attempts
Supply SBOM/proven counterf NTIA
chain ance eit, SBOM
coverage, poisoned ([48]);
signing logs build SLSA
([461);
Sigstore
([47])

Sensor/actuator semantics and context manipulation
A recurring challenge in  mobile/embedded
cyber-physical security is that “maliciousness” may
manifest as plausible sensor values that are contextually
inconsistent. This includes:

e Sensor spoofing with physically feasible
ranges but incorrect correlations (e.g., inertial
vs. GNSS mismatch), motivating cross-sensor
residual tests and context-aware fusion ([3]).

e Actuation abuse where the command is
syntactically valid but unsafe for the operating
context (e.g., timing, magnitude, sequence),
which often bypasses purely network-based
IDS.

Implication: defenses must treat sensor/actuator
interfaces as high-privilege inputs and explicitly model
context (state, environment, mission phase) rather than
only packet/process features.

Time, power, and RF as both signal and surface
Time and energy constraints shape both attacks and
detection fidelity:
e Battery/power and side-channel signals can
leak sensitive information or reveal application
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behavior, while also providing telemetry for
anomaly detection (battery side-channels:
[32]).

e RF proximity and protocol-layer events (e.g.,
reconnection attempts, downgrades) can enable
remote triggering even without compromising

app code; surveys of wireless security
emphasize  protocol-level hardening and
monitoring ([7], [12]).

Implication: “cyber-physical” monitoring is often

multi-modal, spanning software logs, network metadata,
and coarse hardware/energy signals.

Supply-chain — runtime — physical outcome path
Cyber-physical risk is amplified by the fact that
supply-chain and update compromise can translate into
persistent, fleet-wide unsafe behavior:

e Build or dependency poisoning can introduce
logic that selectively activates under physical
conditions  (time/location/sensor  triggers),
complicating root cause analysis.

e Update attacks (mirror compromise, rollback,
manifest forgery) can reintroduce known-bad
states; structured update frameworks (SUIT
RFC 9124: [20]) and provenance baselines
(SLSA: [46]) provide the scaffolding needed to
connect “what was built” to “what is running.”

Implication: attack-surface analysis should explicitly
connect provenance artifacts
(SBOM/provenance/signatures) to runtime
measurements (boot hashes/attestation claims) and to
post-incident forensics.

6 Detection techniques

Detection in this ecosystem must address both cyber
behaviors (process/network anomalies) and
cyber-physical behaviors (sensor/power/RF
manipulation), under constraints (battery, compute,
bandwidth, privacy) and with an explicit trust baseline
(boot + attestation).

Running example (RE-1): what detection looks like
end-to-end
Signals to collect (minimal but actionable)
e Boot/integrity state from verified/measured
boot when available (AVB: [44]; dm-verity:
[45]) and resiliency signals aligned to recovery
expectations (NIST SP 800-193: [21]).
e Attestation claims from devices/gateways
(RFC 9334: [22]; RFC 9783: [23]) to detect
trust baseline drift.

e Network telemetry at gateways and collectors
informed by public dataset baselines (IoT-23:
[83]; TON IoT: [84]; CIC IoT: [85]).

e Cyberphysical residuals: cross-sensor checks
and context features to reduce false alarms

(3D.
Practical detection policy
1. If attestation fails (or is stale) —

isolate/quarantine and prioritize remediation
(RFC 9334: [22]).

2. If attestation passes but behavioral model flags
strong anomalies — stage containment and
request re-attestation.

3. If anomalies correlate with update events —
verify update manifests and enforce rollback
protections (RFC 9124: [20], [34]).

Pipeline overview (Figure)

Fig. 3 summarizes the end-to-end detection pipeline and
where trust signals (boot/attestation) are fused with
telemetry.

Fig. 3. Telemetry flows through feature extraction and
models, integrated with trust (AVB/dm-verity,
RA/EAT/PSA, TEE), producing actions such as alerts,
isolation, and secure OTA via SUIT.

Table 6 lists representative public datasets and metrics
commonly used to evaluate embedded/IoT IDS.

Table 6. Datasets x metrics summary for embedded/IoT
IDS evaluation.

Dataset Modality Typical Key Sour
/Scope Models Metrics ces
IoT-23 network classical precision/ [83]
flows; ML; deep recall/F1;
diverse tabular/ti ROC-AU
IoT me series C
malware
TON 1 IIoT unsupervi F1; FAR; [84]
oT telemetry sed AE; latency;
(net, supervise resource
system, d DL usage
sensor)
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CIC-To IoT ML Fl1; [83]
T traffic; baselines; ROC-AU

labeled CNN/RN C

scenarios N

Beyond benchmark datasets, a recurring theme in
embedded/IoT monitoring is operational feasibility:
online, lightweight anomaly detection (e.g., ensemble
autoencoder NIDS) and clear evaluation metrics and

threat models ([4], [25], [33]).

To help readers navigate the diversity of “detection”
contributions, Table 7 provides a compact synthesis
mapping representative works to (i) the layer/domain
they study, (ii) what telemetry they require, and (iii)
how the output is intended to be used operationally.
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Table 7. Representative works X telemetry x deployment synthesis.

Representative Layer/Domai Telemetry Technique/Focus Typical Operational Output
Work n Inputs Deployment
ML/IDS  survey network/host mixed (flows, taxonomy of  SOC / research guidance for model
(3D IDS host events) methods and baseline choice + evaluation
pitfalls
[oT-23 ([83]) [oT labeled dataset baseline gateway/cloud benchmark + feature
malware/netw  flows/pcaps baselines
ork IDS
TON IoT ([84]) IIoT net + system + dataset for edge/cloud benchmark for fusion
cyber-physica sensor multi-modal IDS + drift
1
Lightweight/onli IoT network gateway flow practical edge/gateway alerting + correlation
ne NIDS IDS features deployment
exemplar ([4]) framing
Ensemble network flow/time-serie unsupervised AE edge/gateway anomaly score +
autoencoder anomaly s features ensembles triage
NIDS ([33]) detection
LTEInspector cellular/baseb protocol traces systematic LTE lab + operator vulnerability
([73D) and security + device security analysis tooling discovery +
behavior hardening
KNOB attack BLE security pairing protocol proximity detection/hardening
([30]) negotiation weakness attacker/defend targets
metadata exploitation er
LoRaWAN LPWAN join/handshake formal device + configuration + patch
key-establishmen security traces verification + network server guidance
t verification patches
([50])
Firmware firmware/sup firmware scalable analysis lab/cloud triage, vuln discovery,
dynamic analysis ply-chain images + pipelines provenance checks
at scale ([19], emulation
[43]) traces

Detection taxonomy: where, what, and under which
trust assumptions
In practice, detection pipelines are best categorized

along three axes:

Where detection runs

e On-device: lowest latency and best access to
local signals, but constrained by battery/CPU
and limited model update bandwidth.

e Edge/gateway: good vantage point for network
telemetry and fleet-scale correlation; often the
practical deployment point for [oT IDS ([4]).

e Cloud/SOC: best analytics and cross-fleet

aggregation, but
privacy/regulatory constraints

response windows.

may be

limited by
and delayed
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What detection models

e  Control-plane/protocol anomalies (e.g.,
downgrade/replay  patterns) informed by
protocol-specific analyses and surveys ([Z],
[12]).

e Host/process behavior and mobile malware
indicators (mobile malware surveys/SLRs: [9],
[101, [11]).

e Firmware  integrity  drift  (unexpected
partitions/versions) anchored in verified boot
and firmware resiliency guidance ([21], [44]).

e Cyber-physical residuals (cross-sensor
inconsistency, context violations) to reduce
false positives in noisy environments ([31]).

Trust anchoring
e  Purely behavioral models implicitly assume the
sensor/telemetry pipeline is trustworthy.
e Trust-aware models explicitly condition
decisions on boot/attestation state (RFC 9334:
[22]; RFC 9783: [23]) so that “anomaly” is
interpreted relative to a known baseline.

Evaluation pitfalls and reporting requirements

Many papers report high benchmark scores but
under-specify the deployment regime. For TIFS-style
rigor, evaluations should state:

e Threat model and adaptation budget: evasion,
mimicry, and whether the attacker can
influence training data ([3]).

e Data provenance and leakage controls:
time-based splits, device-wise splits, and
de-duplication to avoid optimistic leakage in
IDS benchmarks ([4], [5]).

e Resource cost: inference latency, memory
footprint, battery/energy  overhead, and
communications costs for telemetry offload.

e (Calibration and operational metrics: false
alarm rate (FAR) under benign distribution
shifts; time-to-detect; and mean time to
remediate.

Adversarial ML and telemetry/model poisoning
Embedded detection is vulnerable to attacker feedback
loops:

e Evasion and mimicry: an attacker can shape
behaviors to appear “normal,” particularly
when models rely on a narrow modality (only
flows or only host events) or when the
defender publishes stable thresholds.

e Adversarial drift: attackers can induce gradual
behavior changes (or leverage legitimate

software updates) to shift feature distributions
until alarms are suppressed.

e Poisoning/backdoors: if models are updated
from fleet telemetry, compromised devices can
bias updates, inject backdoors, or skew
normalization  statistics; provenance and
attestation can be used as filters (SLSA: [46];
RFC 9334: [22]).

Practical mitigation patterns include multi-modal fusion
(harder to spoof consistently), trust-conditioned scoring
(down-weight untrusted devices and gate decisions on
attestation freshness), and gated model updates tied to
signed artifacts and verified baselines. When retraining
is required, additional safeguards include robust
aggregation/outlier filtering for fleet updates, canary
deployments, and rollback of model updates using the
same secure-OTA and provenance discipline applied to
firmware.

Privacy and ethics note Telemetry pipelines for
mobile/embedded fleets frequently process sensitive
behavioral and location-adjacent signals: logs can
contain identifiers and user or process-level activity, RF
“fingerprints” can become uniquely identifying across
time/places, and attestation claims can leak device
model, configuration, patch level, or stable identifiers
that enable cross-session linkage. Designs should
implement data minimization (collect only what is
necessary), prefer on-device/edge feature extraction,
and aggregate or bucket features when fine-grained
values are not required for decisions. Access should be
tightly controlled (least privilege, auditable access, and
secure transport), and retention policies should be
explicit and short by default (retain only what is needed
for detection/forensics windows). Evaluations should
state what raw data is collected versus derived features
and how identifiers are handled
(pseudonymization/rotation), and confirm that datasets
are ethically sourced and legally shareable.

7 Defense mechanisms

This section integrates core controls—boot integrity,
remote attestation, TEEs, secure OTA, and
provenance—into a measurable pipeline.

In practice, these technical controls are deployed within
governance and compliance baselines that constrain
acceptable risk and required safeguards (ISO/IEC
27001: [86]; IEC 62443: [87]; NIST SP 800-53: [88];
NISTIR 8259A: [89]; OWASP MASVS: [90]).

Controls integration (Figure)
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Fig. 4 illustrates how boot integrity, attestation, TEEs,
secure OTA, and provenance combine into an
operational control plane.

Fig. 4. AVB/dm-verity — RA/EAT/PSA — TEE —
SUIT/SLSA/SBOM  with runtime IDS and actions.
Controls work together to provide cryptographic
assurance and behavioral monitoring with operational

responses.

Table 8

links

operational outcomes.

Table 8. Controls — measurable outcomes.

each core control to measurable

Control Layer/ Measurable Sources
Phase Outcome
Veritied/ firmwar boot integrity AVB: [44];
measured e; boot rate; partition dm-verity:
boot hash [45]; NIST
verification SP  800-193:
211
Remote deploy attestation RFC  9334:
attestatio ment/op pass rate; [22]; RFC
n eration claim 9783: [23];
(RATS/P verification RA
SA) surveys/repre
sentative
schemes:
Ly, P2,
3]
TEE hardwar key [78], [79];
(TrustZo e/softwa protection; TEE
ne/OP-T re secure clarification/i
EE) service solation
integrity designs: [28],
941
Secure update update RFC 9124:
OTA success; [20], [34];
(SUIT) rollback applied
prevention guidance/desi
gns:  [39],
[41]

Provenan supply build [46], [48],
ce chain integrity; [81], [82]
(SLSA, dependency
SBOM) traceability

Where available, hardware-backed trust anchors

complement remote attestation and measured boot:
TPM 2.0 ([26]) and DICE ([51]) enable device identity

composition and measurement binding, while
lightweight attestation architectures and
microcontroller-centric  designs motivate minimal

mechanisms for constrained devices ([27], [29]) and
safety-critical/industrial settings ([95], [96]).

Fleet provisioning, identity, and key management
Defenses in mobile/embedded fleets often fail at “day
0” and “day 2” operations rather than at cryptographic
primitives:

e Provisioning: establishing device identity,
ownership, and initial trust anchors must resist
factory compromise and counterfeit insertion

(C-SCRM: [80]).

e Key lifecycle: rotation, revocation, and
recovery are required for fleet-scale
containment; TEEs and hardware roots

(TrustZone/OP-TEE: [78], [79]; TPM: [26];
DICE: [51]) reduce key exposure but do not
remove operational complexity.

Operational recommendation: treat keys and attestation
credentials as managed assets with explicit revocation
paths and incident runbooks.

Attestation at scale: freshness, sampling, and policy

Remote attestation architectures (RFC 9334: [22])
define roles and trust boundaries, but operational
deployment raises fleet-level questions: Representative
lightweight and fleet-oriented schemes include WISE
(197]), ERASMUS ([93]), CHARM ([98]), Delica

([99]), and hardware/low-resource designs ([100],
101]), including TrustZone-based secure boot +

attestation patterns ([102]).

e Freshness windows: how often to attest given
bandwidth and power constraints.

e Sampling policies: when to attest all devices
vs. a subset (risk-based sampling).

e Verifier policy: how to encode acceptable
states and how to handle “unknown but
plausible” states (e.g., phased rollouts).

Practical pattern: combine periodic attestation with
event-triggered attestation (after anomalies, after
updates, after configuration changes) and couple
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decisions to measured boot baselines (AVB/dm-verity:

[44], [45]).

Running example (RE-1): threat — detection —
response playbook
Containment (minutes)

e Quarantine devices or segments that fail
attestation or show strong anomaly clusters;
enforce least privilege and continuous
verification patterns (RFC 9334: [22]; NIST SP

800-207: [103]).

Eradication & recovery (hours)

e Push a manifest-driven signed remediation
update and re-verify post-update state (RFC
9124: [20]; [34]).

e Require post-update re-attestation
restoring privileges (RFC 9334: [22]).

before

Root-cause narrowing (days)

e Use SBOM + provenance to determine
whether compromise is a dependency/build
issue ([46], [48]) and validate
signing/transparency evidence ([47]).

Secure OTA and provenance binding (what “good”
looks like)

Secure remediation requires that updates are both
verifiable and attributable:

e Verifiable update intent: manifest-driven
updates with explicit component identifiers,
constraints, and signatures (SUIT RFC 9124:
[20]).

e Rollback resistance: ensure versions and
policies prevent reintroduction of vulnerable
images (firmware resiliency: [21]).

e Provenance linkage: bind SBOM/provenance
records (NTIA SBOM: [40]; SLSA: [42]) to
the exact image digests that devices measure
and attest.

This binding closes a common gap: having
“supply-chain paperwork” that is not cryptographically
connected to what devices actually run.

8 Digital forensics in mobile/embedded devices

This section outlines practical evidence collection and
analysis for  constrained devices, integrating
cryptographic trust (boot/attestation) with acquisition
under operational/legal constraints.

Evidence flow (Figure)

Fig. 5 summarizes an evidence flow suitable for
constrained devices while preserving cryptographic trust
anchors.

Constraints & Tools

Fig. 5. Acquisition — triage — analysis — outcomes,
covering volatile (RAM/logs/sensor buffers), persistent
(flash/configs), network (pcap/flows), and trust
(RA/EAT claims, boot status).

Table 9 enumerates practical evidence sources and the
main constraints affecting collection and integrity.
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Table 9. Evidence sources X constraints.

Evidence Volatil Collection Integrity Notes
Source e/Pers Constrain /Trust
istent ts Anchors
RAM volatil power/tim hashes; prioritiz
snapshots/ e e-limited; chain-of- e
log access via custody capture;
buffers debug/age avoid
nt overwri
ting
Flash persist locked AVB: image
partitions/ ent bootloader  [44]; and
configs S; dm-verity verify;
encryption 1 [45] diff
; vendor known-
tools good
Network volatil capture TLS/DTL correlat
pcaps/flo e/persi windows; S e
ws stent privacy metadata; timelin
policies signed es
logs
Attestatio persist token RFC anchor
n/boot ent retrieval; 9334: state
state verifier [22]; claims
availabilit RFC
y 9783:
[23]
Sensor/po volatil noise; signed detect
wer/RF e sampling sample tamperi
traces limits; metadata; ng/spoo
storage hashes fing
constraints

Forensic readiness by design
Forensics in constrained ecosystems is rarely “add-on”;
it must be engineered into products and fleets:

Logging strategy: define minimal high-value
logs (boot state, update events, policy changes,
anomaly alerts) that are privacy-aware and
storage-bounded.

Evidence preservation hooks: support secure
export of logs/attestation tokens from devices
and gateways during incident response
windows.

Time synchronization: without stable time
sources, correlation across logs/pcaps/sensor
traces becomes unreliable; designs should
record clock quality and drift.

These readiness practices align with resiliency
expectations for platforms and recovery (NIST SP
800-193: [21]) and reduce mean time-to-understand
incidents.

Trust-anchored evidence:
claims

Attestation evidence is most useful when treated as a
cryptographic ~ “state  witness” that accompanies

traditional artifacts:

using boot/attestation

e Pair forensic bundles (logs/pcaps/partitions)
with contemporaneous attestation claims (RFC
9334: [22]; RFC 9783: [23]) to bound what
code/configuration could have produced the
artifacts.

e Record verification results (pass/fail plus
policy version) so later review can reproduce
decisions.

This approach improves post-incident confidence even
when devices are intermittently connected or when
some telemetry paths are untrusted.

Anti-forensics and practical constraints
Embedded adversaries may target the forensic process
itself:
e Log tampering and deletion, especially when
storage is limited.
e Induced resets/power cycling to erase volatile
evidence.
e Update-triggered
removes indicators.

“cleaning” behavior that

Mitigations include append-only or remotely signed
logs where feasible, rapid triage playbooks, and
prioritization of volatile capture before remediation
updates are pushed.

9 Research gaps

This section consolidates key gaps surfaced across the
ecosystem, threats, detection, defense, and forensics.
Table 10 summarizes key gaps, their impacts, and
suggested work items.

Table 10. Gap — impact — evidence — suggested
work.

Gap Impact Evidence Suggested

Work
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Tamper undetecte TON _IoT: fuse
detection d physical [84] power/RF +
(constraine attacks; sensor logs;
d devices) unsafe lightweight
states models
Fleet-scale blind RFC 9334: claims
attestation spots; [22]; RFC schema;
unverifia 9783: [23] caching;
ble offline
runtime policies;
sampling
Provenanc update RFC 9124 link
e “— trust [20]; images—SB
runtime breaks; SLSA: OM—attesta
trust rollback [46]; NTIA tion; rollout
risks SBOM: checks
48]
Multi-mod poor I0T-23: define
al generaliz [83]; CIC: robustness
datasets/be ation; [851; tasks;
nchmarks high false survey: [5] leakage-safe
alarms splits
Forensic weak NIST SP tooling  for
readiness attributio 800-193: volatile
n/remedia [21] capture;
tion attest state in
reports

10 Future research directions

This section outlines actionable directions linked to the
identified gaps, with suggested milestones and
evaluation criteria.

Directions

e Al-driven hardware monitoring and sensor
fusion: power/RF + sensor integrity models
deployable on constrained devices; drift-aware;
evaluated on multi-modal telemetry (TON_IoT:
[84]).

e Secure chip design and verifiable roots of trust:
measurable boot + attestation primitives
aligned with RFC 9334 ([22]) and token
formats such as PSA attestation (RFC 9783:

[23)).
e Supply-chain tracking integrated  with
attestation: SLSA provenance ([46]) and

SBOM programs (NTIA: [48]; SPDX: [81];
CycloneDX: [82]) wired to images and
attestation claims.

e Autonomous device trust verification and
remediation:  policy engines that fuse
attestation outcomes with IDS signals;
remediation via secure OTA (RFC 9124: [20]).

11 Conclusion

Mobile and embedded ecosystems are now critical
infrastructure: they sense the physical world, execute
control logic, and communicate over heterogeneous
wireless networks. As a result, their security failures are
not confined to data loss—compromise can translate
into unsafe physical outcomes, fleet-wide disruption,
and persistent supply-chain risk. This review
synthesized threats and defenses across hardware,
firmware, software, networks, and logistics,
emphasizing that effective protection requires treating
these layers as a coupled system rather than independent
silos.

Key conclusions

e Cyberphysical assurance is two-part:
cryptographic confidence in what is running
(verified/measured boot and attestation) must
be paired with statistical confidence in how the
system behaves (telemetry-driven anomaly
detection). Baseline integrity mechanisms such
as Android Verified Boot ([44]) and dm-verity
([45]) reduce persistence, while remote
attestation architectures (RFC 9334: [22])
enable verifiers to enforce policy at
deployment and during operation.

e Secure remediation is as important as
detection: fleet response depends on update
mechanisms that are verifiable, rollback-safe,
and operationally feasible on constrained

devices. Manifest-driven secure update
frameworks (RFC 9124: [20]) support

structured remediation paths, and platform
resiliency guidance (NIST SP 800-193: [21])
clarifies  recovery  requirements  when
compromise is suspected.

e  Supply-chain security must be measurable and
link to runtime truth: SBOM and provenance
initiatives provide value only when bound to
deployed images and runtime measurements.
Practical baselines include NTIA SBOM
minimum elements (480 and
build-provenance hardening via SLSA ([46]),
complemented by signing and transparency
ecosystems such as Sigstore ([47]).
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