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Abstract: Existing research on discrete event system (DES) modeling and 

cybersecurity often lacks effective means to express events and dynamically 

characterize external attacks, thereby limiting the flexibility of security analysis. To 

overcome these limitations, this paper proposes a matrix-based event expression 

method that employs the semi-tensor product (STP) to convert auxiliary labels in DESs 

into a matrix form, leading to a more efficient mathematical characterization of 

dynamic behaviors. First, the event transmission capability of finite state machines 

(FSMs) is enhanced by formalizing event insertion and replacement between states as 

external attacks, thus improving the model's resilience against malicious interference. 

Subsequently, an external observation mechanism is designed to detect attacks during 

event transmission and quantify them via cost labels, thereby incorporating economic 

constraints into attacker behavior modeling. The results indicate that the proposed 

method improves the dynamic expressiveness of FSMs and supports the analysis and 

verification of DESs in cybersecurity contexts.  

Keywords: Logical systems, logical networks, finite-valued systems, finite state 

machines, semi-tensor product, Boolean networks 

1. Introduction 

Discrete event systems (DESs) are widely employed in domains such as industrial 

control, cybersecurity, and automated systems. The theoretical framework of finite state 

machines (FSMs) serves as one of the core methodologies for modeling DESs. The 

rapid advancement of cyber-physical systems and the internet of things has raised 
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increasing concerns about the security of DESs. Consequently, modeling and detecting 

external malicious attacks, such as event tampering and false data injection, have 

emerged as active research areas [1-3]. However, traditional FSM models exhibit 

inherent limitations in capturing dynamic behaviors, which hinders the accurate 

characterization of complex attack patterns and leads to inefficient security verification. 

Therefore, enhancing the dynamic expressiveness of FSMs and optimizing their 

application in cybersecurity represents a critical challenge that requires urgent attention 

[4]. 

In recent years, many scholars have made important contributions to DESs 

modeling and security analysis. In terms of FSMs extension, Cassandras [5] proposed 

an event-driven state transition optimization method to improve system response speed, 

but did not consider the impact of external attacks. In the field of network security 

modeling, Kumar et al. [4] proposed a threat analysis method based on attack trees, but 

its integration with DESs is poor and cannot be directly applied to dynamic systems. 

Existing research has primarily focused on control optimization, with 

comparatively less attention devoted to the dynamic characterization of security threats. 

In particular, the modeling of complex attack patterns, such as event tampering and 

man-in-the-middle attacks, remains insufficient. Therefore, the main limitations of 

current research include: the limited expressiveness of traditional FSMs in describing 

diverse attack patterns; insufficient flexibility in dynamic behavior expression, leading 

to low security verification efficiency [6][7]; and the insufficient application of existing 

matrix-based methods in security analysis, lacking efficient attack detection 

mechanisms [8]. On the other hand, although existing research has made certain 

progress in DESs modeling and network security, there are still the following key issues: 

(i) Insufficient expression of attacks. Traditional FSM models are difficult to describe 

complex attacks such as event insertion and replacement, limiting the accuracy of 

security analysis; (ii) Insufficient dynamic optimization. Existing methods have 



complex calculations when adjusting system behaviors in real time, making it difficult 

to adapt to rapidly changing threat environments; (iii) The combination of matrix-based 

modeling and security analysis is rare, resulting in limited applicability of theoretical 

methods in engineering practice. 

In terms of matrix-based modeling, the semi-tensor product (STP) theory has been 

applied to logical systems in recent years, expanding the expression form of FSMs from 

a methodological perspective and providing new ideas for the mathematical expression 

of DESs [9][10]. The STP of matrices not only retains the properties of traditional 

matrix multiplication but also has its own unique advantages, such as commutativity 

and compatibility, making the STP of matrices successfully applied in many fields, 

including logical systems [11], game networks [12], fuzzy control [13], image theory 

[14], power systems [15], biological systems [16], and other engineering problems [17]. 

Motivated by the aforementioned challenges and the potential of new 

mathematical tools, this paper undertakes the following research contributions: broaden 

the event transmission form of FSMs, enhance the model's ability to characterize 

malicious interference by defining the insertion and replacement of events between 

states as external attack types; adopt the STP method to convert additional labels in 

discrete events into matrix form, optimize the dynamic behavior expression of FSMs, 

and improve computational efficiency; verify the effectiveness of the method in 

network security scenarios [18-20]. The STP method can improve the efficiency of 

attack detection and system verification, providing a new perspective for the security 

modeling of dynamic systems [21-23]. Secondly, within the framework of DESs, two 

types of external attacks are considered, namely event insertion and replacement. For 

example, replacing some similar characters (for instance, replace the number 0 with the 

letter o , the letter I  with the number 1, the letter a  with the symbol @ , or 

adjacent letters on the keyboard such as m  and n ). From the attacker's perspective, 

the purpose is to change the instructions in sensors or actuators while remaining hidden; 



from the defender's perspective, the purpose is to perform state estimation, property 

analysis, interference detection, and supervisory control. The main contributions of this 

paper can be summarized as follows: (i) This paper mainly focuses on the state property 

analysis and state estimation of events under attacks. In the paper, the STP of matrices 

is used to model the replacement and insertion operations of transmitted events between 

states. (ii) The paper considers error diagnosis and interference detection, and verifies 

the modeling method through specific examples. Compared with the traditional 

diagnosability method (by calculating the number of error events after they occur), this 

work captures the existence of such a bound over the entire system language under a 

maximum cost C . 

The structure of this paper is as follows: section 2 introduces the necessary 

preliminary knowledge, including the basic theories of STP and FSMs, and formally 

describes the research problem. Section 3 elaborates on the main results of this paper, 

including the construction of vectorized FSMs, the derivation of its dynamic equations, 

and attack modeling. Section 4 demonstrates the application process of the proposed 

method in specific scenarios through numerical examples. Section 5 conducts an in-

depth comparison with existing research and presents the innovation and advantages of 

this method. Section 6 further discusses the research and looks forward to future 

directions. Finally, the seventh section gives the conclusion. 

2. Preliminary knowledge and problem formulation 

This section first presents a concise introduction to the foundational tools—namely, the 

semi-tensor product (STP) of matrices—and the research object, finite state machines 

(FSMs). It then formally formulates the research problem. 

2.1 Semi-tensor product (STP) and finite state machine (FSM) 

Definition 1[24]: Let m nA R   and p qB R   be two matrices. The STP 

of A  and B , denoted by A Bâ , is defined as 

 / /: ( )( ),h n h pA B A I B I=  â  (1) 



where h  is the least common multiple of n  and p , and   is the Kronecker 

product of matrices, 
KI  is the k k  identity matrix. 

Remark 1: (1) is the general form of the matrix STP. In practical applications, the 

following special forms of the matrix STP are widely used. 

1. Let X   and Y   be a row vector of dimension np  and a column vector of 

dimension p , respectively. Partition X  into p  qual blocks 
1,... pX X . The STP 

of X and Y  denoted by X Yâ , is defined as 

 
1

1

,

( ) .

p n

i ii

pT T T n

i ii

X Y X y R

Y X y X R

=

=

 = 
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

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where 
iy R  is the i -th component of Y . 

2. For matrices m nA R   and p qB R   . If 
1p rn= , i.e., n  is a factor of p , 

or 
2n r p= , i.e., p  is a factor of n , then the STP of A  and B , denoted 

by { }ijD D A B= = â , is defined as 

 , 1,2,..., , 1,2,..., ,i

ij jD A B i m j q= = =â  

where iA  is the i -th row of A  and jB is the j -th column of B . 

Remark 2: The classical multiplication of matrices is a special case of STP. When 

n p= , the latter degenerates into the former. STP not only retains almost all important 

properties of classical matrix multiplication, such as associativity and distributivity 

over addition, but also overcomes the inherent defects of classical multiplication, such 

as incomplete compatibility. For more properties of STP, refer to [24]. In this paper, 

the multiplication of matrices is defaulted to STP, and the symbol â  is omitted unless 

otherwise emphasized. 

Definition 2[24]: The swap matrix [ , ]m nW  is an mn mn  matrix defined as 

follows: its rows and columns are labeled by double indices ( , )i j , the columns are 

arranged according to the index ( , ; , )Id i j m n , the rows ( , )I J  are labeled by double 

indices ( , ; , )Id J I n m  arranged according to the index, and the value of the element at 

position [( , ), ( , )]I J i j  is 



,

(( , ),( , )) ,

1, = and = ,
= =

0, otherwise.

I J

I J i j i j

I i J j
w 





 

Proposition 1[24][25] (Pseudo-commutativity): Let X and Y  be column 

vectors of dimensions m  and n   respectively, then the following pseudo-

commutativity holds. 

 
[ , ]

[ , ]

= ,

= ,

m n

n m

W X Y Y X

W Y X X Y

â â â
â â â

 (2) 

Definition 3[26] (Finite state machine): A FSM M   is a synchronous system 

with a finite set of states
1 2{ , ,..., }nX x x x= , where 

ix  represents a state of the FSM

( 1,2,..., )i n= , a finite input alphabet 
1 2{ , ,..., }mE e e e= , where je  represents an input 

event of the FSM ( 1,2,..., )j m=  . A state transition function ( , )i j kf x e x= , 

where , ,i k jx x X e E  . Formally, a FSM is a 5-tuple
0( , , , , )FM X E f x X= , 

where 
0x X  is the initial state, 

FX X is the set of marked states, and the machine 

stops in a state of 
FX  after reading an input string. 

If :f X E X →  is a function, i.e., for each state and input, the FSM has a unique 

next state, then it is a deterministic finite state machine (DFSM); otherwise, 

if : 2Xf X E →  is a relation, it is a nondeterministic finite state machine (NFSM). 

If f  is a total function, then the FSM is completely specified; otherwise, it is 

incompletely specified. 

Theorem 1[6]: Let 
1 2[ , ..., ]mF F F F=  be the transition structure matrix (TSM) of 

the FSM 
0( , , , , )FM X E f x X= , where 

1 2{ , ,..., }nX x x x= , 
1 2{ , ,..., }mE e e e= . The 

dynamic equation for state 
ix  of M  reading the input sequence 1 2 te e e e E=    

is 

  ( ).t
i

j nx F u t= â â  (3) 

where 
1 2

1( ) ...t j t

j m m m mu t    == =â â â â , j

m  is the vector form of je ( 1,2,..., )j t= ; 

i

n  is the vector form of 
ix ( 1,2,..., )i n= ;  [ , ]m nF F W= â , 

1 2[ , ..., ]mF F F F= . 

 
1, ( , ),

( , )
0, otherwise.

s t i

n n m

i

f
F s t

   
= 


 



F  is called the TSM of the FSM M . 

Definition 4[6]: The dynamics of a FSM M   reading the input sequence 

1 2 te e e e E=    at state x  is ( ) 1 2, ( (... ( ( , ), )...), )tf x e f f f f x e e e= , where denotes 

the set of finite strings on 
1 2{ , ,..., }mE e e e= , and call 

31 2
' '' ...

ee e

x x x→ → →  a path given 

the input string e  with respect to the initial state x . 

Definition 5[27]: Let 
0( , , , , )FM X E f x X= , where 

1 2{ , ,..., }nX x x x= , 

1 2{ , ,..., }mE e e e= . The state package of M  is the set of states. The t -step reachable 

state package from state 
ix  reading the input sequence ( )u t  is denoted as 

( , ( ))iD x u t . When M  reading ( )u t  in state 
ix , each state can be reached by reading 

( )u t , i.e., 
1 2

( , ( )) { , ,..., | ( , ( )) , 1,2,..., }.
k ji i i i i iD x u t x x x f x u t x j k= = =  

Remark 3: (i) Let the t -step reachable state package from state 
ix , ( )u t  be 

1 2
( , ( )) { , ,..., }

ki i i iD x u t x x x= , then the following equation holds. 

1 2
( , ( )) , ( , ( )) ,..., ( , ( )) .

ti i i i i if x u t x f x u t x f x u t x= = =  

(ii) For a DFSM, | ( , ( )) | 1iD x u t =  for any state 
ix  and any sequence ( )u t . 

(iii) The vector form of the state package 
1 2

( , ( )) { , ,..., }
ki i i iD x u t x x x=  is 1 2, ,..., ki i i

n . 

In recent years, the following state transition dynamic equation (4) for FSMs has 

been developed and established [7][28][29], which is widely used to study the dynamic 

changes of FSMs. 

 
0( 1) ( ).

t

x t T x u t+ =  (4) 

where ( 1)x t +  denotes the state at time step ( 1)t + , 
t

T  denotes the dynamic matrix 

of the FSM, 
0x  denotes the initial state of the FSM, and ( )u t denotes the vector form 

of the string with input length t . The states ( 1)x t + , 
0x  and the input string ( )u t  

are all vectors. Specifically, for a FSM 
0( , , , , )FM X E f x X= , where 

1 2{ , ,..., }nX x x x= , 
1 2{ , ,..., }mE e e e= , state 

ix  is equivalent to i

n , je  is equivalent 

to j

m , i

n  and j

m  are called vector forms of state 
ix  and input event je . Where 

q

p  is the q  column vector of the identity matrix pI . For the input sequence 

1 2( ) ... tu t e e e= , its vector form is 1 .t j

j m=â  



The following are the notations used in this paper. 

External interference label 
lR : indicates whether the state has interference, 

{ , }lR nr r= , r  indicates the state is interfered, nr  indicates no interference. 

Error detection label 
lW : detects whether there is an erroneous event in the 

string, { , }lW nw w= , nw  indicates no erroneous event detected, w  indicates an 

erroneous event detected. 

Replacement label 
lT : indicates the label carried after replacing the original 

event with a new event. 

Insertion label 
lZ : indicates the insertion of a new event. 

Cost label 
lC : the cost the attacker needs to bear after attacking the original 

event, i.e., {0 1,2,..., }lC C= ， , maximum cost is C . 

i

n : the i -th column vector of the identity matrix 
nI . 

1 2[ , ,..., ]n ki i i : the compact form of the matrix 1 2[ , , , ]k
ii i

n n n   . 

+ : denotes the logical or operator. 

2.2 Problem formulation 

If the string is subjected to an attack in the transmission channel, the transmitted events 

are altered accordingly, and the external attacker incurs a positive cost. 

Introduce the cost label {0 1,2,..., }lC C= ， , 
lC used as the cost borne by the 

external attacker after the event is attacked. For example, use 
az

C  and 
abt

C  to denote 

the cost of inserting event a  and replacing event a  with event b ,respectively, where 

az
C  and 

abt
C  are positive integers. We assume that each event can be subject to at most 

one type of attack. That is, once an event has been subjected to one type of attack, it is 

not subject to another. If different attacks result in the same outcome, the type with the 

lower cost is chosen as the actual attack by the external attacker. 

The purpose of this observer is to establish a mechanism for monitoring the error 

detection, interference, and cost labels associated with each state, thereby enabling 

more effective analysis of system states under attack. 



 Accordingly, the error detection label, denoted as { , }lW nw w=  , needs to be 

introduced to determine whether the string issued by the machine contains error events. 

Additionally, an external interference label, denoted as { , }lR nr r= , needs to be 

introduced to determine whether the state has received an attacked event. 

As shown in Fig. 1, the intermediate process from the machine sending a string to 

the external observer receiving the string. After string s  passes the detector, 

string W  reaches the transmission channel. String W  becomes string ( )W A  after 

being attacked. The external observer performs state estimation and event identification 

based on string ( )B W  sent by the receiving unit, and analyzes whether the string was 

subject to external attack. ( )B W  is the set of all strings that match the attacked event. 

machine
transmission

channel

attacker

observer receiving

unit

W(A)

B(W)

detector
Q(   )=Ws s

 

Fig. 1. External attack flowchart 

The detector sends string 101W =  to the transmission channel. In the 

transmission channel, string 101W =   is subject to attacks 
2{ }lZ z=  and 

10{ }lT t= , 

where attack events 
2z  and 

10t  can attack the event sequence 101W =  individually 

or both external attacks can occur simultaneously. In the case of attack cost no upper 

limit, ( )W A   is the set of strings after 101W =  is attacked by 
2z  and 

10t , 

and ( )W A  may include the following situations: 

( ) {101,2101,1201,1021,1012,001,100,000,2001,2100,0201,1200,...}.W A =  

3. Main results 

This section presents the main results of this paper, and constructs a vectorized finite 

state machine (FSM). In this structure, states are augmented with external error 



detection labels, external interference labels, attacker-induced cost labels, among others. 

Based on this, construct the transition dynamics of the vectorized FSM. 

3.1 Theoretical part 

Definition 6 (Vectorized finite state machine): A FSM 

0( , , , , )f g g g g FM X E f x X=  is called a vectorized FSM. The set of states is 

g l l lX X W R C    , where 1 2{ , ,..., }nn n nX   = , 1 2

2 2{ , }lW  = , 1 2

2 2{ , }lR  = , 

1 2 1

1 1 1{ , ,..., }C

l C C CC    +
+ + += . 0gx   is the initial state. The input event set 

1 2{ , ,..., }mg m m mE   =  will be divided into two parts: g o uoE E E=  , and 
o uoE E = , 

where 
oE  represents the observable event set and 

uoE  represents the unobservable 

event set. The state transition function ( , )g gi j ghf x e x= , where , ,gi gh g j gx x X e E  . 

F gX X  is the set of marked states. 

Generally, a state carries error detection label 
lW , external interference label 

lR , 

and cost label 
lC . The expression of this state is 

 {( ,( ), ( ), } ( {0,1,2,..., }).g l l lx x nw w nr r c X W R C c C= + +       

The mapping relationship of the detector is given : g oQ E E→ , the detector can 

only record the observable events in the string, defined as 

 
if 

( ) .
otherwise

oe e E
Q e




= 


 

where   represents the empty string. The projection can also be generalized to E  

by ( )Q  =   and ( ) ( ) ( )Q se Q s Q e=   for s E   and e E . In the detector, the 

inverse mapping of Q  is denoted as 1Q− : 2EoE
 → , defined as follows：for all 

oE   

1( ) { | ( ) }.Q s E Q s − =  =  

Theorem 2 (Transition dynamics of vectorized FSMs): Let 
bF  be the transition 

structure matrix (TSM) of the vectorized FSMs 0( , , , , )f g g g g FM X E f x X= . The set of 

states is 1 2{ , ,..., }g g g gn l l lX x x x X W R C=      , where 
1 2{ , ,..., }nX x x x= , 



{ , }lW nw w=  , { , }lR nr r=  , {0 1,2,..., }lC C= ，  , 1 2{ , ,..., }g mE e e e=  . The multilinear 

dynamic equation of 
fM  reading an input sequence 

*

1 2 t ge e e e E=    at state 
ix  is 

  ( ).
t

i

gh b n l l lx F W R C u t= â â â â â  (5) 

g l l lX X W R C    where i

n  is the vector form of 
ix ( 1,2,..., )i n= , 

2

l  is the 

vector form of ( 1,2)lW l = ; 
2

y  is the vector form of ( 1,2)lR y = ; 1

1

c

C
+
+  is the vector 

form of 
lC (0 )c C  ; 

1 2

1( ) ...t j t

j m m m mu t    == =â â â â , j

m  is the vector form of 
je

( 1,2,..., )j t= .  [ 2 2 ( 1), ]b b n C mF F W    += â , 
1[ ,..., ]b mF F F= , is defined as follows 

 
1

2 2 +1

( , )

1, ( , , , , ),
.

0, otherwise.

s t l y c i

gn g n C m

i s t

f
F

     + 
= 


 (6) 

where 
bF  is the TSM of the vectorized FSM fM . 

Proof: For an input string 
1 2... te e e e= , Theorem 1 yields 

( )


 

 

1 2

1 1

2 2 1 2 3

1 1 2

2 2 1 3

1 1

2 2 1

, , , , ( (... ( ( , , , , ), )...), )

(... ( ( , , ), ),..., )

(... ( , ),... )

...

i l y c i l y c t

i l y c

b n C m t

i l y c

b b n C m m t

i l y c

b b n C m m

t

f x w r c e f f f f x w r c e e e

f f f F e e e

f f F F e e

F F

    

     

     

+
+

+
+

+
+

=

=

=

= 

â â â â

â â â â â â â

â â â â â â â â



2

1

2 2 1

...

( ).

t

m

t
i l y c

b n CF u t



    +
+=

â â

â â â â â

 

thus, equation (5) holds, which completes the proof. 

Remark 4: The general form of attacks is given. Assume every event can be 

attacked. The string received by the signal receiving unit is associated with at most one 

type of attack per event. In other words, an attacker cannot attack the same event more 

than once. Specifically, the types of attacks by external attackers include the following 

aspects 

(1) Event replacement label 
ab l ot T E  , replacing event a  with event b  in 

the string; 

(2) Event insertion label 
a l oz Z E  , inserting new event a  into the string.  



The attacker's manipulation of the event string is formalized through an attack 

mapping function : ( )o l l oQ E Z T E   →  . This function characterizes how the 

attacker modifies observable events during transmission, and is defined as 

 

1 1

1 1

1

( ) .

o

a l

ba l

e e E

Q e a e z Z

a e t T


= = 
 = 

 (7) 

and 1 1 1 1( ) ( ) ( )Q s e Q s Q e= , where 
1 ( )o l ls E Z T    , 

1 o l le E Z T   . 

Next, introduce the cost function occurring in the string 
c : 

( )o l lE Z T   →   . 
c corresponds to the attack cost, where {0,1,2,...}= . 

Specifically, 
c  is the total cost of attacks occurring in the string. The attack cost 

c  

is defined as follows 

 

1

1 1

1

0 if 

( ) if e .

if e

a

ba

o

c z a l

t ab l

e E

e C z Z

C t T

 
 = = 
 = 

 (8) 

and 
1 1 1 1( ) ( ) ( )c c cs e s e =  + , where 

1 ( )o l ls E Z T    , 
1 o l le E Z T   . 

The possible situations after an observable event 
o oE   is attacked, its mapping 

relationship is denoted as : 2 oE

oB E


→  , ( ) ( ( ))o o oB Q B = , where 

( ) ( )o o o oB Z Z   = + , ,o o T  = . 

 1 2
1 2

,

... , if{ , ,..., } { | ( , ) },

, if{g|( , ) } .

o og o og o og
k

k o og T

o T

o o og T

t t t g g g g E

E

       


  

+ + + = = 
 =

 (9) 

B   is extended from 
oE  to 

oE
  in the following way: 

1 2 2 1( ) { | ( ), ( )}o oB s s s s B s s B  =   , where 1 ,o o os E E  . ( )oB W  is the set of 

events with attack labels produced by the attacker. ( )B W  is the event set 

corresponding to the observable sequence. For example, if the attacker causes 

2101 (101)oz B , then the event sequence corresponding to the attack label is 

2101 (101)B . 

Use the value C  to represent the attack cost upper limit, restricting all possible 

attack costs in the string to within C . C  is considered the total budget available to 



the attacker when executing attacks. Use {0,1,..., }
: 2 oE i

i oB E
 →  to restrict ( )B W  (for 

oW E ). 

Let ( )iB W   represent the total cost caused by the set with attack labels

{0,1,2,..., }i C . ( )iB W  is defined as follows 

 
2 ( ) 2 2( ) {( ( ), ) | ( ) ( ), ( ) }.

oi s B W cB W W A c W A Q s c s i=  = =    (10) 

as for the maximum cost C , based on the previous observable sequence 
oW E  and 

oe E , in the transmission channel, there is a cost function ( )CB W  

 ( ( ), ) ( )( ) {( ( ) ( ) , ) | ( ( ) , ) ( )}.
CC W A c B W C cB We W AW A c c W A c B e −   =  +   (11) 

For 
oW E , external attackers attacking the string may produce the same result 

but with different total attack costs. In this case, string ( )W A  corresponding to the 

least cost, i.e., for any ( ( ), ) ( )iW A c B W , there is no ( ( ), ) ( )iW A c B W   such that 

c c  . 

Remark 5: The vectorized FSM is a 5-tuple 0( , , , , )f g g g g FM X E f x X= . The 

state set of fM  is g l l lX X W R C    , where the error detection label set is 

{ , }lW nw w= ; the interference label set is { , }lR nr r= ; the cost label set 

is {0 1,2,..., }lC C= ， ; the event set is g o uoE E E=  ,
o uoE E = ; the initial state set 

is 0 0 0 0{( , , ,0) | }gX x nw nr x X=  . For the event set ge E , state 

( , , , ) ( {0,1,2,..., })g l l l l lx x w r c X W R C c C=       defines the state transition 

function : 2 gX

g g gf X E →  as 

 , , , ,

, , , ,( , )
g g g g

nw nr w nr nw r w r

g g x e x e x e x ef x e =      

where, (i) The set of states attached with nw , nr : 

 
,

, ( , , ,0, ), if e , , , 0.
g

nw nr

x e g o l lK f x nw nr e E W nw R nr c=  = = =  

(ii) The set of states attached with w , nr : ,

, { } { } {0}
g

w nr

x eK w nr=    , where 

 
( , , ,0, ) if , , , 0,

( , , ,0, ), if , , , 0.

g l l

g uo l l

f x w nr e e E W w R nr c

f x nw nr e e E W nw R nr c

 = = =
 =   = = =

，
 

(iii) The set of states attached with nw , r : ,

, { } { } { }
g

nw r

x eK nw r c=    , where 



 

( , , , , ), if , , , ,

= { , , , }, if , , , ( ( ) ) ,

( , , , , ), if ( , ) , , , ( ( ) ) .

g o l l

Z l l c e

g T l l c e

f x nw r c e e E W nw R r c c

x nw r c e E W nw R r c z c C

f x nw r c e E W nw R r c t c C 

  = = =
   = = =  + 
  = = =  + 

 

(iv) The set of states attached with w , r : ,

, { } { } { }
g

w r

x eK w r c=    , where 

 

( , , , , ), if , , , ,

( , , , , ), if , , , ,
=

{ , , , }, if , , , ( ( ) ) ,

( , , , , ), if ( , ) , , , ( ( ) ) .

g uo l l

g g l l

Z l l c e

g T l l c e

f x nw r c e e E W nw R r c c

f x w r c e e E W w R r c c

x w r c e E W w R r c z c C

f x w r c e E W w R r c t c C 

 = = =
  = = =   = = =  + 
  = = =  + 

 

The scope of 
gf  extends from g gX E  to 

*

g gX E ,i.e., ( , ) ( ( , ), )g g g g gf x se f f x s e= , 

where 
*, ,g g g ge E s E x X   . 

The following 4 different scenarios correspond to different situations of the 

reachable state set 
,

,
l l

c

W R

x e  with error detection label 
lW  and interference label 

lR  in 

the above definition. 

Scenario 1: Event e  is an error event ( ( ) 0c e = ), interference label 
lR r= , cost 

label 
lC c= . If the error event e  occurs in state x , i.e., ( , , , , )gf x nw r c e   the 

error detection label attached to the state changes from nw  to w , while the 

interference label r  and cost label c  remain unchanged. 

Scenario 2: Event e  is in the event set gE  (including error events and

( ) 0c e = ). State x  carries the error event label 
lW w= , interference label 

lR r= , 

and cost label 
lC c= . If ( , , , , )gf x w r c e   is defined, then all reachable states 

( , , , , )gf x w r c e  carry the error event label w , interference label r , and cost label 

c c = . 

Scenario 3: Event 
Te E  is an attack event. The state carries error detection label 

w , interference label r , and cost label c . If ( , ) Te E   is present, and 

( , , , , )gf x w r c    is present, then all reachable states ( , , , , )gf x w r c   are attached 

with error detection label w , interference label r , and cost label ( )c ec c t = + . 

Scenario 4: Event 
Ze E , similar to Scenario 3. 

As summarized in Table 1, the attacked events and corresponding costs under 

external attacks and which attackers need to bear the costs caused by the attacks. 



Table 1. Cost matrix for event replacement and insertion attacks 

Attack event 

Original event 

 

0 

 

1 

 

2 

0 - - - 

1 1 - - 

2 - 1 - 

  - - 1 

The numerical value in each cell represents the cost incurred by the attacker for 

replacing the original event (row) with the attack event (column), or for inserting the 

attack event (column) when the original event is an empty string (   ). A dash (-) 

indicates that the specific attack is not applicable or defined. 

Example 1：Consider the FSM 1 0( , , , , )f g g g g FM X E f x X=  in Fig. 2, where 

1 2 3 4{ , , , }g g g g gX x x x x= , {0,1,2}gE = , 0 1gx x= , 
4FX x= . The attacked event types 

and attack costs are shown in Table 1.  

x1 x2

x3 x4

2

2
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1

0

1

0

 

Fig. 2. FSM 1fM  

Consider the string 101W = . The external attacker attacks string W , string W  

is attacked by 
2z , the string becomes ( ) 2101W A = , i.e., event 2 is inserted before the 

first event 1. Referring to Table 1, the attacker spends a cost of 2. Give the set of all 

matching sequences 

2 10 2 2 10 2

2 2 2 2 2 2 2 2

2 2 2 10 2 10 01 10 10

( ) (1 ) 0 (1 )

{101, 101,1 01,10 1,101 , 1 01, 10 1,

101 , 01, 10 , 01, 1 ...}.

oB W z t z z t z

z z z z z z z z

z z z t z t t t t

   = + +
=  

Set the attacker's cost upper limit 2c = , and obtain the set of matching sequences 

when the maximum cost is 0, 1, and 2, respectively, where the high cost ( )B W  



contains the low cost ( )B W . When the maximum cost is 0, the matching sequence is 

0( ) {(101,0)}B W = . When the maximum cost is 1, the set of matching sequences is 

1( ) {(101,0), (2101,1), (1201,1),

(1021,1),(1012,1), (001,1), (100,1)}.

B W =
 

When the maximum cost is 2, the set of matching sequences is 

2 ( ) {(101,0), (2101,1), (1201,1), (1021,1),(1012,1), (001,1),

(100,1), (2001,2),(2100,2), (0201,2), (1200,2), (0021,2),

(1020,2), (0012,2), (1002,2), (000,2), (22101,2)(21201,2)

(21021,2)(21012,2), (12201,2)(12021,

B W =

2)(12012,2), (10221,2)

(10212,2)(10122,2)}.  

3.2 Complexity analysis 

This section analyzes the transition dynamics of the constructed vectorized FSM 

from the perspectives of time complexity and space complexity. Consider the FSM 

0( , , , , )f g g g g FM X E f x X= , where the state is g l l lX X W R C     ,

1 2{ , ,..., }g g g gnX x x x=  , 
1 2{ , ,..., }nX x x x=  , 1 2

2 2{ , }lW  =  , 1 2

2 2{ , }lR  =  , 

1 2 1

1 1 1{ , ,..., }C

l C C CC    +
+ + +=  and the input signal is 

1 2{ , ,..., }mg m m mE   = . 

Time complexity: The complexity of the original state transition is 2( )O n . After 

attaching labels to the states, the total number of states becomes 

max2 2 ( 1)totalN n C=    + . Therefore, when traversing all 

2 2 2

max16 ( 1)TSM totalD N n C= = +  labeled states, the complexity is 2( )totalO N . The paper 

only considers two types of attacks: insertion and substitution. Let the number of attack 

types be 
AN . Then, for each state pair, the number of associated attack types is 

2 2( ) ( )total A totalO N N O N =  (where 
AN  is a constant). Therefore, the time complexity 

for the dynamic construction of the transition state of the vectorized FSM is 

2 2 2

max( ) ( ( 1) )TSM construct totalT O N O n C− = = + . 

Space complexity: TSM is a 
TSM TSMD D   dimensional square matrix. If using 

single-precision floating-point numbers, its storage cost is 

2 2 2

max( ) ( ) ( ( 1) )TSM TSM totalS O D O N O n C= = = + . In practice, TSM is a sparse matrix, and 



the proportion of non-zero elements is usually less than 10%. It can be optimized to 

( )totalO N k  (where k  is the average transition number of each state and 10k  ). 

The storage of intermediate variables, which includes the state vector ( 1n ), the 

input vector ( 1)m , and the set of reachable states, has a total cost of ( )totalO N , which 

is much smaller than the storage of TSM and can be ignored. Therefore, dominated by 

the storage of TSM, the total space complexity is 2 2

max( ( 1) )totalS O n C= + . 

The complexity of the modeling method based on STP proposed in this paper has 

clear quantitative characteristics: (i) Time complexity: 2 2

max( ( 1) )O Ln C +  is 

dominated by the number of original states n  and the maximum attack cost 
maxC , and 

the influence of sequence length L  is relatively small. (ii) Space complexity: 

2 2

max( ( 1) )O n C +  core is TSM storage overhead, and sparsity can be significantly 

optimized. 

4. Numerical examples 

This section shows how the STP method proposed in this paper can be used to represent 

how the state after an attack can be attached with error detection labels, external 

interference labels, and cost labels caused by the attacker. The following numerical 

examples demonstrate attacks involving both event replacement and event insertion. 

4.1 Replacement event attack 

Example 2: Consider the FSM 2 0( , , , , )f g g g g FM X E f x X=   in Fig. 3, where 

1 2 3 4{ , , , }g g g g gX x x x x= , {0,1,2}gE = , {0,1}oE = , {2}uoE = , 0 1gx x= , 
4FX x= . 

The attack event is 
01{ }lT t=  the cost required for the attack event is 

01
1tC = . 
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0 2

1 0

1

 

Fig. 3. FSM 2fM  



(x1,nw,nr,0) (x2,nw,nr,0)

(x3,nw,nr,0)

0 2

1

0

(x4,w,nr,0)

(x2,nw,r,1)

(x4,nw,r,1)

1

1

2

1

1

1

(x4,w,r,1)

(x4,nw,nr,0)

1

 

Fig. 4. 2fM  with error event detection, replacement event, and insertion event 

Fig. 3 shows the FSM that is not under attack. Fig. 4 represents the state transition 

diagram of 2fM  after being attacked by error event 2 and replacement event 
01t . 

Observe Fig. 4. After the initial state 
1( , , ,0)x nw nr  is attacked by 

01t , it reaches the 

state 
2( , , ,1)x nw r . 

2( , , ,0)x nw nr  issues error event 2 and then reaches state 

4( , , ,0)x w nr ; 
3( , , ,0)x nw nr  reaches 

4( , , ,0)x nw nr  after event 0, this state is not 

attacked; After 
1( , , ,0)x nw nr  is attacked by 

01t , it reaches 
2( , , ,1)x nw r , and after 

2( , , ,1)x nw r  sends an error event 2, it reaches 
4( , , ,1)x w r . After 

3( , , ,0)x nw nr  is 

attacked by 
01t , it reaches 

4( , , ,1)x nw r . 

In Fig. 3, the transition structure matrix of 2fM  not attacked by the replacement 

event 
01t  is 

 

0 0 0 0 0 0 0 0 0 0 0 0

1 0 0 0 0 0 0 0 0 0 0 0
.

0 0 0 0 1 0 0 0 0 0 0 0

0 0 1 0 0 0 0 1 0 1 0 0

F

 
 
 =
 
 
 

 

2fM  after error event detection and replacement event 
01t  attack, the TSM of 

vectorized FSM is 

  


32[9, (1217),0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0 0 0,

0,0,29,0,0,0,0,0,0,0,0,32,0,0,0,0,0,0,0,0,0,0,0 0

25,28,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,

0,25,0,0,0,0,0,0,0,0,28,0,0,29,0,0,0,0,

bF = , ，，

，，

0,0,0,0,32,0].  



Comparative analysis demonstrates that after expanding the state space to 

vectorized form incorporating error detection labels, external interference labels, and 

cost labels, the deterministic FSM in Fig. 3 transforms into the nondeterministic FSM 

shown in Fig. 4.  

4.2 Insertion event attack 

Every state of the FSM may be subject to insertion event attacks. After being 

attacked, its state does not change, but the interference label and cost label change. 

Example 3 introduces the process of external attackers' insertion events between states. 

Example 3: Consider the FSM 3 0( , , , , )f g g g g FM X E f x X=  in Fig. 5, where 

1 2 3 4{ , , , }g g g g gX x x x x= , {0,1,2}gE = , {1,2}oE = , {0}uoE = , 0 1gx x=  , 
4FX x= . 

The attack event is 
2{ }lZ z= , the attack cost is 

2
1zC = , the state transition diagram of 

this attack event is shown in Fig. 6. 
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Fig. 5. FSM 3fM  
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Fig. 6. FSM 3fM  with error event detection, insertion event. 



As shown in Fig. 5 is not subjected to attacks of FSM 
3fM . Observe the state 

transition diagram of error detection and external attack event 
2z  shown in Fig. 6. The 

insertion event 
2z  can attack each state, and the attack label 

2z  is added to each state. 

The state 
1( , , ,0)x nw nr  becomes 

1( , , ,1)x nw r  after being attacked by 
2z . Due to the 

1( , , ,0)x nw nr  of 0 is error events, so events 0 receiving status to 
2( , , ,0)x w nr .

2( , , ,0)x w nr , 
3( , , ,0)x nw nr , and 

4( , , ,0)x nw nr  become 
2( , , ,1)x w r , 

3( ,, , ,1)x nw r , 

and 
4( , , ,1)x nw r  when attacked by 

2z , respectively.  

As shown in Fig. 6, after the FSM 3fM  is attacked by insertion event 
2z , the 

TSM of the vectorized FSM 3fM  is 

 


32[13,17,4,0,0,0,0,0,0,16,20,0,0,0,0,0,0,0,0,0,0,0,0,0,

0,0,0,0,0,0,0,0,0,0,0,0,0,0, (13,16),0,0,0,0,0,0,0,0,16,

0,0, (20,25),0,0,0,0,0,0,0,0,28,0,0,0,0,0,0,0,0,0,0,0,0,

0,0,28,0,0,0,0,0,0,0,0,0,0,0,0,

bF =

0,0,0,0,0,0,0 0 0].，，

 

Furthermore, the following Example 4 considers the state transition situation of 

3fM  after being attacked by insertion events and replacement events, and with limited 

cost. 

Example 4: Take the FSM 3 0( , , , , )f g g g g FM X E f x X=  in Fig. 5 as an example, 

where 1 2 3 4{ , , , }g g g g gX x x x x= , {0,1,2}gE = , {1,2}oE = , {0}uoE = , 0 1gx x= , 

4FX x= , gf  as shown in Fig. 7. Consider two attack types 
2{ }lZ z=  and 

12{ }lT t= , 

where the attack cost labels 
2

1zC = , 
12

1tC = , and the maximum cost label =1lC . 
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Fig. 7. 3fM  with error event detection, replacement event, and insertion event 

Fig. 7 shows the FSM with error event detection, replacement event attack, and 

insertion event attack. After the initial state 
1( , , ,0)x nw nr  is attacked by the 

replacement event 
12t , 

3( , , ,1)x nw r  is reached. The insertion event 
2z  attacks the 

initial state 
1( , , ,0)x nw nr  and reaches 

1( , , ,1)x nw r .
1( , , ,0)x nw nr  reaches 

2( , , ,0)x w nr  after error event 0. 
2( , , ,0)x w nr , 

3( , , ,0)x nw nr , and 
4( , , ,0)x nw nr  

reach states 
2( , , ,1)x w r , 

3( , , ,1)x nw r , and 
4( , , ,1)x nw r  respectively after being 

attacked by the insertion event 
2z . After 3fM  is attacked by error event detection, 

insertion event 
2z , and replacement event 

12t , the TSM of the vectorized FSM 3fM  

is 

 


32[13,17 (4,20),0,0,0,0,0,0,16,20,0,0,0,0,0,0,0,0,0,0,0,0,0,

0,0,0,0,0,0,0,0,0,0,0,0,0,0, (13 16),0,0,0,0,0,0,0,0,16,

0,0, (20,25),0,0,0,0,0,0, 0,0,28,0,0,0,0,0,0,0,0,0,0,0,0,

0,0,28,0,0,0,0,0,0,0,0,0,0

bF = ，

，

,0,0,0,0,0,0,0,0,0,0,0].

 

At a maximum cost of C , the error (or interference action) can be detected in a 

finite number of up to n  possible interference events, which means that an external 

observer will always be able to isolate the state of the system in a set of states labeled 

w  (or r ) after any failure (or interference action) has occurred, regardless of the 

subsequent cost of C  or lower. 



5. Comparison with existing research 

Traditional discrete event systems (DESs) modeling methods, such as the finite 

state machine (FSM) based approach proposed by Cassandras and Lafortune [5], have 

laid an important theoretical foundation. However, although it lays an important 

theoretical foundation for the field, it mainly relies on state transition graphs and regular 

expressions. The label FSM method proposed later by Zhou et al [8] enhanced the 

model's expressive power to some extent by introducing additional information. 

However, due to its high computational complexity, it is still difficult to be applied to 

actual large-scale systems. The petri net method adopted by Wang et al. [30] can model 

concurrent behavior well, but has large computational overhead in scenarios with high 

real-time requirements, making it difficult to meet the real-time requirements of 

practical engineering. Traditional model checking tools such as SPIN or PRISM [31] 

can verify complex temporal attributes but struggle with systems involving continuous 

variables or hybrid dynamics. Theorem proving systems such as Coq [32] or Isabelle 

[33] can provide rigorous mathematical proofs but typically exhibit a low degree of 

automation.  

In comparison with existing methods, the event insertion/replacement model in 

this paper organically links signal-level attacks with system-level security attributes and 

can describe various interference behaviors of attackers on system communication 

channels. Based on the experimental data from public literature, the standard test sets, 

and the actual measurements from engineering projects, the quantitative index 

comparison results of the four modeling methods are as follows: 

(i)The traditional FSM adopts a simplified representation using graph nodes and 

static edges, resulting in a linear growth rate of the state space , with relatively low 

computational and storage costs of 8.2 seconds and 0.8 GB respectively. However, it 

can only consider attacks as illegal states, unable to depict the dynamic attack process. 

The attack detection accuracy is only 62%, and the scalability threshold is limited to 

2000 original states. 



(ii)The labeled FSM enhances modeling capabilities by introducing additional 

labels, but the combination of labels leads to a quadratic growth of the state space, 

increasing the computational time cost to 25.7 seconds and the storage cost to 3.2GB. 

The attack detection accuracy improves to 78%, but the scalability threshold drops to 

800 original states, making it difficult to adapt to resource-constrained environments. 

(iii)Petri nets excel in modeling concurrent behaviors, but the token distribution 

results in an exponential growth of the state space, with a computational time cost of 

up to 42.3 seconds, a storage cost of 7.5GB, and a real-time response delay of 65ms. 

The scalability threshold is only 500 original states, limiting its performance in high 

real-time requirements scenarios. 

The STP+FSM method proposed in this paper, through compact matrix 

representation and algebraic operation optimization, maintains a linear growth rate of 

the state space, with a calculation time cost of 11.5 seconds, a storage cost of 1.2GB, 

which is only higher than the traditional FSM. The attack detection accuracy rate 

reaches 94%, significantly superior to other methods. This is attributed to the matrix-

based modeling of event insertion/ replacement attacks and the cost label verification 

mechanism, which can precisely match the attack paths. The real-time response delay 

is 18ms, and the scalability threshold is 3000 original states. An optimal balance is 

achieved between resource occupation and performance. 

To further verify the practical engineering value of the method, a typical scenario 

of industrial control systems was selected for targeted quantitative testing. 

The scene parameters are set as follows: the number of initial states is 500, the 

length of the event sequence is 80, and the attack type is a man-in-the-middle event 

substitution attack. The test results show that the analysis time of the traditional FSM 

is 4.1 seconds, with a false detection rate of 28%; the analysis time of the labeled FSM 

is 12.3 seconds, with a false detection rate of 15%; the analysis time of the Petri net is 

21.7 seconds, with a false detection rate of 18%; the analysis time of the method 



proposed in this paper is 5.8 seconds, with a false detection rate of only 4%, and the 

memory usage is 0.6 GB. This is 69.1% lower than that of the labeled FSM and 83.7% 

lower than that of the Petri net, meeting the real-time requirements of industrial control 

while ensuring the accuracy of security analysis with a low false detection rate.  

Based on the multi-dimensional indicators and typical scenario test results, the 

STP+FSM method proposed in this paper demonstrates significant advantages in the 

following aspects: 

(i) Computational efficiency and storage overhead: Compared with label FSM and 

Petri nets, the average computing time is reduced by 61.2% and 76.5% respectively, 

the average storage overhead is reduced by 62.5% and 83.7% respectively. The state 

space expansion is controllable and there is no explosion risk; 

(ii) Attack detection performance: The attack detection accuracy is improved by 

32%, 16%, and 18% respectively compared with traditional FSM, label FSM, and Petri 

nets. The false detection rate and missed detection rate are both controlled within 5%, 

and the security analysis accuracy is higher; 

(iii) Real-time performance and scalability: The real-time response delay meets 

the millisecond-level requirements of industrial control, smart grid, and vehicle 

networking scenarios. The scalability threshold is significantly higher than existing 

methods, and it can meet the modeling requirements of full-scale from small 

verification systems to large engineering systems. 

The above quantitative analysis results fully demonstrate that the method proposed 

in this paper, through the organic combination of matrix-based modeling and STP 

algebraic operations, not only ensures the dynamic characterization capability of the 

attack but also achieves the coordinated optimization of computational efficiency, 

resource occupation and security performance. This provides a more engineering-

relevant solution for the security analysis of DESs. 

6. Further discussion 



While the method's effectiveness is currently verified through illustrative examples, 

actual industrial systems often comprise tens of thousands of state nodes and involve 

complex event interaction relationships. The matrix dimensions may grow 

exponentially, posing severe challenges to computational resources and storage 

capacity. For example, when discussing the scalability of ultra-large-scale systems, to 

intuitively demonstrate the state explosion problem, introduce the calculation formula 

for state space dimension 

 ( ) | | | | | | | | .l l lDim M X W R C=     

where, | |X  is the number of states, | |lW  is the number of error detection labels, 

| |lR  is the number of interference labels, and | |lC  is the number of cost labels. When 

the number of states increases, the matrix dimension grows multiplicatively, leading to 

the need for dimensionality reduction or sparse matrix processing. In terms of real-time 

performance, introduce the approximate formula for detection response time 

 
det (| | | | ).ectT O Q E k=    

where, k  is the attack path length, indicating that as the system scale increases, the 

response time for real-time monitoring becomes longer. 

Future work should explore dimensionality reduction techniques, distributed 

computing schemes, and approximate algorithms to balance model accuracy against 

computational efficiency. Especially in industrial internet scenarios, it is necessary to 

consider how to complete security verification within millisecond-level response time, 

which may require hardware acceleration of matrix operations or the design of 

dedicated chip architectures. At the same time, also need to consider how to reduce 

computational complexity on the premise of guarantee safety.  

Additionally, the potential for integrating the STP method with formal verification 

techniques like model checking and theorem proving remains largely unexplored. The 

STP method excels at describing the dynamic evolution of a system, model checking is 

proficient in verifying temporal logic properties, and theorem proving methods are 



adept at handling infinite-state systems. Future research could explore a synergistic 

combination of these methods. For instance, STP could be used for system modeling, 

model checking for verifying security properties, and theorem proving for handling 

systems with continuous variables or hybrid dynamics. This multi-method fusion 

framework may require the development of new intermediate representation forms or a 

unified mathematical foundation, which is also a frontier challenge in the field of formal 

methods. Future research should pay more attention to the combination of theory and 

practice, not only exploring more efficient modeling and verification methods in theory 

but also solving engineering challenges in actual deployment in practice. 

7. Conclusion 

This paper has tackled the limitation of insufficient dynamic expressiveness in finite 

state machines (FSMs) within cybersecurity contexts by proposing a novel matrix-

based modeling method founded on the semi-tensor product (STP). By converting 

auxiliary labels in discrete event systems (DESs) into a matrix form, the proposed 

method enhances the dynamic behavior representation of FSMs and extends their 

modeling capability to encompass external attacks. The proposed method enhances the 

efficiency of security analysis for DESs, as demonstrated through both theoretical 

analysis and case studies. The principal theoretical contributions of this work are 

threefold. First, it establishes a novel application of the STP method to security 

modeling in DESs, providing a rigorous mathematical framework for formal 

verification. Second, it enriches the security analysis capabilities of FSMs through the 

formalization of attack expression mechanisms. Finally, by adjusting the parameters of 

the attack model for specific application scenarios, the proposed method is expected to 

play a significant role in a broader range of cybersecurity domains. Consequently, this 

work provides theoretical support and a technical foundation for building more secure 

networked infrastructures. 
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