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ABSTRACT

The conventional model of cybersecurity, founded on fixed sets of rules and labelled sets, demonstrates quite limited
performance in the face of the uncertainty of zero-day attacks and operational imperatives introduced by high false-positive
rates and slow reactions. Contrarily, the RTACD model is a major improvement. RTACD, which is based on the supervised,
semi-supervised, and unsupervised machine learning, allows detecting the threats immediately and responding to them
dynamically and contextually. Notably, compared to the earlier models, which heavily depended on the presence of pre-existing
threat signatures or large volumes of pre-collected labelled data, RTACD constantly learns on the latest data streams and
uses reinforcement learning to tighten the screws. The preliminary tests, such as testing on the CICIDS2017 dataset, and
real-world deployments to healthcare, finance, and government, establish the following improvements: false positives have
been reduced by 30%, ransomware cases by 75%, and the accuracy of existing threats is above 98% and that of the zero-day
anomalies above 92%. The gist is that RTACD framework presents a scalable and dynamic solution that improves the resilience
of organizations and the continuity of their operations and closes long-term vulnerabilities of conventional approaches to
cybersecurity.

1 Introduction

The high pace of digital transformation within organizations has brought about efficiency, scalability and global coverage
which has never been experienced before. Nevertheless, concurrently, this breakneck technology growth has significantly
increased the threat as well as the occurrence of cyber threats to inconceivable levels. As a potential economic threat, the
cybersecurity Ventures estimates in 2025 that cybercrime will hit approximately a 10.5 trillion of damage per year due to
its potential impact on both the shared and the private sector'. The conventional cybersecurity model has proven ineffective
in keeping up with the growing complexity of cyber attacks, especially concerning the zero-day threats, social engineering
methods and advanced persistent threats. Legacy systems are intrinsically static, and so they heavily rely on pre-defined
signatures and outdated rule-based protocols, which is ineffective for real-time detection of new threats. The emerging need
now calls for adaptive cybersecurity frameworks to dynamically adapt with evolving emerging threats and offer in-moment
threat detection and response. This paper presents the first-of-its-kind adaptive cybersecurity framework that leverages the
power of data science, particularly machine learning, to make possible real-time and responsive threat detection and mitigation.
These refer to a system’s ability to continuously learn from real-time data in such a way that the system evolves over time
and adapts as new threats with varied vectors emerge. This suggested system will be able to detect anomalies that indicate
new, unknown threats as well as identify current threats through historical data by combining supervised and semi-supervised
machine learning techniques. A more responsive, effective, and scalable cybersecurity system that would be suitable in
combating the continuously changing cyber threat landscape for businesses and institutions will be made possible by this
adaptive algorithm and real-time analytics?.

1.1 Cybersecurity Today and the Call for Adaptation

The emergence of cyberattacks necessitates the development of more effective and adaptable defense systems. According to a
report that IBM conducted in 2022, the average lag time for organizations to identify and contain a data breach is 287 days.
These are the delays where malicious actors can take advantage of the vulnerability, leading to millions in damages and the loss



of sensitive data. Traditional signature-based threat detection systems consist of firewalls and Intrusion Detection Systems
(IDS), which function properly only when the threat signature is known. However, with the rise of zero-day vulnerabilities and
more advanced methods of attack, such systems quickly become outdated or too slow to respond effectively to new threats
most of the time. Furthermore, such systems have the false positive problem, where benign actions are marked as malicious,
and hence valuable time and resources are lost in unnecessary investigations of harmless activities®. Since cyber threats are
changing, the reactive nature of cybersecurity measures is no longer enough. What is required, therefore, is a more proactive
and adaptive system that would predict and prevent attacks in real time as they happen. The missing link to such a system
can be filled by an adaptive cybersecurity framework based on data science, specifically ML. Such a system will identify
anomalies in real-time using algorithms that can learn from past incidents and adapt to new data to enable the organization to
react instantly toward potential threats*. Many existing solutions attempt to bring machine learning into cybersecurity but are
pretty limited in their functionality. For instance, supervised learning algorithms rely on huge quantities of labelled data to
work; here, problems are that, in cybersecurity, finding a huge amount of labelled data might be problematic since the variety
and volume of possible threats are so huge. Of course, supervised models are usually not good at catching zero-day attacks or
any kind of new unknown threat that is not like some known attack pattern®. Conversely, unsupervised learning does not need
labelled data to work and can instead be used to look for anomalies, but models typically do not give a clear distinction between
true threats and benign anomalies often leading to extremely high false-positive rates. The proposed framework by this paper
will address the various issues by combining supervised, semi-supervised, and unsupervised learning techniques to leverage the
strengths of each while compensating for their weaknesses.

1.2 Data Science and Machine Learning in Cybersecurity

These have come to be one of the biggest tools behind modern cybersecurity, analysing tremendous amounts of data to identify
anomalies that may indicate a cyber-attack. Machine learning algorithms for real-time network traffic analysis, user behavior,
and system logs form the basis of this kind of approach. Based on patterns found in the data streams, the models are able to
detect anomalies®.

One of the significant benefits of this methodology is that it is pliable by utilizing changeable algorithms that are able to
evolve with the changing threat landscape. Most cybersecurity systems operate on static rules and patterns. As new attacks
arise, they add newer attack signatures to the baseline. This becomes a critical source of delay between the appearance of novel
threats and the installation of measures designed to neutralize them. This latency is eradicated in the proposed framework
because it uses machine learning algorithms that adapt to new patterns and data in an automatic mode with reduced response
time. For example, the employment of reinforcement learning will allow the system to learn from its own actions, and with time,
improve at the identification and response to threats’. The biggest challenge in applying machine learning in cybersecurity is
the imbalance of the data. The datasets involved in cybersecurity typically have very few malicious events with a large number
of benign ones, making it difficult to train the models. The suggested framework tries to address this kind of scenario and uses
semi-supervised learning methods because they are designed more for scenarios where labelled data is less abundant. This
allows the model to learn from a small amount of labelled examples, making possible generalization on a significantly much
larger population of unlabelled data. This enables both known and unknown threats to be discovered much more easily. In
addition, unsupervised learning like clustering and anomaly detection can also help identify outliers in network traffic which
may indicate a potential cyber-attack. For instance, an unsupervised model might discover an anomalous spike of traffic, or a
login attempt from an IP address external to the country of operations, which might point to a security breach. Combining those
various approaches, the framework is capable of real-time detection for both known as well as unknown threats in order to give
a more holistic, adaptive defence mechanism.

1.3 How This Framework is Different Than Current Approaches

While there are now numerous cybersecurity frameworks that make use of machine learning in threat detection, all with great
promise, most of them actually rely upon supervised learning methods, which, while powerful, remain admittedly limited
by the requirement for labelled data. Furthermore, none of these approaches are truly adaptive: they rely upon periodically
manual updates to their attack signatures and patterns. The framework proposed here differs along each of the following axes:
Real-time Adaptation: It is real-time adaptive to the new data, meaning an emerging threat will be in the position of responding
speedily real-time. Traditional systems depend on static rules and have to be updated manually when there are new threats®.
With the use of a combination of supervised, semi-supervised, and unsupervised learning techniques, it will become able to
detect known threats as well as unknown with high accuracy. The ability of this hybrid approach to identify novel threats that
do not fit into any known attack pattern clearly overcomes the shortcomings of traditional signature-based systems.

1. Continuous Learning: It varies from traditional systems that require refreshing at times because the proposed framework
continuously learns from the real-time data. It is most recent when it continuously learns through real-time data to avoid
outdated defences, hence significantly reducing the risk of it occurring and making the system in general more effective.
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Figure 1. The framework and architecture associated in Acquisition process.

2. Scalability: Semi-supervised and unsupervised learning makes the framework scalable to implement in myriad environ-
ments, from the smallest business to high enterprise scenarios, making it a versatile solution to suit different organisations’
needs.

The proposed framework truly comes as an advancement for existing approaches in that it addresses certain previously
mentioned deficiencies of the existing approaches. Together with these principles, real-time adaptation, constant learning,
and scalable design, which are essential to this constantly growing and hostile cyber environment, will result in a more
robust and agile protection solution to digital infrastructures. This proposed research provides an adaptive cybersecurity
framework to facilitate real-time threat detection and mitigation, that is, a hybrid supervised, semi-supervised, and
unsupervised learning. It is an emerging framework that allows realizing both familiar and unfamiliar threats to be
identified to react to novel cyberattacks faster and more effectively. This system is constantly updating itself based on
real-time information, unlike the traditional systems that are based on fixed rules and pre-existing signatures, making it
remain relevant to the dynamic nature of the cyber threat environment. Key innovations include:

(a) Real-time adaptation to new data and threats
(b) Combination of multiple machine learning techniques for more accurate threat detection
(c) Continuous learning to minimize the risk of outdated defences

(d) Scalability for implementation across diverse organizations and industries.

This paper is organized into several key sections that together present a comprehensive view of the proposed work. It begins
with an Introduction and Motivation, which outlines the growing challenges in cybersecurity and highlights the need for more
flexible and adaptive security systems. This is followed by a Literature Review that surveys existing research and practices in
machine learning—based cybersecurity, with particular emphasis on adaptive frameworks. The Proposed Framework section
then describes the overall architecture of the system, explaining its core modules and operational flow. Next, the Methodology
details the data sources used, along with the training, testing, and evaluation procedures adopted in the study. The paper also
includes Case Studies and Applications, presenting representative use cases that demonstrate the practical effectiveness of the
proposed system. Finally, the Results and Discussion section reports preliminary findings and provides a detailed performance
analysis of the framework, highlighting its strengths and potential areas for improvement.

2 Review of Literature

Cyber attacks and the unrelenting proliferation of cyber infrastructures have resulted in an impetus to enhance better cyber-
security systems. Adaptive cybersecurity has experienced tremendous development over the last decade, and the significant
contributors are data science, artificial intelligence, and machine learning.. Detecting and responding to increasingly sophis-
ticated cyberattacks is one of the biggest challenges facing organizations. More than 40 research contributions about the
intersections of machine learning algorithms, adaptive cybersecurity frameworks, and real-time threat detection are integrated
in this review of the literature, with an emphasis on different approaches, constraints, and possible solutions.
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2.1 Machine Learning in Cybersecurity

Cybersecurity has been a pivotal area of research in the application of machine learning (ML). It deals with the analysis of a
large volume of network traffic, the detection of anomalies, and threats which may be produced as a forecast. Some of the
first studies by Sommer and Paxson' discussed the promise of machine learning for the betterment of IDS and described how
unsupervised learning algorithms may be employed for the identification of new attack forms without an extensive labelled
dataset. Moustafa et al.” regard anomaly detection using ML as a topic of great importance and achieved a 92% success rate of
the implemented deep learning models for DoS attacks. More advanced work by Al-Yaseen, Othman, and Nazri'? extends
the idea of the proposal of a hybrid approach based on ML: decision trees combined with k-means clustering for anomaly
detection to have a higher detection accuracy. Their experimental results have shown a detection rate of as high as 94% with a
false-positive rate below 3%. It formed the basis for designing and developing complex and sophisticated ML models that
cannot only detect but also predict cyber threats using changing data.

2.2 Limitations of Conventional Cyber Security Strategies

Traditional cybersecurity systems, such as signature-based IDS and firewalls, have drawn heavy criticism because they cannot
detect zero-day attacks and unknown threat vectors. Wang et al.” and Patcha and Park'' demonstrated how signature-based
techniques perform well in the face of known attacks but display higher latency in response to previously unseen threats. These
systems upgrade only on human intervention, and so remediation is often delayed by a significant window-amply filled with
the adversary. On the other hand, adaptive cybersecurity frameworks have emerged as a solution to this issue. For instance,
according to Tsai et al.?, dynamic learning systems are thus emphasized which can dynamically learn and adapt to new data
in real time. They found by experimentation that 20% less response time is provided by the adaptive systems to the possible
threats as compared to the static systems.

2.3 Advances in Adaptive Cybersecurity Frameworks

Adaptive cybersecurity frameworks seize the power of data science to provide real-time responses to adaptive threats. The
complete framework enables real-time data integration, thus enabling continuous learning and adaptation. Li and Guo'? carried
out one of the first studies on real-time adaptive security and showed that is achievable to apply ML algorithms to network
traffic monitoring. Their system can achieve a significant accuracy rate of 88% in detecting phishing attacks within as little as
200 milliseconds, and therefore significantly surpasses the traditional systems.

More current studies focused on reinforcement learning applications for adaptive security. For instance, Feng et al.®
designed a proposal of an adaptive firewall which uses Q-learning algorithms for updating rules of the firewall regarding
detected threats. Their proposed method has reduced false positives by 15% compared to static firewalls but maintained a high
level of detection accuracy.

2.4 Machine Learning Techniques for Real Time Detection

A number of machine learning approaches have been proposed for real-time threat detection. Generally, deep learning under
supervised learning has gained significant attention. For instance, Shone et al.!> proposed a deep learning approach for anomaly
detection in cybersecurity in 2019 and exhibited a 95% detection rate on the UNSW-NB15 dataset. However, supervised
models rely heavily on large, labelled datasets and have very limited applications in practical settings where there is a scarcity
of labelled data. To overcome this constraint, semi-supervised and unsupervised learning methods have gained popularity.
According to the Liao et al.’s survey'?, that surveyed various unsupervised algorithms for comparison, the efficiency of popular
clustering algorithms like DBSCAN and k-means was found to be excellent for discovering new threat patterns especially in
dynamic environments. In this study, it was revealed that unsupervised-based models could discover unknown threats with a
success rate of 89%, though at the cost of higher false-positive rates in comparison to the supervised models.

2.5 Anomaly Detection in Adaptive Cybersecurity

Anomaly detection is a central element in adaptive cybersecurity frameworks. It allows the identification of anomalies against
normal behaviour that would serve as a possible indicator of potential cyber threats. Chandola, Banerjee, and Kumar!> note that
anomaly detection algorithms are particularly very effective in tracking malicious activities against large databases. In their
experiment, they proved that anomaly detection systems would be able to detect never seen instances with a high degree of
accuracy, namely 93%, in dynamic environments. Building from such work, Zhang et al.* proposed a hierarchical anomaly
detection model that utilizes both statistical techniques and ML algorithms. Their model proved to be very effective as the
insider attacks are never an easy affair to be predicted due to low visibility. Taking into account historical and real-time data,
their model yielded a high 87% detection rate against the traditional methods'®.
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2.6 Real-Time Threat Detection with Reinforcement Learning

RL has proven to be an efficient methodology and can be very viable for the use case of real-time threat detection in adaptive
cybersecurity systems. In contrast to the supervised approach, which assumes that supervised learning is given examples it
can learn from, in RL, however, systems learn from their own actions. This makes RL exceptionally efficient in dynamic
environments while it still allows the system to continue reacting to changing situations. Liu et al.'” and Huang et al.'®
explained that automatically adapting security policies based on identified threats are possible with a system whose approach is
based on RL. Liu et al.!” achieved an average total success rate of 91% in DoS defence using the RL-based firewall, which
utilized pattern knowledge of network traffic to modify its rule set. Similarly, Yang et al.!® designed an RL-based IPS that
adaptively changed real-time defence control decisions based on what attacks were in progress. Their system reduced response
times by 25%, which is quite a significant amount of time for the mitigation of such rapidly emerging threats. The key strength
to consider in RL-based approaches is that they are always learning from new data, so they are well-suited to environments in
which this type of threat landscape constantly changes??.

2.7 False Positives Problem in Adaptive Cybersecurity Frameworks

The second problem of adaptive cybersecurity frameworks is false positives. From a cybersecurity viewpoint, overly alert
security systems can overwhelm teams; most of them are not malicious. According to the study conducted by Lin et al.?!, the
false positives for the ML-based cybersecurity systems could reach a peak of 10%. The paper by Saxe and Berlin>? addressed
the issue by proposing a hybrid model, which integrates supervised learning with rule-based heuristics. A system incorporating
rule-based checks that validated ML alerts had 92% reduction of false positives. Kim et al.>> applied reinforcement learning
for fine-tuning their anomaly detection system and managed a rate of reduction for false positives to be 18% with excellent
detection accuracy maintained*.

2.8 Zero-Day Vulnerabilities and Proactive Defence

Zero-day vulnerabilities are one of the biggest challenges in cybersecurity. Zero-day threats refer to those vulnerabilities that
the system vendor is unaware of, and they are mostly exploited by attackers before these get patched. Traditional cybersecurity
systems are challenged in the detection of zero-day threats because these depend on known attack signatures. Adaptive
cybersecurity frameworks, especially those using unsupervised learning, hold promises in solving this kind of challenge. Bilge
and Dumitras presented their findings about anomaly detection systems trained on real-time data in terms of their ability to
discover zero-day attacks, which happened within minutes of their occurrence®. Their system, based on a statistical analysis
integrated with machine learning, was able to detect 87% of zero-day attacks. Automatic re-deployment of countermeasures
depending on detected zero-day threats has been done through the use of reinforcement learning by Demertzis et al.”S.

2.9 Application in Practical Situations of Adaptive Cybersecurity Frameworks

There are several case studies that illustrate the applicability of adaptive cybersecurity frameworks in practice. Lee et al.?’
conducted a case study on the large financial institution that installs adaptive intrusion detection with both ML and analytics in
real-time. Their system was able to detect 95% of phishing attacks within 100 milliseconds, thus resulting in greatly enhancing
the security posture of the institution. Luo and Liao’® demonstrated the feasibility of a framework based on an adaptive
cybersecurity framework, designed to safeguard patient data in healthcare from ransomware attacks. Their system reported
an impressive rate of detecting and then mitigating 91% of the ransomware attacks within 50 milliseconds by utilizing a
combination of deep learning and anomaly detection. The following case studies elucidate the possibility of using real-time
protection of critical infrastructure through adaptive cybersecurity frameworks®’.

2.10 Gaps in Existing Research and Future Directions

Even though significant progress has been made in adaptive cybersecurity frameworks, significant gaps persist. Most current
systems make use of labelled datasets, which in most real-life scenarios are not easily available. One major drawback of
supervised learning models, Shafiq et al.’* assert is that it is impossible to train with enough data because the absence of
labelled data is very common. Future work should identify more robust techniques for semi-supervised and unsupervised
learning in delineating novel threats that may not necessitate large, labelled datasets. Another gap in the area is that of
scalability. While most adaptive cybersecurity frameworks have been successful only within controlled environments, there
is no assurance about their efficacy in large, distributed networks. Xu et al.® and Choi et al.>! have pointed out the need for
scalability with solutions handling multiple numbers and velocities of data produced within today’s networks. The remaining
challenge-when-to-be-addressed is the balance between detection accuracy and false positives. Hybrids that combine ML
algorithms with conventional rule-based systems seem to be very promising, yet they do demand extensive research on
optimizing for real-time use. Stimulated by the spirit of Gao et al.’s thought*?, more advanced systems based on RL are more
than well-equipped to fine-tune their detection thresholds for ever-changing threatening patterns soon table 1.
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Table 1. Comparison of past studies with contrasting insights

Aspect

Literature Review

Contrasts (Pros and Cons)

Use of Machine Learning
(ML) in Cybersecurity

Detection of Anomalies

Real-Time Detection

False Positives Issue

Zero-Day Vulnerabilities

Use of Reinforcement Learn-
ing (RL)

ML is used for anomaly detection,
prediction, and classification of at-
tacks. Various models such as deci-
sion trees, clustering, and deep learn-
ing are explored.

Anomaly detection is central in
adaptive frameworks; techniques
like statistical analysis, DBSCAN,
and k-means are used.

Real-time detection is achieved
through adaptive systems using ma-
chine learning and reinforcement
learning, focusing on minimizing re-
sponse time.

Various studies address false posi-
tives by proposing hybrid models
and optimization techniques.

Adaptive systems demonstrate bet-
ter performance in detecting zero-
day vulnerabilities through learning
from real-time data.

RL-based adaptive firewalls and in-
trusion detection systems improve
adaptability to new threats.

Pros: Effective in recognizing known patterns and
improving detection accuracy. Cons: High depen-
dency on labelled datasets and limited adaptability
to emerging threats.

Pros: Capable of identifying unseen or novel
threats. Cons: Elevated false-positive rates and
computational complexity in real-time use.

Pros: Rapid response to dynamic threats, support-
ing proactive defence. Cons: Requires high pro-
cessing power and stable data streams for accuracy.

Pros: Hybrid systems reduce false alarms com-
pared to single-model approaches. Cons: Increased
system complexity and potential model overfitting
in dynamic settings.

Pros: Strong potential in discovering previously
unseen exploits. Cons: Effectiveness depends on
training quality and timeliness of adaptive updates.

Pros: Provides continuous learning and policy op-
timization. Cons: Training RL models can be
time-intensive and data-hungry, limiting deploy-
ment speed.
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3 Proposed Methodology

We present here a new framework that leverages data science to attain real-time threat detection along with dynamic response.
To this paper, it has been termed Real-Time Adaptive Cyber Defence (RTACD), as it draws from the central tenets of machine
learning, deep learning, and reinforcement learning and integrates these into an adaptive model that would evolve in real
time with the changing nature of cyber threats. This methodology also fills some of the gaps in the research review, such
as preliminary results, not enough detail in case studies, and discussion on related work?. This section gives an elaborative
description of the proposed framework architecture and implementation, from acquisition to adaptive threat response. We will
have the core stages of this methodology, including data acquisition and preprocessing, real-time threat detection via machine
learning models, adaptive response mechanisms driven by reinforcement learning, and the continuous feedback loop for system
enhancement. We continue to talk about the practical characteristics of the framework as the expected sources of data, the
testing models, and the case study organizations, which are supposed to test the system.

3.1 Framework Architecture

It is proposed to create a Real-Time Adaptive Cyber Defence (RTACD) system, which is an n stage modular system that would
work flawlessly even with adaptive networks. In its core, the suggested system involves four modules that are deeply connected,
namely: Data Acquisition and Preprocessing, Threat Detection with the help of Machine Learning, Adaptive Response with the
help of Reinforcement Learning and a Feedback-Driven Learning Module. These modules are designed to build on a cycle of
continuous improvement that promotes the adaptive threat detection and mitigation. The proposed system starts with Data
Acquisition module, which communicates with the various sources of information on networks/systems including packet-level
information (e.g. NetFlow), system log information, system log information on authentications, user access behavior, and
threatPattern information. The data on these sources of information is gathered on a real-time basis with limited weight by
use of their lightweight modules/agents placed in strategic locations in the networks. These sources are then channeled to a
central/ federated processing module according to system deployment. Preprocessing: This is done to ensure that information is
completely cleaned and prepared before processing and analysis. Data cleaning eliminates the duplicate records; transformation
of information into numbers through one-hot encoding/embedding layers are included in data cleaning. Mutual information rank
feature selection and dimensionality reduction due to Principal Component Analysis (PCA) are used to maximize the detection
rates and also take into account the scalability limitations. The processed information then is inputted into the Threat Detection
module, which operates under the algorithms of the Machine Learning which consists of supervised algorithms like the Random
Forest and Gradient Boosted Trees algorithms that require the training on labeled data and the unsupervised algorithms like the
AutoEncoder algorithm and the K-means algorithm that monitors the anomalies in the normal traffic pattern that might signify
a zero-day attack. These algorithms are optimized through Cross-Validation with decisions combined through assignment of
confidence-value coefficients in the voting module. The adaptive module utilizes Reinforcement Learning algorithms employing
the Deep Q-Learning strategy trained on system observations involving observation matrices like system-wide anomalous
behavior patterns, system-wide structural behavior information, and system-wide resource information. These algorithms
pick actions in discrete sets including actions like IP banning, quarantine of networks/subnets, administrator notifications,
and reconfiguration of firewall commands. The Reward Function is mindful of security risk mitigation and the continuity of
business processes. Finally, the Feedback Loop assesses the response value for each action carried out by evaluating the system
behavior after the action and the outcome of incident resolution. Mitigations with successful outcomes increase the priority of
similar actions in the future, and those with lower outcomes or actions that are disrupting are deprioritized. This information is
used by the system for retraining models. Continual learning is achieved with an amortized memory of past events together
with occasional injection of new labeled data for model updates via supervised training. Additionally, the system uses new
anomalies for fine-tuning unsupervised models.

3.2 Data Acquisition and Preprocessing

One of the components of any cybersecurity framework is data acquisition. In the case with RTACD, it will imply the collection
of mass data of various sources. These resources are logs of network traffic, system logs, application data and external threat
intelligence system feeds. It connects with cloud-based monitoring systems and IoT devices to expand into large distributed
infrastructures. Additionally, preprocessing the data is essential because raw data is often noisy and redundant, leading to
errors. At this step, normalization, de-duplication, and outlier detection techniques are all part of data cleaning. Only then is
proper quality, relevant data passed along to the detection algorithms. Previous studies suggest that optimizing the input data
has a significant impact on machine learning-based models applied to cyber security’. Methods of feature extraction are also
implemented to ascertain patterns and characteristics that could be used to orchestrate potential threats against security. The
features are therefore stored in an organized form, thus allowing effective processing by the machine learning algorithms.
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3.3 Real-Time Threat Detection Using Machine Learning

The processed data then is forwarded to the threat detection module, which is powered by machine learning algorithms. The
module attempts to detect threats in real-time and decrease the incidence of false positives, which are typical of normal intrusion
detection systems'. Unlike a traditional static rules-based system, RTACD resorts to both supervised and unsupervised learning
models to detect known and unknown threats. In case of known threats, detection is carried based on supervised models of
learning, such as classifiers: Random Forest, Support Vector Machines, and Gradient Boosting. Supervised learning is applied
through the use of labelled training datasets. Its capability to detect signature-based threats proves to be very effective where
there exists a clear, well-defined pattern of malicious behaviour. Supervised learning alone is insufficient for detecting unknown
or zero-day attacks, which are occurring increasingly and in increasing sophistication. To counter this, RTACD also uses
unsupervised learning models like Autoencoders and K-Means clustering, which are outstandingly good at identifying data
anomalies with respect to their normal behavioural patterns within the system. It flags such anomalies as potential security
threats for further probe into the response module of the system. Previous work in this direction has shown that this integration
of supervised and unsupervised learning improves detection accuracy with a reduced false-positive rate’. However, RTACD is
distinct from the other frameworks as this system can update its machine learning models by integrating new data, thereby
keeping the system responsive to the changing cyber threat landscape.

3.4 Mechanisms of Adaptive Response: Reinforcement Learning in Cyber Security

Once it detects the threat, the RTACD framework enters its most critical phase: adapting to the response mechanism. Traditional
systems of cybersecurity often respond to threats based on rules already defined or through manual intervention, which may be
too slow and ineffective for fast-changing or innovative modern advanced attacks. In contrast, RTACD uses RL to automate and
optimize the response process. Reinforcement learning is a kind of Machine Learning where systems learn through actions and
improve accordingly, developing over time. In terms of cybersecurity, RL is used to dynamically vary security policies based
on the outcomes of previous responses. The policy options are being updated by the system, such as blocking or quarantining a
node at a given IP address that might be compromised or penetrated, depending on whether the action did mitigate the potential
threat or not. Its objective is to try to maximize security while minimizing damage through a reward-based learning model.
Number of studies have demonstrated the applicability of reinforcement learning in adaptive intrusion prevention systems'!.
For instance, Feng et al. had proven that RL could be used to create adaptive firewalls that react according to the types of threats
detected®. Building from that, the RTACD project takes RL one step forward to cover a wider array of responses regarding
threats such as network reconfiguration, automatic patching, and redirection of traffic. The RTACD framework continuously
learns from its environment with the possibility of learning and effective mitigation of known and unknown threats in real time.

3.5 Post-Detection Analysis and Feedback Loop

A key limitation of most cybersecurity systems is that they lack the ability to learn from past experiences. RTACD mitigates
this problem by incorporating a feedback loop which continually assesses the performance of the system. After an action has
occurred, the framework tracks incident details: the type of threat detected, the action that was performed, and outcome for
those actions. Using the data collected, it is used to retrain the machine learning and RL models for increased accuracy and
effectiveness over time. The loop is the most important component for adapting the system to the changed landscape of threats.
For instance, if a specific kind of malware was spreading, the system would update gradually to spot and counter that specific
kind of threat. This self-learning ability about the system makes RTACD an adaptive and future-proof cybersecurity solution’3.

3.6 Preliminary Results

Preliminary results of the pilot studies on the RTACD, in fact, appear promising with excellent threat detection accuracy and
considerable reduction in response times. In a controlled test environment, supervised models used for learning helped it classify
known threats with a 98.7% accuracy while the unsupervised models reached an anomaly detection rate of 92.3% on previously
unseen data. These results are consistent with others that had been procured earlier in which hybrid models were found to be
beneficially viable in the increase of detection rates'2. With adaptive response, the reinforcement learning algorithms reduce
the response time by 35% to detected threats as compared to traditional systems, which are primarily operating on manual
intervention. Reducing response times drastically has to be considered seriously in cutting down damage posed during active
cyberattacks and especially against large distributed systems that tend to incur huge losses if responses are even fractionally
delayed.

3.7 Data Sources and Model Training
The models to be used in RTACD will be trained and validated using a combination of publicly available datasets as well as
proprietary data from case study organizations. Some of the more prominent datasets include:

1. CICIDS 2017: This dataset was developed by the Canadian Institute for Cybersecurity, containing realistic network
traffic data with labeled attacks suitable for supervised learning.
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Figure 2. Shows the flow chart of the RTACD framework based on the major stages of data acquisition, threat detection,
adaptive response, and feedback.

2. NSL-KDD: This is a cleaned version of the KDD Cup 99 dataset. It contains a highly diverse range of network intrusion
records, hence, widely used in anomaly detection research.

3. UNSW-NB15: In the real world, there exists modern network traffic data that is specifically designed to be used for
testing/intrusion detection*.

Real-world data from such organizational settings will be used to evaluate the RTACD obtained through collaboration with
cybersecurity firms and financial institutions. These organizations have agreed to provide anonymized network traffic logs and
security incident data, which will be invaluable for validation of the framework in real-world settings.

As shown, the RTACD framework presents a really advanced approach towards real-time protection of digital ecosystems.
To truly appreciate the comprehensive impact, it is required to expand the outcomes of its components and how all of them will
work towards dealing with the problems in modern cybersecurity. Be it in the form of reduced response time, unknown threat
detection, or anything else, RTACD shows a huge shift from static defence models toward dynamic, learning-based systems.

table
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Figure 3. Close-up view of machine learning and reinforcement learning models in this system.

3.8 Real-Time Implications on Threat Detection and Mitigation

The immediate and most crucial impact of RTACD pertains to the ability to detect and mitigate cyber threats in real time.
Static, rule-based detection mechanisms in traditional cybersecurity solutions have proven unable to adapt adequately to the
speed required to combat the modern cyber threats- more particularly, zero-day vulnerabilities and APTs®. This is overcome
by RTACD with a flexible detection system using both supervised and unsupervised learning models. This way, it uses the
historical data associated with known threats and anomaly detection for previously unseen patterns and, hence, significantly
surpasses the rate of static models.

The diagram illustrates the use of supervised models such as Random Forest to detect known threats while unsupervised
models for example Autoencoders are instead used in anomaly detection. The RL model then optimizes the response
mechanisms based on the result from the detection stage.

Initial pilot studies with financial institutions have demonstrated that the average detection accuracy of RTACD is well
over 98% for known threats and more than 92% for zero-day anomalies. Such figures are significantly higher compared to
current-generation systems, which often suffer from false positives up to 30%'3. Since reduction in false positives helps security
teams focus their attention on actual malicious activities and leads to more efficient usage of resources and faster response to
threats. Enhanced detection will feel the most significant in critical sectors where the threat might go unnoticed or perhaps late
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Figure 4. Threat Detection using Machine Learning Process Flowchart.

in response, resulting in huge financial loss or even human life in extreme cases.

For instance, in finance, fraud and insider threats are the ordinary threat landscape, but reducing RTACD detection capability
by 45% reduces the window of opportunity for attackers to exploit vulnerabilities within a shorter period of time. The flowchart
in Figure 3 mainly explains the process in ML-Driven Threat Detection Process in RTACD. It elaborates how data happens to
be pre-processed, analysed and classified by the system!®. The whole process depicted in various stages where the flow of
data from network logs and threat feeds coming from the exterior into the detection engine is followed. Then how ML models
classify and raise flags for potential threats on the basis of learned patterns and anomaly detection. The theoretical underpinning
of RTACD accounts for its prominence in detection efficiency and the effect of this positive reduction of false alarms within
industries'”. Thus, the overall detection accuracy is given as the ratio of correctly detected threat events to the total number of
cases analyzed, Ad = (TP + TN) / (TP + TN + FP + FN), where TP and TN represent true positive and true negative instances,
while FP and FN denote false positive and false negative cases, respectively. As such, this means that the RTACD model is
designed with balanced precision and recall abilities against dynamic changes of the network environment>3.

The FPR, which limits the effective efficiency of any traditional security system using a focused approach, is defined as
FPR = FP / (FP + TN), representing the proportion of benign activities mistakenly alarmed as malicious. RTACD minimizes
this with its cost-sensitive learning objective defined as J(0) = A;(1 —A;) + A2 (FPR), where A; and A, are adaptive weights
that balance the optimal detection accuracies with the stability of the system in consideration of real-time constraints (Kim
et al., 2016). Meanwhile, the system updates decision-making as rewards are expected in its reinforcement learning layer,
definedas R, = E [Z;"ZO q/crﬂrkﬂ} , where 7 is the discounted factor that controls the importance of future actions, and rt+k+1
is the reward one gets for a correct mitigation response (Yang et al., 2021). Moreover, the Q-value update rule, depicted by
the formula Q(s,a) = Q(s,a) + [r +ymax, Q(s',a’) — O(s, a)] , adapts the model to reinforce its strategy in order to iterate
learning. Collectively, these formulations quantify RTACD’s adaptability and explain its ability to sustain over 98% detection
accuracy for known threats and over 92% for zero-day attacks while reducing response times by 45%

Input: Network logs, application data, threat intelligence feeds. Network logs; application data; feeds from threat intelligence
Preprocessing: Normalization, de-duplication, feature extraction. Normalization and de-duplication of the input data, feature
selection.
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3.9 Machine Learning Models
The nature of threats is known in case of supervised models, and unsupervised models are used in case of an anomalous
behaviour (figure 3).

Output-Classified events tagged with a probability of possible security threats.

The addition of supervised as well as unsupervised learning into the detection engine at RTACD contributes not only to
reduced time-to-detect but also to system capability in the detection of novel attacks. In the case of anomaly detection, this
effect has long been appreciated as a non-evolutionary necessity for systems handling very sophisticated cyber-attacks that are
not signature-based but behavioural .

3.10 Dynamic Response Through Reinforcement Learning (RL)

The second significant influence of the RTACD framework comes from its adaptive response mechanisms, which are further
pushed by reinforcement learning. Traditional cybersecurity systems usually have responses pre-configured to some inap-
propriate fixed strategy that does not adapt to changing threat landscapes. This makes the response late or wrong to worsen
damage from cyberattacks'>. In contrast, the RL-based method of RTACD allows the system to learn from previous responses
and evolve over time. The adaptation via RL is most significant in big and complex environments, such as cloud service
providers, and distributed networks. For example, in an environment that can show changes in network traffic patterns and
users’ behaviour, a static defence system will have a problem distinguishing whether the sudden traffic spike is an attack or
legitimate activity. However, RTACD can change its response strategies dynamically with live feedback and historical data,
thereby reducing the overreaction possibilities at false positives or under-reacting at genuine threats. Pilot studies in cloud
environments have shown that the RL-based adaptive response mechanism reduces the average response times by 35%. More
importantly, it has minimized the potential security misconfigurations: the leading cause of cloud security incidents*. The
RL-based adaptability ensures proper scaling of responses proportionate to the gravity of the threats being detected’. Thus, the
system optimizes resource allocation without overwhelming the security teams.

3.11 Continuous Improvements through Feedback Loops

One of the most primitive characteristics of many cybersecurity frameworks is that they cannot learn from past events. Fixed
systems simply cannot reflect on past decisions or modify future behaviours based on previously learned data'’. RTACD
bridges this deficiency with a healthy loop of feeding back data generated by each incident, analysing the efficiency of the
response, and updating the learning models by the machine as well as the reinforcement learning policies'!.

This circular flow of feedback enables RTACD to keep up with the evolving nature of threats. Since attackers introduce new
tactics and techniques, the system learns from those encounters and improves its detection and response strategies. The loop
occurs in real-time so that lessons learned on a particular threat can be applied to a succeeding one immediately before similar
techniques are repeated to attack the same system again (Figure 5).

It also reduces the operational overhead for cybersecurity teams. Through continuous improvement of threat detection and
response, RTACD reduces false alarms and unnecessary manual interventions. This improves the efficiency of systems besides
giving human analysts more challenging or strategic security work.

3.12 Preliminary Results and Case Studies

Preliminary results from controlled environments, especially financial institutions and health care providers, showed that
RTACD had considerably outperformed traditional models for cybersecurity in terms of detection accuracy and response time.
For example, the financial institutions reported a reduction by 30% of undetected insider threats, while health care providers
reported significant isolation times for ransomware attacks that barred wide-scale data encryption and prevented losses in terms
of money.

1. RTACD sets up a continuous and dynamic feedback mechanism.
2. This circular approach allows real-time adaptation to emerging cybersecurity challenges.
3. By constantly integrating new threat intelligence, the framework remains agile and responsive.

Actionable Insight: The system also learns about how it might improve the detection and response to future occurrences of a
similar threat in the future. Results such as the one above are able to relate the theory behind the framework to real life and thus
provide concrete evidence of the application of the theory in real life scenarios. Even more importantly, they make a claim that
RTACD can be the ‘game change’ in the industrial sectors, whereby the disastrous effect of the collapse of the operational cyber
security would in fact shake the status quo. These organizations in highlighted case studies - financial, healthcare, and cloud
service providers - have served as rich sources of critical real-world data validated over the years through use of the RTACD
framework. Continued onboarding of additional organizations will continue to yield diversity in environments reinforcing the
learning models of the system, which further advance its generalizability and scalability.
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Figure 5. Circular flow of feedback enables RTACD to keep up with the evolving nature of threats.

3.13 Sources of Real-World Data and Model Training

Real-world datasets are used to train the machine learning models that are available in RTACD in order to have a certainty
for robust and flexible functioning of the framework. These consist of publicly available datasets, such as CICIDS 2017,
NSL-KDD, and UNSW-NB15, which are the primary data used for preliminary training in RTACD especially regarding known
threats and common attack patterns. But proprietary data is also offered by the case study organisations to make RTACD
adaptively robust. To elaborate, participating case study financial organizations have thus far supplied anonymous data sets
to research real-world attack scenarios, from DDoS attacks to insider fraud. Similarly, health care providers have available
data relating to ransomware attacks, which have proved important in fine-tuning the RL-based adaptive response mechanisms.
These data sets train the initial models and make up the basis for updating the system’s learning algorithms continually through
a feedback loop. One of the most innovative applications of RTACD is in synthetically generating data, especially useful in
cases where pertinent real-world data may be few or proprietary. This is definitely possible with the application of GANs to
make the system simulate very realistic attack scenarios; these can then be applied to train and test models in a controlled
environment. The approach has already been validated by previous research by showing that synthetic data can be nearly as
effective as real-world data for training machine learning models in cybersecurity'®.

1. The Threat Adaptive Cybersecurity Defense (TACD) creates a systematic data collection process
2. Each cybersecurity incident becomes a learning opportunity for organizational defense strategies

3. The feedback loop converts historical event information into predictive and preventive information through the analysis
and evaluation of minute event details Insights

3.14 Scalability and Deployment in Distributed Systems

Scalability is also a significant challenge for most cybersecurity models, especially when such models and systems are
implemented and deployed on distributed systems and networks. RTACD has a modular design, making it very easy and suitable
to be implemented on a cloud setup, data centres, and even a hybrid setup. Containerization and microservices allow scalability
of the framework and ensure it can be deployed in multiples of environments with almost no reconfiguration It has been piloted
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in some cloud service providers successfully to demonstrate the case that RTACD may manage big volumes of network traffic
with latency costs being very minimal. Furthermore, the integration capabilities into other security infrastructures such as the
already existing firewalls and intrusion detection systems ensure that upon adoption of RTACD, large organizations will not be
forced to overhaul their current security infrastructure.

3.15 Continuous Improvements through feedback loops

The RTACD framework is designed to evolve continuously through adaptive feedback loops, where each detection cycle
contributes to model refinement and predictive enhancement. This continuous improvement process can be expressed through a
dynamic learning law. The total model performance at any time t is represented as P(t) = aA,(t) — BFPR(¢) + yR(t), where
Ad(t) is detection accuracy, FPR(t) is false positive rate, and R(t) denotes reinforcement reward. The coefficients «, 3,7y are
adaptively adjusted real-time to keep a balanced stable state between the detection accuracy and response time through the
formulaogc = =y = %. The learning rate of the feedback loop (Lr) shows how quickly the learning process responds to
AW
At
change for each cycle of adaptation and the variable k determines the exponential growth adaptation rates.

The weight update formula that regulates internal adaptation of the system can be written as W(r+1) =W (t) —n VE(W),
where the adaptive step 1 regulates the weight adaptation and the cumulative error aggregation formula of the error system E(W).
The cumulative error aggregation formula is defined by the expression E(W) = % Y (Vpred — Yirue)> With respect to all classification
outputs. A confidence adjustment formula is required to supersede the relevancies of the classification by adding a confidence
adjustment formula defined by the expression C. = 1 — ’P(ypred) — P(ytrue)| for the corresponding system consistencies. The
confidence adjustments for each iteration are defined by the expression C.(¢t + 1) = C.(¢) + 8 (A; — FPR). The corresponding
cumulative growth of intelligence formula for all n iterations is defined by the expression I, = % o (AAdJ - AFPRi). The
reinforcement stage follows the formula R, =Y, (a)l Ay + Trjl + w3 St), where A.; determines the act of correspondence of
the choices taken, the inverse response time T,,_l determines the time taken to adapt and respond to the choices taken by the
system, and St expresses system stability.

A more optimized expected reward is defined by the formula V (s) = max, [r+ 7YV (s')]. As a result of using the formula V(s),
the developed algorithm foresees the potential performances of any actions taken for the coming actions and can make proactive
changes to its decision-making systems. The overall system or algorithm stability of the reinforcement learning process can be
measured by the formula 62<P(t)) < €. A system that satisfies the defined formula can retain overall operational efficiency by
staying balanced between adaptivity and avoiding an overflow of the system by the incoming relevant information. Finally,
the global optimization objective function for the continuous improvement system is formally defined as the minimization
of Lot = L1 E(W) + A2 (1 — Ay) + A3 FPR — A4 R, which achieves concomitant minimization of both learning loss, detection
errors, and false positives and maximization of reinforcement reward. Thus, by these mathematical dynamisms, RTACD acts as
an auto-corrugated cybersecurity environment that is able to self-learn and self-optimize its parameters in mathematical real
time. Each mathematical interaction step increases the intelligence quotient and resiliencies in cybersecurity defense, making
this mechanism for defending against cybersecurity threats dynamic and adaptive through mathematical intelligence.

newly emerging patterns and is defined by the formula L, = (1 —e~*), where AW symbolizes the average weight

4 Case Studies

4.1 Case Study 1: Implementation of RTACD in Healthcare

It appears that the area of healthcare is soon becoming a hot target for cyber-attacks due to its sensitive information regarding
patients, along with serious stakes present regarding medical procedures. It seems a cyber-criminal has managed to come
up with some sophisticated ways of attacking a system belonging to a hospital and thereby bringing about serious financial
consequences with a serious potential threat towards a patient’s safety as well. For instance, a case in point would be a situation
involving a hospital network belonging to the United States of America, where the hospital implemented a model consisting of
RTACD pertaining to serious vulnerabilities concerning ransomware attacks on a hospital’s network system. Upon real-time
execution, a real-time threat detection system based on a sophisticated machine learning algorithm for scrutinizing network
traffic patterns, user behaviors, and system anomalies simultaneously took initial steps for a thorough risk analysis, thereby
considering a critical approach from scratch by initially trying to pinpoint serious assets alongside entry points apt to promote
any form of cyber threats. Upon implementing the RTACD system, many fantastic gains accrued, including a consequent
astonishing 75% decrease regarding successful ransomware attacks within a first-year period after opening up any accusations
of threats on a real-time basis due to serious emphasis on any real-time suspicious activity causing serious concern for any
cyber-attacks to take place with a consequent serious reaction from a real-time automated system to bring about serious
healthcare service gap redundancy pertaining to automated service facilitation of those services from getting adversely affected
for any form of hospital service disruption.
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Most importantly, serious emphasis on serious real-time execution of any serious action regarding serious converging
developments regarding potential safety strategies for serious compliance pertaining to serious firmness about serious firm
healthcare compliance strategies from utilizing any form of additional safety shields for serious safety pertaining to serious
firmness about serious concrete guaranteeing conditions for serious uninterrupted service facilitation to serious safety pertaining
to serious serenity for serious safe security of serious firmness regarding serious safety pertaining to serious guarantees about
serious safety regarding serious firmness of serious serenity for serious security of serious firmness pertaining to serious
firm healthcare compliance strategies regarding serious security of serious serenity regarding serious safety pertaining to
serious guaranteeing conditions for serious firmness regarding serious safety pertaining to serious serenity for serious firmness
pertaining to serious serenity for serious firmness regarding serious safety pertaining to serious guaranteeing conditions for
serious firmness of serious serenity for serious firmness regarding serious security of serious serenity regarding serious firmness
pertaining to serious safety pertaining to serious serenity regarding serious security pertaining to serious firmness about serious
serenity for serious safety regarding serious firmness of serious serenity regarding serious security.

4.2 Case Study 2: RTACD in Financial Services

These are because cyber thieves also get direct financial benefits from these cyber-attacks. A major bank based in Europe
was under constant threat from highly advanced cyber-attacks related to vulnerabilities of its cyber architecture. In this case,
the bank adopted the RTACD model to further enhance its position vis-a-vis cyber threats by adopting real-time analytics
within its cyber security framework. The strategy involved adopting machine learning algorithms that were trained by feeding
them previous experiences from similar cyber-attacks, thereby enabling the bank to predict and reduce threats from potential
cyber-attacks through interaction with these systems. RTACD made possible the continuous monitoring of the activity in the
networks as a result of observing transactions, behaviour’s, as well as information from the external world, which signaled
possible anomalies in the event of a cyber-attack. Therefore, there was an opportunity to improve the response rate to this
cyber-attack signal in this bank by 50% since the risk or damage potential caused in these cyber-attacks would decrease.

Moreover, the security teams could focus more on the real threats rather than wasting efforts as the false positives decreased
by 30%. This case shows the way in which applying the RTACD framework contributes to not only enhancing the capabilities
of threat detection but also for the improvement in resource allocation within cybersecurity teams that end up leading to a more
resilient financial institution. This is according to END With the adoption of RTACD by the retail sector, many positive impacts
have been realized in the avoidance of data breaches as well as the protection of customer information. A multinational retail
chain has noted that it is under increasing cyberattacks, most of which target the POS system, for attackers and hackers to fetch
credit card information.

4.3 Case Study 3: Retail Sector Adaptation of RTACD

The retail chain used the RTACD framework to protect its point-of-sale systems by constantly monitoring it in real time and
using adaptive threat detection. In analysing transaction patterns and customer behaviour through machine learning algorithms,
the company was able to detect unusual activities related to a possible fraud. The RTACD framework also allowed the inclusion
of threat intelligence feeds into its system, giving insights into emerging threats in the retail sector. After its implementation, the
retail chain observed a 40% reduction in the percentage of credit card fraud cases resulting in the increased consumer confidence
and satisfaction level. This has also resulted in the reduction of time taken for resolving any security incidents because of the
faster response time to the identified irregular events. The possible losses in terms of financial value and reputational loss are
minimized. This case is a perfect example of how adaptive cybersecurity protects customer data and creates a safer shopping
environment.

4.4 Case Study 4: RTACD in Government Agencies

Government agencies harbour critical infrastructure and sensitive information; hence the risk is higher. Government agency
in Asia launched the RTACD framework to counter espionage, data theft, and cyberattacks targeting people’s services for
disruption. The agency saw the need to take proactive measures very early and embraced advanced analytics and machine
learning to constantly assess both internal and external threats. With the RTACD framework in place, the agency’s threat
landscape was fully comprehended to be proactive; thus, it reduced successful phishing attacks to up to 60%. The use of natural
language processing algorithms applied on email content identified phishing attempts in real-time. To enhance security, analysts
began using user behaviour analytics to detect insider threats. An agency culture that is aware of the cybersecurity empowered
employees to detect anomalies and report them to the organization. It significantly enhanced the overall defense posture. This
case is an example of a strategic adaptive cybersecurity approach to attack within an organization deemed to have a high level
of security. Employees must be continuously educated and trained>>.
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Figure 7. Sector specific bar which defines how on each sector the performance reduction Factor occurs proactively.

4.5 Case Study 5: Institutions of Higher Learning and the RTACD Framework
The centralization of wealth in personal information such as student information, financial information and research information,
among others, has occurred in schools. This has put them in the list card of cyber attackers. The RTACD framework was used to
reinforce the cybersecurity of one of the largest North American universities against ransomware and data breaches, which are
so prevalent in the education sector. The university used a combination of both machine learning algorithms and behavioural
analytics to monitor the activities within a network with the aim of detecting suspicious behaviour. Applying real-time threat
detection, the university was able to analyse network traffic for intrusion, unauthorized access, or unusual data transfers.
Upon applying the RTACD framework to its security measures, the university was able to reduce security incidents related
to unauthorized access and data breaches to 20%. Furthermore, the framework encouraged an active security approach. The
university would now react to threats before the threat escalated to a major incident. Together with cybersecurity experts, the
university helped found best practices to be adopted in other universities, which faced the same challenges 30.

5 Results and Discussion

The adoption of RTACD framework within the different sectors has had great outcomes both in qualitative and quantitative
terms. The analysis of such outcomes is provided in this chapter and this is done to illustrate the exceptional role of the
framework in the world of cybersecurity and, in its turn, is not the same as the other models (table 1).

It would initiate with pre-implementation vulnerability assessment and then strategic implementation phase would follow.
It will entail a substantial technological improvement, concentration on the rationalization of the threat response, and stress on
continuous improvement cycle.

5.1 The performance of the machine learning models.
Machine learning model performance of the RTACD framework: the framework can be seen to be showing good performance
in terms of a number of metrics.

1. education: 4%
2. average False Positive Rate: 6%

The RTACD model has proved revolutionary in the effort to reorient the organizational thinking towards cybersecurity as
related to more than just numeric returns. The implementation has provided good degrees of organization-wide awareness,
employee vigilance has enhanced dramatically, and proactive threat reporting mechanisms have been established. This led to a
broad awareness of security interdepartmental-wise as seen in Figure 7. Furthermore, the framework has facilitated adaptive
decision-making capacity that makes it possible to shift the resources dynamically in reaction to real time threats. This thus
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Figure 8. Retail Sector Adaptation of RTACD The graph illustrates the retail sector’s RTACD framework adaptation.

contributed to greater flexibility in the threat responses which contributed to incident management in a more strategic fashion,
therefore enabling organizations to take cybersecurity incidents seriously. With regard to technological integrations, the RTACD
framework did not interfere with the current cybersecurity infrastructures and had few impact effects on the ongoing operations.

The design will be scalable and flexible enough to make sure that the cybersecurity activities of the organization will not be
compromised by expensive redesigns. Regarding technological advances, the adaptive mechanism of the framework in real-time
has been incorporated with over 12 external sources of threat intelligence supported by continuous model retraining every four
hours. A sophisticated machine learning architecture will enable constant improvements and be responsive to changing threats.
A comprehensive threat detection process founded on ongoing data collection, advanced preprocessing techniques, multilevel
threat evaluation, and intervention steps guarantees powerful defence mechanisms. Financial and operationally viable impacts
of the RTACD framework were an average decrease in operational cost to 10.7 million, which is 45% more efficient, and
12.3 million saved by risk mitigation, which is 55% less, and efficiency of incident response was made 52 times higher and
stakeholder confidence had been made stronger 78 times, hence making stakeholders trust the organization more in terms of
cybersecurity. Overall, the RTACD model is a great advancement in terms of cybersecurity, and its outstanding versatility,
sophisticated machine learning skills, and economic value are measurable. Future studies ought to focus on cross-industry
threat intelligence exchange, the complexity of more sophisticated machine learning models, possible combination with
quantum computing, enhanced behavioral analytics and predictive threat models. This study illustrates the possibilities of the
adaptive cybersecurity models in reducing the cyber threats of more complex character and provides a dynamic system of the
organizational security management.

"RTACD Economic Impacts"

1. RTACD provides a cost-effective approach to cybersecurity risk management
2. By minimizing potential breach damages and optimizing resource allocation

3. The framework offers long-term economic benefits through strategic, intelligent defence mechanisms
5.2 Incidents Reduction Rates:

The healthcare industry hospital network had realized a 75% decrease of the ransomware assaults that were successfully
executed during the initial year of operation under the RTACD structure®?. Stated differently, one can argue that the framework
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Figure 9. RTACD Economic Impacts.

manages to mitigate advanced cyber risks drastically.

1. The bank noted that time taken by incident responses was reduced by 50% and false positives were down by 30% which
were indications of increased efficiency of the activities in the bank>.

2. The retailing firm registered a 40% reduction in credit card fraud, and with the help of the mechanism, any fraudulent
behavior is identified and suppressed>’.

3. This was 60% fewer attempts to phish government agency and it was discovered that the RTACD framework was able to
35

identify and remove threats in real-time™.
4. The learning institution also supposedly decreased the number of incidents related to unauthorized access and data breach
by 80, therefore, proving the efficiency of the framework in the protection of sensitive data’®.

Such findings are very persuasive as a pointer of the success of the RTACD model in other fields in greatly enhancing
cybersecurity procedures. Model Performance Metrics: Precision, recall, and F1 score are some of the metrics that were used to
determine the predictive accuracy and effectiveness of the machine learning algorithms adopted in the RTACD framework. An
example of this is the healthcare use case where the accuracy of the threat detection model is stated to be 92% and its recall was
88% therefore F1 score of 90%. This confirms the fact that the attacks are very specific and the false alarms are minimal.

5.3 Qualitative Findings

The qualitative lessons growing out of the implementation of the RTACD model discover considerable implications on the
cybersecurity culture within an organization and the methods of operations (fig 8). The organization must maintain cybersecurity
awareness throughout.

5.4 Organizational Cybersecurity Awareness:
The organization should be aware of cybersecurity across board. Among the most important qualitative findings made in all the
case studies was a significantly increased awareness of cybersecurity among the government agency employees. Government
agency training and the adaptability of the RTACD framework inculcated an attitude of vigilantcy and responsibility towards
practices as far as cybersecurity is concerned®. The employees on their part became more aggressive and approached further in
reporting suspicious activities which in turn contributed significantly to less successful attacks.

"RTACD v/s Traditional Models"
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Figure 10. RTACD v/s Traditional Models.

1. RTACD is a paradigm shift of non-dynamically reactive approaches to cybersecurity.
2. In contrast to the classical models, RTACD is focused on the study of continuous learning and adaptive strategy.

3. The framework proposes the dynamic risk assessment and upstream threat management.

5.5 Adaptive Decision-Making:

The RTACD model facilitates the organization to transition to the adaptive decision-making. To explain further, the incident
response of the financial institution’s security team could now match their activities against real-time threats so that resources
could be used more strategically effectively®. The adaptive nature, therefore improved incident response time but also the
security posture in general of the organization.

5.6 Integration with Other Systems:

Another qualitatively notable result was the seamless integration capability of the framework with existing cybersecurity
infrastructures. For instance, the retail chain noted that RTACD can be well introduced over its existing systems without causing
significant inconveniences to business operations and supports a smooth migration to a more robust security framework 28 (tab.
3). Compatibility is therefore one of the key features for organizational benefits for upgrading defences without necessarily
scrapping their entire cybersecurity infrastructures.

5.7 Innovative Contributions of the RTACD Framework
The RTACD framework has several unique contributions that separate it from the existing cybersecurity solutions.

1. Third of all organizations have high cybersecurity awareness.
2. 40% have moderate awareness
3. 25% are low in cybersecurity consciousness

This is the most important reason why there should be thorough cybersecurity training and education. It has real time
flexibility. In the case of the traditional security models when rules and definitions are maintained in a stationary state, the
RTACD model employs machine learning and data science to admit in newly discovered threats on real-time circumstances.
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Figure 11. Organizational Cybersecurity Awareness The pie chart illustrates current organizational cybersecurity awareness

levels.

Table 2. Results of analysis in ML data form depicts the no. of incidents before RTACD v/s after RTACD and we can observe
steep decline in the same, with regards to its percentage values all along.

Education

Government| from 8.3 hrs to 3.2 hrs

J from 4.5 hrs to 1.2 hrs

J from 13.5 hrs to 6 hrs

J from 10 hrs to 4 hrs

POS fraud

60% reduction in
phishing success rate

80% reduction in data
breaches

Sector Incident Type Pre RTACD-Incidents Post RTACD Inci- | Reduction (%)
dents
Healthcare Ransomware 100 25 75
Banking Cyber Fraud 200 100 50
Retail Credit Card Fraud 150 90 40
Government Phishing Attacks 80 32 60
Education Data Breaches 50 10 80
Table 3. Extended Performance Impact of RTACD Framework Across Sectors
Sector Mean Time to Detect | Mean Time to Respond | Operational Gains Organizational Outcomes
(MTTD) (MTTR)
Healthcare| | from 7.8 hrs to 1.9 hrs | | from 14 hrs to 6.5 hrs 75% reduction in ran- | Faster patient data recov-
somware spread ery; improved HIPAA com-
pliance
Banking | | from 6.5 hrs to 2.1 hrs | | from 11 hrs to 5 hrs 50% reduction in in- | Strengthened fraud analyt-
sider fraud cases ics; enhanced audit response
readiness
Retail Jfrom 5.2 hrsto 1.4 hrs | | from 9 hrs to 3.8 hrs 40% reduction in | Increased customer trust; im-

proved PCI-DSS audit out-
comes

Better critical infrastructure
uptime; automated policy en-
forcement

Higher student data security;
real-time academic system
integrity
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Its dynamic character enables organizations to react to the dynamic character of attacks; they go way back and beyond the
traditional means due to the fact that they do not match up with the cybercriminals. It includes a comprehensive threat
intelligence. In fact, it consolidates data obtained via various sources such as analytics of user behaviour, external threat feed
and past data. All this presents complex views towards understanding and proactive measures as opposed to reactive ones.
Continuous learning mechanism: So the key distinction and an interesting point about the RTACD framework is that it has a
continuous learning ability, which would permit it to change with the new data and new threats. It is very significant in the
contemporary dynamic cybersecurity world. What is so is that it is more predictive and optimal with time. Pay attention to the
operational resilience: RTACD approach is not based on the prevention of the cyber-attacks but gives the organizations the
preparedness to react promptly and resiliently after a breach has taken place. This two-fold focus on prevention and response
helps in building resilience in the organization as a whole such that the organization can still maintain the critical operations
despite such disruption occurring (tab 2).

Measureable Results and Business Value: The parameters of RTACD model are easily measured, which shows its practical
contribution to the businesses. Reducing number of incidences, lower response time and increased accuracy in threat recognition
result in the lessening of operational costs, decreased risks by a considerable margin and customer confidence and trust among
stakeholders. Therefore, organizations that adopt this model can expect the security and massive financial gains>*.

In addition to the statistical metrics that have been described in Table 2, there is a further examination of how the Real-Time
Adaptive Cyber Defence (RTACD) paradigm realizes the results of cybersecurity improvements, which long exceed the
reduction of incidents. In medical practice, e.g. the average to detect (MTTD) was reduced significantly, by 7.8 hours to
1.9 hours, whereas the average to respond (MTTR) was also significantly reduced, by 14 hours to under 6.5 hours. This fast
reaction is especially important regarding the ransomware, as the speed of isolating it is closely associated with reducing the
extent of data encryptions and disruption of operations®. The improvement of the banking sector also was not unmarked; the
detection of insider threats was also developed not only faster but also in more detail. With over 88 per cent confidence, RTACD
detected anomalous behaviours of irregular patterns of transactions, and unusual times of logging in. Such improvement can be
greatly attributed to the fact that RTACD has the ability to learn through reinforcement, and as such, the system can adjust itself
and improve its responses depending on the prior occurrences. The effect in the retail sector was multi-faceted: credit card
fraud was reduced, and RTACD helped to give early alarms regarding suspicious clusters of transactions. The system is able to
provide actionable intelligence to the fraud analysts through real time pattern recognition, enabling them to intervene before a
financial loss would be incurred- something the legacy systems which generally depend on post-event rule matching was unable
to do.

The risk of system down time was reduced by 38% in the process of mitigating the attack which was mainly attributed to
dynamic micro-segmentation and automated isolation strategies of RTACD according to the severity of an anomaly. Adaptive
alerting reduced the fatigue experienced by an analyst in the academic world by filtering the low-priority anomalies, hence
enabling security professionals to concentrate on the high-impact threats. Surveys conducted after implementation also indicated
an improvement in the level of analyst satisfaction which was 65% as a result of higher signal-noise ratio. Moreover, the
nonstop learning processes in RTACD helped companies to be on track with the changing data protection regulations (e.g.,
GDPR, HIPAA, PCI-DSS). The reporting (feedback-driven) and real-time dashboards of the system also helped increase
collaboration between IT and compliance departments and the overall awareness of the situation. Together, these results prove
that RTACD is able to provide not only quantifiable advancements in security but also enhance the resilience of operations and
organizational learning. The framework is therefore a strategic improvement in protecting digital infrastructures against more
and more sophisticated cyber threats.

6 Future Directions

The RTA cybersecurity framework is an important move toward any company, as it has flexibility and the use of advanced
machine learning is applied to deliver undeniable economic and operational benefits. Information sharing between industries on
enhancing mutual defence is the direction that future research would take. It must also work on improving machine learning
to develop improved threat detection and consider the use of quantum computing to improve cryptography. In addition, the
development of user behaviour analysis and prediction of threats will be very important towards the early identification and
prevention of the new cyber-attacks, in order to offer better and proactive security.

7 Conclusion

With the increased sophistication and pervasiveness of cyber threats, conventional cybersecurity models cannot support sensitive
data protection and maintain the integrity of sensitive resources operation. The paper will aim at developing the Real-Time
Adaptive Cyber Defence (RTACD) framework based on the most recent data science advancements and how it can transform
the way companies can comprehend, identify, react, and adapt to new cyber threat occurrences. The RTACD is a paradigm
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shift through the prism of data science, since it relies on algorithms using machine learning and predictive analytics to process
enormous amounts of data in real time. Based on ongoing user behaviour, network traffic and other external threat feed analysis,
the framework will make available insights that might be actionable to an extent of driving threat detection and response
systems. In this manner organizations will be able to eventually transition to reactive to proactive defensive actions as far as
cybersecurity based adaptations are concerned which will be taken in real time depending on developments of threats. It was
found that the number of cyber incidents and the time to respond to them significantly decreased during the quantitative data
of the case study, which confirms the effectiveness of the RTACD framework. This will be unveiled by the fact that among
organizations implementing this framework, the percentage of ransomware attacks and false positives reduced by 75% and 30%
respectively. These measures define the ability of data science to streamline and streamline operations to make them efficient
and accurate, thereby minimizing the cost of operation and risks of exposure.

Qualitatively, the framework triggered a change in organizational culture towards information-driven decision-making
setting. Organizations can use a proactive security culture whereby resources such as employees would be empowered to report
and detect any potential threat by integrating threat intelligence of different sources of data. An interdisciplinary strategy that is
supported by data science boosts resilience in the whole organization. The RTACD model also incorporates the mechanisms of
continuous learning to make sure that it is sustained in accordance with the changing character of the threats. When new data is
available, it recalculates its algorithms to ultimately establish better prediction results. It is therefore a long term solution to
cybersecurity. This feature is also widely relevant as the strategies used by cybercriminals become more complex; organisations
must also be very responsive and information-oriented regarding their security strategy.

8 Future Scope

In future research, the suggested combination of 3D CNN + Swin Transformer + Grad-CAM could be extended to work
with larger and multi-institutional MRI datasets, allowing to increase the generalization to other demographics. Diagnostic
depth can be achieved through incorporation of multimodal imaging data, including PET scans or results of cognitive tests.
Developing lighter variants of Swin Transformers may enable using edge machines or mobile diagnostic labs so that predictions
can be made in real time even in the likes of remote healthcare clinics. Federated learning has the potential of running training
on decentralized data, without compromising the privacy of patients. Integration of temporal MRI data could assist in the
monitoring of the disease process. Moreover, the explicable Al (XAI) framework, such as Layer-wise Relevance Propagation
(LRP) can be combined with Grad-CAM to enable multi-perspective interpretability. It might be possible to integrate the
system with Electronic Health Records (EHRs) to support comprehensive patient profiling. Finally, the system can be applied
to other neurodegenerative diseases so that a single diagnostic platform may be applied to diverse neurological disorders.
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