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Abstract

Secure communication in Internet-of-Things (IoT) systems typically rely on separate hardware elements for key
generation, device authentication, and data transmission, complicating scalable integration. Here we demonstrate that
micro-LEDs can integrate all three capabilities, reducing energy and footprint overheads and avoiding exposure to
additional attack surfaces. Notably, fabrication-induced structural variations can generate stable, device-unique near-
field emission patterns that serve as optoelectronic physical unclonable functions (PUFs), while spontaneous-emission
noise can provide a quantum-origin entropy source for quantum random number generators (QRNGs). Through min-
entropy evaluation and post-processing, a single micro-LED delivers a stable QRNG throughput of 13.25 Gb/s. Using
a deep-neural-network-assisted extractor, each device yields reproducible 256-bit keys, with intra- and inter-device
Hamming distances separated by more than an order of magnitude. Integrated into a post-quantum cryptographic
framework, the micro-LED functions as a self-contained secure transmitter, enabling authenticated and encrypted free-
space optical wireless communication at 1.97 Gb/s. In principle, the security mechanisms are wavelength-independent
and extendable across material platforms. Together, these results establish a quantum-resilient photonic node that
consolidates transmission, identity, and randomness at the edge device level, providing a scalable hardware building

block for secure, low-power connectivity in future IoT networks.

KEYWORDS: micro-LED, PUF, QRNG, OWC, PQC, IoT

Main

The rapid proliferation of interconnected devices is driving a growing demand for secure, low-power and scalable
communication links, particularly at the edges of emerging Internet-of-Things (IoT) networks. Many IoT devices
process sensitive data and control information while offering limited intrinsic security. Recent large-scale breaches
highlight the vulnerability of these systems, with a single incident reported in 2025 compromising approximately 2.7
billion IoT records'. Industry analyses further report that 34% of loT-related breaches incur losses between USD 5
million and 10 million, markedly higher than typical IT security failures®>?. These trends indicate the need for robust
and hardware-anchored protection of data exchanged between IoT nodes. Post-quantum cryptography (PQC) offers
algorithmic protection against quantum adversaries and practical compatibility with lightweight, hardware-
constrained platforms. However, its practical deployment ultimately relies on hardware that can provide trustworthy

entropy, device authentication, and high-speed data transmission within compact form factors*®.

Existing
implementations often rely on separate modules for true random number generators (TRNGs), physical unclonable
functions (PUFs), and wireless transceivers, increasing system complexity and exposing interfaces that can become
security liabilities’ !>, Moreover, many CMOS-based PUF-TRNG solutions rely on correlated entropy sources, such
that compromising one function can significantly increase the exposure of the other, thereby limiting robustness in

adversarial settings and constraining scalability for dense IoT deployments'®-'8,



Micro-LEDs have recently emerged as an attractive component for optical wireless communication (OWC) and high-
speed interconnection due to their high stability, energy efficiency, and amenability to array-level integration!®22,
Beyond their role as transmitters, micro-LEDs inherently exhibit two distinct forms of physical randomness. Temporal
fluctuations originating from spontaneous emission provide a high-quality entropy source for quantum random
number generator (QRNG)?. In parallel, fabrication-induced structural variations imprint stable, device-unique near-
field emission patterns, enabling micro-LEDs to function as natural PUFs. Integrating data transmission, device
authentication and high-entropy key generation within micro-LEDs platform offer a compelling route to reducing trust
boundaries, interface attack surfaces and system overheads; however, previous work has largely focused on micro-
LEDs as transmitters, leaving the simultaneous exploitation of their quantum and structural randomness for security
largely unexplored.

Here we introduce a multifunctional micro-LED platform that unifies QRNG, PUF-based identification, and quantum-
resilient optical transmission. The spontaneous-emission noise supports high-throughput QRNG with a generation rate
exceeding 13 Gb/s, while the near-field electroluminescence (EL) patterns serve as reliable optical fingerprints. Using
a neural-network-assisted extractor, each micro-LED is mapped to a stable 256-bit identity. These physical-layer
primitives are combined with lightweight PQC protocols to enable authenticated and quantum-resilient free-space
communication. We demonstrate a secure OWC link delivering up to 1.97 Gb/s using a micro-LED transmitter; and
propose a chip-scale architecture that co-integrates micro-LED arrays, photodetectors (PDs) and electronics to form
compact, energy-efficient secure nodes for IoT meshes. This work positions micro-LEDs as a unified building block

for next-generation quantum-resilient optical communication.

3-in-1 functionality system based on micro-LED

The micro-LED-based platform integrates high-speed QRNGs, Al-assisted PUFs, and direct-modulation optical links
to form a compact and flexible building block for quantum-resilient IoT meshes and can be integrated into existing
micro-LED-enabled devices with minimal system modification (Fig. 1a). The micro-LEDs were fabricated on m-plane
GaN-on-sapphire wafers, featuring a circular geometry with a 30-pm emission aperture to eliminate the current
crowding effect and a cross-shaped p-metal contact on the top surface for uniform current injection across the aperture.
The QRNG extracts entropy from the fundamentally quantum-originated intensity fluctuations associated with
spontaneous emission in the micro-LED, which impose irreducible temporal noise on the emitted optical intensity. In
parallel, the PUF signature originates from stochastic material and structural inhomogeneities introduced during
epitaxial growth and subsequent device fabrication. Under electrical injection, these microscopic variations manifest
as stable yet device-specific near-field EL patterns, effectively amplifying the underlying disorder. Together, these
quantum and fabrication-derived processes offer two independent and physically distinct channels for secure key
generation. Coupling micro-LED entropy sources with OWC enables a physically anchored, secure optical wireless

channel capable of sustaining high throughput encrypted communication.

Figure 1b illustrates both the inter-device variability and the intra-device stability across different injection currents



and environmental temperatures, whereas Supplementary Fig. 3e further characterizes the thermal robustness from 20
to 80°C, confirming the reproducibility of the PUF responses under practical operating conditions. The zero-mean
normalized cross-correlation (ZNCC) analysis quantitatively evaluates the similarity of images obtained from the
same micro-LED and discriminates them from those originating from different devices. Al-assisted feature extraction
further stabilizes the PUF output, ensuring reliable device fingerprints. The power spectral density (PSD) of the whole
measurement system when a micro-LED is illuminated under 10 mA injection current or off is illustrated in Fig. lc.
LED noises from micro-LED EL emission dominates aggregate noises. The roll-off of both aggregate noises and
background noises observed at 1000 MHz is attributed to the limited bandwidth of the PD. Below this cutoff, the
normalized RF spectrum remains flat, demonstrating that the detected aggregate noise closely approximates white
noise, which ensures uniform entropy distribution across the bandwidth and facilitates efficient quantum random
number extraction. When combined with post-quantum cryptographic (PQC) algorithm, the PUF- and QRNG-derived
entropy enables the micro-LED to operate as a secure optical node within distributed IoT meshes. Rather than
replacing higher-layer cryptography, these physical-layer functions supply device-specific authentication and fresh
key material, strengthening end-to-end trust without compromising the compactness or energy efficiency required for
portable IoT hardware. This integration highlights a practical route for embedding robust entropy sources directly into
optoelectronic transmitters, supporting secure device pairing, autonomous node onboarding, and rapid session-key

refresh in large-scale [oT deployments.

High throughput quantum random number generation

To extract quantum random numbers from the micro-LED, a high-speed PD and a real-time oscilloscope were
employed to capture and digitize the intrinsic intensity fluctuations, as illustrated in Fig. 2a. Under constant DC
injection, the optical output is characterized by a stable mean power accompanied by intrinsic intensity fluctuations.
These fluctuations arise from the discreteness of spontaneous emission: photon-generation events occur stochastically
with quantum-mechanical transition probabilities between electronic states, reflecting the inherent quantum
uncertainty of photon emission. The resulting photon-flux variations are transduced by the photodetector into voltage
noise. A detailed derivation linking spontaneous emission statistics to the measured voltage noise is provided in

Supplementary Section 2.

Based on the measured PSD, the spectral noise of the LED source remains above the background noise level up to
approximately 1.5 GHz (the APD has a —3 dB bandwidth of 1 GHz with a usable frequency response up to 1.6 GHz).
To guarantee complete retrieval of the quantum noise contribution while reducing quantization errors, the sampling
rate was chosen to slightly exceed the Nyquist criterion (f; > 2B) for a 1.5 GHz quantum-noise bandwidth to avoid
aliasing, resulting in a digitization rate of 3.125 Gsas™'. Following data acquisition, a band-pass filter (BPF) with
frequency range from 100 MHz to 1.5 GHz was employed to suppress low-frequency noise (e.g., 1/f noise, power-
supply ripple, and thermal or mechanical drifts) and maintain the spectral purity of the quantum noise**%3. To mitigate

temporal correlation arising from finite detection bandwidth and sampling, post-processing algorithms including



Toeplitz Hash function and multi-delay XOR-based whitening are applied to further extract randomness as illustrated
in Fig. 2b%. The min-entropy of the raw bits is evaluated to guide a 256-bit Toeplitz hash, which extracts nearly
uniform random sequences from the intrinsic entropy and ensures stable output. Figure 2¢c summarizes the NIST SP
800-22 randomness tests on the 1800 x 1 million random bits extracted from 9 micro-LEDs with injection currents
from 10 to 30 mA and operation temperatures from 20 to 80 °C?’. The NIST test and Dieharder test (Supplementary

Section 4) results demonstrate that the QRNG output has excellent statical randomness?®.

Figures 2d and 2g compare the estimated 8-bit min-entropy of the raw bitstream with that of the post-processed output

by the formula H,,;,(X) = —log, <xer[r(1)z§)5<5] P(X = x)), where X denotes the 8-bit digitized sample and P(X = x)

is the empirically estimated probability of observing symbol x. This definition quantifies the predictability of the
digitized output by considering the most probable symbol. Owing to the Gaussian-like distribution of the sampled
noise, the raw bits exhibit a normalized min-entropy ranging from 0.72 to 0.75 per bit, corresponding to 5.76 to 6 bits
of entropy for each 8-bit sample. After applying the Toeplitz hash function, the min-entropy of the processed bits
increases to values exceeding 0.997 per bit, indicating a near-ideal entropy level of the extracted random numbers
across different injection currents and operating temperatures. The autocorrelation results are summarized in Fig. 2e
and 2h. Owing to the different sample lengths used for the raw and processed bitstreams, the corresponding 95%
confidence intervals (CI) are £0.00054 and +0.000197, respectively. For the raw bits, 13.9% of the autocorrelation
values exceed the confidence bounds, indicating residual temporal correlations arising from practical sampling and
electronic effects. After post-processing, only 4.95% of the autocorrelation values fall outside the CI, confirming the
effective decorrelation in the extracted random bits. Figures 2f and 21 quantify the similarity of the extracted bitstreams
using the Hamming distance. Figure 2f compares output generated by different micro-LEDs operated across a range
of driving conditions, revealing consistently low similarity between devices. Figure 2i evaluates repeated bitstreams
produced by the same device under identical operating conditions over time, and likewise shows low similarity
between successive outputs. Together, these results indicate that the processed QRNG sequences exhibit minimal inter-
device overlaps and negligible temporal repeatability, consistent with an intrinsically unpredictable and unbiased

entropy source.

At a sampling rate of 3.125 Gsa-s™! and a per-bit min-entropy exceeding 0.72 for the raw bitstream, the micro-LED-
based QRNG achieves a physical entropy throughput exceeding 18 Gb-s™ over a wide operating window, with
temperatures ranging from 20 to 80 °C and injection currents between 10 and 30 mA. While classical noise
contributions are susceptible to external manipulation or information leakage, we further assess the entropy of the raw
bitstream using the NIST SP 800-90B framework to obtain a conservative lower bound. This evaluation yields a worst-
case min-entropy H,ob = 0.53 per bit, corresponding to a guaranteed quantum random-bit generation rate of

13.25 Gb-s™'. When operated at an injection current of 10 mA, the corresponding energy consumption at the micro-

LED side is calculated to be 3.7 pJ-bit™.



A physics-based noise decomposition (Supplementary section 2 and Supplementary Fig. 2¢) reveals that the quantum
noise contribution reaches up to 52% of the total detected fluctuations when operating at 57 mA injection current (63%
after background subtraction). Supplementary Figure. 2b shows that the measured noise exhibits no discernible
quadratic dependence on optical power, indicating that the fluctuations are not dominated by relative intensity noise
(RIN). Instead, the noise scales linearly with optical power, consistent with shot-noise-limited detection. Within the
derived model, increasing the optical power incident onto the PD enhances the fractional contribution of quantum

noise when detector saturation and non-linearities are avoided.

Al-enhanced near-field emission-based PUF

Figure 4a schematically depicts the Al-enhanced, image-based PUF architecture for secure device identification. An
array of micro-LEDs is fabricated, and their near-field emission patterns are recorded at manufacture. These images
are augmented and used to train a ResNet34-based deep learning model to capture the intrinsic device-specific features
encoded within the PUF?. The trained model is subsequently embedded within isolated computing hardware to enable
secure authentication. During verification, selected micro-LEDs are illuminated according to a challenge, and the
resulting near-field emission patterns are captured and processed to retrieve the corresponding cryptographic key from
the isolated hardware. This approach yields a PUF with high inter-device uniqueness and strong temporal and

environmental stability, providing robust resistance against cloning and unauthorized access.

To support reliable key extraction under practical imaging conditions, we developed a deep-learning architecture
tailored to the spatial characteristics of micro-LED EL patterns (Fig. 3b). Wide-field images are localized using a
computer vision model YOLOvVS and cropped into device-specific regions, followed by geometric normalization
performed through a Spatial Transformer Network (STN), which mitigates tilt, displacement and optical distortions3*3!,
The stabilized patches are processed by a ResNet34 backbone augmented with Convolutional Block Attention

Modules (CBAMs), enabling the model to emphasize subtle, device-unique spatial features while suppressing

illumination-dependent variations™2.

To evaluate the suitability of micro-LEDs as physical unclonable functions (PUFs), we investigated an array of nine
individual devices. For each micro-LED, near-field EL images were acquired under injection currents ranging from
10 to 30 mA and operating temperatures between 20 and 50 °C, yielding a total of 1,800 images per device. The dataset
was augmented to improve robustness against variations in imaging conditions. For each device class, 1,440 images
were used for training, and the remaining 360 images were reserved for testing, enabling a systematic assessment of
intra-device stability and inter-device distinguishability under realistic operating conditions. The network converges
reliably and achieves near-perfect identification accuracy on test sets (Fig. 3¢, d), confirming that the micro-LED near-
field emission images provide strongly device-specific optical signatures. The learned feature space forms clearly
separated device clusters (Fig. 3e), reflecting tight intra-device consistency and large inter-device variability. A

quantitative analysis of the 256-bit embeddings shows that the mean intra-class Hamming distance remains low



(0.053), whereas the inter-class distance exceeds 0.53 (Fig. 3f), differing by more than an order of magnitude. This
substantial statistical margin demonstrates that the physical disorder encoded in the EL patterns yields highly
discriminative binary fingerprints. To ensure reproducibility across repeated measurements, a fuzzy extractor is
applied, enabling deterministic reconstruction of the 256-bit keys with input error rates up to 17% while preserving
class distinctiveness (Fig. 3g)*. Additional details of the fuzzy extractor implementation are provided in

Supplementary Fig. 5.

To further assess the stability of the micro-LED near-field EL-based PUF, the devices were transferred to an
independent thermoelectric controller and operated at temperatures up to 80 °C. When evaluated on these previously
unseen images, the trained model maintained a classification accuracy of 100%, confirming the robustness of the

extracted PUF signatures under extended thermal variation (Supplementary section 8).

In a practical implementation, the trained PUF extractor can be embedded directly on-chip and integrated with chip-
scale micro-LEDs, enabling each node to derive its device identity optically and on demand. Addressing individual
emitters within a micro-LED array offers a naturally large challenge space, while the cryptographic response is

obtained by processing the captured near-field emission pattern to reconstruct the 256-bit key.

Quantum-resilient optical links

Building on quantum-derived randomness and physically anchored device identity established in the preceding section,
micro-LED can simultaneously operate as a secure optical transmitter through direct modulation (Fig. 4a). This
enables a unified communication scheme in which PUF-based authentication, QRNG-generated one-time keys and

high-speed optical transmission can be implemented within a single platform.

In the scheme, each node locally regenerates a PUF-derived secret, provides a fresh QRNG nonce for the session, and
signs a compact authentication token that cryptographically binds its device identity to this nonce. The peer verifies
the token using the corresponding registered public key, and the procedure is performed symmetrically in both
directions to complete mutual authentication. All PUF feature extraction and key binding are executed on-device,
while only signed, nonce-dependent cryptographic proofs are exchanged, ensuring that neither raw PUF information

nor intermediate features are ever exposed on the optical link and that replayed attacks are inherently rejected.

Once mutual authentication is established, the nodes upgrade the optical link to quantum-resilient security by running
a post-quantum authenticated key-establishment protocol based on the NIST-recommended CRYSTALS-Kyber
scheme, whose security relies on the hardness of structured lattice problems that withstand all known classical and
quantum attacks**¥. The Kyber public keys are bound to the PUF-derived identities established in the previous step,
so that any key encapsulation and decapsulation operations are cryptographically linked to a verified device. Using
QRNG-generated seeds, the initiating node encapsulates a random message under the peer’s Kyber public key, and
both sides derive a shared symmetric session key from this message that never appears in clear on the channel. This

session key is subsequently applied to secure authenticated and encrypted data transmission over the optical link using



Advanced Encryption Standard in Galois/Counter Mode (AES-GCM)**¥’, The details of QRNG- and PUF- enabled

PQC framework is provided in Supplementary Section 9.

In this way, PUF-based authentication ensures that only genuine devices can participate in the protocol, QRNG-based
randomness guarantees high-entropy and unpredictable session keys, and PQC-based key establishment maintains
security even against adversaries equipped with quantum computers. The combination of these layers prevents man-
in-the-middle and passive eavesdropping attacks on the optical channel without relying on external key servers,
allowing micro-LED-based nodes to operate as a self-contained secure optical transmitter within a quantum-resilient

communication framework.

We implemented a free-space optical link with the proposed quantum-resilient protocol using micro-LEDs (see
experimental details in Supplementary Section 10). The —3 dB modulation bandwidths of nine devices were
characterized at 20 mA injection current and 20 °C working temperature, yielding a representative value of 64.5 MHz
(Fig. 4b). To evaluate secure data transmission, Orthogonal Frequency-Division Multiplexing (OFDM) with
Quadrature Amplitude Modulation (QAM) was used to modulate the micro-LED, and a test image was encrypted
blockwise using the post-quantum scheme described above®®. Figures 4c and 4d show the subcarrier SNR distribution
and corresponding QAM constellations, both before and after applying a lightweight Multilayer Perception (MLP)-

based equalizer.

With the equalizer, the achievable data rate increased from 1.25 to 1.97 Gb/s, and the post forward-error-corrected
(FEC) bit-error rates (BER) was 0, enabling faithful recovery of the transmitted image (Fig. 4¢). In contrast, without

equalization, residual errors produce visible artifacts in the decrypted output.

Beyond cryptographic protection, the OFDM waveform itself introduces an additional layer of physical security due
to its frequency-domain dispersion, subcarrier orthogonality and channel-dependent time-frequency structure, which
together hinder unauthorized demodulation. These physical properties complement the PUF-anchored authentication
and PQC-based key establishment, resulting in a high-speed micro-LED-based optical link that provides both high

fidelity and quantum-resilient security.

Towards hierarchical security architectures and co-packaged hardware for
quantum-resilient IoT

Figure 5a illustrates representative deployment environments in which micro-LED secure nodes can operate, including
smart manufacturing, drone-based networking, vehicle-to-everything (V2X) links, privacy-preserving healthcare and
smart-city infrastructure. These scenarios are characterized by dense distributions of edge devices communicating
over short-range optical wireless links, often without fixed trusted gateways. The resulting exposure to untrusted or

potentially compromised nodes necessitates a security architecture that remains robust even when individual endpoints



cannot be fully trusted.

To meet these requirements, we have structured the system into three functional layers (Fig. 5b). At the device layer,
each IoT node incorporates a micro-LED array that provides three core functionalities demonstrated earlier, including
QRNG, PUF, and secure optical transmission, establishing a hardware-rooted trust anchor independent of the firmware
or software running on the host controller. Building on this foundation, quantum-resilient link layer establishes
encrypted optical channels between neighboring nodes. All cryptographic and signal-processing tasks are offloaded
to dedicated hardware so that the resource-constrained IoT micro-controller unit (MCU) only issues lightweight
control commands and consumes session keys or ciphertext. At the network level, a decentralized trust layer can
register PUF-derived public keys, manage revocation and propagate trust across the mesh by means of a distributed

ledger, enabling secure onboarding and long-term integrity of large device populations.

We further propose a co-packaged platform (Fig. 5c) that integrates QRNG, PUF, and quantum-resilient optical
communication, thereby reducing system complexity, minimizing operational latency, and improving energy
efficiency’. In this architecture, application-specific integrated circuits (ASICs) provide control, configuration and
secure enclaves for QRNG post-processing and PUF response generation, ensuring that raw entropy sources including
near-field PUF images and QRNG bitstreams never leave the protected boundary. A secure interface allows encrypted

readout without revealing underlying device secrets.

A 3D co-packaged optical front end offloads time-critical signal processing and modulation control, while micro-LED
arrays on the chiplet serve as optical transmitters, PUF entropy sources and quantum-noise emitters for QRNG.
Devices intended for QRNG and PUF functions may employ larger emission apertures to facilitate near-field imaging
and to provide sufficient photon flux for extracting spontaneous-emission fluctuations. The PUF and QRNG rely on
different physical mechanisms, which provides an additional layer of security and prevents the simultaneous

compromise of both entropy sources.

Near-field patterns and QRNG signals can be routed to on-chip detectors using compact imaging optics or photonic
interconnects, while micro-LED/PD pairs equipped with microlenses enable short-range free-space communication
suitable for distributed IoT nodes. The detected signals are conditioned and digitized on the chip before being

forwarded to the logic layer for authentication or key generation.

By consolidating transmission, identity and randomness into the same device, this architecture provides a practical
route toward secure optical communication between loT nodes. As each micro-LED contributes an independent optical
channel, the achievable data rate, random-number throughput and PUF challenge space can be increased simply by
scaling the array size. This integrated approach enables dense, low-power and cryptographically resilient wireless

links for future interconnected devices.

Conclusions



We have proposed and experimentally demonstrated a micro-LED-based quantum-resilient architecture that unifies
QRNG, PUF, and OWC for decentralized IoT networks. A micro-LED enables 13.25 Gb/s quantum random number
generation and optical wireless transmission at 1.97 Gb/s, while a nine-element micro-LED array provides PUF
functionality with reproducible 256-bit responses per element. The QRNG and PUF outputs are incorporated into a
PQC framework to support decentralized device authentication and encrypted communication. By integrating identity,
randomness, and data transmission within a single epitaxial platform and fabrication process, this approach
substantially reduces system complexity and removes the need for discrete security modules. Owing to the vertically
emitting geometry of micro-LEDs, QRNG throughput, communication bandwidth, and PUF challenge space can be
naturally scaled through array expansion. To support system-level integration with low latency and energy overhead,
we designed a CPO architecture that interfaces directly with existing IoT hardware. Together, this work extends the
role of micro-LEDs beyond conventional display and communication functions, establishing them as a unified,
hardware-rooted platform for quantum-resilient security that enables lightweight and scalable post-quantum resilient

communication across decentralized IoT systems and other security-critical infrastructures.



Materials and methods

Device design and fabrication

A schematic of the detailed device fabrication process is provided in Supplementary Fig. 1. The micro-LEDs and
micro-LED arrays are fabricated using a 405 nm micro-LED wafer with standard process steps. The wafer is grown
on PSS using metal-organic chemical vapor deposition (MOCVD). The fabrication process starts with mesa definition
by a two-step inductively coupled plasma reactive ion etching (ICP-RIE) using 300 nm plasma-enhanced chemical
vapor deposition (PECVD) SiO, as hard mask. The hard mask is removed by immersing the chip inside buffered oxide
etch (BOE) solution, which also helps to repair the sidewall damage caused by ICP-RIE. E-beam evaporation of a 5-
nm Ni layer and RF magnetron sputter of a 120-nm indium-tin-oxide (ITO) are deposited for p-contact. After 250 °C

annealing in an O, atmosphere for 10 min, the n-metal contact of Ti/Au is deposited using RF magnetron sputtering.
Characterization setup for the micro-LED based QRNG, PUF, and secure communication

The experimental setup for QRNG and PUF is shown on Fig. 2a. The constant current source is provided by a source
meter (Keithley 2420). The temperature control is conducted by a TEC (ILX Lightwave LDC-3900) for primary data
collection (20°C to 50°C). For higher temperature (50°C to 80°C) characterization, another TEC (Apico Pro TEC
controller) is used to stabilize the temperature. The emitted light passes through a 50x objective lens (Nikon CFP-
LAN-50X), a positive lens (Thorlabs LB1901-A, BI-CONVEX, f = 75.0 mm), and a dichroic mirror (Thorlabs
DMLP490-@1), getting into an APD (Menlo Systems APD 210) and a camera, separately. The detected electrical
signal is then amplified by an amplifier (Mini-Circuits ZVA-183WA-S+) and digitized by an 8-bit oscilloscope (DPO
72004C Digital Phosphor Oscilloscope) for noise data collection.

A schematical of the experimental setup for secure OWC is shown on Supplementary Fig. 7c. Optical signal
transmission in free space is the same as the experimental setup for QRNG. The encrypted data is loaded to an arbitrary
waveform generator (Tektronix AWG70002A), converted into analog signal, amplified by an amplifier (Mini-Circuits
ZVA-183WA-S+), and applied to a micro-LED at a sampling rate of 1.6 GSa/s with a driving DC through a bias-tee.
The micro-LED is then working as a transmitter to emit modulated light. The emitted light passes through a 50x
objective lens (Nikon CFP-LAN-50X), a positive lens (Thorlabs LB1901-A, BI-CONVEX, f = 75.0 mm), and a
dichroic mirror (Thorlabs DMLP490-@1), focused on an APD (Thorlabs APD430A2/M) as a receiver. The collected
signal from APD is then digitized by an oscilloscope (DPO 72004C Digital Phosphor Oscilloscope). The
communication channel was first characterized to determine its frequency response and noise properties. This
measurement provided the basis for selecting appropriate OFDM parameters, such as subcarrier spacing and

equalization strategy, ensuring that subsequent transmission experiments accurately reflected the channel behavior.
ZNCC calculation

To quantify the similarity between two images, ZNCC is computed. For each image A = {4;})-, and B = {B;}\,,



the mean intensity (u,, 1) are calculated and normalized by the corresponding standard deviation (ay,0g). The

similarity score is then evaluated as

ZNCC(A, B) = Y1 (A — ua) (B — pip) o

VEN (A — )2 I (B, — pp)?

QRNG generation rate calculation

The QRNG generation rate is calculated at the transceiver (TRx) side from the digitized detector waveform. The
oscilloscope samples the analogue signal at K GSa-s! using an 8-bit ADC, producing a discrete symbol sequence
X, € {0, ...,255}. The amount of trusted randomness per bit is quantified by the min-entropy estimated following
NIST SP 800-90B H.°Z. The extractable random-bit generation rate is then

R=8xK x H)E, (2)
R =8x3.125 x 0.53 = 13.25 Gbit - s . 3)
QRNG energy consumption at micro-LED side

At injection current of I =10 mA, the micro-LEDs have an average voltage of V =4.9 V, so the power
consumptionis P =1 X V = 48 mW. With a generation rate of R = 13.25 Gbit-s™!, the energy consumption per bit

can be denoted as

P _IxV @
"R R’

po POXA0T STy bt 5
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Deep-learning-assisted PUF extraction

All deep-learning experiments were conducted on a laptop equipped with an NVIDIA GeForce RTX 3060 GPU, using
Python 3.9 and PyTorch 2.9.0 with CUDA 12.9. The dataset consists of near-field electroluminescence images of
micro-LED devices, with 1,800 images per device label, of which 1,440 images were used for training and 360 images
for testing. Micro-LED emission regions were detected using a pretrained YOLOvS8n object detection model trained
on 75 manually annotated images and validated on 46 images, with a single target class. Training was performed with
an input resolution of 640 x 640 pixels, batch size 16, and 50 epochs. During inference, detections with confidence

above 0.25 were cropped into square regions centered on the bounding boxes and resized to 256 x 256 pixels.

Cropped images were converted to 80 % 80 grayscale inputs and normalized to zero mean and unit variance. Binary
PUF embeddings were extracted using a customized convolutional neural network incorporating a spatial transformer

for geometric alignment, a ResNet-34 backbone pretrained on ImageNet with attention augmentation, and an



embedding head producing 256-bit binary outputs via a straight-through estimator. The network was trained using a
composite loss combining cross-entropy classification, batch-hard triplet loss (margin = 1.0), quantization
regularization, and bit-distribution constraints. Optimization employed the Adam optimizer with a learning rate of 1
x 107%, weight decay of 1 x 107%, batch size 64, and up to 50 epochs with early stopping. Data augmentation, including
random rotations, affine transformations, scaling, and brightness and contrast jittering, was applied during training.
Model performance was evaluated using classification accuracy, normalized Hamming-distance analysis of binary
embeddings, and t-SNE visualization to assess inter-device separability. The neural network architecture and layer

configuration are provided in Supplementary Section 6.
Fuzzy extraction and key reconstruction

A software-based fuzzy-extraction pipeline was implemented in Python to stabilize and reproduce cryptographic keys
from noisy physical unclonable function (PUF) responses as illustrated in Supplementary Fig. 5. Each measured binary
PUF response consisted of 256 bits and was divided into four 64-bit segments. To mitigate spatially correlated errors,

each segment was interleaved at the bit level prior to error correction.

Each segment was encoded using a systematic Reed-Solomon (RS) code with 16 parity bytes (RS (24,8)), where the
original 8-byte message was preserved and appended with redundancy. During enrollment, the RS parity bytes were

stored as public helper data, while the enrolled 256-bit response served as the reference PUF response.

During reconstruction, noisy PUF responses were processed using the same interleaving scheme and combined with
the stored parity bytes to form complete RS codewords. RS decoding was applied independently to each segment to
recover the enrolled bits. Reconstruction performance was evaluated by comparing the recovered responses with the

enrolled references in terms of bit error rate and decoding success probability.

Following successful reconstruction, a cryptographic key was derived from the stabilized 256-bit response using the
SHA-256 hash function, providing privacy amplification and generating a fixed-length key suitable for subsequent

cryptographic operations.

Data availability

All other data used in this study is available from the corresponding authors upon reasonable request.

Code availability

Source codes in this study are available online: https://github.com/Mortefontaine/Micro-LED-based-PUF-release



https://github.com/Mortefontaine/Micro-LED-based-PUF-release
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Figure 5. End-to-end architecture and deployment of the quantum-resilient optical IoT platform. (a) Real-world

deployment scenarios where the proposed platform enables secure optical connectivity across smart manufacturing,
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healthcare. (b) Layered system stack consisting of 3 layers. Layer 1: edge IoT node with physical entropy (PUF and

QRNG); Layer 2: authenticated, post-quantum-resilient optical link with hardware security offload; and Layer 3: a

decentralized, blockchain-anchored IoT trust mesh. (c) Hardware architecture of the secure optical node, integrating

a cryptographic secure enclave, PUF/QRNG primitives, encoder/DPU pipeline, entropy estimator, and a co-packaged

micro-LED/photodiode chiplet for optical transmission, reception, and security offload.
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