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Abstract

Electronic health records (EHRs) capture the entire patient data history that
enables early diagnosis, predictive analytics,improved co-ordination between health
care providers,etc. However, centralized storage of EHR exposes the sensitive patient
data to breaches while regulations such as GDPR Article 17 “right to be forgotten”
and HIPAA 6-year retention limits sharing of data across different institutions. This
systematic review consolidates 81 peer- reviewed studies (2015-2024) across different
domains namely zero-knowledge proofs (ZKPs), blockchain consensus, trusted cloud
execution, and regulatory compliance to propose a three-tier integrated framework
that helps in regulatory compliant health care data sharing, yet preserving the
privacy.The first tier is to generate ZKPs on the client side and redact personal
information with chameleon hashes. The second tier anchors metadata hashes on
PBFT blockchain with f = |[(n — 1)/3] fault tolerance. The third tier stores data
with an attribute-based encryption (ABE) off-chain on the cloud, integrated with
FHIR/HL7 standards. It allows selective sharing, balances blockchain immutability
with deletion via ZKP invalidation. The proposed architecture maps tools like
zk-SNARKs/Circom for proofs, Hyperledger Fabric for blockchain, AWS KMS for
keys. Challenges include lack of real-world testing, achieving proof generation latency
(2-15 seconds), and scaling needs via Layer-2 hybrid consensus prototypes.

Keywords: Zero-knowledge proofs, blockchain PBFT consensus, GDPR-HIPAA
compliance, FHIR interoperability, attribute-based encryption.
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1 Introduction

1.1 Context

Electronic Health Records (EHRs) digitize patient medical histories by merging clinical
observations, genomic data, and treatment outcomes into a single record. The EHRs
started getting Global adoption post-COVID-19, with the U.S. achieving 96% EHR
usage among physicians by 2021 [34].Interoperability standards such as HL7 FHIR (Fast
Healthcare Interoperability Resources) and SMART (Substitutable Medical Applications,
Reusable Technologies) supports predictive analytics, and population health insights, and
real-time clinical decision support across institutions [42, [37].
However, three core computational and regulatory conflicts continue to exist:

1. Centralized breach exposure: In 2023 over 540 healthcare attacks happened
affecting more than 112 million patients, costing $10.1B annually [16].

2. Interoperability silos: Format mismatches such as ICD-10, SNOMED CT, LOINC
and vendor lock-in block 70% of cross-institution data exchanges [63] [64].

3. Regulatory conflicts: GDPR Article 17 “right to be forgotten” mandates deletion
of data within 30 days, while HIPAA requires 6-year retention and with blockchain
technology offering immutability deletion of data becomes almost impossible all of
these creates conflicts[67, [60].

Although technical innovations offer partial solutions: blockchain provides crypto-
graphically verifiable audit trails [I3], zero-knowledge proofs (ZKPs) enable selective
disclosure without data exposure [3], 38], trusted execution environments (TEEs) ensure
cloud integrity [5],there is no single integrated computational framework that exists for
compliant healthcare data sharing [43] [19].

1.2 Motivation

The core challenge lies in balancing all three conflicting requirements simultaneously:
1. Verifiable Integrity: Blockchain gets its immutability by its cryptographically
linked chains of hashes. The iterative hashing process

H(Dy+1) = SHA256(H (D,,)||data)
maintains data integrity over the sequence of blocks.
e H represents the resulting Hash Value.

e D, represents the data block at step n.

D,, 1 represents the next block in the sequence.

S H A256—The secure hash algorithm which produces fixed size 256 bit hash output
from the given input.

H(D,,) represents the hash of the previous block.

data represents the data that is being added in the current step.



e || represents concatenation of the hash of the previous block with the current data.

This formula represents the Merkle-Damgard construction, where each new hash is
dependent upon the previous hash and the current data. This chaining property provides
the data integrity. An attempt to forge the data causes the fork in the blockchain. This
tamper-proof guarantee is essential for clinical trials[46].

Practical Byzantine Fault Tolerance (PBFT) consensus is a noteworthy consensus
algorithm that efficiently tolerates f = [(n — 1)/3] malicious nodes, capable of reaching
1000 Transaction Per second (TPS) or more on permissioned networks like Hyperledger
Fabric |72, 50]. Allowing the network to agree upon a single state, even upto %rd of nodes
misbehave.

2. Selective Disclosure (Privacy): Zero-knowledge proofs allows a prover to
convince the verifier that they know the secret (witness) without revealing the secret.
This construction generally follows

7 < Prove(pk,z,w) where Verify(pk,r, x)=1.

e 7 represents the proof itself, it is a small piece of data generated by the Prove
function that is to be sent to the Verify function for checking.

e pk represents the public proving key that is generated during the trusted setup and
is used by the prove function to create proof.

x is the public input both the prover and the verifier knows this information.
e w is the private witness or the secret, only the prover knows this information.

The prover uses the proving key pk, public input x and the secret witness w to generate
a proof 7 using the Prove function. This 7 is sent to the verifier, where the Verifier uses
the verify function, when the Verify function outputs 1 (Tyenr, = O(1)), it means indeed
the generated proof is correct and the Prover knows the secret. zk-SNARKSs achieve
< 1KB proofs with millisecond verification, critical for prioritizing the patients based on
their severity of their condition to ensure they receive medical attention first. [0l [7T].

3. Redactability: GDPR mandates Personally Identifiable Information (PII) deletion
upon request. Traditional blockchain fails this mandate as it is immutable, chameleon
hashes enable “preimage collision” attacks (H(m) = H(ms) for requester-chosen my = ()
while preserving chain integrity. ZKP invalidation proofs certify redaction completion
without revealing prior content [10, 39].

Current systems are not guaranteeing all three requirements simultaneously: per-
missioned blockchains such as Estonia e-Health systems lack public verifiability; ZKP
pilots (Health-zkIDM) ignore consensus scaling; cloud TEEs (AWS Nitro) cannot prove
GDPR compliance [3], 43]. A system/framework that supports all the three mentioned
requirements is largely absent.

1.3 Research Questions

This review systematically addresses four research questions core to the problem:

RQ1: Zero-Knowledge Proof Suitability: Which ZKP schemes (zk-SNARKs, zk-
STARKS, Bulletproofs) optimize proof size (< 1KB target), generation latency (Tgen < 158
for EHR), and verification speed (Tyenry < 100ms) for healthcare verification while
supporting post-quantum security and regulatory auditability? [0, 54, [36]
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RQ2: Blockchain Scalability and Privacy Tradeoffs: How do permissioned
(Fabric, Corda), Layer-2 (zk-Rollups), and hybrid architectures balance throughput (target:
1000+ TPS), fault tolerance (f = |(n — 1)/3]), and privacy (channel isolation, ZKP
integration) for clinical workloads? [2} 43, [74]

RQ3: Trusted Cloud Integration: What TEE mechanisms (Intel SGX, AWS
Nitro, TPM 2.0) combined with attribute-based encryption (ABE) and FHIR APIs
enable compliant off-chain storage while preserving end-to-end verifiability across different
organizations? [5l [69] 45]

RQ4: Regulatory Compliance: How do chameleon hashes, ZKP invalidation proofs,
and redactable blockchains mathematically reconcile GDPR erasure (Article 17) with
HIPAA retention (45 CFR §164.530) and blockchain immutability in multi-jurisdictional
deployments? |11, 67, 24]

1.4 Scope

This systematic literature review analyzes 81 peer-reviewed publications (2015 to 2024)
from IEEE Xplore (35%), Springer (25%), Elsevier (20%), PubMed (10%), and arXiv
(10%flagged with *. Selection criteria: (1) post-2015 (post-Solana whitepaper); (2)
healthcare applications; (3) computational analysis (complexity, benchmarks); (4) English;
(5) peer-reviewed or conference proceedings.

Inclusions: ZKP schemes, blockchain consensus algorithms, TEE architectures,
FHIR/HLT7 interoperability, GDPR-HIPAA compliance mechanisms. Exclusions: Cryp-
tocurrency speculation, non-healthcare DApps, theoretical cryptography without imple-
mentation.

The review proposes a novel three-layer iterative computational framework that requires
prototype validation as a future work beyond this theoretical synthesis.

2 Methodology

This systematic literature review follows PRISMA guidelines adapted for computational
methods engineering, screening 347 initial publications across five major databases from
January 2015 to October 2024 shown in Table [2| This cutoff is set to capture Ethereum’s
smart contract era and zk-SNARK practical deployment, enabling real-world healthcare
applicability analysis.

2.1 Search Strategy

As shown in Table [1] Four keyword clusters were used to target the computational
intersections systematically:

Boolean combinations were used as a search strategy: ‘(ZKP OR blockchain OR cloud)
AND (healthcare OR EHR OR “electronic health record®*” OR FHIR) AND (privacy OR
compliance OR GDPR OR HIPAA)‘ yielded targeted results across IEEE Xplore (35%),
SpringerLink (25%), ScienceDirect (20%), PubMed (10%), arXiv (10% flagged with *).

2.2 Inclusion and Exclusion Criteria

Inclusion (5 criteria, AND logic):



Cluster Keywords Databases

ZKP “zero-knowledge proof*” OR IEEE Xplore (47),
zk-SNARK OR zk-STARK arXiv (23)
OR “succinct non-interactive”

Blockchain “blockchain healthcare” OR  Springer (31), El-
Fabric OR Corda OR PBFT sevier (28)
OR “consensus algorithm*”

Cloud Trust TEE OR SGX OR Nitro PubMed (15),
OR “attribute-based encryp- Google Scholar
tion” OR FHIR (12)

Compliance GDPR OR “right to be for- All databases
gotten” OR “Article 177 OR
HIPAA OR “health data regu-

lation™”

Table 1: Search Strategy by Keyword Clusters (Total: 347 initial hits)

. Post-2015 publication (post-Solana ZKP whitepaper enabling practical deployment)
. Healthcare application domain (EHR, clinical trials, genomic data, mHealth)

Computational analysis provided (complexity O(), benchmarks TPS/latency,
prototype evaluation)

. English language peer-reviewed journal or conference proceedings

. Primary research or systematic review (excludes opinion pieces, whitepapers)
Exclusion (3 criteria, OR logic):

. Cryptocurrency speculation without healthcare application

. Pure theoretical cryptography lacking implementation or benchmarks

. Non-English publications or retracted papers

2.3 Screening Process

1.

2

b

Title/Abstract (n=347 — 156 excluded — 191 full-text)
. Full-text review (n=191 — 110 excluded — 81 included)

Exclusion reasons (n=110): No computational analysis (42), non-healthcare (35),
re-2015 (18), theoretical-only (15).

2.4 Data Extraction and Synthesis

From each of 81 included studies, extracted:

e Computational metrics: TPS, Tj00f, Tverity, proof size (KB), consensus complexity

e Architecture details: ZKP scheme, consensus algorithm, storage mechanism, API
standards



Stage Records Excluded

Database search 347 -
Title/Abstract 191 156
Full-text 81 110
Final 81 -

Table 2: PRISMA Screening Flow (2015-2024)

e Healthcare application: EHR, clinical trials, genomic data, mHealth devices

e Compliance mechanisms: GDPR Article 17 handling, HIPAA audit logs, cross-
jurisdiction transfer

Data synthesized into four analysis matrices mapping technologies against computa-
tional requirements and regulatory constraints.

2.5 Quality Assessment

We have applied computational rigor scoring (0 to 10) across five dimensions as shown in
Table [3 :

e Complexity analysis (30%, mean 7.8, 62 studies >8): Assessed mathematical rigor
in algorithms like zk-SNARKS or consensus—high scores provided for if detailed
proofs and optimizations are present.

e Benchmark results (25%, mean 6.9, 48 >8): Measured performance tests (e.g.,
TPS, latency) strong if standardized metrics used.

e Prototype evaluation (20%, mean 5.4, 31 >8): Gauged real implementations
(e.g., Fabric prototypes)lowest as few working demos were available.

e Healthcare validation (15%, mean 7.2, 58 >8): Checked for EHR-specific appli-
cability (FHIR integration) good domain fit.

e Compliance analysis (10%, mean 6.7, 45 >8): Reviewed GDPR/HIPAA handling
is often superficial.

To compute the weighted mean score across the five criteria, we used the formula:
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S= (m; xw) (1)

i=1

where m; is the mean score for criterion i and w; is its normalized weight (> w; = 1).

Scoring

This evaluation rates 81 studies (2015 to 2024) on a 0 to 10 scale per dimension. Weights
are prioritized based on the following foundational elements: The related concepts and
the underlying principles are provided by the theory element, which enables the claims to
be validated by the empirics element that involves collection and analysis of data through



experimentation and observation. Practical elements ensured the validated theories are
tested in real world settings for feasibility and effectiveness. Domain element ensures
all activities remain relevant to the field. In which they’re applied. Rules confirms the
legality and ethical compliance of the entire system.

Weighted Mean Calculation

Values from Table[3} S = (7.8x0.30)+(6.9x0.25)+(5.4x0.20)+(7.2x 0.15)+(6.7x0.10) ~
7.1. Low practice scores highlight implementation gaps.

Criterion Weight Mean Score Studies >8
Complexity analysis 30% 7.8 62
Benchmark results 25% 6.9 48
Prototype evaluation 20% 5.4 31
Healthcare validation 15% 7.2 58
Compliance analysis 10% 6.7 45
Weighted Mean 7.1/10

Table 3: Quality Assessment

2.6 Review Protocol Limitations

Limitations include, 60% of the papers are from IEEE /Springer. Grey literature from non
academic streams are not considered for synthesis. Papers in languages other than English
were excluded.Annual review is needed due to rapid progress in the Zero Knowledge Proof
and Blockchain fields. This method provides a maximum coverage of techniques for GDPR
compliant healthcare data systems, supporting the proposed three layer framework. This
method provides solid coverage of techniques for GDPR ready healthcare data systems,
supporting the proposed three tier framework.

3 Literature Classification

The 81 studies aligns with four computational domains addressing the research questions.
Table [4] shows the breakdown by research domain, key metrics covered, and representative
studies from each category. This classification targets ZKP schemes (RQ1), blockchain
scalability (RQ2), cloud integration (RQ3), and regulatory reconciliation (RQ4).

Domain # Papers Key Metrics Representative

Studies
Zero-Knowledge Proofs 20 Proof size (KB), Tgen (8), Tverity (ms)  [3], 6] [71]
Blockchain Scalability 30 TPS, consensus O(n?), fault tolerance [72, 43 [74]
Cloud Trust Systems 15 ABE policy complexity, FHIR latency |5}, 69, 45]
Regulatory Compliance 16 GDPR Art.17 mechanisms, transfers  [67, 111 24]
Total 81

Table 4: Literature Distribution by Research Domain (n—=81)



This domain classification guides the following technical analysis sections .

4 Zero-Knowledge Proofs Analysis

Zero-knowledge proofs (ZKPs) let users share EHR details like diagnoses without exposing
private info such as genomes, directly tackling RQ1.From 20 studies, four ZKP scheme of
families stand out for healthcare limits.

4.1 Suitability of ZKP Schemes for Healthcare

Zero-knowledge proof schemes must balance proof size, verification speed, and trust
assumptions for practical healthcare deployment. zk-SNARKSs with it’s compact proofs
(< 1KB) and millisecond verification make them ideal for storage-constrained environments.
Bai et al. [3] demonstrated this effectively in patient identity management on Hyperledger
Fabric, achieving 5ms verification times [6l, 38|, [71], 65, 54].

However, the trusted setup requirement is riskier as compromised parameters would
expose the sensitive data in EHR. zk-STARKSs address this with no-setup design and
post-quantum security critical for lifelong medical records yet their 45KB proofs create
bandwidth bottlenecks in high-throughput clinical systems.

Bulletproofs can provide transparency without the requirement for trusted setups.
However, it faces challenges in healthcare applications due to difficulty in integration.Real-
time Verification of Proofs during emergencies is indeed considered to be a gap,requiring
targeted ZKP adaptations.

Table 5| shows the computational characteristics of various ZKP schemes

4.2 ZKP Scheme Classification

Scheme Setup  Proof Size Tgen Tyerity PQ Secure Healthcare Case Studies
Groth16 Trusted < 1KB 2-15s 5ms No Patient ID [3]
Halo2 None 1-2KB 5-30s  10ms Partial Access control [38]
zk-STARK None 45KB 30-300s  50ms Yes Clinical trials [6]
Bulletproofs ~ None 1KB 10-60s  20ms Partial Range proofs [71]

Table 5: ZKP Schemes: Computational Characteristics

4.3 Transparency and Confidentiality Balance

Zero-knowledge proofs(ZKPs) can preserve the patient’s privacy by verifying the integrity
of data without having to reveal the sensitive data.Careful selection of ZKP scheme is
necessary as zk-SNARK is suitable for frequent audits, but their trusted setup requirement
defies decentralization.

Conversely, zk-STARKSs’ full transparency fits distributed systems, though computa-
tional overheads are unavoidable. Healthcare deployments must balance the necessity of
frequent audits with sensitive patient data.



4.4 Computational Overheads

ZKP computational speed is heavily dependent on the method used and dataset scale.
Genomic datasets (multi-TB) shows zk-STARKSs are theoretically scalable but practically
unusable for real-time needs; Xu et al. [71] found that these proofs took several minutes
on verification versus zk-SNARKSs in milliseconds.

Figure [1] illustrates hybrid mitigation cloud-offloaded proof generation with GPU
acceleration. Yet third-party dependencies conflict with blockchain decentralization
principles. Optimizing ZKPs for healthcare-scale data without sacrificing security remains
an open challenge.

Data Flow in ZKP-Blockchain-Cloud Architecture

CLIENT LAYER BLOCKCHAIN LAYER CLOUD LAYER EXTERNAL SYSTEMS
G
User Submits ; Store Authorized
Health Data > Verity ZKP Encrypted Data T Access
Off-Chain
Store Hash 5)
Generate ZKP Metadata On- Retrieve and
Chain Link to IPFS Decrypt Data
Encrypt Data [——
Process /
Requests

Figure 1: Data Flow in ZKP-Blockchain-Cloud Architecture. ZKPs ensure privacy during
verification; encrypted off-chain storage maintains confidentiality.

4.5 Homomorphic Encryption Integration

By integrating ZKPs with homomorphic encryption, researchers have made it possible
to do encrypted analytics without decryption, as shown in Figure 2] Vanin et al. [65]
computed aggregate patient statistics,while mathematically proving regulatory standards
are met without exposing any sensitive individual health records.

Polynomial computation along with proof generation creates unacceptable latency for
emergency access. Futhermore,decentralized key management across blockchain nodes
adds additional complexity.

4.6 GDPR Right-to-Be-Forgotten Compliance

Reconciling the "right to be forgotten" with blockchain immutability is a major challenge.
While several methods exist to bridge this gap, each comes with its own set of trade-offs:
Ephemeral keys makes data unusable by deleting the decryption keys after a certain pe-
riod.However, the encrypted data itself remains on blockchain forever, leaving a permanent
digital footprint. Chameleon hashes allows for retroactive block modification,but it is
vulnerable to validator collusion and rely heavily on the honesty of network validators.



Homomorphic ZKP Proof Generation
Computation (e.g., (Validates Correct
Average Blood Glucose Computation)

Level)

Encrypted Data (EHRs,
Genomic Data)

Blockchain (Proof
Verification)

Figure 2: Hybrid ZKP-Homomorphic Encryption Model for Privacy-Preserving Healthcare
Analytics.

Botta et al. [I0] proposed ZKP based redaction proofs to prove that data can be
invalidated without comprising blockchain’s immutability. While this is a hopeful way
forward, the data invalidation hasn’t been fully tested against the complex regulatory
requirements.

These architectural choices are especially necessary in healthcare. By using ZKPs, the
need for system performance with the strict privacy requirements can be balanced for
real-world implementation.

4.7 Healthcare-Specific ZKP Applications

Zero-Knowledge Proofs (ZKPs) can transform healthcare data management by balancing
strict patient privacy with the need for clinical transparency. The following is the study
of how ZKP’s are applied in healthcare.

Identity Verification: Systems like Health- zkIDM uses Hyperledger Fabric and zk-
SNARKSs for patient authentication without having to expose their Personally Identifiable
Information(PII) and achieves a verification time of about 5 ms(Tyensy = 5ms) [3].

IoT Access Control: In remote monitoring conditions, zk-SNARK predicates allow
wearable sensors to trigger emergency data releases.This ensures first responders get
life-saving information without gaining access to a patient’s entire medical history|[3§].

Clinical Trials: Using zk-STARKS, researchers can prove a participant meets specific
genomic criteria for a study without revealing their actual DNA sequences. This method
is compliant with FDA 21 CFR Part 11 standards[0].

Range Proofs: Range Proofs are a subset of Zero-Knowledge Proofs(ZKPs) , it
proves a very specific type of statement that could lie between a given range. Range
Proofs such as Bulletproofs allow patients to prove their lab results such as glucose levels
fall within a healthy range [20,400] mg/dL glucose without disclosing the exact values
[1].

4.8 Computational Tradeoffs

Selecting the correct ZKP scheme involves balancing security against technical performance:
zk- SNARKSs offer the smallest proof sizes <1KB proofs making them highly efficient for
data transmission.However, they require trusted setup,which poses a long-term risk if
the initial parameters are compromised. zk-STARKSs are post-quantum secure, but their
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45KB proof size would be heavy on mobile devices. Hybrid approaches like Halo2 balance
constraints but they lack healthcare validation [54].

GDPR Compliance: ZKPs can serve as a tool for GDPR compliance. They allow
healthcare institutions to prove that specific data has been redacted or deleted satisfying
the "Right to be Forgotten” under Article 17 without needing to reveal any of the remaining
underlying content during an audit|I0].

4.9 ZKP Limitations for Healthcare

While Zero-Knowledge Proofs (ZKP) can offer better privacy in healthcare environments,
there are still some technical limitations that prevent its immediate adoption.

e Generation Latency: At present the Proof generation times ranges between
Teen = 2—300s which is very large for clinical emergencies where data access is
required in under <1s target.

e Hardware Incompatibility: Patient side verification is limited by mobile device
constraints. Most wearable medical devices and smartphones possess less than 1GB
RAM making them not potential of the heavy computation required for local proof
generation.

e Trusted Setup: zk-SNARK Protocols like Groth16 rely on initial parameters ,a
requirement for trusted setup,that makes it vulnerable to collusion. If the randomness
used during setup is compromised, attackers would be easily able to tamper the
medical records.

e Revocation: There is no industry wide standard for invalidating a proof once it
has been generated. This creates a conflict with GDPR "Right to be Forgotten”
regulation, as a proof may still exist even after the data is deleted.

To solve these issues, developers are relying on Edge ZKP Generation. In this model,
the patient’s device remains the source of truth, but the heavy computational work will
be offloaded to edge servers, ensuring both privacy and real-time performance [41].

5 Blockchain in Healthcare

5.1 EHRs and Clinical Trials Applications

Blockchain technology with its decentralization and immutability supports privacy preser-
vation in Electronic Health Records (EHR) and clinical trials.Fatoum et al. [I9]highlights
the real-world scalability system offered by Estonia’s nationwide Blockchain system serv-
ing 1.3M tamper proof records. Omar et al. [46]demonstrated that smart contracts can
automatically detect and flag protocol violations almost instantly during clinical phases.

5.2 Scalability and Privacy Limitations

Despite the benefits stated above, most projects remain in the trial phase due to inter-
operability challenges. Technical limitations are also an obstacle,while public networks
like Ethereum handle only 15 to 45 transactions per second (TPS), permissioned systems
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like Hyperledger Fabric reach 3,500 TPS by limiting decentralization, Table [6] compares
architectures . Private channels and ZKPs can mask the sensitive data [5], but it still
complicates audits, [43] which causes conflict between data confidentiality and system
transparency.

Architecture Throughput Privacy Features Compliance Mech-
anisms

Public Permission- Low (7-45 TPS) Pseudonymous GDPR chal-

less lenges [48]

Public  Permis- Moderate Configurable Redaction possi-

sioned ACLs [50] ble [77]

Private  Permis- High (3.5k TPS)  Channels/private ZKP-enhanced [5]

sioned data

Layer-2 Solutions  2k+ TPS ZK-rollups [40] Layer-1 dependent

Table 6: Blockchain Architectures Comparison

5.3 Regulatory Compliance: Right-to-Be-Forgotten

While GDPR’s "right to be forgotten” empowers patients by allowing them to demand the
deletion of their personal data, the immutable nature of blockchain remains as a technical
and legal obstacle, as deletion or modification of data would break the integrity of the
blockchain. As Winter and Davidson [70] observed, storing sensitive data through off-chain
hash anchoring where only a cryptographic fingerprint remains on ledger. Although this
technique offers a way forward for compliance, it often dilutes the benefits of a fully
decentralized architecture.

5.4 Decentralized Identity Frameworks

Self-sovereign identity (SSI) is a decentralized digital identity model, where individuals
control their own identity. Sovrin is a global open-source network that provides the
infrastructure for SSI, enabling patient’s control over their EHR. SSI allows the patient to
grant doctors a time bound access to their EHRs [57]. By using Verifiable Credentials,
patients no longer have to rely on a single central authority to prove who they are.However,
this technology faces two main difficulty

e User Complexity: Managing private digital keys is difficult for people who don’t
have digital literacy, creating a risk of losing access to records.

e Technical Fragmentation: While the global specification such as W3C Verifiable
Credentials standard for verifying digital credentials securely exists, making different
systems like Hyperledger Indy which provides the ledger and tools for SSI,work
seamlessly together remains an ongoing effort.

5.5 Smart Contracts for Compliance

Attribute based Access control is a dynamic authorization model that allows for granting
or denying access to resources by evaluating the attributes of the user, the requested
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action, and environment against defined policies.Using Ethereum smart contracts for
attribute-based access control allows for automated, real-time consent management, which
significantly reduces administrative overhead [45].However, the immutability of the smart
contract requires maintenance and it has certain challenges. If a smart contract is deployed
without an update mechanism and if it has certain vulnerabilities, it remains permanently
exposed to potential violation.Additionally, because these digital contracts lack universal
legal standing, enforcing them across different international borders remains a significant
challenge.

6 Cloud Trust Issues

6.1 Trust Gaps in Healthcare Clouds

Centralized healthcare cloud platforms face major risks, particularly regarding insider
threats and the risk of vendor lock-in making expensive and complex switch to other
platforms difficult. Ramesh et al. [51] highlights a critical integrity issue,cloud providers
manipulating audit logs to hide data breaches, undermines institutional trust. These
technical risks are further worsened by geopolitical conflicts. Specifically, the US CLOUD
Act’s provisions for data access that are stored abroad, clashing with the EU GDPR’s
strict data localization and sovereignty rules, leaving healthcare data caught between
conflicting international regulations.

6.2 Existing Solutions and Limitations

Trusted Platform Modules(TPMs) is a specialized hardware chip that provides hardware
based security by securely storing cryptographic keys,passwords and certificates protecting
sensitive data and ensures system’s integrity against software based attacks. However they
are tied to specific physical servers, limiting workload mobility across cloud providers.
While standard encryption safeguards data during transit or storage, it does not prevent
malicious alteration of files.As in Table [7], ZKP enables public verification unlike TPM.
Zhang et al. [76] suggested using zero knowledge proofs, which allow a third party to
verify that data is authentic without having to see the actual content. However, the ZKP
verification process is computationally expensive and it isn’t practical for massive genomic
datasets, which can easily reach several terabytes in size.

6.3 Cross-Cloud Interoperability

While existing FHIR /HL7 standards aim to improve interoperability. However,challenges
exist due to lack of universal implementation of the standards, Industry standardization
is often blocked by vendor centric models,competitive incentives offered by the vendors,
which creates a closed ecosystem disabling cross institution collaborations.Zhuang et
al. [8I] proposed a blockchain mediated sharing between AWS and Azure clouds, but
cross-cloud consensus latency proves to be problematic, which might negatively impact
user experience.
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Method Data Owner Cloud Auditor
Provider

ZKP-based 1.  Generate
ZKP (Data In-
tegrity)

2. Submit
proof to
Blockchain
Blockchain
(Public Verifi-

cation)

Verifies ZKP

TPM-based 1. TPM Mea-
sure
Audit State Verifies TPM
logs

Table 7: ZKP vs TPM Integrity Verification. ZKP enables public blockchain verification;
TPM restricts auditors to cloud logs.

6.4 Privacy-Preserving Audits

Zero Knowledge Proofs (ZKPs) allow a party to verify the truth of the statement, without
revealing the statement itself. HIPAA access requirements mandates that health care
entities protect patient data by controlling who can access it and also it should give
the patients the rights to access their own records. The anonymized ZKP attested logs
satisfy the HIPAA access requirements. Irshad et al. [29] warns that k-anonymity fails,
k-anonymity only protects the linkage records based only on the quasi identifiers present
in the released dataset.It doesn’t prevent the attacker from against external data linkage

using the publicly available information, demanding rigorous de-identification masking
the PII.

6.5 Centralized Audit Risks

Conventional audit logs are vulnerable to tampering and single point of failure.Ye et al. [73]
proposed immutable blockchain audit trails with node replication inheriting blockchain
scalability limits.Integration of Blockchain into Federated learning at the edge is a growing
area which explores ways to secure distributed learning process and provide immutable
audit trails in resource constrained environments can be utilized to prevent central audit
risks.

7 Regulatory Compliance

7.1 GDPR/HIPAA Conflicts in Blockchain-Cloud

European Union’s General Data Protection Regulation (GDPR) Article 17 Right to
Erasure grants the individuals right to request the deletion of their data without undue
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delay while U.S federal law ,Health Innsurance Portability and Accountability Act (HIPAA)
requires 6-year retention of data from the data of its creation or the date when it was effect
whichever later. For cross-border data sharing the involved organizations must reconcile
the regulatory requirements.Bernabé et al. [7] proposed using cloud to store transient data
such as consent records,and usage of blockchain for storing clinical diagnoses and medical
records to ensure data integrity and auditability. EU-US data transfers face fundamental
privacy law differences leading to legal uncertainty for multinational companies.

7.2 Erasure Mechanisms

Chameleon hashes are cryptographic functions that allow for hash collision with its trap
door keys. Different inputs can be found for the same hash with trap door keys that allows
for editable blockchains by removal of transactions without breaking the integrity of the
blockchain. Godyn et al. [24] analyzed solutions for GDPR compliance based on reference
based tree structure in permissioned blockchains. ZKP invalidation proof functions as a
mechanism with redactable signature schemes to manage redacted hashes [I0]ensuring
modified data can be misused but effective implementation of this cryptographic system
lacks mature tooling.

7.3 Sector-Specific ZKP Standards

Lack of uniformity in how different systems apply Zero Knowledge Proofs to verify
cryptographic proofs. This inconsistency creates security gaps and operational challenges
in sensitive sectors like healthcare.Mallozzi [41] emphasized the need for universal auditing
standardization,which would ensure interoperability and compliance.

7.4 Cross-Border Challenges

GDPR’s requirement for explicit opt-in consent of personal data processing contrasts
HIPAA’s treatment,payment and operation (TPO)allowances which permits the use
and disclosure of protected health information(PHI) without patient’s explicit consent.
Shurson [62] analyzed the reciprocal conflicts between EU and US laws regarding the
law enforcement access to cross border data for investigations and suggested healthcare
adequacy decisions are needed, which would allow for transfer and research of participant
data. While ZKP offers data minimization of attribute disclosure,legal validation and
mandatory adoption of ZKP mechanisms are still under development. Table [§] shows
various Technical solutions in alignment with GDPR and HIPAA.

7.5 Penalties and Mitigation

GDPR imposes fines which can reach up to €20million or 4% revenue of the company’s
global turnover whichever is higher . Voigt and Bussche [67] highlights that privacy by
design is a legal mandate of GDPR referenced under Article 25, which allows for ensuring
data protection principles are met from the earliest stages of designing the data processing
operations.
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Aspect GDPR HIPAA Technical Solu-
tions

Data Erasure Art. 17 right-to- No mandate [II] = Chameleon

forget [8] hashes [39]
Consent revocable [55] Implied for treat- ZKP  smart con-
ment [20] tracts [57]
Auditability =~ Breach notifica- 6-+yr logs [48] ZKP blockchain
tion [5] logs [41]
Cross-Border  Adequacy  deci- No framework [I5] Proxy re-
sions [58] encryption [22]

Table 8: GDPR vs HIPAA: Technical Alignment Solutions

8 Proposed System Architecture and Workflow

8.1 Three-Layered Architecture

System Architecture: The proposed framework in Figure [3| adopts a three-layered
architecture to harmonize ZKPs, blockchain, and cloud systems. The Client Layer has
the web or mobile user interface through which the patients interact with the system.
Zero Knowledge proofs are generated to ensure the data authenticity, whereas the GDPR
compliance module takes care of the redaction through data anonymization. In the
Blockchain Layer, smart contracts enforce the access policies and validates the data from
the client layer, the PBFT consensus nodes agrees upon the state and the hashes are stored
on chain, the storage of the EHRs is offloaded to the cloud layer. The cloud layer does the
key management and the interoperability APIs for bridging the external systems. The
external systems interact with the layers and pulls the data from the layers for processing.
Cross-Layer Protocols ensures end to end security by combining on-chain verification with
off-chain computation. Table [9] highlights the different architectural components and the
associated technologies involved.

Component Role Technologies
Patient Interface Data submission React, Web3.js

ZKP Generator Integrity proofs Circom, zk-SNARKSs
GDPR Module PII redaction Regex, hashing
Smart Contracts Access policies Chaincode
Consensus Nodes State validation Fabric PBFT
Encrypted Storage Off-chain data IPFS, AES-256
FHIR/HL7 APIs Interoperability HAPI FHIR

Table 9: Architectural Components and Technologies

8.2 Technical Workflow

Secure Data Submission with Privacy-Preserving Validation: The workflow of the
system and its interaction among different components in the layer is shown in Figure [4]
When a patient uses the client application to submit medical data, including diagnostic
reports and biometric readings, the workflow begins. Utilizing cryptographic primitives
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such as zk-SNARKs, a Zero-Knowledge Proof (ZKP) is produced to verify data integrity
and compliance with medical restrictions, such as systolic blood pressure within 70-180
mmHg, without revealing raw values. Parallel to this, a GDPR-~compliant redaction
module uses deterministic algorithms, such as cryptographic hashing and regex-based
pattern matching, to anonymize personally identifiable information (PII), including social
security numbers, in order to comply with GDPR. Article 17.

Decentralized Validation and Immutable Metadata Logging: Practical Byzan-
tine Fault Tolerance (PBFT) consensus is used to propagate the redacted dataset and its
zero-knowledge proof (ZKP) to a permissioned blockchain network. By using pre-deployed
verification keys to cryptographically validate the ZKP, validator nodes ensure that
the data satisfies predetermined technical or clinical invariants, such as HL7v2 message
structure compliance. Smart contracts carry out two atomic operations after validation:

e Metadata Anchoring: The blockchain ledger is appended with immutable records,
including the timestamp, patient pseudonym, and dataset’s SHA-256 hash.

e Storage Orchestration: AES-256-GCM is used to encrypt the dataset and store
it in a HIPAA-compliant object storage system, such as AWS S3, after a trigger is
sent to the cloud layer.

Attribute-Based Access Control and Cryptographic Key Management: To bind
decryption keys to role-based access policies for instance {specialty: cardiology,
institution: Hospital_A} , the cloud-layer Key Management System (KMS) uses
attribute-based encryption (ABE). The authorization claims are immutably recorded and
verified in the Blockchain, in which the smart contract would manage the logic for verifying
the claims.The keys are stored in tamper resistant physical security device, hardware
security module (HSM).

Access Authorization for Privacy Preservation: When a doctor requests access
to a patient’s EHR, the client application generates a zero-knowledge proof (ZKP) for
proving membership in an allowed group through Merkle tree inclusion proofs or possessing
a valid digital signature from a certified authority. Blockchain smart contracts receive the
proof generated and compare it to on chain policy registries to confirm whether it is a
valid proof.

Interoperability and Secure Data Retrieval: The doctor’s client application
receives the decryption key from the Key Management System (KMS) after successful
verification, allowing local Electronic Health Record (EHR) decryption. FHIR/HL7
compliant REST APIs enforce OAuth 2.0 scopes aligned to blockchain managed access
policies, and are used by external systems such as hospital EHRs and IoT devices to
interact with the data. Regulatory auditors use cryptographically signed audit trails to
verify compliance by directly querying the blockchain ledger.

9 Discussion

Architectural Foundations: The proposed three tiered framework with FHIR /HL7-
compliant APIs, Practical Byzantine Fault Tolerance (PBFT) blockchain consensus,
and zero-knowledge proofs (ZKPs) addresses the gaps in interoperability, privacy, and
auditability.

ZKPs for Privacy-Preserving Validation: In line with the GDPR’s data mini-
mization principle, zk-SNARKSs cryptographically enforce data validity without disclosing
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raw values. Client side proof generation ensures that private information is intercepted
over the network. The client side proof generation at ~2-15s per proof enables O(1)
consensus verification [53].

PBFT Blockchain for Decentralized Auditability: Fault tolerance of <=
1/3 malicious nodes is ensured by the PBFT consensus|[72].According to HIPAA’s
§164.316(b)(1)(i), immutable metadata logging (e.g., SHA-3 hashes of redacted data)
creates tamper-evident audit trails [31].

Trusted Cloud Layer for Scalable Storage: Cloud providers, for example, AWS
S3, offer latency-optimized, HIPAA-compliant storage, with attribute-based encryption
(ABE) locking down decryption keys with policies depending upon roles [68, [79]. As
an example, {affiliation: Hospital A}. Hardware security modules (HSMs) keep keys in
escrow and release them only after authentication via the blockchain.

Interoperability with FHIR/HL7 APIs: Syntactic interoperability with 85% of
hospital EHRs in the United States is guaranteed by standardized REST APIs. OAuth
2.0 scopes could be mapped to on-chain access policies to limit endpoints, such as GET
/Patient /{id}, to roles that are authorized. However, there are trade-offs in this integration
that would demand careful technical examination and mitigation techniques.[42]

According to [6] Theoretical analysis of ZKP circuits focuses on asymptotic complexity
and ignores the practical problem of proof generation latency where the Tgen exceeding
100 ms under adversarial scenarios [41]. Redaction latency is defined by GDPR module
[B]but it struggles to handle high-dimensional data, which can lead to GDPR compliance
breaches [16]. [9]claims that Blockchain throughput can be less than 1000 TPS but it
does not take into the consideration of the congestion modelled by M /M /c queues, while
fragmented APIs produce KL divergence across clouds [22]. Blockchain + Cloud Hybrid
architectures compromises decentralization assessed by Nakamoto coefficient [44] through
cloud-dependent KMS with suboptimal Shannon entropy [79]. Regulatory audits assume
Bayesian compliance probabilities P(Compliance|Data) >0.95 [58|, but jurisdictional
tolerances [I5] lack empirical evidences. Table [L0] maps the metrics and vulnerabilities to
each architectural layer.

Layer Metrics Critical Gaps

Client Tgen < 15s, accu-  Adversarial circuits [12]
racy > 99%

Blockchain Consensus < 2s, O(n?) bottlenecks [2]
n =10

Cloud Key < 200ms, KMS failure [79]

99.95% uptime
Cross-Layer E2E < 5s, v > Emergency delays [61]
99.9%

Table 10: Layer-Specific Metrics and Limitations

10 Critical Limitations and Mitigations

Table [11] details the limitations and vulnerabilites of the components interacting among
the layers of the frameworks, its operational impacts and technical strategies used to
mitigate them.PBFT consensus mechanism along with sharding can handle large scale
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distributed system. SGX attestation can move the security by trusting a client with verify
the code and hardware.

Limitation Impact Mitigation

ZKP Vulnerabili- Invalid proofs Circom verification

ties

PBFT Bottle- O(n?) scaling PBFT+sharding [20]

necks

Cloud Centraliza- Single failure Threshold crypto [75]

tion

FHIR Misuse Data exploitation Smart legal con-
tracts [18§]

Client  Compro- PII exposure SGX attestation [33]

mise

Table 11: Limitations and Countermeasures

11 Conclusion

This three-tiered framework advances privacy preserving healthcare data governance. How-
ever, reliance on cloud for off-chain storage and client trust worthiness is riskier.Performance
Bottle necks is inherent PBF'T consensus which would affect scalability, Existing gaps in
FHIR interoperability, and ongoing regulatory ambiguity around healthcare data demand
mitigation. Future priorities should include deployability testing, hybrid consensus valida-
tion, robust trust models, clinical integration. Shifting from cryptographic elegance to
real-world operational reliability through iterative refinement is important.

12 Research Gaps and Future Work

Five critical gaps exist in ZKP-blockchain health care systems,despite the advances in
the 81 studies, lacking real-world validation against legacy standards like HL7v2/FHIR
conflicts .

e Emergency Latency: zk-SNARK proof generation timeTg., = 2—15s exceeds emergency
latency thresholds (Tye, > 100ms) [3] 6] .

e Layer-2 Scaling: No zk-Rollup prototypes achieve over 10K Transaction Per Second
(TPS) for healthcare [74], 20].

e Multi-Jurisdiction Compliance: Conflicts between GDPR and HIPAA primarily stems
from differing requirements for specific issues and liability frameworks are untested
11, @7].

e Client IoT Vulnerabilities: Unpatched devices like MRI and FHIR semantic gaps
SNOMED-LOINC present significant risks like misdiagnosis or exploitation. [TI, [64]

e Hybrid Integration: There is a notable absence of a benchmark mechanism for PBFT
consensus and ZKP end-to-end prototypes that validate against theoretical frameworks|72]
Future work should concentrate on developing zk-optimized emergency circuits to reduce
latency, sharded Rollups to improve scalability, jurisdiction- agnostic smart contracts to
handle international compliance, and live benchmarks on FHIR-compliant IoT to validate
real-world applicability is needed.
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