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Abstract

The rapid growth of sensitive healthcare data results in a significant need for machine learning
systems capable of providing accurate predictions while safeguarding patient privacy. Due to
rapid growth, current privacy-preserving federated tree models face significant computational
expenses, inadequate noise allocation methodologies, and losses in accuracy while
maintaining a trade-off between privacy and utility in both IID and non-IID scenarios. To
overcome the challenges, a privacy-focused extension of the Federated XGBoost architecture,
FedXGB-OptDP, has been developed. It integrates Hybrid optimisation techniques along with
the regularisation. A Depth-Adaptive Differential privacy (DAD), Noise—Aware Regularisation
(NAR), and a hybrid optimisation technique such as Genetic Algorithm (GA) and Bayesian
TPE search. The DAD-NAR is essential for adaptively regulating the allocation of privacy
budgets across tree depths, using calibrated Laplace Noise, and implementing noise-aware
node dropout-ensures that model stability throughout training while safeguarding privacy.
Each client executes GA-driven federated feature selection when combined with TPE—based
hyperparameter optimisation, facilitating efficient learning while maintaining data privacy.
Global aggregation is achieved through consensus-driven feature voting and weighted
averaging of hyperparameters, eliminating the necessity for complex cryptographic techniques
such as Homomorphic Encryption (HE) or Secure Multi-Party Computation (SMPC).
Experiments performed on five datasets across both IID and Non-IID configurations
demonstrate that our model consistently achieves high levels (up to 95-96%) while ensuring
robust privacy safeguards. It exceeds the performance of centralised XGBoost and prominent
federated baselines, including PrivaTree, FedXHDP, and FedBoost. Overall, the results show
that adaptive differential privacy, when integrated with optimisation, substantially enhances
the trade-off between privacy and utility, as well as the reliability and scalability of federated
decision-tree models. Hence, it provides a practicable, efficient, and highly precise solution
for privacy-preserving collaborative learning within real-world environments.

Keywords: Machine Learning, Federated Learning, Privacy, XGBoost, Optimisation techniques, Independent and
Identically Distributed data (IID) and Non-IID data, Depth Adaptive Differential privacy, Noise Aware
Regularisation, Genetic Algorithm, Tree Structured Parzen Estimator.

Introduction:

Nowadays, enormous amounts of data are collected and stored in databases all around
the world, reaching terabytes and growing quickly every year. The healthcare industry is one
of the world’s largest and most-intensive sectors, with hospitals and, clinics, and biomedical
research facilities all producing massive volumes of health-related data on daily basis. Data
privacy and security are essential in healthcare as they highlight the confidence between a
patient and their healthcare provider. When a patient feels trust in their healthcare provider,
they are more likely to continue treatment and follow medical treatment. High-quality
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healthcare services depend heavily on accurate, timely, and error-free diagnosis and treatment
planning. To accomplish this, advanced technology capable of processing huge amounts of
medical data are required. They introduced data mining concept, in which it is a techniques
that is more important for translating raw healthcare data into useful knowledge that can help
healthcare professionals in making better decisions and improving patient outcomes [1]. The
following part will discuss data mining in healthcare, machine learning in healthcare, and
privacy in healthcare.

1.1 Data Mining in Healthcare:

Data mining is the process of discovering meaningful patterns, trends, and insights from
large volumes of data These techniques are used in business area like marketing, risk
management, fraud detection, cybersecurity, medical diagnosis and mathematics [2]. It enables
the complete retrieval of information from previously unrecognised correlations within patient
data and supports the identification of key diagnostic patterns. The review identified Neural
Networks (NN) as the primary research area, closely combined with techniques such as Support
Vector Machines (SVM) and Decision Trees (DT), highlighting the importance of Machine
Learning(ML) in medical data mining. Moreover, in biomedical research [3][4], it is used to
identify the relationship between patient attributes and disease prediction.

Many researchers have utilised data mining to mine complex healthcare relationships,
which can produce disease diagnosis and predictive care in past decades, but have also faced
some problems. Increasing amount of big data in healthcare now a days, leads to enhanced
utilization of sophisticated datamining techniques to improve service delivery and optimize
decision making in healthcare [5]. In this techniques, predictive analytics, an essential
application of data-driven techniques, analysis past patient data to predict diseases progression,
hospital readmission or therapy efficiency. Thereby enhancing patient care and resource
distribution. Additionally, it highlight the use of Electronic Health Records (EHR’s) to predict
clinical situations by categorizing a predictive analytics as a substantial advancement of
datamining in healthcare [6].

1.2 Machine Learning in Healthcare:

Machine Learning is a subfield of Artificial Intelligent that allows computers learn from
the mistakes without being explicitly programmed. It uses algorithm to analyse the data,
identify the patterns and make predictions on new data. Methodologies enables computer to
identify complex and non-linear correlations within large medical datasets for diagnosis,
prognosis, and treatment enhancement. Thereby it reduces the human error. Prediction based
analysis used to determine suitable sample sizes, mitigate errors in data and enhance the
reliability of clinical research [7] [8]. Rule-based system historically constituted the basis for
artificial intelligence in medicine around the mid-20'" century. These algorithms depended on
human-defined logical rules to assess electrocardiogram (ECGs), identify conditions and
propose solutions [9].



However, they faced obstacles due to increased maintenance expenses, stringent regulations,
and limited scalability. The ML algorithms overcome these constraints by autonomously
extracting knowledge from data and revealing hidden patterns without the necessity traditional
development [10]. They are utilised in disease classification, medical imaging, risk assessment,
and treatment recommendation [11]. ML combined clinical expertise with computational
intelligence, delivering personalised, dynamic and data-driven healthcare solutions. Moreover
it is better than traditional diagnostic scenarios, covers advanced fields such as bioinformatics,
IoT-integrated healthcare, and reinforcement learning for clinical decision-making. Moreover,
machine-learning algorithms have significantly improved healthcare efficiency and cost
effectiveness by frequently analysing patient data, including genetic information [9], medical
history, and life style attributes, to provide personalised healthcare goal. In terms of optimising
medical dosage and personalising lifestyle recommendations for ongoing medical conditions
such as hypertension and diabetes. Hence, improving patient’s quality of life [ 13].Even medical
imaging has also benefited greatly from ML’s revolutionary impact. To improve diagnosis
accuracy and streamline image processing. AIML have become essential in handling prostate
cancer [14]. This technology advancement is supported by extensive datasets such as the
National Health and Nutrition Examination Survey (NHANES), which provides exhaustive
health and socio-demographic data for healthcare [15].

1.3 Privacy in Healthcare:

Sharing healthcare data is important of medical study because it can move forward and for
the creation of more advanced diagnostic systems, Industries can only share their data with
third party cloud or data tools if they are sure that privacy will be protected. Because it is very
important to protect right things, many healthcare providers are afraid to share patient
information, even though it is helpful for research. To overcome this problem, Privacy
Preserving Data Publication (PPDP) was introduced to protect people privacy while keeping
data for useful analysis [16]. Anonymisation and encryption are at heart of the most traditional
PPDP methods. Authentication, password management and encryption are all cryptographic
techniques, that provide strong security, but they are very hard to use with large amounts of
healthcare data [17]. So it not good for ongoing medical analysis, which needs be fast and able
to handle large amount of data. Differential Privacy (DP) and Homomorphic Encryption (HE)
have also have been studied recently to keep data safe. However, it may create a problem with
keeping the quality of data good. To protect privacy DP uses random noise, which can make
calculations less accurate if not set up correctly. On the other hand HE, it do calculations on
protected data but takes a long time to process [18].

The arrival of healthcare 5.0 has pushed the area of Healthcare Informatics (HI) towards
intelligent data-driven decision-making. This combines various resources, technologies, and
methodologies to improve medical data gathering and retrieval. However, handling such data
while maintaining patient anonymity is problematic. Healthcare data must be anonymised
before distribution, with access limited to authorised institutions, due to privacy rules and
patient permission requirements. This makes mistakes to create models that offer both high
predicted accuracy and privacy protection.



IBM Cost of Data Breach Report says that the prices of healthcare data breaches are
currently increased by 53.3% since 2020. The industry continues to have the highest cost of
data breaches of any industry, with losses of $10.93 million in 2023. Making sure healthcare
organisations follow rules like HIPAA and GDPR will lower the chance of data breaches, cut
down the financial losses, protect Patient privacy, and build trust with their patients. Hence,
healthcare organisations have to follow best practices, such as running training and education
program and education programs to teach patients and healthcare workers about their rights. It
includes ensuring that people give permission and know what information is being gathered
and how it will be used. Data minimisation is nothing but only collecting the data that is needed
and keeping it for as long as it is needed. Internal and external audits should be done on a
regular basis to identify and eliminate possible risks.

In this context, standard centralised ML systems have considerable disadvantages.

Collecting all patient data on a single server introduces single points of failure and data loss
due to network failure. Centralised systems are also vulnerable to cyberattacks, which may
damage sensitive patient data [19]. It frequently yields less accurate models since it is based on
a single data source, restricting generalisation across different patient populations. In order to
overcome these drawbacks, a Federated Learning (FL) has developed in 2016 , has a promising
approach that can allow multiple client/ Organisation to collaboratively train ML without
sharing the client's original information in order to protect from unknown or triparty theft. Each
client trains models locally and only model updates or model weight is transformed to server,
and server side it aggregate the updates to develop the global model. This process is called
decentralisation which can improve data privacy, minimise the risk related to data transmission,
and facilitates model personalisation while maintaining the robust predictive performance [20].
Even though it protects privacy, it suffers from privacy breaches such as shared gradients
during aggregation. To avoid this an Adaptive DP and secure optimisation techniques is used
to maintain optimal equilibrium between privacy and accuracy.
The main problem in centralised ML is protecting sensitive information while maintaining
model accuracy is most important. That is overcome by FL, distributed model training without
data exchange. Traditional period an privacy is maintained using methodologies like
Anonymisation, Homomorphic Encryption, Secure Multi-Party Computation (SMPC) but it
takes computational and communication cost. Hence, Differential Privacy (DP) has established
a lightweight non cryptographic technique and efficient alternative by employing an optimised
privacy-aware federated architecture that enhances both privacy preservation and model
efficiency in healthcare applications.

II RELATED WORK:

Privacy-Preserving Machine Learning (PPML) has emerged as an essential area of
research due to the growing dependence of ML models on sensitive healthcare data, including
patient medical information. Numerous studies have investigated privacy strategies for ML
models, concentrating mostly on inference rather than training due to computational expense
and low scalability of cryptographic primitives with huge datasets [21] [22],[23]. Early



research used safe two-party computation (2PC), additive secrete sharing, and Homomorphic
Encryption (HE) to facilitate privacy-preserving inference in decision trees and random forests
[24], [25] [26]. Although these approaches-maintained data security, their significant
computational and transmission overheads restricted their feasibility for real-time or large-
scale biological applications. To address the issue, academics are exploring federated learning
(FL) as a substitute for centralised in safe distributed training [27], [28][29], [30]
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Figure 1: Decision Tree

FL allows numerous data properties to jointly train a common model without the
transfer of raw data, presenting an appealing balance between data utility and privacy. [28]
Established the concept of federated averaging, where clients locally train models and transmit
only parameter updates to a central aggregator. This paradigm significantly diminishes data
exposure risk, rendering it appropriate for privacy-sensitive sectors such as healthcare [31].
Subsequent research expanded FL to tree-based models due to their interpretability and
efficiency in structured healthcare data [28],[27] & [32]. However, existing privacy-preserving
federated decision tree models faces challenges in effectively balancing accuracy,
computational efficiency, and privacy protection. Integrated DP with HE for multiparty
decision trees [33]; however, their approach was restricted to categorical data and experienced
accuracy deterioration due to the induction of noise. Similarly, [34] author utilised Shamir
secrete-sharing, which guaranteed secure distributed training but resulted in significant
communication cost and scalability issues.

In Traditional privacy-preserving methods such as K-anonymity, HE, and Secure
Multi-Party Computation (SMPC) [27],[35]&[36] gives theoretical assurance but show
inefficiency when implemented on extensive healthcare datasets. DP, initially introduced in
[37], has developed into a fundamental privacy-preserving framework and has been
implemented in numerous ML models, such as SVM (Support Vector Machine) and NN
(Neural Network) [38],[39] & [40]. Even though, DP protects privacy of individual by
introducing noise, in terms of trade-off between privacy vs utility, it reduces the accuracy
because noise is added. In [41], proposed a ID3 algorithm in Decision Tree (DT) that gives



formal guarantees but incorporates significant noise into split criteria, resulting in reduced
model quality. DP is also applied in Gradient-Boosted Decision Trees (GBDT) in distributed
environments; it produces accuracy loss due to the training of each tree using only local data
[42].

A federated ensemble tree model was proposed to address these difficulties. Presented
in [43], Federated GBDT (Gradient Boost Decision Tree) with gradient-based model selection
(F-GBDT-G), enhancing prediction performance but lacks adaptive noise allocation.
Conversely, [44]utilised a sequential update strategy that established a uniform privacy
threshold across all trees, leading to inconsistent privacy-utility trade-offs. Further, FL
methodology was extended to blockchain for transparent contribution monitoring, its
computing cost remain high[45]. Likewise, SecureGBM [44][33] and Secure DT [46]
integrated SMPC with DP to improve security; nevertheless, these approaches remained best
by significant inefficiencies at scale and demonstrated inadequate adaptability for non-I1ID
healthcare data.

Recent research has investigated federated random forest and XGBoost models for
distributed healthcare knowledge [47], [48],[49]. However, the majority of these
methodologies choose secure inference over training or suffer significant processing overhead
due to cryptographic processes. DPRF models shown by [48],[49] strive to balance privacy and
accuracy through the introduction of calibrated noise into the tree split; however, additional
noise frequently diminishes utility. Likewise, smooth-sensitivity algorithms [50] adjust noise
according to dataset sensitivity but do not completely resolve the privacy-utility trade-off.
Revocable Federated Random Forest (RevFRF) models [51]provide multi-party training with
adjustable privacy management; however, they exhibit significant complexity and instability
in noisy environments. The summary of this related work is explained in Table 1.

To enhance privacy and scalability, numerous researchers have suggested hybrid
frameworks that integrate FL with optimisation or blockchain technology. In [52], HE for
GBDTs, but the datasets to categorical features. [53] Addressed cryptographic limitations by
integrating FL with partial DP to improve computing performance. Still, both methodologies
encountered challenges with model interpretability and modification flexibility in medical
settings. Research conducted by [54] and [55] further diminished communication overheads by
additive secret sharing, however remained primarily focused on inference.

Even though considerable advancement has been achieved in privacy-preserving
federated decision tree learning, current methods focus on inference attacks, either suffer
significant computational expenses, or lack the ability to dynamically adjust privacy across
model layers. Moreover, non-IID healthcare data distributions and varied client resources
increases model imbalance and performance decrease.

The proposed Federated XGBoost with Adaptive Differential Privacy and Optimisation
(FedXGB-OptDP) presents an innovative hybrid framework that combines Depth-Adaptive
Differential Privacy (DAD) and Noise-Aware Regularization (NAR) with Genetic Algorithm
(GA) and Tree-structured Parzen Estimator (TPE) optimization to tackle these challenges. In
previous research [54][33] & [42] that utilise fixed privacy budgets, FedXGB-OptDP allocates
the privacy budget (¢) dynamically across tree depths-imposing less noise on shallow nodes
are more noise on deeper nodes-thereby improving split accuracy while maintaining privacy.
Additionally, GA and TPE collaboratively optimise features and hyperparameters at the client
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level to alleviate non-IID impacts and enhance convergence efficiency. The combination of
federated aggregation with adaptive DP guarantees equitable privacy-utility trade-offs,
scalability across diverse healthcare datasets, and protection against inference attacks, thus
addressing the drawbacks of previous privacy-preserving ML and FL-based decision tree
frameworks [56], [46]& [37].

IIT BACKGROUND

The background section highlights the basic concept necessary for understand our
proposed FedXGB-OptDP architecture. It discusses traditional DT algorithms, current privacy-
preserving machine learning techniques, the concept of FL, and the importance of DP in
distributed environments. It also includes optimisation algorithms that enhance accuracy and
stability under privacy limitations, providing the theoretical framework for the proposed

model.

3.1 Traditional Decision Tree Algorithm:

The main goal of traditional ML is to find trends in data that can be used to make
predictions about things like classification and regression. DT are very popular ML models
because they are easy to understand, don’t cost much to run, and can handle different types of
data [57]. A decision tree has root node, several internal decision nodes, and leaf nodes. Each
internal node tests a characteristic and divides the data based on the result until the leaf node
assigns a class label [58] shown in figure 1.

There are a number of well-known methods for building DTs. Quinlan created the ID3
(Iterative Dichotomizer 3) algorithm, which chooses attribute based on Information Gain.
However, it only works with categorical attributes and might be too good for small datasets
[59]. To fix these problems, an add-on called C4.5 was created that works with both continuous
and categorical attributes, handles missing values, and uses pruning methods to make
generalisation better [60].

Table 1: Summary of the related research work

Ref. No: | Method Limitations Privacy Attacks focused
Techniques
[21] Secure computation | High computation cost, not | SMPC Protect against data
framework scalable leakage during
collaborative learning
[22] HE to enable the Computationally expensive, | HE Prevents information
encrypted evaluation | large ciphertexts increase leakage in inference
of DT and network overhead attacks
classification
models.
[23] Additive secret Requires continuous Additive Secret | Attackers attempt to
sharing protocol communication and Sharing get knowledge from
synchronisation between shared computations
clients.




[24][25] | HE and SS (Secret Works only on inference not | HE+ Additive | Model output is

[26] Sharing) for secure training. Secrete protected
inference in DT and Sharing
random forests

[33] DP+ HE for multi- Only for categorical DP+HE Membership inference,
party Decision trees | features; accuracy loss due attribute inference

to noise.

[34] Shamir Secret High communication cost, Shamir Secret Collusion attacks,
Sharing for poor scalability. Sharing reconstruction attacks
distributed trees.

[43] Federated GBDT No adaptive privacy budget | FL+ Gradient- | Update inference
with gradient-based | allocation based selection | attacks
model selection

[44] Federated sequential | Uniform e distribution FL+DP Privacy leakage
update through imbalance

updates

[45] Blockchain- Very high computational FL Blockchain | Tampering malicious
supported Federated | cost updates
GBDT

[44](33] | SecureGBM with DP | Still heavy due to SMPC; SMPC+DP Gradient leakage,
+SMPC accuracy decreases collusion attacks

[46] Secure DT using Large communication SMPC Split inference attacks
SMPC overhead; not scalable

[47] Federated XGBoost | Mostly secure inference; FL+ basic DP Model inversion,

[48][49] training underexplored Membership inference

[48] [49] | Differentially Private | Noise reduces accuracy DP Reconstruction,
Random Forest attribute inference
(DPRF)

[50] Smooth sensitivity Fail to solve privacy-utility | Smooth Sensitive value
DP fully sensitivity DP | inference

[51] Revocable Federated | Complex design; unstable DP+ revocable | Inference attacks
Random Forest under noise keys

[52] HE for federated Supported only for HE Inference and feature
GBDTs categorical features leakage

[53] Partial DP in FL for | Limited interpretability, Partial DP Gradient leakage
gradient sharing complex design

[54] Additive SS+ DP for | Primarily inference, not SS+ DP Inference attacks
low communication | suitable for training during prediction

[55] Additive sharing for | Focus only on inference, Additive SS Reconstruction attacks
FL limited scalability

[35]11[36] | SMPC, HE K- Inefficient for a large SMPC, HE K- | Linkage attacks,
Anonymity for dataset. Anonymity reconstruction attacks.
PPML

[41] DP-based ID3 High noise on split criterion, | DP Membership inference,
algorithm - lower accuracy. attribute inference

[42] DP for GBDT in Accuracy drops, each tree DP Gradient-based
distributed. trained only. leakages.




Breiman developed CART (Classification and Regression Trees), which employs the
Gini Index for classification tasks and Mean Squared Error for regression analysis. It constructs
binary trees and prunes them to simplify their structure [61]. Although traditional DT
algorithms are efficient in centralised systems, they imply that all data is stored in a single
location. HIPAA (Health Insurance Portability and Accountability Act) and GDPR (General
Data Protection Regulations) are major data privacy laws, in which HIPAA protects health
information where GDPR covers all personal data, because in real-world healthcare
environments, data is scattered not only within organisation, outside the organisation also ,
hence data cannot be easily shared due to strict standards [62].

3.2 Privacy-Preserving Machine Learning:

Since ML is used in all sectors, protecting data privacy while maintaining model
efficacy is a more critical problem. Many techniques and models have been developed to
address these challenges, including HE, SMPC, DP and FL. These techniques provide various
approaches for protecting data and ensuring confidentiality throughout processing and analysis
[63]. Anonymisation is the traditional method that was used initially to generalise, suppress
and ensure K-anonymity of the data.

Initially, privacy-preservation techniques focused mainly on anonymisation methods
such as generalisation, suppression, and k-anonymity. A lot of research shows that even
anonymised data can be exploited to identify patient original information, especially if the
attackers have other relevant information [64]. As a result, ways of anonymisation alone are
not thought to be good enough for modern healthcare systems. To make privacy more secure,
encryption methods like HE and SMPC were created. These methods enable users to perform
encrypted or secretly shared data without revealing confidential information [65] [66]. These
methods theoretically protect privacy very well, but they require a lot of processing power,
which means they cannot be used for large-scale or real-time healthcare applications.

DP (Differential Privacy) has evolved as a more computationally efficient approach
that offers quantifiable privacy assurance by including carefully controlled noise into learning
processes [67]. It guarantees that the impact of any individual contribution does not
substantially affect the model’s output, therefore preventing attackers from obtaining
confidential patient information. Even though DP effectively gives a utility-privacy trade-off,
where enhancing privacy generally reduces model accuracy. However, the majority of PPML
methodologies assume centralised data storage, which is sometimes difficult in healthcare, as
data is distributed across various institutions due to legal constraints like HIPAA and GDPR.
This limitation has caused interest in FL, which allows multiple data owners to collaboratively
train models without revealing their original data [68]. When combined with DP and FL
provides both data governance and computational privacy guarantees, making it highly suitable
for real-world healthcare environments.

3.3 Federated Learning



Federated Learning (FL) is a collaborative and privacy-preserving ML approach where
a group of clients U = {1, N} collectively train an integrated global model under the control of
a central server, without transmitting their raw data. Each client trains s model locally with its
private dataset and only exchanges model parameters or updates, thus safeguarding data
confidentiality throughout the training process shown in Figure 2.
The FL training generally comprises three consecutive stages:

1. Parameter Initialization: Initially, the central server initialises the global model
parameters wo, including additional hyperparameters such as total number of
communication rounds T and number of participating clients per round K. The server

subsequently disseminates the initialised model wo to the chosen clients to initiate the
collaborative training process.

", Global
l ¢ \.71 model

- : Aggregation

shared model

e
] ,'v"'.

Client 1 Client 2 ClientK

Figure 2: Federated learning model

2. Local Training: Upon obtaining the global model w,_; each selected client K
conducts training on its local dataset Dy . Utilising stochastic gradient descent (SGD)
or similar optimisation algorithms. The procedure for local updates is given by:

W= we W (o 3, LG, ween), ) (1)
Where 1 is the learning rate, B is a mini-batch sampled fromDy, and L (.) is the loss
function. After completing local training, each client sends only the updated model

parameters Wt(k) back to the server.
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3. Global aggregation: The server combines the information obtained from local
models to update the global model. The main aggregation method used is Federated
Averaging (FedAvg), as mentioned below:

_ VK [Dk | (k)
Wi Zk=1211§=1|Dk|Wt 2

The modified effect of each client is weighted based on the size of its dataset. The
revised global model w, is subsequently redistributed among the clients for the next
training round. This iterative procedure continues until convergence is achieved.

3.4 Differential Privacy in Federated learning:

DP has become a prevalent privacy-preserving approach in FL, offering robust
theoretical assurances against the exposure of sensitive information via shared model updates.
In the traditional DP method, privacy safeguards guarantee that the inclusion or exclusion of
singular record has minimal impacts on the models output. A mechanism M satisfies e-
Differential Privacy if, for any pair of adjacent datasets D1 and D2 for any output S within the
range of M, the probability ratio is satisfied:

Pr [M (D))€S] < ¢ Pr [M(D,) €S] 3)

Where € denotes the privacy budget that regulates the balance between privacy and
utility [37]. The privacy loss is dependent upon the sensitivity of the function f to change in the
dataset, defined as AS = maxp, p,|| £ (D1) - £ (D2)||. To achieve DP during model training,

methodologies like the Exponential Mechanism introduce calculated noise in propagation to
sensitivity, expressed as:

M (D)oc exp ( 102 )

Where q (D, r) is a quality score that quantifies the extent to which output r aligns with
the data [37][69]. In FL, DP is implemented by introducing noise to local model gradients or
parameter updates before aggregation. This safeguards the sensitive information from being
reconstructed by the server while facilitating collaborative model training [70]. However, the
system accuracy may be affected by noise injection; thus, it is critical to find a balance between
privacy and efficiency. Personalised noise scale optimisation frameworks and DP optimisation
frameworks have been developed to collaboratively minimise global loss and privacy leakage,
thereby improving the overall performance of model comparison to the fixed-noise approach
[71]. Furthermore, clustered and adaptive DP-FL strategies offers significant benefit in non-
IID data environments that are found in healthcare and IoT applications, as they modify noise
level according to data heterogeneity and client-specific features [72][73].

3.5 Optimization in Privacy-Aware Federated Learning:
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Optimisation is essential for enhancing the efficiency and accuracy of privacy-
aware FL, especially in the concept of constraints like heterogeneous data, varying device
capabilities, and performance decoration results from DP noise. Meta-heuristic optimisation
techniques have shown improvement in feature selection and model stability in privacy-
restricted environments. Hybrid methodologies, such as SOA-TEQO, significantly diminish
redundant features while improving classification accuracy [74]. Similarly, hybrid algorithms
such as GWO-CSA ( Grey Wolf Optimisation — Crow Search Algorithm) and SHO-SA
(Spotted Hyena Optimiser — Simulated Annealing) improve the search efficiency for
discovering appropriate feature subsets in high-dimensional biological datasets [75] [76]. In
FL, improving customer involvement is essential, as the quality of each client’s inputs affects
global model convergence. Some methods, like FedBoost, use Bayesian estimates to give more
weight to clients who are likely to provide important updates [77]. Another method, FedCSGA,
uses genetic algorithms to deal with system and data variations in client selection [78].

Additionally, models like IGA-XGBoost concurrently optimise hyperparameters and
feature selection to improve prediction efficacy [79]. This study shows that integrating adaptive
optimisation into FL can maintain privacy while improving model utility, thereby providing
the justification for our proposed FedXGB-OptDP framework, which combines DP with
optimised gradient boosting and adaptive aggregation to achieve an improved equilibrium
between privacy and performance.

Key Contribution:

FedXGB-OptDP, a privacy-aware and optimisation-enhanced federated XGBoost
framework specifically designed for healthcare data analysis, is introduced in this work. The
following is an overview of key contributions:

1. Federated XGBoost with Differential Privacy: To enhance the standard XGBoost
model for FL by integrating Hierarchical Differential Privacy (HDP) into the tree-
building process. The global decision structure is preserved while fine-grained patient-
specific patterns are protected by adaptively inserting privacy noise at the root,
intermediate, and leaf nodes.

2. DAD-NAR regularisation for stability under noise:

A combined Depth-Adaptive Dropout (DAD) and Noise-Aware Regularisation (NAR)
mechanism is introduced to address training instability induced by DP noise. DAD
prevents deeper divides that are vulnerable to overfitting, while NAR modifies the
regularisation strength in accordance with the noise magnitude, thereby guaranteeing
enhanced generalisation and model robustness.

3. Optimisation-based client-side learning:

Each federated client performs Genetic Algorithm (GA)-based feature selection to train
only the most informative attribute, and Tree-Structured Parzen Estimator (TPE)
hyperparameter tuning to optimise XGBoost parameters locally, thereby improving
effectiveness without sharing raw data.

4. Privacy-Preserving Model Aggregation:
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We aggregate only model parameters, selected feature indices, and optimised
hyperparameters, rather than relying on computationally high-cost cryptographic
methods (HE, SMPC).Hence, this approach guarantees that both scalable and
lightweight, making it appropriate for real-world healthcare environments.

5. Consensus-Driven Global Model Development: The server combines important
features, average modified hyperparameters, and re-train a global XGBoost model,
ensuring a consistent model architecture among clients while preserving the advantages
of personalized insights from distributed training data.

6. Privacy-Utility Trade-Offs:

A complete analysis of the datasets indicates that FedXGB-OptDP frequently achieves
superior accuracy and F1-scores within strong privacy constraints when compared to
baseline federated boosting and DP-based decision tree models. Finally, our model is
compared with IID and Non-IID (Independent and Identically Distributed & Non-
Independent Identically Distributed) data.

IV PROCEDURE:

FedXGB-OptDP, a privacy-preserving federated learning framework using optimised
XGBoost and adaptable DP. To improve learning efficiency without sharing raw data the
model uses GA-based feature selection and TPE hyperparameter adjustment at each client. A
DAD-NAR regularization system stabilises training under DP noise using depth-adaptive
dropout and noise-aware filtering. Then the trained XGBoost model is moved to server. The
server does global model reconstruction and consensus feature aggregation without requiring
cryptographic techniques. Compared to the previous base model, our model shows better
accuracy and privacy utility trade-offs. Our model flow is shown in figure 3.

A. Data Pre-processing:

The initial phase of the FedXGB-OptDP framework development is data pre-processing and
normalisation, which guarantees that the data has been cleaned and transformed into a usable
format. The EEG (Electroencephalogram) Eye state dataset, the Diabetic dataset, and the
Obesity dataset are the datasets that we are utilising in this research. These datasets contain
both categorical and numerical attributes and features. The dataset is initially imported and
examined to identify numerical and categorical attributes. In order to convert nominal values
into discrete integer representations, categorical features are transformed using Label
Encoding. Strategic partitioning is employed to ensure class balance by dividing the dataset
into two subsets: Train-Validation (85%) and Global Test (15%). The feature distributions are
normalised by fitting a Standard Scaler to the training features and subsequently applying it to
both the training and test sets. Allow the pre-processed dataset to be represented as:
X€ERnxd,y€{l,2... C} Xisapoint in the nx d ring, and y is a point in the set {1, 2, C}.
Where n represents the number of samples, d represents the number of features, and C
represents the number of classes.
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B. Federated Client simulation:

In client, the training set is divided into three non-overlapping client datasets via Stratified
Shuffle Split, hence maintaining the class distribution within each client in alignment with the
overall dataset. Each client c € {1, 2, 3} is allocated a unique local dataset denoted as (X(°, y')
ensuring balanced label distributions among clients. No raw data is transmitted or centralised
in this process; each client maintains its local dataset and conducts training independently. This
configuration simulates a federated learning environment, ensuring privacy is maintained as no
data exists in the client domain and no central aggregation of raw samples takes place was
shown in architecture diagram figure 4.

C. Differential Privacy Configuration:

The proposed model FedXGB-OptDP includes a DAD-NAR++ privacy control module that
manages the privacy-utility balance during client-side model training. The configuration has
four important parameters.

Table 2: Parameters and their roles

Parameter Role
€ Local differential privacy budget controlling noise intensity
o Depth-adaptive decay factor controlling how privacy changes across tree layers
B Node dropout coefficient influencing the likelihood of skipping deeper splits
Ao Regularization scaling factor applied to stabilize training under noise

i.  Laplace noise injection:

During the federated training process, each client calculates local statistical metrics,
such as gradients, split gains, or class distributions, to inform the design of decision
nodes. Nonetheless, these numbers may unknowingly disclose sensitive information
regarding the underlying data. DAD-NAR-++ prevents leakage by applying Laplace
noise to the data points before sending them to the server. Specifically, if g denotes the
locally computed parameter, the transmitted value is expressed as g~ = g + (1/€).
Where € represents the client's local differential privacy budget. The noise protects
small variations in individual data points, hence minimising the probability that an
outsider might deduce personal information. The additional noise is carefully
controlled to maintain privacy without significantly affecting the model's learning
capacity. The important parameters used for our model are shown in Table 2.
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Figure 3: Flow diagram of FedXGB-OptDP

ii.  Depth-Adaptive privacy control:
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The privacy requirements vary at different levels for the decision tree. Deeper nodes
reflects smaller, more particular subsets within the population and are hence more
sensitive, whereas nodes nearest to the root reflect broad data features and present
comparatively low privacy risk. DAD-NAR provides a depth-adaptive privacy
technique to resolve this issue. The effective privacy budget decreases as the depth of
the tree increases, as expressed by a mathematical equation: € d=e-e - ad. The privacy
budget decreases as the depth d increases, which leads to a more robust noise injection.
This exponentially increasing privacy protection resulting in more effective noise
injection. This rapid improvement in privacy protection ensures that complex pattern,
capable of disclosing private attribute, or identifying person, are safeguard with more
accuracy. Therefore, the model produces a reasonable balance between providing
enhanced privacy at deeper, more sensitive levels and maintaining predictive
performance at higher levels of the classification system in tree.

ili.  Noise-aware node dropout:

As the tree gets deeper, noise may get worse, making split choices in deeper nodes
less reliable. In addition, deep splits are more likely to lead to overfitting and may
show sensitive patterns that are unique to a grouping. Noise-aware node dropout is
used by DAD-NAR to stop both overfitting and privacy leaks. This approach involves
the removal of a node at depth d with a probability of P arop () =1 — e ~#4. This
mechanism essentially stops the tree from growing into unnecessary portions of the
data by making it more likely that deeper node will not be reached. Not only does
dropping lower nodes protect privacy, but also it makes generalisation better because
the model stops learning unstable patterns that come from noisy data. Hence, this
creates a tree structure that is safe and strong, as well as smaller and more aware of
privacy

D. FEATURE SELECTION THROUGH GENETIC ALGORITHM:

In order to mitigate feature redundancy and improve the selective capabilities of the model,
each client conducts Genetic Algorithm (GA)-based feature selection locally, without
disclosing intermediate evaluation metrics or feature significance scores to the server. In this
representation, each prospective feature subset is encoded as a binary chromosome: z = [z, 2>
..., zd], where z=1. The value of 1 indicates that the i feature of the it is included, while zi
=0.

The absence is indicated by the value of 0. The GA evolves populations of these
chromosomes through mutation, crossover, and selection. The validation accuracy of an
XGBoost classifier trained on the specified subset of features is used to calculate the fitness
of each chromosome. Fitness is synonymous with accuracy (v [:,]). Fitness = accuracy val

(X[:,z]).
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Figure 4: Architecture of FedXGB-OptDP

The GA indirectly attempts compressed subsets of features that optimise predictive
performance while minimising redundancy over successive generations. Each client retains its
top-k most informative features based on the highest-fitness chromosomes once convergence
is achieved or a stopping condition is met. By making sure that each client only sends the most
useful set of features to the federated training process, the computational complexity is lowered
while efficiency is increased, although strict confidentiality and privacy are maintained.

E. HYPERPARAMETER OPTIMIZATION:

Each client adapts its own hyperparameters to make the model run better after choosing
features, before global aggregation take place. The optimisation is mainly done on important
XGBoost factors like learning rate, Max _depth, and estimators. The Tree-structured Parzen
Estimator (TPE) method from the Hyperopt library is used to quickly look through the
hyperparameter search field. TPE creates a numerical model of the desired function and
chooses parameter settings that are likely to improve validation performance. In each trial, an
XGBoost model is trained with given hyperparameters and then tested on the local validation
group. The implementation that works highest will be stored as the most effective local
hyperparameter setting for that client. The global hyperparameter tuning makes sure each
client’s model is adaptively tuned to how data is distributed in its area. This improves the
quality of downstream aggregation while protecting data privacy.

F. LOCAL MODEL TRAINING:

As part of the DAD-NAR privacy framework, each client starts local model training once
hyperparameter optimisation and feature selection are done. Because the GA process choose a
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subset of features, the model only looks at the most distinguishing ones. This cuts down on
duplication and improves the decision limits. After that, the optimum hyperparameters that are
found through TPE tuning are used to set up an XGBoost classifier so that it fits the local data
distribution. To keep private information from getting out though model structure or gradient
information and to protect sensitive local patterns, Laplace noise injection, depth-adaptive
privacy scaling, and probabilistic node dropout are used during the training process. When
training s over, each client creates a pair M), F(c) and P() Where M) is the trained privacy-
preserving model, F(c) is the set of chosen features indices used in training, and Py is the final
set optimised hyperparameters. It is very important to remember that server only gets these
model errors. Any unprocessed data stays locally, which protects the privacy of all data.

G. FEDERATED AGGREGATION:

After local training is done, the server manages the federated aggregation process, ensuring
that no raw data is transmitted or centralised from the client. Instead, each client transmits only
its selected feature subset F)and optimised hyperparameter set P(c) along with obtained model
parameters.

a) Feature Consensus Aggregation:

The server implements a consensus-based feature voting strategy to establish a unified
global feature space. The top-K most frequently selected features are retained as the global set,
and each feature index is counted across client selections.

Fglobal = TOP'K ( UC=1 F(C))

This ensures that the final global model consists purely of highly informative and mutually

accepted features, hence improving generalisability and preventing client-specific bias.

b) Hyperparameter Averaging:

The server subsequently calculates the global hyperparameter configuration by aggregating
the corresponding hyperparameters from client-trained models:

Pgiobal (i) =% E_ PO () (5)

The total number of clients is represented by c¢. Hyperparameters that must remain integer-
constrained (e.g., n_estimators, Max_depth, Min_child weight) are adjusted carefully to
avoid overfitting while maintaining model accuracy. The step guarantees that strict privacy
are maintained while establishing an integrated global setup that can be used for server-side
model retraining by aggregating purely model information and not data itself.

H. GLOBAL MODEL RETRAINING:

After the creation of the global feature set F gobal and aggregation of hyperparameters P
global after completion, the server generates the global XGBoost model. The model is trained
exclusively on the standard training subset of the original dataset, restricted to the consensus-
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selected feature indices, specifically, X train [: F global] with corresponding labels y _train.
Subsequently, add up all hyperparameters, they show how all the clients usually learn, making
it a fair setup that works with any local data distribution. A smaller learning rate and more
boosting rounds are used during global retraining to improve stability and prevent overfitting.
This makes the preparation phase easier and more efficient. The aggregated hyperparameters
reflect the average learning behaviour of all clients, providing a balanced configuration that
generalises across local data distributions. To enhance stability and mitigate overfitting during
global retraining, a diminished learning rate and an augmented number of boosting rounds are
utilised, facilitating a slower and more regulated optimisation process.

The resultant global model thereby includes a privacy-preserving majority among all
clients, attaining enhanced performance without necessitating direct data sharing. Algorithm
shows step by step procedure how federated XGBoost with optimized differential privacy using
GA and Bayesian achieve efficient and secure training.

Algorithm 1 FedXGB-OptDP

Input:

D.= {X,, yc} =Local dataset for each client ¢
C - Number of clients

Nt — Number of trees

d = Maximum depth

€,0,p = Privacy parameters

GA - Genetic Algorithm

TPE — Hyperparameter Optimiser

Output:

Global Model Mgiobal

Phase 1: Data Processing (Client-Side)

For each client c=1...C:
1. Pre-process D. — encode categorical features and normalise numeric values.
2. Apply Genetic Algorithm to select optimal feature subset:
F.=GA_ Select (X, yc)
3. Apply TPE optimisation to tune model hyperparameters:
P.=TPE Optimize (X, yc)

Phase 2: Local model training with DAD-NAR++ privacy

1. [Initialise local XGBoost model.
2. Foreachtreet=1— Nr:
3. For each node level K(depth):
(i) Depth-Adaptive Privacy Allocation: ex= €.e
(i1) Laplace Noise Injection to split statistics: § = g + Laplace (i)

(iii)Noise-Aware Node Dropout: Purop(K) = 1-e*
(iv) If rand () < Pgrop(K) THEN convert node to leaf and stop expansion.
(V) Otherwise, perform a split using noisy gain with selected features F.
4. Store trained local model M,
5. Each client sends only (M, F¢, P¢) to the server.
6. No raw data is shared.
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Phase 3: Federated Aggregation (Server-Side)

1. Global Feature Consensus: Fgiobal = Top-k (frequency (Fc))
2. Hyperparameter Aggregation: P giobal (i) = %zgﬂ P.(i)
3. Global Model Parameter Aggregation: M giopat = Aggregate (Mc)

Phase 4: Find Global Training and Prediction

1. Retrain using global features and parameters:
M global — Train (Xtrain [: Fglobal], Yitrain, P global)
2. Predict on global test set: ¥ =M giobal (Xiest)
End

V EXPERIMENTAL RESULT

The experimental results show that our model is effective on several kinds of datasets, such
as EEG Eye State, Diabetes, Obesity, Breast Cancer, and Housing Price.

5.1 IMPLEMENTATION:

In the FedXGB-OptDP approach, the training data is initially pre-processed by encoding
categorical attributes and normalising numerical values to guarantee steady learning. Then,
the Genetic Algorithm (GA) is employed to discover a compact and discriminative subset of
features by evaluating different feature combinations recorded as binary chromosomes, where
fitness corresponds to validation accuracy. This stage removes irrelevant and noisy features,
so the model learns only from useful inputs. On the smaller feature space, TPE-based
hyperparameter optimisation fine-tunes learning rate, tree depth, and boosting rounds,
allowing the model to react to the underlying data features rather than depending on fixed or
human parameter values. After both feature selection and parameter tuning are completed,
training proceeds under the DAD-NAR privacy mechanism, which includes Laplace noise
injection to gradient-based split statistics, depth-adaptive privacy scaling that increases noise
deeper in the tree, and noise-aware node dropout to prevent overfitting and avoid revealing
sensitive subgroup patterns. The process provides an XGBoost model that was trained locally
while protecting privacy, along with its chosen feature indices and optimised hyperparameters.
The outputs, which include the trained model parameters, the chosen feature subset, and the
optimised hyperparameters, are sent to the aggregation process. The original data, on the other
hand, remains local and confidential. This approach makes users to share the information they
have successfully learnt, which helps them to work together to build models, while protecting
private data from being viewed or exchanged.

5.1.1 EEG DATASET RESULT COMPARISON:
The dataset comprises of brainwave data obtained through Electroencephalography

(EEG). The main objective of this EEG eye state is whether an individual’s eyes are open or
closed. Our model EEG data is spread across multiple devices or organisation, comprises of
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14,981 records, and make classification to predict accuracy in terms of privacy. Accuracy is
given in horizontally portioned data shown in Figure 5- 9.
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Figure 9: Depth Adaptive Epsilon Allocation

The accuracy in Figure 5. Shows that the model converged effectively, achieved 0.9377
with an F1 score of 0.9314, and approximately 100 boosting rounds. The log loss curve shown
in fig.6 shows that substantial decrease during early boosting stages, which indicates that the
model achieved a proper balance between learning and generalisation, to prevent overfitting.
The confusion matrix in fig.8 produced 2154 true negatives, 1684 true positives, 232 false
positives, and 424 false negatives, indicating significant selective capacity. In the regularisation
process DAD-NAR, a consistent reduction in epsilon values as tree depth increased, thereby
improving privacy preservation for deeper and more sensitive splits. This adaptive technique
shows balances between privacy and utility, hence preventing a significant decrease in
accuracy in accordance with DP standards. The results shows that the model FedXGB-OptDP
produce strong privacy, making it appropriate for secure and distributed EEG data signal
processing

5.1.2 DIABETES DATASET RESULT COMPARISON:

In early stage of prediction of diabetes is crucial for improving patient outcomes , which can

make use of disease management and appropriate treatment. Many research developing this
better and better now days in terms of accuracy for diabetes patients. Our dataset comprises of
70,693 patient records. In traditional centralised system privacy is maintained with only one
organisation no more that one organisation in that. In FedXGB-OptDP model enables multiple
clients or organisation utilises shared model while protecting a personal data through hybrid
optimised (GA+TPE) differential privacy. The evaluation analyses trade of between privacy
and utility across various privacy configuration (¢ values). The data set was divided into three
client, each of which used XGBoost, hyperparameter optimisation, and GA-driven feature
selection to find the post predictive clinical features. The procedure used optimised DP for
model updates. Only model parameters were safely collected at the server after local training,
without patient data. Classification where made at the dataset, where model performed
uniformly across all three regions, achieving individual accuracy rates of 0.7392, 0.7542 and
0.7311 respectively. After aggregation accuracy is 0.7415 and F1-score of 0.7513, indicating
strong predictive performance.
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The consensus feature selection identified ten frequency-selected clinical signals,
demonstrating the models, interpretability and usability for medical decision-making.
FedXGB-OptDP protects patient privacy and makes accurate predictions, making it feasible
option for collaborative healthcare analytics in multi-institutional organisation. The results are
shown in Figure 10-14.
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Figure 14: Feature correlation Heat map on Diabetes Dataset

5.1.3 OBESITY DATASET RESULT COMPARISON:

This dataset uses 2,112 obesity records with various medical and lifestyle variables.
This classification splits class 0 —not obesity, which includes people with insufficient weight
or normal weight, whereas class 1 includes those with overweight levels I, 11, or III. Preventive
healthcare requires early obesity risk diagnosis, which this binary classification provides. The
suggested federated DAD-NAR model used local hyperparameter optimisation and feature
selection, while consensus-based feature aggregation ensured the system's exclusive use of the
most informative features. The final FL global model outperformed client models with 95.27%
accuracy and strong performance. The depth adaptive epsilon decay balances privacy and
model utility, while accuracy and log-loss curves converged efficiently. The confusion matrix
shows the model's strong discrimination with little misclassification. These results confirm that
the privacy-conscious federated strategy is highly effective for early obesity detection in

practical remote healthcare settings. The results are shown in Figure 15-19.
Depth-Adaptive Epsilon Decay (DAD-NAR++)
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Figure 19: Feature correlation Heat map on Obesity Dataset

5.1.4 BREAST CANCER DATASET RESULT COMPARISON:

The Breast Cancer Wisconsin dataset comprises 569 samples and 32 features, providing
a generally huge binary classification task. The proposed model demonstrates robust predictive
accuracy across federated clients. The accuracy curve indicates that the model converges
frequently, achieving a global test accuracy of approximately 95-96% within the initial 15-20
boosting cycles. The confusion matrix further confirms this, accurately classifying 70 benign
and 39 malignant samples, with only a minimal number of misclassifications. Further,
compared to convolutional Federated XGBoost, lacking privacy mechanisms or optimisation,
the proposed approach preserves nearly equivalent accuracy while incorporating depth-
adaptive e-decay. Thereby enhancing privacy safeguards. The DAD-NAR epsilon decay
pattern indicates that the noise introduced for privacy purposes diminishes at deeper levels of
tree, thereby mitigating training imbalance. The Feature-correlation heat maps also shows
substantial relationship between genetic feature selection qualities, including radius, perimeter,
area, and concavity. The suggested model achieves optimal utility-privacy protections,
outperforming current methods. Along with this, tested with non-healthcare scenarios also.
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House price dataset to test our federated system in non-healthcare settings. The dataset has 545
entries and 13 characteristics from three federated clients. Each customer used a genetic
algorithm to optimise hyperparameters and choose features. Due to differences in local data,
client 1 had robust result with an accuracy of 0.8909, client 2 moderates with 0.7091, and client
3 inferior with 0.5455. After aggregation, the global model achieved an accuracy of 0.7152 and
an Fl-score of 0.7516, indicating variations in data quality among the clients. The primary
features identified-[1, 3, 0, 2, 4], representing area, bathrooms, bedrooms, and were uniformly
selected by all clients, showing their significance in predicting house categories. Hence, dataset
shows the adaptability and strength of our model beyond healthcare contexts, validating that
the federated methodology with GA-based feature selection is suitable for various real-world
applications.
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Correlation Heatmap (Selected Features Only)
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Figure 24: Feature correlation Heat map on Breast Cancer dataset

In Figure 25 shows the accuracy curves for multiple optimisation strategies,
demonstrating how each optimiser affects the model's convergence behaviour with datasets
such as ACO (Ant Colony Optimisation), CS (Cuckoo Search), FPA (Flower Pollination
Algorithm), PSO (Particle Swarm Optimisation), SCA (Sine Cosine Algorithm), SSA (Slap
Swarm Algorithm), and hybrid GA+BO (Genetic Algorithm) and Bayesian Optimisation)
algorithm and the values are shown in table 3.
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Figure 25: Comparison of Optimization Techniques and Hybrid FedXGB-OptDP Accuracy Across
Multiple Datasets”
Table 4 summarises the performance of the proposed FedXGB-OptDP model on five

datasets. The results compare centralised XGBoost, privacy-only XGBoost, federated
XGBoost without DP, and our optimised DP-based federated approach. FedXGB-OptDP
achieves the highest accuracy for EEG and obesity datasets, demonstrating significant utility
even under privacy constraints. Breast Cancer and House Pricing show slight accuracy drops,
but overall performance is stable. Overall, the analysis shows that FedXGB-OptDP balances
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privacy and accuracy better than other model. Despite uniform experimental settings, the
suggested model consistently outperforms the others by supporting federated learning and DP
with improved accuracy. Random Forest, Adaboost, and Gradient Boosting work without
privacy noise or federated constraints, however, FedXGB-OptDP performs better across
datasets. The proposed model remains predictive even under stricter privacy limitations. As
shown in table 5, its reliability under these situations illustrates its robustness, adaptability, and
applicability for real-world applications.

Table 3: Comparison with other optimisation techniques with FedXGB-OptDP

Dataset ACO CS FPA PSO SCA SSA FedXGB-OptDP
(GA+BO)
BreastCW 0.8584 | 0.9503 | 0.9649 | 0.9326 | 0.9637 | 0.9557 | 0.9298
Congressional 0.7688 | 0.8349 | 0.8518 | 0.8119 | 0.8495 | 0.8528 | 0.9470
Connect Bench 0.6827 | 0.7692 | 0.8538 | 0.7885 | 0.8606 | 0.8183 | 0.8413
Dermatology 0.6501 | 0.7978 | 0.9716 | 0.8077 | 0.9590 | 0.8716 | 0.7445
Drug consumption 0.6691 | 0.7041 | 0.7075 | 0.6740 | 0.6883 | 0.7021 | 0.6014
Glass 0.4836 | 0.6953 | 0.9869 | 0.7972 | 0.9822 | 0.9860 | 0.6212
Heart 0.6761 | 0.7556 | 0.7993 | 0.6370 | 0.7704 | 0.7830 | 0.8602
Hepatitis 0.5337 | 0.5513 | 0.6628 | 0.5436 | 0.6462 | 0.5769 | 0.8750
Horse colic 0.6625 | 0.6987 | 0.7573 | 0.6153 | 0.7533 | 0.7567 | 0.7444
ILPD 0.6093 | 0.6637 | 0.6938 | 0.6428 | 0.6966 | 0.6777 | 0.7797
Tonosphere 0.8272 | 0.8693 | 0.8949 | 0.8375 | 0.8938 | 0.8722 | 0.9039
Thoraric Surgery 0.7251 | 0.7736 | 0.8353 | 0.7579 | 0.8247 | 0.7940 | 0.9022
Tic-tac-toe 0.5995 | 0.7290 | 0.7843 | 0.6116 | 0.7568 | 0.7626 | 0.8299
Z00 0.7517 | 09137 | 0.9725 | 0.8353 | 0.9647 | 0.9216 | 0.9677

Hence, the proposed architecture exhibits excellent overall performance, achieving the highest
accuracy on the EEG, Obesity, and Breast Cancer datasets, while also yielding robust and
reliable results on the Diabetes and House Pricing datasets. Table 6 shows that suggested
approach outperforms PrivaTree, FedXHDP, and FedBoost in numerous usage, proving its
robustness and efficacy in federated and privacy preserving systems.

Table 4: Ablation results of all 5 datasets.

FedXGB- | Centralised model | Privacy with | XGBoost with FL | Horizontal Partitioning

OptDP (No privacy, only | XGBoost (Without | (Without DP) (Accuracy) FedXGB-
with XGBoost) FL) OptDP

Dataset Accuracy | FI- Accuracy | F1- Accuracy | F1-Score | Accuracy | F1-Score

Score Score

EEG 0.9263 0.9262 | 0.8531 0.8283 | 0.9252 0.9252 0.9377 0.9314

dataset

Diabetes | 0.7501 0.7621 | 0.7265 0.7367 | 0.7467 0.7460 0.7415 0.7513

Obesity 0.9621 0.9624 | 0.7161 0.7000 | 0.9117 09118 0.9527 0.9526
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Breast 0.9649 0.9726 | 0.9386 0.9510 | 0.9386 0.9504 0.9415 0.9148

cancer

House 0.7956 0.7971 | 0.5036 0.4603 | 0.7737 0.7832 0.7152 0.7516

pricing

Table 5: Other model comparison:

Differen | EEG dataset Diabetes Obesity Breast cancer House pricing

tmodels | Accura | FI- Accura | Fl1- Accura | Fl- Accura | Fl1- Accura | Fl1-
cy Score | cy Score | ¢y Score | ¢y Score | ¢y Score

FedXG | 0.9377 0.931 | 0.7415 0.751 | 0.9527 0.952 | 0.9415 0.914 | 0.7152 0.751

B- 4 3 6 8 6

OptDP

Random | 0.9157 0.910 | 0.6956 0.699 | 0.9464 0.946 | 0.9415 0.918 | 0.7988 0.795

Forest 5 9 9 3 0

Ada- 0.8400 0.806 | 0.7300 0.732 | 0.8511 0.882 | 0.9240 0.896 | 0.7805 0.783

Boostin 2 3 5 5 1

g

Gradient | 0.9413 0.932 | 0.7334 0.744 | 0.9621 0.962 | 0.9123 0.885 | 0.7134 0.728

Boostin 4 6 3 1 3

g

Table 6: Comparison of accuracy value with existing work

Model Name EEG dataset Diabetes Obesity Breast cancer House pricing
FedXGB- 0.9377 0.7415 0.9587 0.9415 0.7152
OptDP(Proposed
work)

PrivaTree 0.8050 0.7220 0.8640 - -
FedXHDP 0.8561 0.7561 0.9551 - -
FedBoost - - - 0.9400 R2~0.70 - 0.82

Table 7 summarises our model hyperparameters for each datasets. All datasets show a
consistent tuning pattern: moderate tree depth, balanced sampke ratios, and calibrated learning
rates for stable independent convergence. Most datasets use DART boosting to redce
overfitting, while depth-adaptive DP limits training noise. Each datasets shows the core
consensus features identified during optimisation, stressing the traits that model influenced the
models final judgements.

Table 7: Values of hyperparameters:

Parameter EEG Dataset Diabetes Obesity Breast cancer | Housing price
dataset dataset
Max_depth 6 5 6 4 6
Objective Binary: logistic | Binary: logistic | Multi-class Binary: Binary: logistic
classification logistic
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Min_child weight | 3 2 3 3 3
Rate drop 0.25 0.3 - 0.1 -
Skip drop 0.20 0.25 - 0.5 -
n-estimators 250 200 800 100 230
Learning rate 0.08 0.12 0.045 0.1 0.084
Subsample 0.85 0.85 0.82 0.8 0.86
Colsample bytree | 0.75 0.8 0.78 0.8 0.77
Alpha (L1 reg) 0.4 0.5 1.2 0.1 -
Reg lambda (L2 | 1.2 1.1 2.1 1.1 1.24
reg)
Gamma (Split | 0.1 0.2 0.6 0.1 0.1°8
penalty)
Eval metric logloss logloss mlogloss logloss logloss
Booster Dart (DAD- | Dart (DAD- | Gbtree (with | Dart Dart
Dropout Dropout DAD)
Additive Trees) | Additive Trees)
Epsilon-DP noise | 1.0(adaptive 1.0(adaptive 2.0 (Depth- | 0.5 Root-5.0,
level decreased decreased Adaptive Middle-2.0,
during  depth | during depth | Differential Leaf- 0.5.
growth) growth) privacy)
Top consensus | [2,6,10,8,13,1, | [2,5,7,9,11,13, | [1,2,3,5,7,9, | [12,0,7,1,8,11, | [1,3,0,2,4]
features 5,3,9,12] 15,17,18, 20] 11, 12, 13, 16, | 10 ,4,16,15]
18, 19, 21, 22]

VI. Comparison of IID & Non-IID Data:

An extensive comparison was performed on IID (Independent and Identically
Distributed Data) and Non-IID (Non-Independent and Identically Distributed Data) training
settings to evaluate the durability of our federated model across realistic data distributions.
because, in practical federated environments—particularly in healthcare—clients rarely have
identically distributed data. Hence, divergence in patient demographics, hospital apparatus,
collection methodologies, or regional health trends naturally results in non-1ID datasets, this
approach is essential. Hence, to assess the adaptability of our model in different environments,
we evaluated its performance across five datasets shown in table 8. The findings indicate that
our model regularly demonstrates reliability under non-IID situations. Notably, for both the
Diabetes and Housing Price datasets, the accuracy improved in the non-IID scenario (0.8630
and 0.7956), suggesting that the model benefits from heterogeneous client data.
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Figure 26: Accuracy comparison between IID and Non-IID data

Despite a slight reduction in accuracy for datasets such as EEG and Breast Cancer under
non-IID conditions, the decrease was small, and overall performance continued to be strong.
Hence, the results validate that our federated system is not limited to optimal IID conditions
but is capable of managing practical, real-world non-IID data distributions shown in figure 26.
This makes our concept appropriate for implementation in healthcare, multidisciplinary
collaborations, and other fields where consistent data distribution across customers is not
assured.

Table 8: IID and Non-IID comparison for the same dataset:

Dataset IID data (Accuracy) Non-IID data (Accuracy)
EEG Dataset 0.9377 0.8972
Diabetes dataset 0.7415 0.8630
Obesity dataset 0.9587 0.9495
Breast cancer 0.9415 0.9066
Housing price 0.7152 0.7956
VII CONCLUSION:

The proposed model provides a robust and feasible approach for privacy-preserving
collaborative learning in healthcare by integrating XGBoost with optimised DP, DAD-NAR
regularisation. This consistently provides high accuracy while safeguarding sensitive patient
information, demonstrating reliable performance across EEG, Diabetes, Obesity, Breast
Cancer, and Housing datasets under both IID and Non-IID conditions to achieve privacy in
terms of accuracy. This ,given that real-world healthcare data frequently produces imbalance,
inconsistency, and irregular distribution across different client environments, hence
adaptability is essential. The optimised DP developed through algorithms and Bayesian
optimisation ensures a robust equilibrium between privacy preservation and predictive
accuracy. To enhance generalisation and mitigate overfitting, the model utilises DAD
regularisation, which adaptively decreases necessary complexity. NAR regularisation enhances
this process by stabilising updates through the application of normalised and altered learning

31



rates across clients, thereby increasing the model's robustness against biased data and different
gradients. Together, DAD and NAR enhance the training process, minimise variations, and
facilitate more stable convergence in federated environments. When compare to expensive
cryptographic techniques, such as SMPC or HE, the proposed model gives significantly greater
computational efficiency and is more appropriate for resource-limited healthcare settings. By
integrating XGBoost, the framework advantages includes more rapid convergence, reduced
Communication overhead and enhanced predictive accuracy on healthcare datasets.

The hybrid optimisation strategy further enables accurate tuning of the privacy-utility balance,
enhancing the models adaptability to a broad spectrum of clinical solution for real-world
healthcare monitoring, effectively handling the challenges of data heterogeneity, privacy
preservation, and model stability within federated learning environments.

Future work might strengthen FedXGB-OptDP, enhancing communication efficiency to deal
with larger federated networks. Specific privacy measures can be implemented, ensuring that
each client receives alerts according to their data quality and sensitivity. Model accuracy can
be enhanced by using advanced optimisation or ensemble-based federated boosting. Further, it
can be developed to include heterogeneous healthcare data, including images, signals, and
medical text.
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