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Abstract

In modern medical systems, massive amounts of data are generated daily,
and their secure sharing is crucial for supporting clinical decision-making and
improving diagnostic efficiency. However, medical records often contain sensitive
personal information, and any leakage during transmission can lead to severe
consequences. To deal with these risks, this study implies a blockchain-based
access control framework that integrates an IPFS multi-attribute authorization
center with enhanced proxy re-encryption technology. Compared with traditional
attribute-based access control, the scheme overcomes limitations such as single
authorization, inefficiency, and difficulty in accountability. It effectively resists
plaintext, collusion, and attribute selection attacks, while significantly reduc-
ing the computational overhead of encryption, re-encryption key generation,
re-encryption, and decryption. Experimental results and blockchain performance
tests demonstrate that the stated approach serves high stability and scalability,
making it a practical reaction for secure medical data sharing.
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1 Introduction

In the modern healthcare system, there are many types of medical data such as diag-
nosis and treatment records, experimental prediction results[1, 2] and genomic data[3],
etc. For example, diagnosis and treatment records can assist doctors in making medical
decisions and become one of the key elements of medical decisions. For example, diag-
nosis and treatment records can assist doctors to make medical decisions and become
one of the key elements of medical decisions, which greatly improves the efficiency of
diagnosis and treatment. However, these medical data[4, 5] are often stored in their
respective healthcare organizations to form a data silo, so it is urgent to have an effi-
cient sharing solution to break this situation. Considering that medical data often
contains some sensitive information, so we must be mindful of the process of shar-
ing data protection, once the consequences of leakage is unimaginable[6] such as the
UnitedHealth Group subsidiary Change Healthcare in the United States in 2024 was
subject to a ransomware attack, more than one hundred million people’s medical pri-
vacy data was stolen, including names, medical insurance information, diagnosis and
treatment records, etc. In 2018, ransomware infection in China’s Tertiary hospitals
was detected in 247 Tertiary hospitals across the country, resulting in system paraly-
sis, data locking, and disruption of hospital operations, among others. Therefore, we
need to restrict the sharing process, only authorized people can access these medical
data so an efficient and secure access control solution is especially important.

1.1 Traditional Access Control Scheme

Access control, a crucial security measure, can successfully stop unauthorized workers
from gaining sensitive data access during the sharing of medical information. Through
fine-grained permission management, It makes certain that only those with specific
IDs can access the pertinent medical data[7, 8], thus reducing the risk of data leakage,
safeguarding patient privacy and security, and also enhancing the compliance and
controllability of medical data[9]. The primary components of traditional access control
schemes include attribute-based, required, list-based, and role-based access control[10,
11].

Role-Based Access Control (RBAC)[12-14] dedicates users to roles, which are
then granted permissions, facilitating consistent and manageable access control. How-
ever, RBAC may result in permission overaccumulation due to poor role design, lacks
flexibility in dynamic or context-sensitive scenarios, and becomes complex to man-
age as role hierarchies grow. By defining which users or systems have access to each
resource and what they are permitted to do, Access Control Lists (ACL)[15-17] reg-
ulate permissions at the resource level. While ACLs offer fine-grained control, the
proliferation of rules in large-scale systems can make them challenging to maintain
and govern. Mandatory Access Control (MAC)[18, 19] enforces system-wide policies
based on users’ security levels and data classifications. Because users cannot change
permissions, MACs are perfect for high-security environments. However, it is complex
to implement and maintain, and improper configuration may affect system functional-
ity. Discretionary Access Control (DAC)[20, 21] permits resource owners to ascertain
access permissions. While DAC provides flexibility, it poses security risks as users can



potentially grant permissions to unauthorized parties, making it less suitable for envi-
ronments requiring strict control. Access requests are examined by Attribute-Based
Access Control (ABAC)[22, 23] according to user, resource, operation, and environ-
mental attributes. ABAC offers fine-grained, dynamic control suitable for complex
application environments, exceeding RBAC’s static model in flexibility.

1.2 Access Control Based on CP-ABE

To enhance overall system security, recent studies have integrated access control with
encryption policies. Depending on whether the access policy is incorporated into the
key or the ciphertext, attribute-based encryption (ABE) is separated into two cat-
egories: ciphertext-policy ABE (CP-ABE) and key-policy ABE (KP-ABE)[24-26].
In CP-ABE, the ciphertext is encrypted under a specified access policy, while the
user’s decryption key is tied to a set of attributes. Decryption is possible only if the
user’s attributes satisfy the access policy. CP-ABE is particularly suitable for secure,
fine-grained access control in complex multi-user environments such as medical data
sharing[27].

To safeguard the confidentiality of medical data, Zhou et al.[28] proposed a
CP-ABE-based telemedicine diagnosis scheme that enables anonymous patient con-
sultations via identifying attributes and restricts doctors’ access to private records
through configurable permissions. Akinyele et al.[29] introduced an attribute-based
encryption access control scheme for personal health data on mobile devices, allowing
data owners fine-grained control over data access and sharing. For wireless medical
sensor networks, Zhu et al.[30] designed a CP-ABE-based data exchange mechanism
that assigns access rights based on requester attributes and defines specific access
policies, incorporating attribute timestamping to support attribute revocation. How-
ever, a common limitation of these ABE-based access control systems is the reliance
on a single attribute authority to manage attribute permissions and key distribution.
This centralized design presents a single point of failure, which compromises system
stability and overall security if the authority is compromised.

To address the single-point authorization issue, Chase et al.[31] stated a multi-
authority attribute-based system. However, it still relies on a fully trusted central
authority that holds the master key and generates the global public key, serving as the
core trust anchor. This creates a critical vulnerability: if the central authority is com-
promised, the security of all encrypted data is undermined, thus failing to achieve true
decentralization. Liu et al.[32] further advised a decentralized multi-authority access
control scheme, yet the regulator still plays a dominant role. The system remains only
partially decentralized and is susceptible to power centralization, which can weaken
both its security and efficiency.

1.3 Blockchain-based Access Control

Given the current surge in popularity of blockchain technology, it has been exten-
sively utilized in the healthcare sector for its advantages of decentralization, data
immutability and high transparency. In 2016, Azaria et al.[33] presented MedRec,
an electronic medical record management system that creates a decentralized record



management system by storing patient medical record information on the blockchain
using distributed ledger technology. This approach preserves data integrity and pre-
vents tampering while facilitating the smooth sharing of patients’ medical records
among distinctive healthcare providers. Ownership, access rights and data integrity
of medical records are managed through Smart Contracts. Smart Contracts[34] are
able to automatically enforce pre-defined rules, such as granting third party access to
specific medical records only if both the patient and the healthcare provider agree.
This automated and transparent permission management mechanism greatly improves
the effectiveness and security of data management. However, the scheme adopts the
Proof of Work (PoW)[35] consensus mechanism, however, this consensus mechanism
is computationally intensive, which makes the system as a whole less efficient.

B. Chen et al.[36] and B.B. Gupta et al.[37] proposed integrating blockchain
with CP-ABE to enhance security. To address the limitations of centralized health-
care systems, Wang et al.[38] developed a trusted healthcare data management
platform leveraging blockchain smart contracts and attribute-based encryption for
flexible access control. Jin et al.[39] combined blockchain, smart contracts, and proxy
re-encryption for secure mdeical information sharing. However, it lacks attribute inte-
gration, limiting fine-grained access control, and depends heavily on user activity,
which may compromise security. Zhen et al.[40] designed a blockchain-based access
control scheme with hybrid on-chain/off-chain storage to reduce expense of storage.
However, the absence of hashing and signing the IPFS-generated content identi-
fier (CID) on upload enables potential injection of malicious files, lowering system
security. Shao[41] highlighted vulnerabilities in CP-ABE-based access control where
unencrypted metadata transmission can be exploited by attackers. Chen et al.[42]
stated a blockchain-enabled encrypted medical information sharing system that stores
encrypted data in public clouds and uses blockchain only for index management,
constructed via complex Boolean expressions. Zhuang et al.[43] presented a patient-
centric health information exchange framework based on blockchain, but inactive
facility nodes prevent data requests until reactivation. Noh et al.[44] proposed a user-
centric personal medical record management system using proxy-based encryption and
blockchain for auditing. However, cooperation between the proxy and requester could
potentially expose the data owner’s private key. To mitigate this, Liu et al.[45] and Cai
et al.[46] advised a federated blockchain-based healthcare data sharing system with
enhanced proxy re-encryption for improved data sharing security.

1.4 Contribution

An attribute access control system according to blockchain is stated in this study and
proxy re-encryption of electronic medical records, which addresses the issue with An
individual point of failure, the metadata security issue, and the storage pressure chal-
lenge. It employs a mix of off-chain and on-chain storage strategies to significantly
lessen the chain’s storage pressure. The data encryptor encrypts the metadata con-
sisting of the CID, the hash value of the CID, the access policy, the ciphertext, and
the hash value of the ciphertext before uploading it to the blockchain and sends the
symmetric key to the data visitor who complies with the access policy through the
improved proxy re-encryption technique and the visitor gets the metadata and then



goes to the IPFS according to the CID to request for this operation protects the
security of metadata data well.

1.5 Organization

This paper’s general organization is separated into four major sections. Section 2
displays the preliminary knowledge used in the work. Section 3 analyses the overall
scheme, mainly from the overall model of the scheme, the description of the scheme
and the specific flow of the scheme. Section 4 examines the scheme’s security. Section 5
gives the performance analysis of the proposed scheme. Finally, we wrap off our work
in Section 6.

2 Background

Bilinear mappings are briefly reviewed in this section, access control structures, and
Decisional Bilinear Diffie-Hellman(DBDH) security assumptions.

2.1 Bilinear Mapping

In elliptic curve cryptography, a bilinear mapping is a mapping e which elements of two
elliptic curve groups are mapped to another group[47]. Suppose we have two groups
G1 and G, and a target group Gp. We define a bilinear mapping as shown in Eq. 1.

e:G x Gy — Gp (1)

This mapping has several important properties:
Bilinear: For any p € Gy, ¢ € G2 and scalars a and b, the bilinear mapping is
satisfied in Eq. 2.

e(p®,q") = e(p, 9)™ (2)
Non-degradation: The bilinear mapping is not degenerate, there exists at least
one p € G and ¢ € Go, such that e(p,q) # 1 (unit element).
Computability: For most implementations, computing bilinear mappings is
efficient in practice.

2.2 The DBDH Assumption

The DBDH assumption is a widely adopted adjudicative computational complexity
assumption in the bilinear group setting[48], and its security is the theoretical basis for
the construction of a wide range of cryptographic primitives such as attribute-based
encryption, broadcast encryption and proxy re-encryption. The assumption holds that
given g, g%, g%, g¢ € G where G is a cyclic group of order prime p, the decision that
T = e(g,9)™° is computationally indistinguishable from the computationally indis-
tinguishable fact that T is a arbitrary element in the computation of T € Gp. This
assumption is the core complexity basis for guaranteeing the safety of IND-CPA.



2.3 Access Control Structure

Define a set of attributes denoted as { P, ..., P, }. The set A C 2{P1»Fn} is monotonic
if and only if for all B,C, if B € A and B C C, then C € A. A monotonic access
control structure A is a set consisting of non-empty subsets of {Py,..., P}, like A C
2{P1-Pn} gets in A are referred to as the collection of authorization attributes, and
those that are not in it are known as the collection of non-authorization attributes[49,
50].

2.3.1 Access Control Tree

The encryption key is concealed by the tree structure of the CP-ABE access control
tree[51, 52], which is used to provide the data’s access policy. While the leaf nodes of
the tree indicate particular user properties and their values, the inside nodes typically
carry out logical processes (such as and, or, threshold operations). The access control
tree’s non-leaf nodes are threshold nodes, which implies that their data can only be
decrypted in specific situations like threshold operations. The root node determines
the general policy, and the visitor can only get the decryption key if their collection of
attributes meets the policy in the tree. For example, the threshold for a non-leaf node
in Figure. 1 is 2/3, that means that the node has 3 children with a threshold value
of 2. Therefore, the visitor needs to satisfy at least 2 children in order to decrypt the
secret value of that non-leaf node.

2/3

1/2 | surgery| 2/2

director

Fig. 1 Access Control Tree

2.3.2 Linear Secret Sharing Scheme

Linear Secret Sharing Scheme (LSSS)[53] first splits the secret into n distinct compo-
nents and then sends these n parts to n distinct participants, and a set of authorized



participants can recover the secret by merging their shares[54, 55]. It is defined as
follows:

The description of the access framework is (M, p), P stands for the group of char-
acteristics, containing the attribute names and attribute values. M is a linear secret
sharing matrix of size | X n. p is a mapping function, and p(¢) refers to the mapping
of the ith row of the matrix M to an attribute name. Map the secret s to a value
on Z, with p is a prime number. Construct a vector v = (s,79,73,...,7,)7 by ran-
domly choosing {ra,73,...,7,} € Zy, and compute ; = M; - v where ~; refers to the
attribute named p(7) — the secret share of all uses of the attribute.

Secret reconstruction: Let B € M be the collection of attributes that comply with
the authorizations of the access structure. Where I = {i | p(¢) € B} C {1,2,...,1}.
Being able to find the coefficients {z; € Z;}Z—GI in polynomial time such that
> ierTiM; = (1,0,...,0), and then compute s = >, _; 2;7;.

3 Scheme Structure

3.1 System Model

The scheme contains six main components which are medical data owner, medical
data user, attribute authorization authority, authority certification authority, star file
system and blockchain. The sharing of data is experimented using blockchain technol-
ogy and smart contracts and the system model diagram of the scheme is displayed in
Figure. 2.

Data Owner(DO): Setting the access policy, encrypting the uploaded data, and
creating the proxy re-encryption key are the primary responsibilities of the holder of
the medical data, which in this system corresponds to the patient.

Data User(DU): The user of the data, which in the context of this scheme means
doctors, insurance providers, etc.

Attribute Authorities(AA): Multiple Attribute Authorities work together to
manage all attributes, authenticate the identity of the visitor and generate the visitor’s
attribute key.

Certification Authority(CA): Responsible for the initialization of the system,
each attribute authorization authority and user must be registered with a CA and
assigned a unique identifier aid, oid and wuid for each of them as well as signing the key

Interplanetary File System(IPFS): Mainly responsible for storing encrypted
medical data and returning a unique content identifier CID to the DO.

Blockchain(BC): In this scheme is the selected federation chain, which consists of
various healthcare institutions and is jointly maintained by each healthcare institution.
The federation chain mainly stores the metadata, which contains the content unique
identifier CID returned by IPFS and the hash value of the DO’s hash operation on
the CID, which is designed to prevent attackers from modifying the CID and thus
causing users to access the malicious files. The metadata also contains the access policy
formulated by the DO and the hash value of the ciphertext’s hash operation, so that
visitors can confirm the accuracy of data after getting the ciphertext. In order for the
visitor to confirm the safety and integrity of the data after receiving the ciphertext.

The following steps make up the overall scheme’s basic process:
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Fig. 2 System Model

Step1: Each entity in the system first registers with CA and obtains its own public
and private key, which it uploads to the BC.

Step2: DO submits the data to the IPFS system after encrypting it, which returns
the unique identifier CID of the ciphertext to DO, considering the security DO hashes
the CID and builds the metadata for the CID, the CID hash, the ciphertext CT, the
ciphertext’s hash, and the access policy to be uploaded to the blockchain.

Step3: DU requests an access request from DO, and DO verifies that the DU’s
collection of attributes conforms to the access policy.

Step4: If the access policy is met, AA builds an attribute private key for the DU,
and the DO builds an agent re-encryption key for the DU and uploads it to the BC.

Step5: BC re-encrypts the metadata using the proxy re-encryption key and sends
it to the DU. Using its own private key, the DU decrypts the data, hashes the CID,
and checks the hash value with the CID in the metadata; if they match, the data has
not been altered.



Step6: Based on the CID, DU asks IPFS for access to the CT. It hashes the CT to
guarantee data integrity before decrypting it using the attribute private key for data
access.

3.2 Scheme Definition
3.2.1 System Initialization Phase

Step1: CA accepts security parameter A as input parameter and produces global public
parameters GPP, signature key CAgy, and verification key CApy.

Step2: CA registers each AA with the algorithm inputting the global public param-
eters GPP and the attribute authorization authority’s identity information info,, and
outputting the AA’s unique identity aid and authentication key CA,, as well as the
AA’s master public key PK ,;4 and master private key SK 4;4.

Step3: CA registers the identity of the data owner, the algorithm inputs global
public parameter GPP, the signing key CAgj, and owner’s identity information info,,.
It results the unique identity of the data owner oid, public key PK ,;4 and private key
SK ,;4, and the certification of authorization Cert,;q for DO.

Step4: CA registers the identity of DU, the algorithm inputs the global public
parameter GPP, the signing key CAgr and user’s identity information info,. The
algorithm outputs the data owner’s unique identity wid, public key PK ;4 and private
key SK 4;q, and the certification of authorization Cert,;q for DU.

3.2.2 Key Generation Phase

AA is in charge of carrying out the algorithm, and the data user u,;q submits to
the attribute authorization authority the collection of qualities that are part of the
authority management. The algorithm takes a user authorization certificate Cert,;q as
input, a global public parameter GPP, a private key of the attribute authority SK ,;q4,
a collection of attributes of the user belonging to the attribute authority Sy;q,q¢id, and
an authentication key of the CA,, and outputs an attribute private key SK yid,aze of
the data user u,;q.

3.2.3 Data Encryption Phase

Considering the efficiency of encrypting a large amount of data, the original record is
encrypted using a symmetric encryption algorithm using a symmetric key & that is
chosen at random by DO. The secret key k is then encrypted using an access policy
(M, p) to produce the CT embedded with the access policy.

3.2.4 Data Decryption Phase

An authorized user receives metadata from the healthcare federation chain and obtains
the ciphertext CT from IPFS based on the CID in the metadata and decrypts it with
his or her own attribute private key to acquire the symmetric key k, and then decrypts
the healthcare data with the symmetric key k to pick up the plaintext.



3.3 Definition of Security

Indistinguishability under the flexible Choice Ciphertext Attack (IND-CCA2) is the
foundation of this scheme’s safety. which is mainly satisfied in the current design by
Choice Plaintext Attack (IND-CPA). We adopt the standard security game framework
outlined as follows:

Initialization: The challenger generates the system parameters, the adver-
sary A decides the collection of corrupted attribute authorization agencies C C
{AA,...,AAN}, the challenger induces the public key of the uncorrupted agencies
{PKaid}aiage and leaks the master key of the corrupted agencies {MSKaia}aidec to
the adversary A.

Phase 1: Adversary A can adaptively query the private key of an arbitrary
collection of attributes S. S does not meet the challenge strategy A*.

Challenge Phase: Adversary A offers two equal-length plaintexts mg, m; and
a challenge strategy A*. The challenger selects R € {0,1} at random, produces a
ciphertext CT* = Encrypt(mg, A*) and returns it to A.

Phase 2: Adversary A can keep on querying the private key with the same
constraints as in Phase 1.

Guessing Phase: Adversary A outcomes a guess R’ € {0,1}, and triumphs if
R’ = R. The scheme is safe under IND-CPA if, for any polynomial time adversary A,
its dominance meets Eq. 3.

Adv'y P PR () =

Pr[R' = R] — ;‘ < negi(\) 3)

3.4 Construction

The key generation, encryption, decryption, and system startup phases comprise the
entirety of the system model. The particular flow of each phase is explained as follows:

3.4.1 Initialization

a. CA.Setup: CA executes the CA.Setup algorithm to initialize the system. Inputting
the security parameter A and choosing two orders as prime p, the multiplicative cyclic
groups G and Gp with elements g are generated as well as the bilinear mapping
e : G x G — Gr. Choosing three hash functions H : {0,1}* — G. The final output of
the global common parameter GPP is shown in Eq. 4.

GPP = {G,Gr,g,p,H, e} (4)
b. AA.Register: Each AA registers with CA, AA sends registration request to
CA and sends AA’s identity information info,. CA generates unique identity aid <
H(info,) for AA, then AA randomly selects qqid, Baid € Zp as its own private key
SKgiq, generates corresponding public key PK ;g = (gﬂaid,e(g,g)%id) and register
its public key with CA.
c. DO.Register: Each DO registers with CA, DO sends a registration request and
sends the CA his own identity information info,, CA generates a unique identity
oid < H(info,) for the DO, the DO randomly selects v € Z, as his own private key
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S K,iq, generates the corresponding public key PK,;q = g” and register his public key
with CA.

d. DU.Register: Each DU registers with CA, DU initiates the registration request
and sends its identity information in fo, to CA, which builds a unique identity uid <
H(info,) for the DU, and the DU randomly selects y € Z,, as its private key SKy;q,
generates the corresponding public key PK ;4 = ¢g* and register their public key with
CA.

3.4.2 Key Generation

KeyGen: The user requests a private key from each attribute authorization authority
AA,;q that manages his attributes, assuming that the collection of attributes of the
user is S and the attribute att € S is managed by the authority AA,;4. Before that,
the attribute authority will verify the authenticity of the user’s identity uid and the
legitimacy of the Cert,;q. If the verification passes then the attribute authorization
authority will randomly select 74,4 € Zj, to build the attribute private key component
for the user as shown in Eq. 5.

SKar = (g% - H(att) ™, g"*id) (5)
Then the final private key of the user is the set of private keys produced by all
relevant attribute authorizations as shown in Eq. 6.

SKuiaan = | J{SKan | att € SN AAia} (6)

aid
3.4.3 Encryption

Enc: To ensure the efficiency of encrypting a large amount of data, the DO randomly
picks a symmetric key k € G to encrypt a substantial amount of medical data to
acquire the ciphertext C. The LSSS is used to formulate the access policy (M, p) to
encrypt the symmetric key k. Where M is a matrix of [ x n and p is a mapping
function to map the rows of the matrix to an attribute. Constructing random vector
v = (k,va,...,v,) € Zj firstly. Computing the secret share as in Eq. 7, each w; is
bound to an attribute p(i), and for each row i, assuming that p(i) is managed by the
organization AA,;q, then a random ¢; € Z, computes the ciphertext component as in
Eq. 8, and calculate the pairing value as Eq. 9, the final combination of CID and CID’s
hash value, along with the ciphertext’s hash value, forms metadata. is shown in Eq. 10.

I)ZZ:M7V7 VZG{L,Z} (7)
Ci1 = g%9™, Cio = H(p(i))", Ci3=g" (8)
D; = e(g, 9)* % - e(g, g) " 9)
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metadata = (Cv (M, p), {Ci1,Ci2,Ci3,Di}_y,

k- He(g’g)aamk)

aid

(10)

Then DO encrypts the metadata with the randomly selected symmetric key s €
Gr, and then uploaded to the BC, and with the DO randomly picks h € Z; and
employs proxy re-encryption technique to encrypt the symmetric key s according to
Eq. 11 to Eq. 13 and uploads it to the healthcare federation chain.

CTy = g¢" (11)
CTy=s- e(PKoid,g)h =5- e(g,g)“’h (12)
CTs = (CTy,CTy) (13)

3.4.4 Decryption

Dec: When DU meets the access policy, the DO produces a proxy re-encryption key
RKo,y for the DU based on its own private key and the public key of DU according
to Eq. 14 and conveys it to BC. BC accepts the proxy re-encryption key, it creates
a proxy re-encryption ciphertext CTr for the DU that complies to the access policy
according to Eq. 15 and sends it to the corresponding DU.

REoy = PK 3" =g° (14)
OTr = (CT},CTL) = (e(CTh, REKo 1), CTy) (15)

DU receives the proxy re-encrypted ciphertext and uses its private key to decrypt
the encrypted key according to Eq. 16.

oo OT _ s-elgg)™ _ s-elg, )™ _ s-elg,g)" 16

CT!%  e(CTy,RKoy)s  e(gh,gm)n  elg,g)" (16)

DU decrypts the metadata after getting s. After decryption, it first hashes the
CID in the metadata and verifies the uniqueness. If the verification is consistent, DU
submits a request for access to IPFS based on the CID, and IPFS sends CT to DU
after receiving the request. After getting the CT, DU first hashes the CT and verifies
the uniqueness. If DU meets the access policy, in addition to a reconstruction factor
{w;} such that ), ; w; M; = (1,0,...,0). The pairwise value of each share is recovered
through Eq. 17 and use the reconstruction coefficients w; to decrypt the symmetric
key k according to Eq. 18 and Eq. 19. Eventually the DU decrypts the C via the
obtained symmetric key k to get the data it wants to access.

(Cuas g™ H(p(0))"™) _ elg™,g*=H(p(0))")
o(CF5 g (g, g

(17)
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[T(e(g, ) ) = e(g, g)2ict “eiedivi = e(g, g)>aia @ik (18)
el

k _ k : Hu,zd 6(97 g)aaidk
(g, ) Ss o

4 Security Analysis

4.1 Correctness Analysis

We employ an attribute-based encryption technique in this study, so the correctness of
the scheme requires that the key can be recovered and the ciphertext can be accurately
decrypted and the plaintext recovered when and only when the user’s collection of
attributes meets the access policy defined by the ciphertext. The access policy is
(M, p), where M is an [ X n matrix and p is a mapping function serves to map the
rows of the matrix to specific attributes. In this study, we adopt a multi-attribute
authorization authority scheme, where different attributes of data visitors belong to
different attribute authorization authorities for management.

For each attribute p(i) and management authority AA,;4 to which it belongs, the
private key of the attribute is created as

SKy = (g H{p(i))"*,g™) and  H(p(i)) = g%,

which is randomly chosen at the time of encryption as t; = £,(;)®;, and computed as
the corresponding cipher text component C; 1 = g%, C; 3 = g% .Then the derivation
proof process of e(g, g)**4% in the decryption process is shown in Eq. 20.

e(ci717SKp(i),1) _ e(g®i, g%aia H (p(i))reid)
e(Cis, SKpiy2) e(gti, grei)
_ e(g¥i, g@id) - e(g™, H(p(i)) i)
e(g'i, grei) (20)
_ e(g, g)¥icaid . e(g,g)xifp(i)%id
- e(g, g)TitetTaid

XaidTi

=e(g,9)

When the attributes of DU reach the access policy, then the k is recovered as in

Eq. 21 and 22, where w; is the reconstruction factor. This shows that DU can recover
the symmetric key correctly.

H (e(g, g)2eia® )V = 6(979)21@ FaidTiWi — ¢(g, g)aaidk (21)
i€l
_ k- e(g, g) e ek
- 6(97 g)Zaid Qaidk

(22)
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4.2 Proof of Security

Theorem: There is an algorithm B that can handle the DBDH problem with the
same benefit if there exists an adversary A that challenges the IND-CPA safety of this
scheme with a non-negligible profit e.

Proof: Given a challenge tuple (g, g%, ¢°, g, T), where T = e(g, g)?*° or a arbitrary
quantity r € G, the ultimate objective is to determine whether T is e(g, ¢)?*® or not.
Construct a simulator B and send the challenge tuple (g, g%, g%, g¢, T) to the simulator
B, and use the production of the adversary A to judge whether 7T is e(g, g)**.

System initialization: Simulator B sets the public parameter g and hash function
H modeled as an arbitrary prophecy machine. For each agency to build their own
public key, if the attribute authorization agency AAg;q ¢ C, then randomly select
0id € Zy, implicitly set B,;q = a embedded in the DBDH parameter, then the public
key is shown in Eq. 23.

abe

PKaia = (9% = g%, e(g. 9)***) (23)
If AAguiq € C, then randomly choose ®gid, Baia € Zp, the public key is shown in Eq.
24.

PKgia = (gﬁaid7 6(97 g)aaid) (24)
and leak the master key MSKy;q = (qid, Baid) to the adversary A.

Hash prediction machine simulation: Hash query H(att) for the adversary, if
att has not been queried, then randomly choose 0444 € Z,,, record (att, dqy) and return
H(att) = gdt; otherwise directly return the recorded H(att).

Private key query: When the adversary A inquiries the private key of the
attribute collection S, if S meets the challenge policy A* then terminates the game,
the adversary is invalidated. Otherwise, for each attribute att € S managed by the
attribute authorization authority AAg;q: If AAuq ¢ C, then randomly select r4,q4 € Z,,
and compute the private key component as shown in Eq. 25. Otherwise, if AA,;q € C,
then directly use corrupted M SK,;q to generate private key.

SKatt — (gaaid _H(att)"‘aid’ graid) (25)
Challenge ciphertext generation: Set the symmetric key k = mg - T where T'
is the DBDH challenge value, and then construct a random vector v = (k, va, ..., v,)

to compute the secret share x; = M; - v. The attribute att; corresponding to each row
i is managed by the attribute authorizer AAg;q. If AAgiq ¢ C, then set t; = dque, - 24,
and calculate the ciphertext component and pairing value as shown in Eq. 26. Then
the final ciphertext can be expressed as shown in Eq. 27.

cig = (g")", cig=g" =gl (26)
D, = e(g’g)amﬂdri . e(ga,gti) — e(g’g)aaidrq‘,+ati
CT* = <M7 ps {ci, ciz = H(att;)™, ci3, D}, k- H 6(979)%“]6) (27)

aid¢C
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Adversary guess and statute: If adversary A outputs R’ = R, then B deter-
mines that T = e(g, g)**¢, otherwise T is An arbitrary. When T' = e(g, g)®*° then
k-T =mg-e(g,9)™ = mg - e(g% g*°), at this time, the challenge ciphertext is legal
encryption, the adversary A advantage e direct transmission. When T is a random
value of F then k- F = mg - F, adversary A cannot obtain information about k and
the advantage is 0.Therefore, B works out the DBDH obstacle with the same benefit
€ as the adversary.

4.3 Specific Attack Scenarios and Defense Mechanisms
4.3.1 Collusion Attack Defense

Suppose the private keys of user A and user B are shown in Eq. 28. The private key
after collusion generation is shown in Eq. 29. The cross-computation at the time of
decryption is shown in Eq. 30. Since t; = 04t - ©; and H (att) = g‘;a“, the numerator
and denominator are equal crosswise to 1, but the master key after aggregation is
20454, which does not match with the original master key «q;q4, resulting in the failure
to recover e(g, g)**4¥ correctly.

SKG = (97 H(ate)sd, gt ), SKGD = (g7 H(att) s, g™d)  (28)

( (B) (
SKA+E) _ (gzaam H(att) eid+7eid | greid+7aia ) (29)

e(g, H(att))Paiaws (rid+rid)

A B
e(g, g)ﬁaidti (7£md) +7'¢(n'd))

(30)

4.3.2 Attribute Selection Attack

If adversary A wants to pre-select a specific attribute to construct a conflict in an
attempt to bypass the access policy. Then the row random numbers vs, ..., v, of the
LSSS matrix ensure that adversary A cannot predict x; by selecting an attribute, and
the collision-resistant hash function makes it impossible for adversary A to find att #
att’ that satisfies H(att) = H(att’), and thus cannot forge an attribute authorization.

5 Performance Analysis

Every experiment in this work was carried out on a device equipped with an Apple M4
processor, 16GB RAM, and macOS Sequoia 15.5 operating system. The specific envi-
ronment configuration is Hyperledger Fabric v2.5.12, Docker v28.3.2, Docker-Compose
v2.39.2, Node v18.20.8 and IPFS v0.35.0.
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5.1 Functional Analysis

As demonstrated in Table 1, the proposed scheme in this paper has some assists
over existing schemes in relation to patient-centricity, identity information protec-
tion, data confidentiality, secure distributed storage and fine-grained access. Ref.[36]
and Ref.[46] ignore identity privacy protection in their schemes, Ref.[37] relies on the
dependence of healthcare data on cloud storage, which has potential data security
risks, and Ref.[38] employs trusted organization-centric access control, which restricts
the patient’s control over the ownership of healthcare data. Ref.[39] uses an identity-
based access control scheme that does not achieve fine-grained access well. Therefore,
the scheme in this paper has some advantages in these aspects.

Table 1 Comparison of Existing Schemes

Scheme
Aspect
[36] [37] [38] [39] [46] Ours

Patient-centered v v v X X v
Data Confidentiality v v v v v v
Identity Privacy Protection X X v X v v
Secure Distributed Storage X X v v v v
Fine-grained Access Control v X v X X v

The “v” and “X” symbols represent supported and unsupported features, respectively.

5.2 Calculation Cost Analysis

In this study, we use Hyperledger Caliper (v0.6.0) as the benchmarking tool for per-
formance testing. Caliper is specifically designed to examine the blockchain systems’
performance.

In this experiment, we conducted latency tests on four distinct smart contracts
across four distinct phases: registration, data upload, authorization request, and data
access. As shown in Table 2, During load testing of the three smart contract categories,
the system maintained stable efficiency: except for slight fluctuations in isolated use
cases under extremely high concurrency such as uploadData and requestPermission
with Valid ~ 98-99.7%, all other scenarios achieved 100% efficiency. The latency of
registerUser was nearly insensitive to total volume and injection rate: Avg = 2030—
2032 ms, p50 ~ 2030-2032 ms, p95 ~ 2038-2041 ms, p99 =~ 2040-2048 ms, with
100% success under all loads. This compact quantile distribution indicates that bot-
tlenecks are primarily determined by block confirmation or consensus rounds, rather
than local computation or storage. Consequently, this control plane operation exhibits
block-time-dominated, predictable, and stable latency characteristics. However, user-
perceived registration delays remain around 2 seconds, suggesting that asynchronous
confirmation or shorter block times or faster confirmation strategies could be adopted
to optimize the experience.
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In contrast, uploadData and requestPermission belong to data-plane operations
and exhibit more typical load-dependent latency. As the request rate increased from
10 to 150, the average latency gradually rose from = 50-70 ms to = 130-180 ms, while
p95/p99 grew from ~ 80-120 ms to &~ 220-300 ms. Even under the high-stress sce-
nario with total = 3000 and rate = 150, both operations maintained p99 < 250-270 ms
and efficiency > 99%. This “moderate mean increase with controlled but amplified
tail” pattern indicates that resource contention exists on the data plane such as exter-
nal storage or network I/O. Nevertheless, the system demonstrates scalability with
graceful degradation, without collapse-like growth or large-scale failures. Overall, these
results demonstrate that the stated cloud data sharing scheme achieves strong deter-
minism and stability in the control plane, while providing low tail latency and high
success rates in the data plane under high throughput. This meets the key require-
ments of practical deployment for business predictability and scalability. To visually
illustrate the changes, this paper selected the most representative indicator P95 to plot
three line charts as shown in Figure. 3, (a) represents the chaincode registerUser, (b)
represents the chaincode uploadData, and (c) represents the chaincode requestPermis-
sion. Additionally, we conducted throughput tests on the three types of chain codes at
different transmission rates and compared them with Ref.[39], with the results shown
by (b) in Figure. 3. It is evident that as the transmission rate increases from 50 TPS
to 200 TPS, the throughput of all three chain codes showed a clear upward trend. For
instance, the Register chain code increased from 42.50 TPS to 161.17 TPS. This con-
trasts with the results in Ref.[39], where the throughput of the chain code remained
relatively stable across different transmission rates and did not demonstrate improve-
ment with increasing concurrent requests. Our experimental results demonstrate that
the designed chaincode exhibits excellent scalability and resource utilization under the
current network configuration, capable of continuously increasing throughput under
high concurrent requests, highlighting the system’s performance advantages.

In the viewData chaincode, we conducted load testing on each of the four meth-
ods within the chaincode. We conducted load testing on each of its four methods.
The load testing results for the viewDate and Confirm methods are shown in Table
3, while the results for ViewAndLog and ViewBundle are presented in Table 4. We
also selected the most representative p95 metrics to plot a line chart, as shown in
Figure. 4. The categories (a), (b), (c), and (d) correspond to the four method types:
requestView, Confirm, ViewAndLog, and ViewBundle. Experimental results demon-
strate that the four methods of the viewData chaincode exhibit excellent stability
under varying transaction volumes and request rates. Latency increases smoothly and
linearly with load, showing no abnormal jitter, reflecting strong robustness. Regard-
ing scalability, latency performance was comparable across methods under low load.
While latency differences amplified for some methods under high load, overall perfor-
mance remained within manageable limits, validating the solution’s robust scalability.
Additionally, elevated average latency in specific scenarios primarily stemmed from
inherent blockchain characteristics: queueing effects, resource contention, and long-tail
delays—unavoidable system traits in distributed environments.

Additionally, this paper employs an improved proxy re-encryption technique that
reduces computational overhead by minimizing exponential operations and eliminating
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Fig. 3 P95 Metrics for Under Different Total and Rate Conditions and Throughput Comparison

hash computations. It is also compared with the schemes in Ref.[45] and Ref.[46], Table
5 displays the comparison findings, assuming that E stands for the exponential oper-
ation in group G, L for the bilinear pairing operation, and H for the hash operation.
The medical data selected in this paper are of sizes 100MB, 200MB, 400MB, 600MB,
and 800MB. These datasets were encrypted using a symmetric encryption algorithm,
with the corresponding encryption times shown by (a) in Figure. 5. Subsequently,
we employed an improved proxy re-encryption technique to re-encrypt the symmet-
ric encryption key s used for encrypting metadata. Comparisons of the time overhead
across each stage of re-encryption with existing re-encryption schemes demonstrated
certain advantages, as illustrated in (b) of Figure. 5. Furthermore, the time overhead
of uploading the encrypted secret message to the IPFS network and obtaining the
secret message from the IPFS network by DU according to the CID is demonstrated
by in Figure. 6. The heatmap reveals that this solution generally exhibits darker col-
ors for both IPFS upload and download durations compared to Ref.[39], indicating a
significant advantage in time efficiency for this aspect and the CPU utilization of the
program execution during uploading and obtaining is demonstrated by in Figure. 7.
After uploading data to IPFS and obtaining the CID, DO must perform a hash opera-
tion on the CID and ciphertext. This information is then combined into metadata and
uploaded to the blockchain. Therefore, we recorded the time consumed by the hashing
operation as shown in Table 6. The labels 1, 2, 3, 4, and 5 correspond to five different
record sizes and their respective CID. The data in the table indicates that even when
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time, and proxy re-encryption time overhead

the record size reaches 800MB, the operation can still be completed within a few sec-
onds. The time spent hashing the CID consistently remains at the millisecond level,

demonstrating high efficiency.
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Table 2 End-to-end performance under different totals and request rates for three smart contracts

Method Category Total Rate Valid Percentage Avg p50 P95 P99

10 1000 100% 2031.98 2032 2040 2043

20 1000 100% 2031.58 2031 2039 2042

1000 50 1000 100% 2030.65 2030 2038 2042
100 1000 100% 2030.05 2030 2038 2042
150 1000 100% 2029.72 2030 2038 2040
10 2000 100% 2032.05 2032 2041 2047
20 2000 100% 2032.20 2032 2041 2048
50 2000 100% 2031.10 2031 2040 2046
100 2000 100% 2030.83 2031 2039 2042
150 2000 100% 2030.24 2030 2039 2043

10 3000 100% 2032.47 2032 2041 2048

20 3000 100% 2032.38 2032 2041 2046

3000 50 3000 100% 2031.53 2031 2040 2046
100 3000 100% 2031.12 2031 2040 2043

150 3000 100% 2030.96 2031 2040 2047

registerUser 2000

10 1000  100% 5852 58.00 75.00 86.01

20 1000  100% 66.52 6500 88.00 102.00

1000 50 990 99% 100.78 97.00 137.00 157.11

100 990 99% 140.00 136.00 185.00 210.11

150 990 99% 181.31 177.00 256.00 298.11

10 2000  100% 51.00 50.00 63.00 86.01

20 2000  100% 66.18 62.00 84.05 106.02

uploadData 2000 50 1990  99.5% 101.15 100.00 130.00 148.00
100 2000  100% 133.50 131.00 178.05 232.02

150 1980 99% 172.02 170.00 228.00 250.21

10 3000  100% 1948 49.00 61.00 69.00

20 3000  100% 63.73 6300 81.00 90.00

3000 50 3000  100% 95.58 9400 123.00 136.00

100 2980  99.3%  131.32 129.00 169.00 19321

150 2090  99.7%  169.54 166.00 223.00 272.11

10 1000  100% 5151 5022 66.72  76.93

20 1000  100% 71.83  70.60 97.11 109.30

1000 50 1000  100% 101.26 95.54 140.54 216.02

100 980 98% 133.99 131.16 173.95 191.65

150 980 98% 166.48 164.98 219.34 245.67

10 2000  100% 1014 48.68 61.33 67.52

- 20 2000  100% 63.91 6329 80.97 87.66
requestPermission 2000 50 2000  100% 91.75 90.31 117.04 126.64
100 1990  99.5%  130.25 129.61 162.21 178.44

150 1990  99.5%  168.20 16542 228.45 253.96

10 3000  100% 1988 4971  63.74 72.08

20 3000  100% 71.80 69.24 94.88 107.47

3000 50 2990  99.7% 92.37 90.91 119.78 134.00

100 2990  99.7%  132.14 129.62 173.49 196.28

150 2980  99.3% 16853 165.85 224.59 249.60

“Avg”, “p507, “p95”, and “p99” denote end-to-end latency (ms). Percentages indicate success
ratio.
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Table 3 End-to-end performance of requestView and Confirm under varying totals and request

rates

Method Category Total Rate Valid Percentage Avg P50 P95 P99
10 1000 100% 57.58  53.00 92.00 142.00

20 1000 100% 74.00 71.00 108.00 149.00

1000 50 1000 100% 110.89 107.00 162.00 186.00
100 1000 100% 147.53 143.00 213.00 242.00

150 1000 100% 199.48 198.00 261.00 289.00

10 2000 100% 57.61  56.00 83.00 95.00
requestView 20 2000 100% 72.02  70.00 102.00 118.00
2000 50 1990 99.5% 1597.96 153.00 237.00 286.00
100 2000 100% 1657.86 153.00 237.00 286.00

150 1990 99.5% 1689.72 185.00 271.00 342.00

10 3000 100% 61.84  61.00 93.00 110.00

20 2990 99.7% 1098.23  96.00 132.00 159.00

3000 50 3000 100% 141.40 137.00 208.00 248.00
100 2990 99.7% 1178.38 173.00 243.00 284.00

150 2990 99.7% 1178.38 173.00 243.00 284.00

10 1000 100% 17.30  17.00 28.00 31.00

20 1000 100% 24.38  24.00 41.00 45.00

1000 50 1000 100% 38.39  36.00 65.00 72.00
100 1000 100% 56.58  54.00 102.00 137.00

150 1000 100% 73.27  71.00 145.00 179.00

10 2000 100% 17.57  17.00 30.00  37.00
Confirm 20 2000 100% 25.93 24.00 46.00 54.00
2000 50 2000 100% 38.21  36.00 65.00 72.00
100 2000 100% 57.63  54.00 100.00 106.00

150 2000 100% 71.10 67.00 126.00 132.00

10 3000 100% 16.71 16.00 28.00 31.00

20 3000 100% 23.26  22.00 38.00 43.00

3000 50 3000 100% 41.29  40.00 72.00 78.00
100 3000 100% 55.97  53.00 95.00 106.00

150 3000 100% 70.74  68.00 117.00 124.00

“Avg”, “p50”, “p95”, and “p99” denote end-to-end latency (ms). Percentages indicate success ratio.



Table 4 End-to-end performance of ViewBundle and ViewAndLog under varying totals and

request rates

Method Category Total Rate Valid Percentage Avg p50 P95 P99
10 1000 100% 26.89  26.00 48.00 55.00

20 1000 100% 42.14  40.00 68.00 75.00

1000 50 1000 100% 62.67  60.00 101.00 112.00

100 1000 100% 62.67 60.00 101.00 112.00

150 1000 100% 75.59  74.00 124.00 134.00

10 2000 100% 19.64  19.00 30.00 34.00

ViewBundle 20 2000 100% 30.83  29.00 53.00 58.00
2000 50 2000 100% 41.30  39.00 72.00 81.00

100 2000 100% 79.03  73.00 136.00 153.00

150 2000 100% 23.21  22.00 38.00 41.00

20 3000 100% 25.77  25.00 41.00 45.00

50 3000 100% 41.25  40.00 68.00 73.00

3000 100 3000 100% 41.25  40.00 68.00 73.00

150 3000 100% 76.64 74.00 124.00 134.00

10 1000 100% 77.52 76.00 107.00 132.00

20 1000 100% 109.13 106.00 149.00 179.00

1000 50 1000 100% 153.54 147.00 209.00 266.00

100 1000 100% 193.54 190.00 266.00 296.00

150 1000 100% 66.76  64.00 91.00 117.00

10 2000 100% 76.95 76.00 106.00 117.00

ViewAndLog 20 2000 100% 105.67 103.00 146.00 179.00
2000 50 1990 99.5% 1649.99 147.00 203.00 237.00

100 2000 100% 61.98  61.00 79.00 95.00

150 2000 100% 68.51  68.00 87.00 105.00

20 3000 100% 98.33  97.00 127.00 139.00

50 2980 99.3% 2142.03 139.00 188.00 208.00

3000 100 3000 100% 181.96 179.00 236.00 262.00

150 3000 100% 20.79  20.00 33.00 39.00

“Avg”, “p50”7, “p95”, and “p99” denote end-to-end latency (ms). Percentages indicate success ratio.

Table 5 Calculation cost analysis

Scheme Encryption Calculation Decryption Calculation
[45] 7E + 3L + 3H E+H
[46] 4E + 2L + 2H E+H
Ours 3E+ L 2E + L

E, L, and H denote the primitive operations used in each scheme.
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Table 6 Time consumption of hash

Aspect Time

1 2 3 4 5
Record 1.22s 1.538s 1.706s 2.451s 3.383s
CID 0.167ms 0.021ms 0.023ms 0.015ms 0.013ms

“Record” and “CID” timings are measured per operation; values are reported in seconds (s) or
milliseconds (ms) as shown.
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6 Conclusion

This study demonstrates a blockchain-based attribute access control system for safe-
guarding electronic medical information. This method integrates the blockchain with
the IPFS file storage system to provide both on-chain and off-chain storage in an
attempt to reduce the storage burden on the chain. It also introduces the idea of multi-
attribute authorization center to accomplish fine-grained access, and adopts the idea
of hybrid encryption in the processing of metadata, which increases the effectiveness of
access significantly. However, the visitor’s actions is changing dynamically, and there
is no guarantee that the visitor will never behave maliciously, so in the subsequent
research work, it is intended to introduce the reputation mechanism to strengthen the
security of the scheme.
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