Mean-Square Bounded Consensus of Nonlinear
Multi-Agent Systems with Time-Varying Delays
via Impulsive Control Under Dual-Channel
Stochastic Switching Deception Attacks

Abstract

This paper presents a novel dual-channel stochastic deceptive attack scheme,
designed for multi-agent systems (MASs) utilizing directional network structures.
The scheme compromises both sensor-controller (S-C) and controller-actuator
(C-A) channels with distinct tampered signals during variable impulsive control
intervals. To counter these attacks, an adaptive secure impulsive coordination
strategy has been developed for a kind of non-linear Multi-Agent Systems with
time-varying and dynamic switching capabilities. In this model, the stochas-
tic selection of compromised channels obeys Bernoulli distributions. Based on
Lyapunov’s stability theorem, methods of matrix analysis, and linear matrix
inequality techniques, adequate conditions are established to guarantee consensus
in the mean-square sense with bounded errors for the system. Our key contri-
butions include: (i) Novel criteria guaranteeing error-bounded consensus with
explicit residual disagreement bounds; (ii) The first framework integrating dual-
channel stochastic attacks with adaptive impulsive defense and time-varying
delay functions; (iii) Analytical quantification of attack impacts on consensus pre-
cision. Two simulation cases are given to address the effectiveness of the derived
results.
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1 Introduction

Recent years have witnessed substantial progress in cyber-physical networks, facili-
tating advanced coordination capabilities in domains including UAV formations [1, 2]
and multi-robot systems [3]. Consequently, collective behaviors within these intercon-
nected systems, particularly consensus and synchronization of multi-agent systems
(MASSs), have attracted substantial scholarly focus [4-6].

The theoretical foundation for analyzing such complex systems has been signifi-
cantly advanced through stability analysis of dynamical systems which are subject to



time delays and impulses. Studies have investigated the exponential stability of nonlin-
ear time-varying systems with delayed impulses and stochastic intensity [7], finite-time
synchronization for fractional-order multiplex networks by using hybrid impulsive and
quantized control [8], and novel stability criteria have been established for MASs with
time-varying delay via advanced Lyapunov-Krasovskii functionals [9].

However, in practical implementations, MASs often operate in open-network envi-
ronments that are vulnerable to various cybersecurity threats [10-12], significantly
impacting their synchronization performance. Among these threats, denial-of-service
(DoS) attacks [13] and deception attacks [14, 15] represent two predominant attack
paradigms. Compared to DoS attacks that disrupt communication availability, decep-
tion attacks exhibit greater stealth by injecting malicious data into communication
channels, posing more severe challenges to the consensus of MASs.

Existing research has made preliminary progress in addressing security challenges
in MASs. Several studies have investigated deception attacks targeting individual
channels, either sensor-controller (S-C) or controller-actuator (C-A) channels [16, 17],
as well as bipartite synchronization under deception attacks [18]. Recent works have
begun exploring hybrid threats combining deception with other cyber assaults [19].
However, current deception models predominantly focus on fixed attack patterns, over-
looking the sophisticated stochastic switching strategies where adversaries dynamically
alternate targets between S-C and C-A channels.

In real world, this research gap is particularly critical for MAS deployments. For
instants, both swarm robotics and smart grids concurrently experience nonlinear inter-
actions, limited communication resources, and coordinated cyber attacks that span
multiple network channels. Beyond threat modeling, control protocol design remains
pivotal. Diverse triggering mechanisms exist including periodic [20], event-based
adaptive event-triggered, and self-triggered dynamic variants [21].

However, practical implementations will inevitably produce time-varying delays
due to environmental noise, hardware limitations, and signal transmission constraints
[22, 23], ect. These delays, particularly time-varying, can severely degrade synchroniza-
tion performance which can cause triggering-time deviations and state inaccuracies.
These phenomena have attracted much attention of many scholars. Some studies have
been accomplished for MASs with time-varying delays [24-26]. Among these studies,
many meaningful control methods have been proposed [22-26]. In many real situa-
tions, continuous control requires an ideal communication environment, which is often
unavailable. To overcome this problem, impulsive control is proposed [27, 28]. Whereas,
there are few reports have been given for MASs with time-varying delays if they
encounter cyber threats. Hence, it is very necessary for us to seek for novel analytical
frameworks and control protocols to solve these problems. Based on above discussions,
existing approaches exhibit notable limitations. Specifically, the following critical chal-
lenges remain to beadequately addressed: (i) The dynamic and stochastic nature of
multi-channel deception attacks, particularly in systems with random-switching attack
patterns across channels; (ii) The compounded destabilizing effects from time-varying
delays coupled with deception attacks; (iii) A lack of unified control frameworks incor-
porating impulsive control and adaptive security mechanisms to mitigate deception
attacks while ensuring mean-square bounded consensus.



Within this study, the mean-square bounded consensus of a kind of non-linear
MASs with time-varying delays under dual-channel ctochastic switching deception
attacks will be discussed. Departing from prior focus on isolated nonlinear systems
[29-32],this work will establish a theoretical framework for the mean-square bounded
consensus with time-varying delays under stochastic deception attacks across dual
communication channels. The core contributions are articulated as follows:

(1) A novel deception attack model is developed. In this new model, actuators
encounter randomly alternating sensor-controller(S-C) and controller-actuator(C-
A) deception signals across impulse intervals, generalizing prior single-channel
frameworks.

(2) An adaptive switching-based secure impulsive control strategy is developed, uti-
lizing Bernoulli distributions, linear matrix inequalities, and Lyapunov theory to
establish synchronization criteria for mean-square bounded consensus.

(3) The impact of leader deception is analyzed, pioneering the study of leader-
transmitted deception signals in open networks under dual-channel attacks with
time-varying delays.

The paper is organised in the following manner. Preliminary symbols and graph-
theoretic concepts are presented in section 2. The system model is established in section
3. Impulsive synchronisation of MASs subjected to dual-channel stochastic deception
attacks with time-varying delays is investigated in section 4. Numerical experiments
are conducted in section 5 to verify the theoretical findings. Final remarks are offered
in section 6.

2 Preliminary

2.1 Mathematical Notation

Herein, R signifies the n-dimensional real Euclidean space; ® denotes the Kronecker
product; P = PT = 0 signifies a real symmetric positive-definite matrix; \;(P) repre-
sents the i-th eigenvalue of matrix P, while Apax(P) and Apin(P) denote the largest
eigenvalue and the smallest eigenvalue of P, respectively; p(P) denotes the spectral

radius of P; oax(P) denotes the largest singular value of P; ||-|| denotes the Euclidean
n
2-norm, so that for any vector ||ul| = /Y u?; and Pr{-} denotes the probability that
i=1

the associated random variable follows a Bernoulli distribution.

2.2 Graph Theory

The weighted directed graph is depicted by the triplet G = (A, &, R), where A =
{fll,flg, . ,le} denotes the set of NV nodes. An edge e;; € £ C A x A is denoted
as (i,7), indicating that node j obtains information from node i. A directed path
from node j to node i is a sequence of distinct edges (j,b1), (b1,b2),..., (b, i) with
distinct nodes by. The adjacency matrix R = (a;5) € RVXN gatisfies ai; > 0 if and
only if edge (j,7) € &; if a;; = a;; for all 4,7, then R is symmetric. Graph Laplacian



L = (gi;) € RV*N is defined by

N
gy = —ay (i#7), =Y ay,
j=1

J#i

N
and satisfies ) g;; = 0 or every .
j=1

3 Model Construction

In this section, our objective is to construct a model for lead-following M ASs subject
to dual-channel stochastic switching deception attacks, and design a control protocol
to ensure the synchronization of the system.

3.1 Description of M ASs with Time-varying delays

Consider a multi-agent system (MAS) composed of n followers, indexed by ¢ =
1,2,...,n. The dynamics of the i-th follower are governed by the differential equation

(1)
@(t)
— [elai(t) + A Dalt - 7(2)) + Sadlai(t — (1)) + (D)) dt 1)
+ By(t,xi(t), x(t — 7(t))dw(t)
where z,;(t) € R™ is the state vector, o, o, % and % denote constant matri-
ces. For every node i € {l1,...,N}, the map ¢: R — R is assembled as

o(zi(t)) = [d1(zi(t), d2(zi(t)), ..., on(zi(t)) ]T. 4;(t) embodies the control proto-
col described by (15). The function 7(¢) denotes a time-varying delay that is inherent
in the system.

The dynamic of the leader is supposed as following equation (2)

lo(t)
= [lo(t) + AUt — (1)) + Fd(lo(t — T(t))) + @i (t)] dt (2)
+ By(t, lo(t), 1(t — 7(t))dw(t)
To facilitate the analysis, the nonlinear function ¢(-) is assumed to comply with
Hypothesis 1 and 2.

Hypothesis 1. For a vector-valued nonlinearity ¢(-), there exist constants r;; > 0,
defined for every i =1,...,N and j = 1,...,n, such that

|¢i(p1) — dilpa)| < ZTij|p1,j —p24l, Vp1,p2 €R™ (3)
j=1



Hypothesis 2. The communication topology between the leader and all follower
agents is connected, ensuring the existence of a directed path from the leader to every
follower in the network.

For the convenience of later discussion, we firstly give the folowing Lemma 1, 2, 3
and 4.

Lemma 1. For any matrix M € R™*™ (M > 0), a vector map ¢ : [a,b] — R™.
With the quadratic functional defined as

g = ([ o) ds)TM( / bw<s>ds),

the inequality J(¢) < (b— a) ff T (8)M)(s) ds follows directly.

Lemma 2. [33] For any non-negative scalars & > 0 and B >0, and for a time-

varying delay 0(t) satisfying 0 < 97 < 0(t) < 09, the following inequality is satisfied

a b
ORI ) \
. |3a+B a+33 @)
> min , .
02— 01 02 —0q

Lemma 3.(Schur Complement Lemma[34]) For given constant matrices 1,
and 3, where Q7 and 2y are symmetric matrices, the following conditions are
equivalent

Qs
(1) Q= {Qép QQ] < 0;
(2) Q1 <0and Q, — QTOQT'Q3 < 0;
3) Qy < 0and Q; — Q30,07 < 0.
2 3

Lemma 4. (Halanay Inequality [35]) Let scalar map w(t) > 0 defined on [tg—7, 00)
and continuous on [tg, 00). Suppose
DYu(t) < —aw(t) + Bw(t — 1), t>to, (5)

with & > 4 > 0. Then
w(t) < wgexp(=A(t — to)), (6)

where wi = sup;, _,<p<;, w(f) and the unique A > 0 satisfies

A—a+Ber =0 (7)

Lemma 5. For any vectors p,¢ € R™, the inequality

lle+<ll < llefl + i<l



holds. Assign o = e(u) — e(t), ¢ = e(t), and assume the Lipschitz condition |le(u) —
e@®)| <L - |u—tl.
Then we have
le(w)lI* < 2lle(®)|* + 2L2|u — t|*. (®)

Proof
lo+sl?=(e+9) (0+9)

2 2 T
= llell” + lIsI” +2¢°<

2 2

< loll™ + Il + 2llell - fi<]l (9)
2 2 2 2

< llell” + lislI” + (llell” + lI<[I7)
2 2

= 2[lell” + 2]I<[I".

Substituting the above choices for p and ¢, together with the given Lipschitz bound, yields
the desired inequality ) ) ) )

le(u)lI” < 2[le®)]” + 2L u — ¢*. (10)

O

Lemma 6.[36] Consider a positive-definite matrix P = 0,P = UAU" with » =
diag (s, .. ., 7,). For any vector &, the following inequality holds:

Hmin (P |1 < ETPE < semax (P) €)% (11)

Remark 1 In contrast to the synchronous attack model presented in [38], this paper introduces
a time-varying delay function into the deception attack framework, significantly enhancing
its applicability to real-world scenarios. As indicated in (1) and (2), multiple adversaries in
our model are capable of independently targeting different communication channels with dis-
tinct attack strategies. Moreover, attack sequences can differ across communication channels,
allowing adversaries to implement distributed attack strategies tailored to specific targets.
The inclusion of a time-varying delay function more accurately captures the dynamic nature
of practical networked environments, thereby strengthening the robustness of the security
mechanism. Consequently, the node-based event-triggered approach adopted in [26] becomes
inadequate under these conditions, necessitating the design of a channel-based event-triggered
mechanism that explicitly accounts for time-varying delays.

3.2 S-C Deception Attacks

In MASES, if the sensor-controller channel is subjected to deception attacks, and the
attack mode is extended from targeting individual agents to disrupt system-wide com-
munication links, then agents will receive false signals from their neighbors. As a
result, incorrect data will be transfered among agents. In this situation, consensus of
MASs will become to be difficult. To solve this problem, an adaptive secure impulsive
consensus control protocol is designed as following (12)

i) = by &(1)(t — ty), (12)
k=1



where

N
Gi(t) = Y (=Lijay(t) + Bi ()& (1)) — i (a(t) — €(2)). (13)
j=1

Lij denotes elements of the Laplacian matrix. The adaptive impulse gain by > 0
(k € Z*) dynamically mitigates attack impacts, while ¢; > 0 defines the pinning gain.
Impulse timing is governed by the Dirac delta function 4(-). On S-C channels, deception
signals £(t) = [&1 ()T, ... 75N(t)T]T € RV™ satisfy &(t) = [€a ()T, . >fiN(t)T]T cR”
with &;(t) € R™. The stochastic switching variable 3;;(t) € 0,1 follows a Bernoulli
distribution whose probability mass function is

Pr (Bz](t) = 1) = >\ij7 Pr (ﬂlj(t) = O) =1- Aij7 (14)

where \;; € [0, 1) is the attack probability.
Hypothesis 3. The stochastic variables (;;(t) for (i,j) € eq, and «;(t) are
mutually independent.

3.3 S-C and C-A Switching Deception Attacks

This paper investigates a sophisticated cyber-attack framework within networked
control systems, involving dual-channel deception attacks:

(1) Edge-based deception attacks compromise sensor-controller (S-C) channels
(Section 3.2);

(2) Stochastic switching deception attacks target both S-C and controller-actuator (C-
A) links, with adversarial signals alternating across impulse instants(Figure 1).

We design an adaptive switching secure impulsive protocol

ai(t) = Y laa(D)G(8) + (1= ai(®)ai()] 6t — tr), (15)

k=0

where ((t) = ((1(t),-..,(n(t)) € RV™ denotes the deception signals injected into C-
A channels. The impulse sequence {t; | k € Z*} adheres to 0 < t < tg41 with
Umin = infg{tx —tr—1} and Umax = supg{tx —trx—1}. The stochastic variable distributed
by Bernoulli a;(t) characterizes the success of the attack

Ky k=1 (attack successful),
Pr{a;(t) =k} = (16)
1—k, k=0 (attack failed).

Remark 2 The novel dual-channel stochastic switching deception attack strategy is illustrated
as Figure 1. The key aspect that differentiates this model from existing dual-channel deception
attack frameworks, such as that presented in [37], is the incorporation of a time-varying
delay function 7(¢). Developed within the setting of nonlinear multi-agent systems with time-
varying delays, this extension significantly improves the practical applicability and adaptive
capacity of the attack strategy.
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Fig. 1 MASs system architecture with dual-channel stochastic switching under deception attacks.

In contrast to the model in [38], the stochastic variable restricts attacks to both
channels simultaneously or to no channel at all, our approach provides enhanced flexibil-
ity through dynamic switching between channels. Specifically, when «;(7) = 0, only the
sensor-to-controller (S-C) channel is compromised; otherwise, the attack switches to the
controller-to-actuator (C-A) channel. The proposed deception attack model offers several
tactical and practical advantages:

(1) Tt reduces energy consumption by utilizing single-channel resources to achieve
disruptive effects comparable to dual-channel attacks.

(2) The incorporation of time-varying delay increases uncertainty and improves stealth.

(3) The combination of dynamic switching and time-varying delays enhances adapt-
ability and raises the success rate of attacks.

As a result, this refined attack framework poses a more significant challenge to the syn-
chronization of nonlinear MASs and more accurately reflects real-world attack scenarios,
where time-varying delays and switching behaviors are frequently observed.



3.4 Tracking error system

The mean-square bounded synchronization requires continual observation of every
follower and the leader. Based on (1), (2), (12)and (15), it can be concluded that

ii(t) = [Fai(t) + At — 7(1) + o (2:i(t — 7(1)))] dt
+Bg(twi(t), wi(t —7(t)) dw(t),  t#ty,

Ax;i(ty) = cite)Gi(tr) + (1 — ailte))b

N
X [Z<_£ijxj(tk) + Bij (tr)Sis (tk)) —ai(mi(ty) —(t) |,

j=1
where Aw;(ty) = z;(t)) — zi(ty), i(t)) = lim, o+ zi(tk + w),and z;(t,) =
lim,_,q- ;(tx + w). Define the synchronization error €;(t) = x;(t) — lo(t), and

g(t, e, e;(t—7)) = g(t, s, i (t—7))—g(t, lo, lo(t—7)).Then the error system is described
as following equation (17)

€i(t) =[Ae(t) + et — (b)) + SF(e;(t —7(1)))] dt
+ B9, €i(t), €i(t — 7(t)))dw(t), t #ty

Aei(tr) =ai(te)Gi(tr) + (1 — aq(tr)) [ Z,C”ej (17)

N
+ 3 Big (k)6 (1) — cies (tk)] :

j=1
In equation (17), the nonlinear error function is
Flei(t —7(t)) = et — 7(t) + lo(t — 7(£)) — Hlo(t — 7(1))), t# ty,
with the jump condition

Aei(te) = (t)) —e(ty), at))= hILIng €ty +h), elty)= hli%l— ei(ty + h).



Rewriting the error dynamics, the Kronecker product form of equation (17) can be
denoted as following equation (18)

)= [(Iv@ o) e(t) + (I @ o) et — 7(t))
+(IN®%)F(e(t77(t)))]dt+G(t) dW (t), t # ty,

_ 18
elt) = [Inn = be((Iy = AL +C) @ 1) e(t;) (18)
+(A(tr) ® L) ¢ (t)
+bop ((In — Aty) ® I,)E(ty),  t=tg,
where the vector €(t) = (ef (t),€e5 (t),- ,e]T\,(t))T € RN™ represents the state
error of N followers relative to the leader. The diagonal matrix A(tg) =
diag (o (tr), aa(ty), -+ ,an(ty)) € RN*N is the channel-switching matrix with
Bernoulli entries (Pr(a;(ty) = 1) = k). The matrix H = L + C, where
C = diag(ci,co, -+ ,cn) is the pinning gain matrix. Additionally, Z(t) =
T ™ "
<(Zj/81j(tk)£1j(tk)) ,'“,(ZjﬂNj(tk)ﬁNj(tk)) ) € RY" denotes the S-C
deception attack vector, and ((tx) = (¢ (k), - - ,C]T,(tk))T € RN represents the C-A
deception attack vector. The adaptive impulse gain is denoted by by > 0,
B (t) 0
G(t): GRNXN,
0 Bin (t)

and
W(t) = [wi(t),...,wn(t)] €RY.

Hypothesis 4. The adversarial signal remains bounded such that

€tz < &,

in which & denotes a known positive bound. Owing to the stochastic nature of the
attack, this research will investigate the mean-square bounded consensus within M ASs.

Definition 1 The multi-agent system (1) and the leader system (2) are said to achieve
mean-square bounded synchronization within a prescribed error bound under exogenous dis-
turbances if there exist a compact set C C R™ N and a constant R > 0 such that, for all
initial states z;(0), s(0) € R™,
limsup Ef[le()]|] < R,
t—o0

i.e., the synchronization error e(t) ultimately enters and remains within the set

C= {e e RN ‘ E[[lell] < R}.

10



Definition 2 Define the vector y(t) € R™ such that it meets
y()dt = de(t), y(t) = ¢(t), te€[-7a,0]. (19)

According to the Leibniz—Newton identity (Lemma 5), we derive:

t
/ y(s)ds = e(t) — e(t — 7(t)).
t—7(t)

4 Secure Consensus Analysis

In this section, sufficient conditions will be derived to ensure mean-square bounded
consensus of MAS (1).
Construct the Lyapunov-Krasovskii functional as follows

V(e(t)) = 1(e(t) + Ya(e(t)) + F5(e(t)). (20)

Here, €(t) denotes the solution of the error system (17). Consider symmetric pos-
itive definite matrices P, S1,Q;, R; and positive scalars p > 0. Along the solution
trajectory, we define:

t

Y1 (e(t)) = €T (t) Pe(t) + / T (5)S1e(s)ds (21)
t—7(t)

Yo (e(t)) :Z[ ‘FleT(t—O—s)Qje(t—&—s)ds (22)

Y3(e(t)) = (5j

et =3 /

—T;

—Tj_1

/ t ¢ (s)Rjé(s)dsdd (23)
t+0

where P > 0,51 >0,Q; >0, R; >0 (j =1,...,m), 6; = 7; — 7j_1, and the
matrix inequality
@3-

* R;
ensures the positive definiteness of 73. _
Lemma 7. The expected value of ¥ (e(t)) satisfies, 8 is related to the probability
of communication failure, § and ¢ are related to noise bounds, ¢ is a positive scalar
parameter, x is an upper bound coefficient for the integral term.

E{(A((t))} < B ()] + da (24)
where

61:H1+55+Hv
di = BO¢ (71 +1).

11



Proof According to (18), the system state experiences a jump governed by
e(ti) = M(ty) e(ty,) + G(ty), (25)
where
M(tg) = Inn — bi[(IN — A(t)) (L + C) @ In],
and
G(tr) = (Altr) ® In)C(tr) + bx[(IN — A(tr)) @ In] E(tk).
Owing to the impulse-time dynamics (25), the expected value of the quadratic form
eT(tg)Pe(tZ') admits the exact decomposition

E{7(e(t]))} = ¢ (¢ ) E[M" (t) PM(ty)] e(ty;)
+2¢ (¢ ) E]M" (1) PG(ty,)] (26)
+ E[G" () PG(t1,)] + I(ty),
where

tk
I(t,)=E |:/t ' (5)S1€(s) ds:| .

k=T (tk)

To establish an upper bound for E{%(e(tz))}, we analyze each term in (26) separately.
For the first term, we have

Ele” (t; )M (1) PM(ty)e(ty, )] < mEY (t;)] (27)

where B B
mo=p(In+E0=BH H - (1= B)(H+H")),

and p(-) denotes the spectral radius.
For the second terms, we obtain

2E[e” (t;, )M (t5) PG(t)] < BEE[Y (1}, )] + Be 6. (28)
For the third term, we have
E[G” (tx) PG(ty)] < BO¢. (29)
For the fourth term I(t, ), we establish the upper bound condition
I(t),) < &E[V(t),)]- (30)
Combining the estimates (27)-(30), we obtain
E{(e(t))} < (w1 + Be + v) B ()] + Bog (=74 +1). (31)
Then inequality (31) can be written compactly as following form (32)
E{71(e(t{))} < AE[V (8 )] + 1 (32)

where
c1 =1+ Pe+ K,
di = B¢ (5_1 + 1) .

12



Lemma 8. Under the assumption that the state trajectory is Lipschitz continuous
with constant L, i.e., ||e(u) — €(t)|| < Llu —t| for u € [t — 7;,t — 7;_1], the expected
value of ¥5(e(t)) satisfies

E[#5(e(t))] < coR[e? (t)Pe(t)] + do (33)
where
_ S 2Amax (@) (15 — 7j-1)
2= ; )\min(P) ’ (34)
22)\max Qj L2 Iiax( TJ 1) (35)

and Tmax = mMax; ;.

Proof Using Lemma 5, we have |le(u)||? < 2||e(t)||> + 2L2%|u — t|2. Since |u — t| < Tmax, it
follows that ) ) ) 5
l[e()[I” < 2[le(@®)[I” + 2L Tmax- (36)
Then,
T 2 2
() Q1) < Amax(@))[€)® < Amax(@)) (eI +2L37) . (37)

Integrating over u from t — Tjtot—T1j_1,

t—Tj-1
[ Qe < Amax(@) (e + 287 ) (5 = 7pn). (39

—T;

From Lemma 6, ||e(t)||> < [nii(P) T (t) Pe(t). Therefore,
t—7j_1
/ Qje(u)du
+ 2Amax(Q;)L TmaX(TJ Tj—1)-
Summing over j and taking expectation, the result can be yielded. O

Lemma 9. If there exists Ly > 0 such that [[é(s)]|?> < Lqlle(t)]|? for s € [t + 0, 1]
with 6 € [—7;, —7j_1], then the expected value of #3(e(t)) satisfies

E[%(e(t))] < csEleT (t) Pe(t)] (40)

where

Z max (R;)La - (T —72)). (41)

mm

13



Proof From the assumption that [|é(s)||? < Lg|le(t)]|?, we have
T . N
€ (s)Rjé(s) < Amax(R;)|[é(s)

) (42)
< Amax(Rj) Lqlle(t)[|”.
Consider the inner integral
t
/ ' (s)Rjé(s)ds
t+0
t
43
< [ N (R Lalett)| s (49
t+0
2
= Amax(R;)Lalle(t)[716],
where 0] = —0 since § € [—7;, —7;_1] is negative. Substituting (43) into the expression for
Vs (e(t)),
m —Ti—1 )
73(e(t)) < 253'/ Amax (R;)Lalle(t)[|"(—0)do
j=1 T
(44)
m ) —Tj—1
=D i Amax(Rj) Lalle(®)| (~6)db.
=1 e
Evaluate the integral
—Tj-1 T 1, 5 5
/ (—0)do = / udu = 5(7']' - Ti1), (45)
-7 Ti-1
where u = —6.
Thus
G 2 1,9 9
Y3(e(t)) < 85 Amax(R;) Lalle(t)])* - 5 (T = 7i-1)- (46)
j=1
Using the property of positive definite matrices that [|e(t)|? < X ,l(p) el (t)Pe(t), we
obtain
$a(elt) < (1L 30 0 A )L (12— E) | T Pett)
— max . - —
)\min(P) = J J AN J (47)
= c3€! (t)Pe(t).
Taking expectation on both sides and using the linearity of expectation
E[#3(e(1))] < esEle” (t)Pe(1)]. (48)

Remark 3 The bounds obtained in Lemmas 7-9 are instrumental in verifying the stochastic
stability of the error system. By synthesizing these three auxiliary results we arrive at the
pivotal inequality

E[V (e(t))] < pE [eT(t)Pe(t)] +m, (49)

which coincides with (75). 1 and m are specified in Theorem 1. Consequently, Lemmas 7-9
jointly deliver sufficient conditions that enable the conclusion of Theorem 1.
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Theorem 1 Given that Hypothesis 1-4 are satisfied, the error system (17) achieves
exponential convergence into the region

¢ = {ety e x> [ Bl < | [ |

provided that conditions (H1) to (H6) are all met.
(H1) nI <X P for some n > 0 and positive definite P

(H2) 0 <pu<1
(H3) r = pe= " < 1 for all i
1
(H4) ai:)\i—%>0f0ralli

(H5) ez >

(H6) One may select a symmetric positive-definite matrixz, denoted by Py = 0, along
with positive scalars « > 0, 8 > 0, and a symmetric negative—semi—definite matrix
© <0 such that

A+ X PT
+T +0 Iy <0, (50)
r  -P
where
¥ = diag(—aby, Py, 0,...,0). (51)

The parameters p and m embedded in A are given by
pw=c1+ce+c3,m=d;+ds,

where ¢1 and dy are extracted from the upper bound on E[Vi(e(t))] in Lemma 7, co and d2
are given by Lemma 8, c3 is provided by Lemma 9.

Remark 4 The following provides an explanation for (H6).
Define an augmented state vector that captures both current and delayed states:

gt)y=[a"(t), 2"t —71), @ (t —72), ..., & (t —7a), &' (1)]. (52)
The matrix I'; captures the system’s dynamic structure:
Iy =[o, ,0,0,...,0], (53)

where &7 and 7] are the system matrices from the state-space representation

da;(t) = [Fxi(t) + Sz (t — 7(t)) + Fad(zi(t — 7(1)))]dt

(54)
+ B g(t,m;(t), i (t — 7(t))) dw(t).
The terms in the Lyapunov functional can be expressed as
¥ ((t),t) + BV (x(t = ), 1) = € (E1€(1), (55)
where
21 = diag(aPl, ,6P1, 07 ey 0) (56)

Exploiting the Schur complement equivalence, the original linear matrix inequality given
in hypothesis (H6) can be recast as the following equivalent reformulation

A+TIPT; +2+0 =<0. (57)
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The negative semi-definite matrix © is designed to bound these perturbations:

—max{3Wy1 + Wia, Wi1 +3Wia} < € ()OE(1).

This leads to the inequality

& () (A + TLPIT)E(t) — max{3Wiy + Wi, Wit + 3Wpo }

< (W) (A+TIPT +O)ER).

Substituting the LMI condition yields
7(t) <€ (t)(A+ TPy + ©)£(t)
< €' (1)zE(1),

which simplifies to

”i/(t) < —-az ( )P1z(t) + ﬂm (t — 1) Pra(t — 7).

(61)

Under the condition that = (t — 73,) Pra(t — 73,) < 6 &' (£)Prax(t) for some § > 0, we obtain

Y (t) < —(a— BO)Y (x(t),t) <0,

(62)

This strict inequality guarantees exponential convergence of the error dynamics when a > (0.
The LMI approach in (H6) thus provides a computationally verifiable condition that
ensures the Lyapunov functional decreases exponentially along system trajectories, guaran-

teeing robust stability despite time-varying delays and uncertainties.

Proof According to It6’s differential formula, the error trajectory is given by
d¥ (e(t)) = LV (e(t))dt + 2€7 (t) PBj(t)dw(t),
where the infinitesimal operator £¥ (e(t)) is defined as

LY (e(t)) = LY(e(t)) + LY2(e(t)) + LV3(e(t)).

) i
(t )
LA(e(t)) = 26T (1) P [ e(t) + hre(t — (1)) + A F(e(t — 7(1)))]
+ trace [(#3(1)" P(#5(1))] + " (1) S1€(t)
— (1= #(B)e" (t = 7()Sae(t — 7(t)
<2 ()P [ e(t) + re(t — 7(t) + S F(e(t — 7(1)))]
+ trace [(#3(1)" P(#5(1))] + " (1)S1€(t)
— (1= w)e (t = 7(t))Sie(t — 7(¢)).(u > 0)

LA (e(t) =D € (t—7j_1)Q et — 1)
j=1
=) et = m)Qyelt — )
j=1
Ls(e Z
m t—Tj1
—Zé € (s)Rjé(s)ds
j=1 t—7;

(66)

(67)



For any t > 0, there exists k € {1,2,...,m} such that 7(t) € [rx_1,7k]. When j # k,
according to Lemma 1

t—Tj-1

— 55 o T (s)Rjé(s)ds
<[ R ) )

When j = k, according to Lemma 1 and Lemma 2

t—Tr—1 T
—5k/ €' (s)Rié(s)ds

t*Tk

t—7(t)
= -6 / T (s)Ryé(s)ds

t—Tg
t—TK—1
s, / T (s)Rye(s)ds
t—7(t)
< —max{3Wpy + Wio, Wi + 3Wia},

where
T
et =T®)| |-Rx Ry | |e(t—7(2))
Wi1 = |:e(t—7'k) x  —Ry et — 1) :| ’
T
et —=Tmk—1)| | =Rk Ri | |e(t—Tk-1)
Wiz = |:e(t —7(t)) x  —Ry| | et— T(t)):| ’

According to Definition 2 and the error dynamics, for any matrix S,
0=2¢" (1)ST {[e(t) + et — T(t)) + S F(e(t — 7(1))) — é(t)] dt + By(t)dw(t)}  (68)
Applying (64)-(68) and Assumption (H6),
d¥ (e(t)) = LV (e(t))dt + 2[Pe(t) 4+ Se(t)]” Ba(t)dw(t), (69)
where the augmented operator is
LY (e(t)) = LV (e(t)) + 27 (1)ST [ e(t) + et — (1))
+ A F(e(t — 7(1))) — €(t)]
< TWAe) + 5 TT Pric(t) (70)
—max{3Wy1 + Wia, Wi1 +3Wya}
< —a¥(e(t)) + BY (e(t — (1)),
with
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Then
E[LY (e(t)] < E[-a¥ (e(t)) + BV (e(t — 7(1)))

]
= —aB[V(e(t))] + BE[V (e(t — 7(1)))],
t € [tg,tpyr), @ =S(ty) € NT.
Applying Lemma 4 to (71), there exists A; > 0 satisfying
Xi—a+BeNT =0
such that for ¢ € [tg,tg41),
{7 (e(0))} < E{F (e(ti))}e (4170
For any time ¢, the expectation of the total Lyapunov functional V (e(t)) satisfies
E[7(e(t)] = E[71(e(t)] + E[72(e(t))] + E[73(e(?))]-
Using the bounds from Lemmas 7, 8 and 9, we obtain
E[7 (e(t))] < B[ (t) Pe(t)] + m,

where 1 and m are defined in Theorem 1.
For t € [tg,t1) (k = 0),

{7 (et )} < B{¥ (e(to)) pe N1 7)
E{7 (e(t7))} < WE{Y (e(t7))} +
< HE{Y (€(to))}e 10 om
For t € [t1,t2) (k=1),
E{V (e(ty )} < E{¥ (e(t]))}e —Ai(t2—t1)
< E{Y (e(to)) e M2 70) e Xilta )
E{7 (e(t3))} < uE{¥ (e(t3))} +m
< R (e(to)) e M2 pme M) gy
By mathematical induction, for ¢ € [tg, tx41) (k> 0),

k
(Y (G} < WPB{Y (e(to)) e MU0 o 37 I Bt
j=1
Assuming equally spaced impulses (t; = tg + jh),

k k
Z k=i e hilt=ty) _ = Xilt—to) Z pk—i ik
= j=1
Reindexing with | =k — j,

k k—1
k—j Xijh L Xi(k—=1)h
SIS
j=1 1=0
— l
_ EAikh Z (Me—kih)
=0
Defining r = uef)‘ih (r#1),
T l-r
=0
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Combining (79)-(81):
E{¥ (e(t)} < pFe MR (e(t0))}

k
s (f— khl—1r
1 e Ni(t—to) Aikh

1—r"
For t € [ty, k1),
k>t *hto -1
implies . . 1 e
p<p =p e r
Thus

PR ) < e | (B0 - )| B/ o)

Under Assumption (H4) (A\; > lnTﬂ)v
ke ULy (e(t0))}
< p e IR (e(1)))

where a; = \; — lnT“ > 0.

and r* > 0,

For the second term, since k < t_hto

k
—Nilt—to) Aikh 1—r

1—r
§ me—Ni(t—to) Aikh
- 1—r
mei (Fh—(t—t0))
- 1—r
< _mo (since kh <t —tg)
1—r
Thus .
—Xi(t—to) Nkh1—T m
me €

1—r = 1— peih’
Combining (86) and (88)

E{¥ (e(t)} < pte TR (e(t0))} + 0

1 — pe=2ih’
As t — oo, the exponential term vanishes (a; > 0)

. m
From (20), ¥ (e(t)) > nlle(t)||* with 5 = Apin(P) > 0, hence we obtain

mE{[le(t)|*} < E{¥ (e(t))}-
From (90), we have
limsup E{|[e(t)||?} < —— "
m sup {lle®1I"} < S ——
Based on Jensen’s inequality, we have
[E{e®)}]] < \/E{lle(®)]12}
m

< _
TV (1 — pem i)

The proof is completed.
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Remark 5 In contrast to previous studies, which primarily focus on deception attacks under
fixed or ideal timing conditions, this paper introduces a time-varying delay function into
the attack model, significantly improving its practical relevance.Theorem 1 establishes a
unified sufficient condition for the exponential convergence of the error system into the set C,
explicitly accounting for both time-varying delays and deception attacks via conditions (H1)—
(H6). While earlier work focuses mainly on the attack pattern itself, Theorem 1 reveals that
the attack type is merely one of several determining factors; the synchronization bound and
convergence behavior also critically depend on the parameters embedded in the theorem.
Furthermore, condition (H4) of Theorem 1 explicitly defines the exponential decay rate «;
for each mode, underscoring the role of the parameter « in controlling the convergence speed.

5 Simulations

A series of simulation experiments are carried out to validate the efficacy of the estab-
lished theoretical results. A MASs consisting of six agents is considered, and the
network topology is illustrated in Figure 2. The nonlinear dynamics of the six agents

Fig. 2 The network topology of the MASs.

are given as following equation (94)

ds;(t) :(0.0lsi(t) +0.03s; (t — 7(¢)) + 0.01sin(s; (t — 7(t))) + uz(t)) dt
+0.01g(¢, 5;(t), si (t — 7(t))) dw(?t)

(94)

and the non-linear dynamic equation of the Leader is described as following equation
(95)
() = (0.011,(t) + 0.031, (¢ = 7(2)) +0.01sin(l, (¢ - 7(1))) ) dt

+0.01g(t,1,(t), Lo (t — 7(t))) dw(?)
where 7(t) = 0.2 4+ 0.1sin(0.5¢t).

(95)
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Let e;(t) denote the tracking error e;(t) = s;(t) — l,(t). The Laplacian matrix L of
the communication topology is computed as follows

[3 =1 0 -1 -1 0]
-14 -10 —-1-1
0 -1 3 —-10 -1
-1 0 -1 4 —-1-1
-1-10 -1 4 —1
0 -1-1-1-1 4

D = diag[1,0,1,0,0,0] is the pinning matrix.

FEzxample 1 For this simulation, the static triggering constants are configured with the values
B =04, c =5, and € = 0.1. The relevant parameters required in Theorem 1 are taken as
pyr = 0.8123 and p = 0.8523. Substituting these values into Theorem 1 yields Ay = A2 = 30,
w = 0.015, and h = h; = 0.16. Moreover, we have e_ah2 > u, which strictly satisfies the
positivity condition (H5). Together with the fulfilment of all other conditions (H1)-(H4) and
(H6), the hypotheses of Theorem 1 are fully met, ensuring the exponential convergence of
the error system into the set C.
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Fig. 3 Self-triggered time instants and sampling intervals for the six agents under Theorem 1.
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Fig. 4 Evolution under the static self-triggered Fig. 5 Error evolution under the static self-
mechanism stipulated by Theorem 1. triggered mechanism stipulated by Theorem 1.

Figure 3 shows the self-triggered instants and sampling intervals for the six agents when
the conditions of Theorem 1 are satisfied. Figure 4 shows the evolutionary situation of s;; and
lp1 under the static self-triggered mechanism. It can be observed that all follower agents suc-
cessfully synchronize with the leader after a short transient period. The system trajectories
confirm that the proposed control strategy ensures consensus despite communication con-
straints and external disturbances, demonstrating the robustness and practical applicability
of the method.

As further validated in Figure 5, the norm of the tracking error e;(t) converges to a
small neighborhood near zero. Specifically, the error converges to approximately 0.0084 at
t = 0.99s, which is significantly below the predefined threshold of 0.05. This rapid and
stable convergence underscores the effectiveness of the proposed controller in achieving high-
precision synchronization under the self-triggered communication scheme. The results clearly
indicate that the overall system error converges uniformly and remains bounded, confirming
the stability and consistency of the closed-loop system. Together, these findings provide strong
support for the theoretical claims and demonstrate the practical viability of the proposed
approach for multi-agent consensus.

Ezample 2 Suppose the static triggered parameters is ¢ = 10. Conditions of Theorem 1 are
simultaneously violated under the current parameters. Conditions fail en masse: p ~ 1.1 X 103
yields r; > 1, negative a; < 0, and the impossible inequality e~ "2 < 1. Thus the convergence
set C remains mathematically invalid.

Figure 6 shows self-triggered time instants and sampling intervals for the six agents
beyond Theorem 1. As illustrated in Figures 7 and 8, the system achieves greater stabil-
ity under the static self-triggered mechanism of Theorem 1. This stands in clear contrast to
the performance degradation observed in Figure 8, where the error norm ||e;(t)|| exhibits
sustained fluctuations under an invalid parameter configuration, and this directly substan-
tiates that violating the theorem’s conditions compromises system performance. This offers
important insight into the robustness limitations of the control protocol and highlights the
necessity of careful parameter tuning in real-world implementations.

As summarized quantitatively in Table 1, when the parameters meet the conditions of
Theorem 1, the total number of triggering events is 18 851. In contrast, when the parameters
violate Theorem 1, the number of triggers increases markedly to 49 809. This outcome directly
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Fig. 6 Self-triggered time instants and sampling intervals for the six agents beyond Theorem 1.

supports the theoretical analysis: violation of the theorem’s conditions results in mathemat-
ically invalid convergence properties and inefficient triggering performance. The noticeable
degradation in triggering behavior under non-compliant parameters emphasizes the practical
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importance of Theorem 1 in reducing communication overhead.

Complying with Theorem 1 reduces the number of triggers by 30958, equivalent to a
62.15% reduction, and improves communication efficiency by 30.59 percentage points. This
considerable gain in resource utilization demonstrates the essential role of the theoretical
results in designing efficient and practical self-triggered control systems for multi-agent net-
works. The findings strongly endorse the adoption of the proposed method in applications

where communication resources are limited and operational efficiency is critical.

Table 1 Event-trigger counts for six followers. Tables should be placed in the main
text near to the first time they are cited.

F1 F2 F3 F4 F5 F6 Total
Conditions of Theorem 1 3345 2935 3087 3182 3104 3198 18851
Beyond Theorem 1 9958 9971 9970 9952 9958 9971 49809
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The evolutionary situation of ||e(t)|| The evolutionary situation of ||e(t)||

Fig. 7 Evolution under the static self-triggered Fig. 8 Evolution under the static self-triggered
mechanism stipulated by Theorem 1. mechanism beyond Theorem 1.

6 Conclusion

This study has tackled the mean-square bounded synchronization problem for multi-
agent systems subject to dual-channel stochastic switching deception attacks with
time-varying delays. This study has tackled the mean-square bounded synchroniza-
tion problem for multi-agent systems subject to dual-channel stochastic switching
deception attacks with time-varying delays. The proposed synchronization criteria
have established verifiable conditions for achieving consensus under stochastic attacks.
Numerical validation has confirmed that these verifiable conditions reduce triggering
events. Future research has planned to investigate prescribed-time consensus under
heterogeneous cyber-attacks and hybrid faults, with emphasis on adaptive dynamic
event-triggered mechanisms for resilience-aware control. Continued investigation in
these areas has aimed to deepen our understanding of complex multi-agent systems
and advance the development of resilient control strategies for real-world applications.
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