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Abstract The role of cyberspace in geopolitical con-
flicts - as the experience of recent decades clearly demon-

strates - is continually expanding. The activities of state
sponsored and other cyber actors are becoming increas-
ingly frequent, complex, and sophisticated. To under-

stand and analyze a potential cyberattack in detail, it

is essential to identify and select an appropriate analyt-

ical framework. There are currently several frameworks

and models for analyzing cyber threats, but these were

developed for different purposes and primarily focus on
technical analysis. However, when analyzing a complex
attack, we must also consider additional non-technical

aspects that are not or are only partially covered by the

known models. This research aims to conduct a compar-

ative analysis of publicly available threat models and

frameworks, with a particular focus on their applica-

bility in the context of cyber threat attribution. The

study evaluates the applicability of individual frame-

works during attribution based on a uniquely created

set of criteria. The purpose of the comparative analysis

is to understand the strengths, weaknesses, and short-

comings of individual models in light of the identifica-

tion of cyber actors behind cyber threats.
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1 Introduction

In the digital age, cyberspace has become a critical area

for political, economic, and military activities, making

its protection an essential part of our daily lives. Cyber-

security is strategically vital for both nation-states and

private-sector actors. With the development of cyber

threats at the operational and technical levels, incident

management and the field of Cyber Threat Intelligence

(CTI), which analyzes and evaluates cyber threats, are

also constantly adapting new methods and procedures

to expand capabilities and defend against malicious cy-

ber activities. Key to the success of these processes is

the real-time detection of attacker activity, predicting

potential attacks, and analyzing and understanding in-

cidents that have already occurred in detail, with the

aim of not only mitigating the damage caused by in-

dividual cybersecurity incidents, but also strengthen-
ing preventive capabilities against future threats and
supporting related strategic processes. [1] Cyber events
can have a significant impact on the geopolitical sit-

uation in certain regions, which is why understand-

ing and attributing cyber threats has become a crit-

ical element of security for a given nation or indus-

trial sector. The motivations and technical character-
istics of cyber actors generally differ significantly from
one another. The primary goal of state-sponsored APT
groups is to conduct intelligence and espionage oper-

ations that support their nation’s interests. Their ac-

tivities are generally characterized by a high level of

planning and preparation, adherence to OPSEC proce-

dures, efforts to make their activities difficult to detect,

and a focus on persistence. In sharp contrast, hacktivist

groups select their targets on a much more ideologi-

cal basis and most often openly claim responsibility for

attacks aimed at causing disruption or drawing atten-
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tion to various political or social situations or events.

These differences are reflected in the technical charac-

teristics of cyberattacks, their timing, their targets, and

other attributes that can be critical factors in identify-

ing and attributing the activity. Different threat models

can provide a structured framework for identifying and

analyzing the attributes of a potential attack, includ-

ing the cyber actor’s toolkit, the techniques and infras-
tructure they employ, and other factors contributing
to the attack. With their help, incident response pro-

fessionals can identify patterns in the available data

set, thereby facilitating the process of determining the

attacker. Advanced Persistent Threats (APTs) use de-

fined TTPs to conduct their attacks. Identifying these

patterns is vital to enhancing threat detection and re-

sponse. Frameworks play a key role in mapping and

analyzing APT activities. [2] CTI frameworks, such as

the Diamond Model, MITRE ATT&CK, and Cyber

Kill Chain, aid in analyzing and understanding cyber

threats. [3] Frameworks such as MITRE ATT&CK, the

Unified Kill Chain, and the Diamond Model of Intru-

sion Analysis offer different perspectives and analytical

tools for understanding attacker behavior. However, it

is essential to note that there is no universally appli-

cable CTI framework, as each organization has its own

unique needs and environment. [4] This study aims to

examine and evaluate the strengths, limitations, and

applicability of threat models in light of the criteria
necessary for realistic attribution.

2 Methods

This study is a comparative analysis that aims to com-
pare publicly available, well-known threat models based
on their ability to support the attribution of cyber ac-

tivities. The background to the study was to determine

the extent to which each framework can support the

identification of the groups behind cyberattacks and

how they contribute to the implementation of tech-
nical, operational, and strategic-level analyses. During
the research, I used both qualitative and quantitative

methods, combining the processing of theoretical liter-

ature with practical evaluation criteria. Data collection

relied primarily on secondary sources, including scien-

tific articles, materials from professional organizations

dealing with cybersecurity, periodic industry reports,
and white papers. Quantitative analyses were primar-
ily used to examine the prevalence of individual frame-

works. Based on the information processed, eight dif-

ferent threat models were identified and evaluated. As

part of the data collection process, other less prevalent

models were also explored; however, they did not ulti-

mately form a central part of the analysis. An essential

consideration in the selection process was that, of the

models that showed significant similarities, only those
that best met the specified evaluation criteria were used
in the study. The criteria used in the comparative anal-

ysis were developed on the basis of individual criteria,

taking into account not only technical indicators but

also other aspects that facilitate attribution. For each

model, I rated the compliance with the specified crite-

ria on a four-point scale (Not applicable, Low, Medium,

High), and I provided brief professional explanations

for the ratings, taking into account the documentation

available for the model, examples of the application of

the framework, and previously published scientific pub-

lications. My own research activity included compiling a

set of criteria used as a basis for comparison, evaluating

the analysis results, and creating a new six-dimensional

attribution model that integrates the strengths of the

different models. During the analysis, I sought to iden-

tify the limitations and strengths of each model in other

contexts. I defined the dimensions of the new frame-

work based on the common intersection and practical

shortcomings of existing frameworks.

3 A proposed methodology for the analysis of

the activities of attack groups

Attacker groups—also known as cyber threat actors

— are organized, usually well-coordinated groups that

carry out cyber attacks in a deliberate and targeted

manner. We consider any cyber actor to be an attacker

group if it:

– carries out targeted cyber activities,
– exhibits repetitive attack patterns,

– and has identifiable motivations (e.g., political, eco-

nomic, ideological, military objectives).

Attacker groups are organizations or individuals that
carry out regular or targeted cyber attacks to achieve

various goals. These groups may have different back-
grounds and may have different motivations and re-
sources. We can distinguish four major groups based

on their motivations and goals. Political, economic, or

military goals mostly drive state-sponsored cyber ac-

tors or APT groups. In general, they are well-funded

and possess a high level of technical expertise, to gain

long-term, covert access and collect information valu-
able to the nation behind them. Cybercriminal groups
conduct their activities primarily for financial gain, of-

ten involving phishing, ransomware attacks, the sale

of malicious services, or other illicit cyber activities.

Hacktivists carry out their activities for ideological or

social purposes, actively spreading their views through
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web defacement or denial-of-service attacks. In addi-

tion to the above, in the context of motivations and

goals, we can also discuss individual attackers who carry

out attacks for personal gain, most often acting inde-

pendently. The activities of attacker groups can range

from carefully planned, step-by-step attacks to impro-

vised attacks. State-sponsored groups are best charac-

terized by precision, deliberation, and persistence, while
hacktivist groups most often launch quick, attention-
grabbing attacks. The key elements of defense include

a detailed analysis of activities, identification of indica-

tors, exploitation of vulnerabilities, and other methods

used by perpetrators. Threat models help to system-

atize the characteristics and attributes of activities.

4 Criteria to be applied in order to facilitate a

comparison of threat models

Although publications have already appeared on the

examination of threat models, they primarily examine

the role of certain models in supporting the incident

management process. [5] This study focuses specifically

on the technical support options for attribution activi-

ties, therefore it was necessary to develop a unique set
of criteria for the comparative analysis. The effective-
ness of a threat model can be measured in a number of
ways. To support attribution, the threat model must be

sufficiently complex and capable of providing a detailed

and comprehensive analysis of attacker activity. [6] The

following factors, among others, may play a key role in

the evaluation of a threat model:

– Applicability;

– Familiarity and prevalence of the model;

– Coverage of the entire attack lifecycle;

– Role of technical and non-technical indicators;

– Behavioral and tactical characteristics and details
of TTPs (Tactics, Techniques, and Procedures) [7]

– Display of malicious codes and infrastructure used;
– Motivation, presumed purpose of the attack (finan-

cial gain, political interest, etc.);

– Direct and indirect effects of the attack;

– Integration and display of all actors involved in the
attack in the model (attacker and victim).

The above criteria provide an opportunity to compare

different threat models not only on a theoretical basis,
but also as practical tools that can be applied in real-
world scenarios. Each of the factors listed represents a

detail or perspective that is essential in attribution and

defense. Applying this set of criteria can contribute to

selecting the appropriate model when handling a spe-

cific incident, and it also helps to reduce attribution

uncertainties and provide a basis for decision-making

processes. In order to support the legal process of attri-

bution, it is essential that the model be able to handle
factors and contradictions that cause uncertainty, as
the steps leading to attribution must be legally sound,

unobjectionable, and valid in the field of international

law, since a wrongly attributed cyberattack could even

lead to serious international conflict. [8]

5 Selection process of threat models

The primary objective of the study was to compare
known threat models based on the criteria described

in the previous chapter and, as a result, to determine
which of the frameworks used in the analysis is capable
of fully supporting the attribution process.

5.1 Criteria for selecting threat models

During the research, cyber threat models were selected

that are relevant from the perspective of attribution

analysis and represent different approaches to under-

standing and identifying attacks. The selection took

into account the prevalence of the models, their areas

of application, and the extent to which they support
the identification of attackers and the prevention of at-
tacks. The eight models selected are: Cyber Kill Chain,

Unified Kill Chain, MITRE ATT&CK, Diamond Model

of Intrusion Analysis, CAPEC, Pyramid of Pain, Tri-

angle Model, and Bayesian Attack Model. Although all

of these models can be used to analyze cyber threats,

they highlight different aspects, such as the phases of
the attack chain, the tactics and techniques used by
attackers, and the possibilities for attributing attacks.

5.2 Cyber Kill Chain

The Cyber Kill Chain model, developed in 2011 by

Lockheed Martin, a company specializing in defense

technologies, provides a structured representation of the

steps involved in executing cyber attacks. The model

distinguishes seven phases as part of the attack process:

Reconnaissance, Weaponization, Delivery, Exploitation,

Installation, Command and Control, Actions on Ob-

jectives. [9] This is one of the oldest models used in

research, which remains a reliable reference point for

investigating cybersecurity incidents. However, several

shortcomings have been identified in the model in the

area of attribution.



4 Viktor Szulcsányi, Sándor Magyar

5.3 MITRE ATT&CK

The MITRE ATT&CK -, which stands for Adversarial

Tactics, Techniques, and Common Knowledge - frame-

work was created by MITRE Corporation in 2013. The
purpose of the framework is to document and categorize
attacker tactics and techniques, as well as to support
threat detection and preventive measures. [10] MITRE

ATT&CK is the most commonly used threat model in

cybersecurity, providing technical guidance for describ-

ing and evaluating the activities of cyber actors. This

knowledge base, which contains detailed descriptions of
the tactics, techniques, and procedures used by attacker
groups, as well as recommendations for potential de-

fensive measures, is continually updated to reflect both

the various phases of attack lifecycles and the methods

employed. The MITRE ATT&CK framework is widely

regarded as the de facto standard for security threat

modeling. [11]

5.4 Unified Kill Chain

The Unified Kill Chain model was developed by Paul

Pols in 2017. The model was essentially created by in-

tegrating the Cyber Kill Chain and MITRE ATT&CK

frameworks. [12] It compensates for the shortcomings of

the underlying Cyber Kill Chain, which focuses mainly
on attackers and malware, by implementing the tac-
tics known from the MITRE ATT&CK framework, thus

covering the entire attack lifecycle in detail. The model

defines a total of 18 steps across three phases, cover-

ing the entire spectrum of attacks, including initial ac-

cess, maintaining a persistent presence, and achieving

the objective. This allows for the fine-tuning of defense
strategies and a better understanding of attacks. [13]

5.5 Diamond Model of Intrusion Analysis

Sergio Caltagirone and his co-authors published their

research on the creation of the Diamond Model of Intru-

sion Analysis framework in 2013. The model identifies

four main elements: attacker, capability, infrastructure,
and victim, which appear as the vertices of a diamond
shape. This model enables a detailed analysis of attacks

and the mapping of relationships and correlations be-

hind them, which is particularly useful in attribution

analysis. Applying the model fosters a deeper under-

standing of threats and enables more effective planning

of defensive measures. [14]

5.6 CAPEC

CAPEC (Common Attack Pattern Enumeration and
Classification) is an open-source database associated
with the MITRE Corporation. It is primarily used to

document and classify attack patterns, thereby helping

organizations identify vulnerabilities in their systems

and develop defense strategies. CAPEC can be partic-

ularly useful for developers and security analysts, as
it provides detailed information on attack techniques
and how to prevent them. [15] Unfortunately, however,
beyond technical indicators and TTPs, it is unable to

handle other parameters necessary for attribution sup-

port, or can only partially hold them. [16]

5.7 Pyramid of Pain

The Pyramid of Pain model was published by David

Bianco in 2013 with the aim of illustrating the role of

technical indicators defined by the model in the activi-

ties of attackers. At the bottom of the pyramid are eas-

ily changeable indicators (e.g., hashes), while at the top

are elements that are difficult for attackers to change

(e.g., TTPs). [17] This model primarily provides guid-

ance in determining task priorities when developing de-

tection capabilities and highlights the effectiveness of

individual defense mechanisms.

5.8 Triangle Model

The Triangle Model threat model was created and pre-

sented by Arun Warikoo in 2021. The model rests on

three main pillars: sector, tools, and tactics, techniques,

and procedures (TTPs). [2] The model focuses specifi-

cally on the attribution of APT group activities, which

sets it apart somewhat from threat frameworks used

primarily for incident management purposes. However,
the three pillars defined do not cover the full spectrum
of factors that can be taken into account during attri-
bution.

5.9 Bayesian Attack Model

The Bayesian Attack Model is a graph-based threat

model that employs a probabilistic approach, consider-

ing the relationships between various events and their

corresponding probabilities of occurrence. This model

is particularly useful for dealing with complex attacks

and uncertainties. Although the model is significantly

more complex to apply than the frameworks described

above, its advantage is that it can handle incomplete
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or uncertain information, which often occurs during the

investigation of a cybersecurity incident. [18]

6 Results

Attributing cyber threats is a complex problem that re-

quires the combined interpretation of various types of

indicators and other factors. The aim of this research

is to explore the extent to which each model can sup-

port the various processes of attribution, based on an

evaluation criteria system that serves as the basis for a
comparative analysis of carefully selected threat mod-
els. A qualitative analysis method was used in the study,

with a structured criteria system providing the frame-

work for the evaluation. Following the preliminary as-

sessment and selection of threat models based on pri-

mary and secondary sources, the existence of factors

necessary to support the attribution process and their

role in the given model provided the basis for compar-

ison, enabling the identification of the strengths and

weaknesses of each model. A four-point rating scale was

used for each model and criterion:

– Not applicable;

– Low (minimal support for the criterion);
– Medium (partially or indirectly applicable);

– High (clear and explicit support).

During the evaluations, the publicly available documen-

tation of the threat model was taken into account, as

well as known examples of its application. The purpose

of the comparative analysis was not to rank the mod-

els, but to identify their applicability in the attribution

process.
The summarized assessments given for each aspect

as shown in Table 1 can be supported by the following

qualitative textual explanations. The Cyber Kill Chain

breaks down attacks into seven linear steps, according

to the tasks required to prepare and execute the at-

tack. This structured approach effectively supports the

identification of technical indicators. The model is not

sufficiently detailed to recognize and comprehensively

analyze the TTPs of an attack, and it does not exam-

ine the individual phases of the attack lifecycle, such as

the operations following initial access, in depth; there-

fore, it is only partially applicable in this area. The

model has limited ability to handle non-technical indi-
cators, such as timestamps or character encoding, which
are better covered by other, more detailed attribution

models, such as the Diamond Model. The infrastruc-

ture used for the attack (e.g., C2 systems, exploits) is

included in the model, but even in this case, there is

a lack of detail regarding this factor. The model does

not emphasize the motivations of the attackers or their

geopolitical context, nor do these aspects fit into the

model retrospectively, so they cannot be interpreted in
relation to it. It also lacks an assessment of the po-
tential impact of attacks and an evaluation of attribu-

tion uncertainty or reliability, which is not negligible

in the attribution process. The Cyber Kill Chain can

therefore be interpreted primarily as a general technical

and tactical framework; however, it is insufficient on its

own for broader and deeper technical analyses. MITRE

ATT&CK (Adversarial Tactics, Techniques, and Com-

mon Knowledge) is one of the best-known and most

widely used frameworks, created primarily to catalog

technical and tactical patterns of attacker behavior.

The system, which is used to analyze the activities of

cyber actors, contains extremely detailed technical in-
dicators, including the techniques, tools, and C2 infras-
tructure used in attacks. The matrix-structured indi-
cator system allows cybersecurity researchers and ex-

perts to compare events detected in their own environ-

ment with known attack methods, thereby effectively

supporting the incident management and preparedness

process. [19] MITRE ATT&CK is primarily technically
focused, and although it can indirectly handle certain
non-technical indicators, these are not part of the ap-
plied assessment criteria. It only partially displays op-

erational and infrastructure indicators, and in many

cases, these are not identified in sufficient detail. The

primary strength of the MITRE ATT&CK model lies

in its integration and processing of behavioral and tac-
tical characteristics, specifically TTPs. This aspect is
extremely important in mapping the attack capabili-

ties of a given cyber actor and in identifying oppor-

tunities for defense or detection against attacks. [20]

Although the model does not directly analyze the ob-

jectives and effects of the attack, the analysis of the

techniques used often allows conclusions to be drawn

about the victim’s profile and the nature of the attack.

The framework does not examine the attackers’ moti-

vations or the geopolitical context of cyber activities,

as these fall outside the scope of its defined criteria.

The comparability of the techniques used by attackers

makes the model partially suitable for addressing at-

tribution uncertainty; however, it does not encompass

all factors that influence the reliability of attribution.

The MITRE ATT&CK framework is therefore excellent

for technical-level analysis, particularly for creating de-

tection patterns. However, for higher-level strategic in-

terpretation or geopolitical assessment, it needs to be

combined with other models, which limits its effective-
ness to supporting only a narrower part of the entire
attribution process. The Unified Kill Chain model is a
combined, enhanced version of the previous two mod-

els. It focuses on the entire lifecycle of attacks, sup-
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Model Technical
indicators

Non-
technical
indicators

Operational
and infras-
tructure
indicators

Tactical
and

behavioral
character-

istics
(TTP)

Impact
and

purpose

Motivation Geopolitical
context

Attribution
uncer-
tainty

Cyber Kill
Chain
(CKC)

High Low Low Medium Low Not
applicable

Not
applicable

Not
applicable

Unified Kill
Chain
(UKC)

High Medium High High Low Not
applicable

Not
applicable

Not
applicable

Diamond
Model

Low High Medium Medium Medium Medium Not
applicable

Medium

MITRE
ATT&CK

High Low High High Low Not
applicable

Not
applicable

Not
applicable

CAPEC Low Not
applicable

High Low Not
applicable

Not
applicable

Not
applicable

Not
applicable

Pyramid of
Pain

Medium Not
applicable

Low Medium Low Not
applicable

Not
applicable

Not
applicable

Triangle
Model

Low Not
applicable

Low Low Not
applicable

Not
applicable

Not
applicable

Not
applicable

Bayesian
Attack
Model

High High High Low Low Medium Medium Medium

Table 1 Comparison of Selected Threat Models

plementing the Cyber Kill Chain structure with addi-

tional attack vectors, phases, and the ability to recog-

nize recurring attack patterns. At the technical indi-

cator level, the model offers significant progress, as it

covers the various technical aspects of an attack in de-

tail—including various exploits, malware, and network

activities—thereby supporting more accurate detection

and response. The model does not focus on the anal-

ysis of metadata, timestamps, and other non-technical

indicators; however, these can be taken into account

in specific phases. The model essentially handles TTPs

based on the MITRE ATT&CK framework, making it

well-suited to support the attribution process in rela-

tion to the aspects mentioned above, along with high-

level handling of operational and infrastructure indi-

cators. It can only analyze the effects and objectives

of attacks retrospectively and, similar to the under-

lying frameworks, completely ignores geopolitical con-

texts and motivations. These shortcomings also limit

the model’s ability to handle attribution uncertainty.

The Unified Kill Chain is a highly applicable, tech-

nically focused threat model that can be particularly

advantageous when setting up a structured and cycli-

cally updatable attack model. Compared to the mod-

els already described, the Diamond Model for Intrusion

Analysis takes a more complex and structured approach

to analyzing cyber threats, based on four fundamental

factors—adversary, capability, infrastructure, and vic-

tim—and their interrelationships. The Diamond model
facilitates the structuring of cyber attack scenarios, re-
duces dependency on individual analysts, and provides
a systematic approach to threat modeling. [21] The

model can handle both technical and non-technical in-
dicators—although it only partially takes the latter into

account—thus providing a comprehensive solution for

analyzing the details of an attack. Compared to previ-

ous frameworks, the Diamond Model emphasizes non-

technical metadata such as timestamps, behavior pat-

terns, typos, and linguistic characteristics, in addition

to IP addresses, domain names, hash values, exploits,

and other technical indicators. This approach makes the

model particularly suitable for use in early threat de-

tection and attribution support. The model is suitable

for analyzing infrastructure, including its role and the

connection between attackers and victims. Document-

ing attack tactics and techniques (TTPs) is also a key

element that contributes to understanding attacker be-

havior. A unique feature of the Diamond Model is that
it also allows for a detailed examination of the target
(victim), thus indirectly addressing the purpose of the
attack and its potential effects. The motivation of the

attackers is also an indirect element in the application of

the model, mainly taken into account during the analy-

sis of the targets. The model does not thoroughly exam-

ine the geopolitical context, which is a notable short-
coming in terms of attribution activities. The model
supports the substantiation of attribution conclusions,
thus helping to reduce uncertainty in identifying attack-

ers in cyberspace by revealing connections. In practice,

the Diamond Model is often used in conjunction with

other frameworks, such as the Cyber Kill Chain, to sup-

port technical analysis more effectively. However, this

common set of criteria eliminates the possibility of flexi-

ble application of the four fundamental factors, thereby



A comparative analysis of threat models in the context of cyber threat attribution 7

limiting the potential for utilizing this fundamentally

strategic model. Overall, the Diamond Model is a holis-

tic, multidimensional solution that provides a compre-

hensive picture of the characteristics of an attack and

can effectively support the attribution process. How-

ever, the strategic approach underlying the model can

also lead to a simplification of the characteristics of the

attack, as the four predefined categories are not capable
of handling all attribution factors. CAPEC (Common
Attack Pattern Enumeration and Classification) is an

open, systematic knowledge base designed to categorize

different attack patterns from a technical perspective.

The model is primarily used in application security test-

ing, so unlike the ATT&CK framework, also developed

by MITRE, it is not intended to support comprehen-

sive protection of IT systems and cover the entire attack

process from initial access to data exfiltration. CAPEC

is used to identify and define exploit types, vulnera-

bilities that can be exploited during attacks, and the

tactics, techniques, and procedures used by attackers.

The model itself has a very narrow scope of interpre-

tation in terms of attribution. It can only handle tech-

nical indicators indirectly and does not consider non-

technical indicators at all. It has limited applicability

to the analysis of the infrastructure used by attackers,

such as command-and-control systems, VPS providers,

or network geolocation. The CAPEC framework does

not address the attacker’s motivation, geopolitical back-
ground, or uncertainty regarding attribution. About the
aforementioned results, it should be emphasised that al-
though the CAPEC framework is not suitable for use in

the attribution or even detection process on its own –

as it is primarily intended to support application secu-

rity – it can be effectively integrated into other frame-

works to facilitate understanding of the technical as-
pects of attacks. David J. Bianco created the Pyramid
of Pain. [17] The model encompasses a broad range of
technical indicators, including IP addresses and hash

identifiers, as well as characteristics based on attackers’

tactics, techniques, and procedures, which are consid-

ered the highest level of interpretation in the model.

The model also illustrates the extent to which the use
of different types of indicators in defense can make the
attackers’ job more difficult. The Pyramid of Pain was

primarily created to examine the technical aspects of

a cyberattack and thus support the defense process.

It can confidently handle technical indicators, which

is clearly one of the model’s strengths. Elements re-

lated to the attacker’s infrastructure, such as C2 servers

or domain names, also appear at certain levels of the

model, but no additional context is assigned to them;

these aspects are only considered to enhance the effec-

tiveness of the detection process. The model is unable

to handle non-technical indicators, nor does it account

for aspects related to the purpose of the attacks, their
potential effects, the geopolitical context, or the moti-
vations of the attackers. Due to these shortcomings, it
lacks a dedicated mechanism for handling attribution

uncertainty. Overall, Pyramid of Pain is well-suited for
detection tasks [22], but it is a one-dimensional threat
model that cannot be used on its own to support attri-

bution activities. The Triangle Model for Cyber Threat

Attribution is a relatively uncommon model for ana-

lyzing cyber threats, focusing on the attacker’s target,

tools, and behavior-based patterns. In terms of appli-

cability, the model can be interpreted as a simplified

TTP-oriented solution, which has been supplemented

by examining the target selection method. When ex-

amining TTPs, it may be helpful to use this model

in conjunction with other frameworks, such as MITRE

ATT&CK, to compare behavioral patterns, as the Tri-

angle Model contains less detailed instructions. Techni-
cal indicators, such as hashes, IP addresses, or domain
names, are challenging to integrate into the analysis

process of the three pillars of the Triangle Model, as the

model can only handle them indirectly. Specific techni-

cal characteristics, such as the infrastructure used by

the devices, also appear, but they are not analyzed in

detail. In the absence of sufficiently defined steps, these
indirectly appearing aspects are not necessarily avail-
able when comparing two attack methods for attribu-

tion purposes. In a narrow sense, non-technical indica-

tors cannot be integrated into any of the three pillars of

the model. The geopolitical context appears to a lim-

ited extent in the analysis of targets, as do the purpose

and impact of the attack, as well as the motivation be-
hind the activity. The framework is not suitable for ad-
dressing attribution uncertainty, mainly because most

of the criteria defined to support the attribution pro-

cess can only be addressed indirectly or tangentially by

the Triangle Model. The Triangle Model is therefore a

framework representing a unique approach, which, on

its own, is not suitable or only appropriate to a limited

extent, but in combination with other frameworks can

be used effectively to support both detection and attri-

bution processes. [2] The Bayesian Attack Model pro-

vides one of the most complex yet flexible approaches

to threat modeling. Through the application of proba-

bilistic graphs, a branch of graph theory, it is capable of

handling multiple indicators and uncertainties simulta-

neously. The model is based on Bayes’ theorem, which

allows us to dynamically conclude the probability, pur-

pose, or origin of an attack based on technical and non-

technical data points, such as IP addresses, timestamps,

linguistic characteristics, typos, TTPs, or even related

geopolitical events. As a result, the integration of tech-
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nical indicators and TTPs is not only possible but also a

key element in the model’s operation. At the same time,

non-technical indicators can also play a significant role

in weighting probabilities. The model is beneficial in

dealing with attribution uncertainty, as it can handle

uncertainty on a mathematical basis, which is a unique

advantage over other, less mature approaches. However,

this process can be significantly influenced by the de-
gree to which all elements of the defined set of criteria
are integrated into the model. The geopolitical context

and the characteristics of the infrastructure used by the

attackers can only be incorporated into the assessment

to a limited extent, with the former in particular prov-

ing too complex a task to handle within a graph-based

framework. The attacker’s motivation, as well as the

purpose and impact of the activity, are also challeng-

ing to fit into the mathematical framework provided by

the model. Overall, the strength of the Bayesian Attack

Model lies in its reliable interpretation of multidimen-

sional threats, as the graph theory approach it offers

can provide a high degree of flexibility and accuracy.

In addition to the eight criteria identified as part of

the evaluation, the applicability and prevalence of the

selected threat models were also examined during the

research. Applicability is a fundamentally subjective at-

tribute, which was discussed using empirical methods,

so the results described below are based on the author’s

frequent experience in this regard. Prevalence, on the
other hand, can be measured objectively. The table be-
low shows the number of search results for the eight se-
lected threat models based on the results of three ma-

jor search engines (Google, Bing, DuckDuckGo). The

figures are provided for informational purposes only,

as search engine algorithms and indexing practices are

subject to change over time.

Model name Google results Bing results DuckDuckGo results
Cyber Kill Chain ∼1,200,000 ∼1,000,000 ∼950,000
Unified Kill Chain ∼15,000 ∼12,000 ∼10,000
MITRE ATT&CK ∼2,500,000 ∼2,300,000 ∼2,100,000
Diamond Model of Intrusion Analysis ∼25,000 ∼22,000 ∼20,000
CAPEC ∼35,000 ∼30,000 ∼28,000
Pyramid of Pain ∼20,000 ∼18,000 ∼16,000
Triangle Model ∼5,000 ∼4,500 ∼4,000
Bayesian Attack Model ∼2,000 ∼1,800 ∼1,600

Table 2 Search Results for Individual Models Across Vari-
ous Search Engines

The data summarized in Table 2 help to under-

stand how well-known and widespread certain models

are within the professional community. The results of

the assessment of applicability and prevalence are illus-

trated in the diagram shown on Figure 1.

Fig. 1 Attribution models by prevalence and applicability

7 Reasoning behind the need for a new threat

model and its structural characteristics – the

HexAttribution Model

Attribution of cyber threats — that is, determining ex-

actly who or what organization is behind an attack —

is one of the most complex and challenging tasks in

cybersecurity. [23] Based on the analysis results pre-

sented in the previous chapter, it can be concluded that

there is no universal framework among the models ex-

amined that is capable of fully supporting the attri-

bution process, as some of the options presented were

unable to handle all the key aspects of attribution. In

several cases, much greater emphasis was placed on ex-

amining a single aspect than would have been justified

in terms of the reliability of attribution. A significant

proportion of the threat models examined—Cyber Kill

Chain, MITRE ATT&CK, Diamond Model, CAPEC,

and Triangle Model—focus on a more detailed analysis

of one or a few aspects; however, none of them provide
a comprehensive, multidimensional framework specifi-
cally designed to increase the reliability of attribution.
Several models perform exceptionally well in the area

of analyzing aspects that form the basis of detection

capabilities. Still, they are only able to integrate as-

pects that can be taken into account specifically in the

case of attribution, such as the geopolitical context of
the attack, the possible impact and purpose of the ac-
tivity, the attacker’s motivation, and the handling of
attribution uncertainty, into the analysis process to a

limited extent. The use of a framework that incorpo-

rates all of the above criteria can significantly increase

the effectiveness and role of attack detection and infor-

mation sharing in the attribution process. [24] Recog-
nizing this shortcoming led to the development of the
HexAttribution model, which aims to provide a coher-

ent and systematic structure for the indicators needed

for attribution.
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7.1 The structure of the HexAttribution model

The HexAttribution model - as shown in Figure 2 -

offers a six-dimensional framework that organizes the

following main components:

1. Technical Indicators – IP addresses, hashes, domain

names, exploit patterns, and other technical charac-

teristics.
2. Non-Technical Indicators – timestamps, language

usage characteristics, steps taken during each phase

of the attack, sequence of commands issued, charac-

teristics indicative of the attacker’s unique method-

ology, and other metadata

3. Behavioral and Tactical Indicators – TTPs used and
characteristics of the infrastructure operated by or

indirectly used by the attacker throughout the entire

attack lifecycle.

4. Motivation and Impact – examination of the attack-

ers’ motivations for obtaining information, financial

gain, or destruction, their related goals, and the ex-

pected or actual effects of the attacks.
5. Geopolitical Context – consideration of regional con-

flicts, political events, and conflicting state interests

that may be causally related to the attack.

6. Reliability of Attribution Factors – evaluation of the

above factors based on reliability, credibility, and

repeatability.

Fig. 2 Diagram of the HexAttribution Model

These six components together offer a structured

but flexible framework in which various indicators can

be evaluated according to both qualitative and quan-

titative criteria. The model can be used for both hy-

pothesis based testing and real-time incident analysis.

Due to its structured approach, the results of attacks

evaluated using the HexAttribution model can be easily

compared with each other, simplifying and streamlin-

ing the attribution process. Another significant advan-

tage is that the HexAttribution model is specifically

designed to address attribution uncertainty, a dimen-
sion that most previous models have ignored or treated
tangentially. In addition, through strategic-level impact
analysis, analysts can handle attacks not only at the

technical level as incidents, but also at the management

level, supplemented with contextualized strategic-level

information. However, the main strength of the Hex-

Attribution model lies in its ability to connect differ-

ent levels of analysis: from technical details to strategic

context. This is particularly useful in cases where it is

necessary to provide a comprehensive picture of a cyber

actor’s activities or the identity of the possible perpe-

trator behind an attack on a government organization

within a relatively short period, using partially reliable

information from multiple sources. The structured na-

ture of the model helps reduce the chance of attribution

errors, as weighting criteria or reliability indicators can

be assigned to each of its components. However, as with

any complex framework, the HexAttribution model has

limitations, and minor challenges may arise when ap-

plying it. The main limitation is the availability and
quality of data: the model only works well if sufficient,
structured data is available for all aspects under consid-
eration. In addition, the implementation of the model

requires a relatively high level of expertise, especially in

the case of geopolitical and motivational contexts that

can be assessed qualitatively, where subjective interpre-

tations can distort the results.

8 Discussion

The previous chapters described the main aspects iden-
tified during the research that should be considered
during the attribution process. Each of the specified

characteristics can significantly influence the success of

identifying threat actors. This article presents the most

significant threat models and, based on the established

set of criteria, evaluates their applicability in support-

ing the attribution process using a qualitative method.
In this regard, the research highlighted the shortcom-
ings and limitations of frameworks explicitly created to

support incident management activities, as well as pos-

sible opportunities for improvement through the par-

allel or combined use of other frameworks that can be

considered complementary in terms of the criteria cov-

ered by the given model. The results showed that there
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is no universal, complex attribution framework among

the models examined that meets all the specified cri-

teria; therefore, it became necessary to create a new

framework in light of these results. The HexAttribu-

tion model offers a novel and versatile approach to sup-

porting the attribution of cyber threats. Thanks to its

structure, it can combine information that can be inter-

preted in both technical and strategic contexts, while
also addressing uncertainty in an integrated manner.
Thus, it is not just another model in the incident man-

agement arsenal, but an attribution-centric, analyst-

friendly framework that can be adapted to both current

and future cybersecurity challenges. Further develop-

ment opportunities include partial (focusing on tech-

nical aspects) or complete automation of the model’s

application, for example, through the use of machine

learning methods capable of uncovering hidden rela-

tionships between different components. Additionally,

enhancing the model’s interoperability with widely used

CTI frameworks, such as STIX (Structured Threat In-

formation Expression) or MISP (Malware Information

Sharing Platform), could promote its adoption within

the cybersecurity community.
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