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Abstract
The need for developing computer forensics has emerged due to the growing number of crimes
involving advanced digital systems for unauthorized access. In this regard, digital forensics will always
be an advanced field as court cases involving computer technology become more widespread. This
research paper presents a detailed study of the fundamental method of using SSD drives for computer
forensics. Solid-state drives (SSDs) have replaced traditional spinning disk hard drives and have become
the standard for storing data in devices. Today, SSD drives are widely used in desktop computers and
laptops. SDDs use flash memory therefore they are highly reliable. This study analyzes the allocated and
unallocated storage space on SSD with the TRIM function. One of the key problems is the built-in SSD
data self-destruction mechanism, which makes it difficult to recover deleted files. In this research paper,
we will consider a method that could reduce the impact of all the features described. The result of the
study may contribute to the development of more reliable tools in forensic investigations.

1. Introduction
The relevance of the study is due to the growing role of solid-state drives use by users, which has an
impact on forensic investigations for the purpose of data recovery. Solid- state drives (SSDs) are a type
of secondary memory widely used in modern computing devices. The main difference between SSDs
and traditional hard disk drives (HDDs) is that by their design: SSDs have no moving mechanical parts.
Therefore, SSDs are faster, quieter, and more resistant to physical impacts since they do not have
mechani- cal components. However, these architectural features create significant difficulties for digital
forensics, particularly when recovering deleted data. The methods for storing, managing, and deleting
information differ between HDDs and SSDs. Since previously developed for hard drives, they are often
less effective or even completely inapplicable when working with solid-state drives.

SSD architecture is based primarily on NAND flash memory. Over the years, the development of NAND
flash memory has increased performance and reliability, and reduced manufacturing costs. These
improvements have allowed SSDs to increase their capacity, which has accelerated their adoption in
various fields of application. For example, from regular computers to high-performance enterprise
servers.

SSDs use their own data management process, which is different from hard disk drives (HDDs), in which
data is stored on magnetic tape and overwritten directly. Before writing new data, an SSD must first
erase existing data from the memory cells. Because of the erase-before-write mechanism, write
operations can be slower than read operations if free space on the disk is limited. To solve this problem,
modern operating systems and SSD controllers use a special command, TRIM. The TRIM command tells
the SSD which data blocks are no longer in use and can be erased in advance, thereby increasing the
write speed. And this extends the life of the drive.The TRIM utility provides increased performance SSDs
and also has a major impact on digital forensics
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The main problems associated with SSDs in digital forensics are the lack of stan- dards across
manufacturers, as different SSD controllers have different firmware, which limits the applicability of
universal recovery methods.Another problem with SSD data recovery is that wear leveling algorithms can
move data blocks unpredictably, making forensic analysis more difficult.

This paper evaluates the impact of the TRIM command on the ability to recover deleted data on solid-
state drives. The study includes a comparative analysis under two conditions: with TRIM enabled and
with TRIM disabled. By analyzing the dif- ferences in recoverable data in these two scenarios, the study
aims to gain a deeper understanding of the impact of SSD technology on modern digital forensics and
offer recommendations on potential data preservation and recovery strategies during forensic
investigations.

2. Background
This section provides a detailed analysis of flash memory in solid-state drives (SSDs), how the TRIM
command works, and SSD vulnerabilities. Flash memory stores data in cells that are controlled by the
controller, so it requires an erase operation before it can be rewritten. The TRIM utility tells the SSD which
blocks are unused, which affects performance but complicates data recovery. SSD vulnerabilities include
lack of stan- dardization, different internal processes, and firmware flaws, all of which complicate
forensic analysis.

3. Literature Review

A. Flash-memory in SSD
In Flash memory data is deleted at the block level. The data that is stored in flash memory must be
deleted first so that it can be overwritten again into the memory that is commonly used in modern solid-
state drives. It has been established that devices that use flash memory erase data and overwrite data at
the byte level on the block level. In modern SSD solid-state drives, there are two types of flash memory,
which are referred to as NAND and NOR. Table I shows the differences between them in the architecture
of NAND and NOR flash memory. On the Table №1 shows the difference between NAND and NOR which
are types of flash memory. However, SSD is mainly based on NAND because it has advantages such as
lower price and is suitable for storing large data [1].

B. Principle of TRIM
The TRIM command performs a process in which flash memory controllers delete data from a block
sector that has been marked as deleted, freeing up space for new data records. Figure 1 shows the
structure and principle of the TRIM command. This command allows the operating system to notify the
SSD drive about what data has become invalid after it has been deleted. During the deletion process, the
operating system marks the corresponding sectors as free for writing new data. The operating system
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also sends the SSD TRIM command, informing you that certain data blocks are no longer valid. Due to
this, the SSD drive does not move data from these files during garbage collection. This reduces the
number of write operations, reduces wear on the flash memory, and extends the life of the device. The
SSD’s response to the TRIM command depends on the controller and the firmware [2]. In general, TRIM is
an ATA interface command. When the operating system deletes the file, it can then send a TRIM
command to the SSD and mark the corresponding LBAs as ”unused”. This allows the SSD drive to
physically clear the memory areas that are associated with deleted files. As already mentioned, unlike a
traditional hard drive, it is impos- sible to directly overwrite data on an SSD first you need to clear the
occupied area. If TRIM is not used, the file system does not inform the SSD that certain logical blocks
have been deleted. When using TRIM, there is no guarantee that the data will be completely deleted, and
the file system does not receive a notification when the process is completed. There are three possible
SSD behaviors when reading data after TRIM:return of non-deterministic data (including possible
remnants of a deleted file);returning a fixed data template;Returning only zero values. It is important to
note that the value returned during reading may not correspond to the actual contents of the physical
memory.

C.  SSD vulnerabilities
The key components of a solid-state drive are, to a large extent, the controller and data storage memory.
Figure 2 shows a detailed representation of the architecture of a solid-state drive and how modern SDDs
will have functions such as flash memory, garbage collector, wear leveling, and a controller known as a
block manager, which are located separately rather than compactly on a single magnetic disk, as in
traditional hard drives. Solid-state drives (SSDs) mark deleted data as invalid. Nevertheless, they do not
necessarily have to be erased im- mediately. This is due to the features of NAND flash memory, where
deleted files remain in flash cells until the garbage collection or overwriting mechanism is performed. If
the data has not been previously encrypted, it is possible that it can be recovered. Using full-disk
encryption on an SSD is one of the most effective ways to protect data, as it prevents the possibility of
recovering deleted information. However, this complicates the task of computer forensics. Because even
if there is deleted data, it becomes almost impossible to decrypt it without a key [3]. Based on the study,
vulnerabilities can occur in both hard- ware and software components. Consequently, malicious SSD-
related software can occur at the operating system level and in the drive’s firmware. Earlier, it was
mentioned that the TRIM command is created by the operating system and processed by the SSD
firmware. A rootkit attack aimed at the operating system can block the execution of TRIM commands for
SSDs [4]. There are well-documented examples of rootkits that can intercept or modify system
commands. The probability of such attacks is high enough, which forces SSD manufacturers to
implement protection mechanisms, such as a digital signa- ture, to verify the integrity of the firmware.
Malware can be masked or hidden from detection at the operating system level and in the SSD firmware.
In the field of computer forensics, data recovery, and solid-state drives are difficult. Because SSDs use
mechanisms that are not present in traditional hard drives. Many SSD drives’ firmware implements
encryption, TRIM, and the associated garbage collection process. These mechanisms make data
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recovery more complex. An important aspect is that the execution of TRIM and subsequent garbage
collection can lead to the deletion of data without recovery.

4. Methodology
This section explains how researchers determine whether is a hard disk drive, a solid- state drive, or a
hybrid drive before executing the TRIM command [5]. TRIM’s functionality can be affected by various
factors, such as the type of operating sys- tem, disk formats, and the cable connected to the SSD. This
section provides detailed information about the various experiments and steps to perform these tests,
as well as the results [6]. The TRIM command is one of the important components to always maintain
the performance of solid-state drives (SSDs). This function allows the SSD system interface to know
which data blocks should no longer be used, optimizing storage management, and reducing
unnecessary write operations [7]. However, TRIM support varies depending on the operating system, disk
format, and connection type.

For optimal SSD performance, it is recommended to use a TRIM-supported operat- ing system and
compatible file system.Using non-compatible file systems or interfaces can hinder the benefits of TRIM,
potentially reducing the lifespan and efficiency of an SSD over time.In this study, the data collection
method was performed using the live forensics method to analyze non-volatile data on an SSD (see
Figure 3).In this study, an experiment is being conducted to test TRIM support by various operating
systems and analyze the possibility of recovering deleted files when TRIM is turned on and off. The
stages of the study include the study and analysis of digital data obtained during the experiment. To test
the operation of TRIM, the file deletion command is executed on various operating systems, after which
an attempt is made to restore them. The experiment is conducted on a test computer on which TRIM is
enabled or disabled, then the results are analyzed on the investigator’s computer [8]. Before starting the
analysis, the source data and hash values of the files are recorded to ensure the integrity and
authenticity of the results. Comparing the hash values before and after deletion allows you to determine
whether the data has been permanently deleted or needs to be restored. Copies of the studied data are
also used to preserve the authenticity of the experiment. The figure above shows the stages of
examination and analysis employed in this research: 1)Preparation: During the preparation phase, a
repository was created for the data that needed to be restored. This study used the Portable FTK Imager
tool to create a disk image. The experiment was conducted with the TRIM function on and off on an
NVMe SSD to test the effect of TRIM on data recovery capability [9]. 2) Extraction: At this stage, data was
extracted from the created disk image. Files that were previously deleted were identified and restored. In
addition, the characteristics of the file structure, information about deleted data, file names and their
checksums (md5 hash) were recorded.3) Analysis: At the final stage, the extraction results were
analyzed, which makes it possible to evaluate the effec- tiveness of file recovery depending on the TRIM
state. The study helped determine which tools are most suitable for data recovery with different TRIM
settings [10].
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Stage 1:
1. Download the new version of Windows 7 Professional SP1 to the NVMe SSD drive.

2. Copy the keyword files to the SSD drive.

3. Delete the files and turn off the computer immediately.

4. Copy the SSD to the hard drive in the duplicator program (optional).Compare the SSD and hard disk
hashes

5. Connect the SSD to the write blocker and generate a hash.

6. Use the file recovery utility to search keywords.

7. If successful, wait 1 hour, take the hash and compare, and try the search again.

In step 1, we can expect TRIM functions to make files unrecoverable. The figure above shows the output
screen. Similarly, in step 2, the TRIM function is disabled so that files can be restored.

Stage 2:
1. Download the new Windows 7 Professional Service Pack 1 to the NVMe SSD.

2. Copy the keyword files to the SSD.

3. Disable the TRIM function.Set the disable delete notify mode to 1.

4. Delete the files and turn off the computer immediately.

5. Copy the SSD to the hard disk in the duplicator program (optional).Compare the SSD and hard disk
hashes

6. Connect the SSD to write blocker and generate a hash.

7. Use the file recovery utility to search for keywords.

8. If successful, wait 1 hour, take the hash and compare, try the search again.

At this stage 2, we can expect that the disabled TRIM state will make the files available for recovery.As
shown in the image above, we deleted about 380 files and then turned off the computer to get the
hashes. We found an important aspect. This is that all about 370 deleted files were fully recovered by
Recuva with TRIM enabled. They were available as thousands of file fragments. Of these, 368 were the
original files, 13 files were renamed without changes However, 3 files out of 384 files were keeping the
original content but renamed. But when we disabled TRIM by repeating the same process on a Windows
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computer, we were able to get the same 378 files, of which 381 were the original files, 0 were renamed
but unchanged, and three files were renamed with the original contents of the filename.

Stage 3:
1. Download the new version of Linux version 2.6.28 on SVP200S3/60G SSD drive.

2. Determine if TRIM is supported using the following command:

sudo hdparm -I /dev/sda | grep "TRIM supported"

An output should be displayed with the message: “TRIM is supported for data set management (8 block
limit)”, otherwise, your SSD drive does not support TRIM.

Stage 4:
1. Create a disk image with Ubuntu versions 15.10 and 14.04.3 and follow the steps below:

(a) Download the new Ubuntu version and use the SVP200S3/60G SSD drive.

(b) Identify each Ubuntu version before proceeding with the following steps.

(c) For Ubuntu 14.10 and later versions, use:

$ tail -n1 /etc/cron.weekly/fstrim

/sbin/fstrim --all || true

For Ubuntu 14.0 and earlier versions, fstream is not avail- able, so you must use the command below:
/usr/share/doc/hdparm/contrib/wiper.sh.gz

5. Results
At this stage on the Figure 10, the analysis of the acquisition results was performed using Portable FTK
Imager to examine the impact of the TRIM function on file recovery. The analysis focused on identifying
signature values of deleted files under two conditions: with TRIM disabled and TRIM enabled.When TRIM
was disabled, as shown in Figure 10 (a), the file signature remained intact, indicating that the deleted file
could still be read and recovered. However, when TRIM was enabled, as shown in Figure 11 (b), the file
signature was either damaged or modified, making file recovery impossible. These results demonstrate
the significant impact of TRIM on digital forensics, as enabling TRIM can permanently erase data,
reducing the chances of successful recovery.

6. Conclusion



Page 8/18

The development of data storage technologies from classic hard drives (HDD) to modern solid-state
drives (SSD) has significantly changed the methods of saving, iden- tifying and restoring deleted files.
Enabling the TRIM function plays a key role in this process, as it allows the operating system to tell the
SSD which data blocks are no longer in use and can be cleaned up immediately. Our research has shown
that TRIM support varies depending on the operating system, file system, and connec- tion interfaces.
The experiments have demonstrated that enabling TRIM significantly reduces the likelihood of
successful recovery of deleted data, since the drive performs an immediate memory release, removing
traces of information. At the same time, disabling TRIM leaves data available before it is overwritten,
which allows you to partially restore information using specialized software. It was also revealed that the
operation of the SSD controller in Garbage Collection mode can additionally affect data deletion, even
when the TRIM function is turned off. However, this process does not always guarantee the complete
erasure of information. Thus, the TRIM function plays a crucial role in the irre- versible deletion of data
from an SSD, and its presence or absence can significantly affect the capabilities of forensic analysis
and information recovery. Modern drives, even with- out TRIM, can independently manage memory
cleanup, but the speed and efficiency of this process depend on the specific model and algorithms of the
controller.
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Tables 1 to 4 are available in the Supplementary Files section.

Figures

Figure 1

Structure of principle of TRIM
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Figure 2

SSD solid-state drive architecture



Page 12/18

Figure 3

Method of checking TRIM command

Figure 4

Method of checking TRIM command
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Figure 5

SSD Live Forensics method
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Figure 6

Enabling TRIM on a Windows 7 computer and getting a hash
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Figure 7

Disabling TRIM on a Windows 7 computer and getting a hash
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Figure 8

Comparison of Recuva files recovered after using TRIM functions in Windows
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Figure 9

TRIM command on Linux (Ubuntu)

Figure 10

Analysis Stage (a) Odd Label TRIM Disabled, (b) Even Label TRIM Enabled
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Figure 11

List of Analysis and Recovery of Odd Label TRIM Disabled
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