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Abstract

Containers are increasingly used for software deployment, because of the modularity they offer for packaging
and isolating applications. However, this implies a reliable communication system between computing elements
in different containers. Thence, conventional messaging systems have evolved and adapted to increasing loads
and Edge Computing. Inter-container communications, with Message Oriented Middleware, provide insight into
the execution of distributed applications, as well as a deeper input for analysis. However detecting message
losses and slowdowns on this type of infrastructure is a challenge. Actual tracing solutions for this task were
compared to identify shortcomings and possible improvements. New tracing methods are proposed to address
these shortcomings and open the door to more versatile tracing tools. This paper focuses on the approaches
taken to extract information from messages, and achieve advanced analysis. Two new methods are presented,
each providing a detailed picture of the distributed system, while being better suited for different use cases,
depending on the environmental constraints.
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1 Introduction
Over the last few years, container usage in software
systems has steadily increased. Instead of deploying
monolithic applications, microservices are now used to
allow the different components of an application to be
released and scaled separately.

For instance, in the IoT environment, connected cars
or wearables often embed computing elements to pre-
process some data. All these mobile devices need to
exchange some messages with a remote service. To im-
prove the response time in such environments, the ap-
plication code is often located near to the final user.
Moreover, it is relocated on another computing plat-
form, when the mobile device moves. This paradigm
is called Edge Computing, and the application code is
typically embedded in Docker containers. Containers
allow rapid launch, migration and scaling.

These usage scenarios rely on sending messages over
the network, between computing nodes inside a clus-
ter, and between nodes distributed on public networks.
This message transmission is a challenge from the per-
formance, security and reliability point of view. To
achieve an efficient data transfer, Message Oriented
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Middleware is most often used. These messaging sys-
tems are an evolution of the request-response commu-
nication protocols (like Remote Procedure Calls, RPC)
previously used for inter-process communication in dis-
tributed systems.

Messaging systems can suffer from data loss or bot-
tlenecks, especially on public networks with the lim-
ited bandwidth available in IoT applications. To solve
these issues, service providers and developers need to
know where the bottlenecks are located, and be able
to detect lost messages and latencies. Tracing tools
are invaluable to understand many of these issues, by
analysing the transmission time of messages in every
layer of the architecture (library, kernel, network).

This article provides an overview of tracing solutions
suitable for container-based environments like Docker.
The actual solutions to collect the information will be
compared in terms of capabilities, overhead and in-
trusiveness. The question is whether current tools can
effectively monitor this type of architecture, including
the ability to monitor several systems at once, and col-
lect a huge amount of data efficiently.

The data collection can be performed from two
points of view. On the system developer side, there is
often no access to the container itself, but the system
calls of the host can be analyzed. On the application
developer side, there is only access to the containers
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and application code, and no access to the containers
hosts. Two scenarios are therefore possible, depending
on access constraints to the different components of
the architecture.

The main contribution of this work is to provide
efficient solutions for the instrumentation of inter-
container messaging systems, taking into account the
constraints in this type of environment. The first
method focuses on the message transmission analy-
sis, at the container host kernel level. The second
method focuses on the messaging library instrumen-
tation, inside the container. These two new methods
share the advantage of being decoupled from the ap-
plication source code. Another important contribution
is the efficient analysis and presentation of the traces
obtained.

2 Related Work
2.1 Container background
The invention of containers was motivated by the need
for process isolation. Initially, Chroot (for change root)
was developed to restrict the view of the file system for
a process. Indeed, it is not possible for such a process
to access files and binaries outside the restricted envi-
ronment [1]. Then, this was extended with the ability
to isolate other resources, such as network interfaces.
Two mechanisms have thus been added to the Linux
kernel to allow for greater isolation granularity[2]:

cgroups (control groups) provide a mechanism to
limit the amount of resources that a process group can
use. They ensure that one or more containers do not
drain all the system resources.

namespaces limit the scope of a process group, and
what the processes in the group are able to see in the
operating system.

The combination of namespaces and cgroups is the
basis for a container. Using this more sophisticated iso-
lation system, LXC was one of the first implementations
of Linux container managers, before Docker. Finally,
Docker offers an entire ecosystem for container man-
agement [3]. Figure 1 is an overview of the components
of Docker, and the kernel support involved.

This grouping into containers may cause problems
when tracing the execution of processes. The container
identifier is not available in the process metadata.
Moreover, the (virtual) process ID seen from inside
a container differs from the real host process ID. In
addition, virtual networking is used for communica-
tions between containers on the same host or to con-
nect to the external network. Therefore, monitoring a
container from the host is interesting because if offers
visibility on the processes, the isolating layer and the
virtual networking.
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Figure 1 Docker architecture

2.2 Container communication patterns
Inter-process communication in distributed applica-
tions used to be based on RPC (remote Proce-
dure calls). With time, a more advanced communica-
tion paradigm, MOM (message-oriented middleware)
[4], became more prevalent. MOM supports addi-
tional communication patterns (request-reply, publish-
subscribe)[5] as well as asynchronous communications
[6]. Indeed, the default behaviour of RPCs is to block
the caller execution, while the server process handles
the request. By comparison, messaging systems, are
based on queuing: the producer service posts data in
the queue, and the consumer gets data from the queue
[7].

Several MOM are available and use different ap-
proaches for message transmission. AMPQ, MQTT,
Apache Kafka and ZeroMQ are some examples. These
studies[8] [9] provide detailed comparisons on criteria
like message throughput, latency, messaging patterns,
and security.
ZeroMQ (ZMQ) is an open source messaging library,

and uses a message queue. ZMQ is based on a broker-
less architecture, unlike the three other messaging pro-
tocols cited before. The operating mode is similar to
Berkeley sockets [10]. On the one hand, there is no
single point of failure. But on the other hand, there is
no persistence support, so there is a greater chance of
losing messages, as there is no quality of service im-
plemented.

As mentioned in [8], the brokerless architecture re-
sults in improved performance. As ZeroMQ is broker-
less, messages are sent virtually immediately, neither
producer nor consumers are reaching their saturation



Denys et al. Page 3 of 12

point in the experiments. The only bottleneck observ-
able is the physical network bandwidth. The broker-
less architecture gives ZeroMQ flexibility for different
topologies, and is the basis for other communication
systems like in [11].

Listener

Network
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API

Engine

Session

Engine

SessionCreate

Figure 2 ZeroMQ architecture

ZeroMQ provides five basic patterns for message ex-
changes: synchronous Request/Response, Asynchronous
Request/Response, Publish/Subscribe, Push/Pull, Ex-
clusive Pair. Here is an example of two patterns com-
monly used. Other patterns may be found in the ZMQ[1]

guide.

In conclusion, the brokerless design of ZMQ can lead
to lost messages, while messaging systems with bro-
kers are more likely to present bottlenecks. Therefore,
a monitoring solution is needed for both communica-
tion patterns. On the one side, the time during which
the application is blocked needs to be monitored and
minimized. On the other side, the message queue needs
to be supervised and lost messages need to be detected.

In the next section a set of available methods will be
analyzed. These methods, mostly based on tracing, are
used to measure the response time for communications
between the components of a distributed system.

[1]http://zguide.zeromq.org/page:all

2.3 Tracing tools
Identifying bottlenecks is an important concern in a
container architecture. Performance problems may re-
side either in the host or in the container, and sys-
tem metrics may be a useful tool for their detection.
Tracing tools can extract all the raw data, from the
applications or the kernel, to derive metrics and help
to find bottlenecks.

A trace is a series of events over time. Events are col-
lected at tracepoints during program execution. Each
event has a type and payload. Tracing uses events as
input for analysis and is used to profile applications,
find abnormal states in applications, investigate real-
time deadlines, find memory or load issues and inves-
tigate concurrency problems.

Tracing can be used for several aims:
Ensure correct system behaviour : Tracing can be

used in quality assurance, to ensure that the system is
responding as expected.
Monitoring real-time and high criticality applications

: A tracing system can be implemented to monitor
abnormal response time or behaviour.

In order to analyze the Linux kernel or an applica-
tion, there are two approaches. On the one hand, static
analysis considers all possible executions and does not
impact the execution, but uses complex calculations
on the source code [12]. Because of that, it is often
not applicable to large systems. On the other hand,
dynamic analysis, or runtime verification, is easier to
analyze but may impact the execution, and only covers
the cases actually executed.

As the complexity of distributed systems has greatly
increased with time, tracing has become indispens-
able in most performance monitoring solutions. The
lack of standard in trace transmission is the subject of
a working group, developing a new protocol named
OpenMetrics [2]. Although new tools and working
groups are interested in this problem, it is not recent,
as evidenced by these two articles [13] [14] dating from
the early 2000s. They expose issues that are still topi-
cal in distributed systems. The number of components
and the communication systems used inevitably lead
to the need for efficient tracing. Some more targeted
studies on containers [15] focus more specifically on
the mode of instrumentation discussed in this article
[16].

Several tracing tools are available on the kernel side:
ftrace - is part of linux kernel and is a versatile tool

to trace the linux kernel. It offers function tracing and
dynamic instrumentation.
LTTng - is set of kernel modules, to trace kernel and

userspace applications. The architecture is designed to

[2]https://openmetrics.io/
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avoid synchronization between CPU cores, thanks to
per-CPU variables and atomic operations.
perf - perf was initially designed for profiling and

accessing performance counters. It also offers trac-
ing functionality. It is suitable to characterize the be-
haviour of a program by profiling the time spent in
each of its functions.
systemtap - was made in order to provide a scripting

language to deploy custom probes (inserted in kernel
with kprobes after compilation).
ebpf - newer and easier to deploy than systemtap,

ebpf is more an aggregator than a tracing tool. It al-
lows users to insert probes in the kernel using kprobes,
and to associate code snippets to each probe.

And on the userspace side:
LTTng-ust - is the module of LTTng for userspace

instrumentation. It features a low lockless design, and
is usable even in signal handlers.
vampirtrace - focuses on parallel program instrumen-

tation.
Theses tools are suitable to collect traces from

userspace processes, or the operating system ker-
nel, of a computing element. Other tools were devel-
oped specifically for tracing distributed requests, like
Jaeger [17], Zipkin [18] and other tools:

[19] [20] [21] [22] [23] [24] [25] [26] [27]
However, none of these methods, developed to trace

nested requests in distributed systems, are suited to
current MOMs and container architectures, and this
creates a gap.

3 New instrumentation methods
A straightforward solution consists in instrumenting
the source code of the application running inside the
container. We saw in the previous section that exist-
ing tracing tools are suitable for this task. However,
this instrumentation process is invasive and time con-
suming. It requires detailed intervention at the source
code level, which must be updated for changes to the
message sending functions, and repeated for new ap-
plications. Nevertheless, this method is actually widely
used in the industry to debug and solve performance
problems in monolithics applications.

When the instrumentation needs to be performed
on hundreds of containers, a better solution would be
to catch the messages at a lower level. It can be at
the messaging library, at its language binding API, at
the container API, at the host kernel, or at the net-
work interface [28]. The interest of this approach is
to avoid the labor intensive application specific instru-
mentation work. Since all the interactions between the
different distributed components go through messages,
this still provides a lot of insight into the application
behaviour and performance.

This is the approach taken by the two new methods
proposed in this paper. The first relies on instrumen-
tation on the system kernel side, and the second on
the messaging library side. Figure 3 shows the archi-
tecture used in both experiments, and the location of
instrumentation.

Figure 3 Architecture used for the two methods and
instrumentation location

3.1 Kernel Level Instrumentation

This new method allows to trace the messages ex-
changed between containers at the kernel level. The
experiment has focused on the ZeroMQ library, but
the instrumentation process would be the same for
all Message-Oriented Middleware and other messag-
ing systems. It does not require any modification of
the messaging library or application source code.

3.1.1 System Architecture

The typical architecture consists of applications, run-
ning within docker containers, that exchange messages
through their network interface. It can be several ap-
plications, or a single one, split into microservices.
Hundreds of containers may run on several hosts. The
messages are exchanged through the internal virtual
network between containers within a node, or on the
external network. In this case, the amount of data col-
lected is significant and a filtering system is needed.
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In contrast, on Edge Computing networks, a small
number of containers are running on each host. As a
result, the number of Edge Computing hosts is higher
than in the first case. Thus, there is less data to collect
on each host, but a larger number of trace files are
produced. An efficient correlation system is needed to
bring this data together into a global analysis node or
cluster. Even if this is not the core of this paper, some
guidelines will be given here on that topic.

The goal of this first method is to be able to trace
the messages exchanged between containers from their
host. This method implies a full access to the host
operating system kernel.

3.1.2 Instrumentation Algorithm
In order to collect information about messages ex-
changed between containers, one possibility is to trace
the kernel of the container host. The challenge is to get
the process number of the program running inside the
container, from the host point of view. As Docker uses
namespace isolation between containers, getting this
information is not straight forward. The instrumenta-
tion method needs to watch the system calls linked to
network sockets on the host kernel, to trace the mes-
sages sent by the applications inside the containers.

The second step is to identify formally the process
running inside containers. The lsns tool [3] used to
list all namespaces on a linux system can provide the
namespace linked to a particular task with its pid.
This method allows the classification of processes by
containers id.

At this point, it is possible to filter by containers the
processes running on the host machine. The final step
is to add a context field to the trace when a sendto()

system call happens. This field contains the informa-
tion about the message exchanged: the message pay-
load and the recipient. This step needs to be carried
out during the trace collection. In this experiment, LT-
Tng was used as tracing tool. A context field fdpf is
added for tracing. When it is activated during tracing,
it will run a function to get the payload and recipient
of the message.

This function uses the kernel structures in order
to get this information and is triggered for sendto

syscalls only.
• For each sendto syscalls, get the file descritor

table linked to the process with the kernel data
structure.

• For each file descriptor, get the inode number
• If the filedescriptor is a socket

– Get the kernel structure linked to the socket

[3]https://man7.org/linux/man-
pages/man8/lsns.8.html

– Then, get the inet structure linked to the
socket

– Collect all information about the message
like the recipient IP

The same process is performed for the recvfrom

syscall to get the information about received messages.
After the compilation of the LTTng tracing software,
with the new context and associated handler, the ker-
nel tracing becomes available.

The recipient IP address is visible in the traces, as
well as the message payload. Each trace file contains
the data about one or more containers, and the tra-
cepoints are identified with the container ID. Then,
these files are analysed together, with a trace viewer
like Trace Compass, to provide a global view of the
system. This shows the messages exchanged between
containers running on different hosts. As a result, mes-
sages can be followed from the sender to the receiver
container.

With this approach, it is possible to compute the
transmission time, and detect if a message never ar-
rives at destination. The interest of this analysis is the
added value brought by the kernel activity recorded.
It is possible to make a link, between an abnormal sit-
uation in the message transmission, and what is hap-
pening on the host at this moment.

The originality of this method lies in the use of
namespaces at the host level, in order to follow the
routing of messages, between containers located on the
same host and on other hosts. To understand the use-
fulness of this method, a representative use case will
be presented in the next section, and the overhead of
system tracing on the host will be evaluated.

3.2 Messaging library level instrumentation
The need for kernel access (and as a result, high per-
mission level) on the host kernel is the main drawback
of the first method. In some production environments,
there is no or limited access to the kernel host, for se-
curity reasons. Therefore, it was important to find a
way to instrument the container communications from
inside the container.

3.2.1 System Architecture
Due to environment constraints, host kernel access is
not always possible. Moreover, in some cases, the con-
tainers are running on a third party cloud provider,
where it would be unthinkable to instrument the host
kernel. In such circumstances, the instrumentation
mecanism must be enclosed inside the container.

Applications running inside containers often use a
messaging library to communicate over the network.
As highlighted in the literature review, Message Ori-
ented Middleware systems are typically used. The ap-
plication then uses a library to format, encapsulate
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and send messages on the network sockets. A distinct
process, running inside the container, is in charge of
the message transmission and queuing, and a higher
level library is available for the application. As a re-
sult, the instrumentation daemon must run inside the
container, and collect the data at the messaging library
process level or higher.

Figure 4 Architecture

3.2.2 Instrumentation Algorithm
Instrumentation of the application source code itself
would not be a challenge, but would not offer a generic
solution, being tightly coupled to the source code of a
specific application. Moreover, the information would
be limited, it is only possible to detect that a mes-
sage is sent by the application. It is not possible to see
what is happening during the message queuing and
transmission, and there is no way to ensure that the
message has been sent to the socket. Finally, it is not
always possible to modify the application source code,
to insert the instrumentation.

The messaging library ZeroMQ was choosen here to
illustrate the method, but the process is identical with
other messaging libraries. To avoid the drawbacks of
application instrumentation, the instrumentation was
inserted in the zmq library, as it is the ZeroMQ core.
Tracepoints were added to all the functions involved

in the message transmission on the sockets, in order to
catch the information sent over the network at every
step of the transmission.

This solution is suitable but is not ideal, since the
binding API CZMQ, used between the application
code and the library, needs to be recompiled to work
with the zeromq instrumented library. Also some in-
formations could not be extracted about the messages,
as their body was already formatted for transport by
the intermediate library czmq. As a result, a relevant
solution is to add some tracepoints inside the CZMQ
API functions. The API allows to get the information
on the message transmission until the message is sent
to the socket.

To sum up, various points have to be considered for
the userspace instrumentation, especially in the case of
an existing application. The level of details available
for the analysis depends on the location of the instru-
mentation. We will now focus on the last solution and
the instrumentation process.

In order to work on a real use case, on a produc-
tion system, the library used by an industrial partner
(ZeroMQ) was chosen for the experiments. However, the
instrumentation method and concerns would be simi-
lar for other message-oriented middleware.

On the instrumentation side, an LTTng trace point
provider was added to the czmq source code. Thanks to
a compilation flag, it can be activated or not at compi-
lation time. Environment variables could also be used
to activate or deactivate tracepoints, which is conve-
nient for applications deployed with a Dockerfile, for
example. The instrumentation is triggered during the
deployment.

In order to obtain detailed information about the
messages, the following classes were instrumented:
zstr, zmsg, zframe and zsock. Depending on the
communication pattern (publish-subscribe, router-
dealer...), several methods are available to send mes-
sages. Also, depending of the type of data to send,
the sending method is different. The tracepoints are
able to collect the sender parameters (port, address),
message parameters (content, destination, routing id,
type, UUID), and receiver parameters (port,address).

An issue arised for multipart messages, sliced in
frames. It was a challenge to identify those messages.
Indeed, in some communication patterns, especially in
some message-oriented middleware, it is not always
possible to clearly identify the sender of a message
received, and if the message is only a frame, part of
another message. For example, with an architecture
involving several publishers, how to reconstitute the
message sequence on the subscriber?

The preferred alternative solution is to add the pub-
lisher identifier in the message header. However, since
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it is not always possible to do so in the source code, an
universal and standardized solution was needed. The
solution adopted was to set a routing id, in the socket
sending function. The id is composed of a date, a flag
to tell if the message is a frame of multipart message,
and the sender identification (if not already available
in the header). As a result, each message comes with an
identifier, and a message on the receiver side contains
all the needed information for source identification.

Another suitable solution is to override the message
transmission functions, and add the possibility to send
a routing id into the body or header of the message.
In this case, the message identification is easier, as it
is possible to add very specific information, to be col-
lected in trace files.

4 Results
This section presents the experiments carried out to
validate the effectiveness of the two methods. The de-
tailed specifications of the environment used and the
full results are available in this git repository [4].

The experiments conducted with industrial partners,
involved in this project, enabled us to list the main
challenges and common problems, related to the com-
munication between containers, in representative in-
dustrial use cases. The most common problems are in
the queues, and the storage of messages. Depending
on the level of quality of service, when a customer is
unreachable, messages can be dropped, or stored. The-
ses issues are common on edge networks with unsta-
ble wireless networks, for example. It is complicated
to monitor the number of lost messages, or to moni-
tor the number of messages waiting in queues, with-
out a custom monitoring system or instrumentation.
Nonetheless, this is an important concern for resilient
communications.

This paper proposes efficient generic methods in or-
der to solve effectively a large part of the problems
encountered. The use cases proposed represent only a
small part of the possible problems, but are representa-
tive of the most frequent problem classes encountered
in industrial use cases.

4.1 Kernel level instrumentation
4.1.1 Use case

In the publish-subscribe pattern, one of the most
common issues is the slow subscriber. It can lead to
overloaded message queues, the container running out
of memory, and a crash. A solution to prevent this is-
sue is to set a high water mark value, in order to stop
to queuing messages when this threshold is reached.

[4]https://gitlab.com/pierrefrederick.denys/

tracing-methods-for-containers-messaging
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Figure 5 Publish subscribe pattern in zeromq

When the number of messages queued reaches the high
water mark value, the additional messages are dropped
silently.

This section presents experiments involving these
configuration problems, and how the kernel level in-
strumentation of the container host allows to detect
them. Also, a solution to set correctly the amount of
memory, and high water mark value, is proposed to
prevent message loss. Finally, it will be shown that ker-
nel tracing is a suitable solution to identify the cause
of subscriber slowness.

The architecture consists of two applications, run-
ning in Docker containers, that exchange messages
through the Zeromq library. This simple architecture
reproduces the behaviour of an application, deployed
as microservices running in Docker containers. A first
container is launched with a server implementation,
and sends a message with the zeromq library to a sec-
ond container, launched with a client implementation
that listens for messages with the zeromq library.

A server container, configured as described in the
previous paragraph, runs a publisher python program,
binding a PUB type socket on port 5601. This program
sends messages to the socket in an infinite loop, with
the current timestamp as unique content. The times-
tamp allows the unambiguous identification of mes-
sages. It simulates a fast publisher.

A client container, runs a client script binding a SUB

socket and listening on the same port as configured for
the server. A pause of a variable random duration, of
several ms on average, is added to the receiving loop,
to simulate a busy machine with a slow response time.
This results in a slow subscriber.

The two containers are running on the same vir-
tual machine, and the kernel of the machine is traced.
In order to produce an out of memory situation, the

https://gitlab.com/pierrefrederick.denys/tracing-methods-for-containers-messaging
https://gitlab.com/pierrefrederick.denys/tracing-methods-for-containers-messaging
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memory of the server container, running the publisher
program, is strictly limited, and no swap is provi-
sioned. It is achieved by using the memory="512m"

and memory-swap="0g" options of the Docker API.
Then, the tracing is launched with two filters, on the
PID namespaces of the two containers.

The docker stats allow to display the increasing
memory usage in the server container, until it reaches
the limit. When the limit is reached, the publish-
ing process is killed. Thereafter, the tracing session is
stopped. When the trace is open with the Tracecom-
pass [5] trace viewer, it is possible to count the number
of messages sent on the socket for a time interval. If
the traces of the two containers are opened with the
same time axis, it is possible to see the increasing de-
lay between when a message is sent from the publisher
container, and when it is processed in the subscriber.

The number of messages queued comes from the dif-
ference between the number of messages sent by the
publisher and the number of messages processed on
the subscriber in the time interval considered. The op-
timal high water mark of the publisher, and amount
of memory needed for the queue, is determined by this
analysis.

In this case, the messaging analysis allowed to set
up an optimal queue on the publisher, to counter the
slowness of the subscriber. Moreover, it also allowed
to detect a problem on the subscriber. The queuing of
messages on the publisher is a solution for short pe-
riods of higher latencies in a subscriber. However, it
can lead to dropped messages, when the subscriber re-
mains too slow for a longer period of time, and the
high water mark is reached. In that case, a solution
should be investigated to increase the subscriber mes-
sage processing capacity.

While the traces contain the information to compute
the average message processing capacity of the sub-
scriber, it also contains information about the whole
kernel, like the thread scheduling events and the sys-
tem calls, if the corresponding tracepoints are acti-
vated. The analysis of these kernel events brings a deep
insight into the execution of the processes involved,
and provides detailed information, useful to identify
the root cause of the subscriber slowness.

The defaults in this configuration were the incor-
rect high water mark, the low amount of memory allo-
cated to the container, and the big difference between
the number of message published and capacity of sub-
scriber. The inverse situation is when the high water
mark is set low. The default value for the zeromq li-
brary is 1000. In that case, only 1000 messages can be
queued (a total of 24*1000 bytes in the current experi-
ment). The behaviour of zeromq in this case is to drop

[5]https://www.eclipse.org/tracecompass/

messages when the queue is full. As a result, it leads
to an important loss of data.

In the case of a predictable system, for example a
sensor that sends data every second, the loss is easily
detected on the subscriber. Some of the expected mes-
sages in the serie will be missing. The time at which
the message was lost can also be easily determined. In
the case of an unpredictable publishing system, like a
logging system, the detection is more difficult, since
there is no expected time, or number of messages, for
reception on the subscriber.

For example, in a system where publishers are
servers, on which sensors are connected, and the sub-
scriber is a log server, the messaging pattern is used
to provide an asynchronous system for log collection.
During an interval in which the sensors state changes
quickly, the rate of messages can increase for a short
time. It will result in a message queue overflow, and the
additional messages will be dropped. This situation is
undetectable on the subscriber side, and most of the
time undetectable on the publisher side, depending on
the networking protocol used.

This data loss is not detected by kernel message trac-
ing nor by conventional tracing tools, because the mes-
sages are never sent to the socket, and are rather stored
on publisher side queue. The tracing system needs to
collect information about messages upstream of sock-
ets. The only solution is then instrumentation at the
messaging library level .

4.1.2 Performance and Overhead
In order to characterize the overhead of tracing, the
performance impact was measured on kernel opera-
tions. The experiment was run under different load
configurations. The impact is the ratio between the
CPU cycles with and without tracing. In order to
record the system activity and measure the tracing
overhead, the sysstat set of tools is used. The sadf

tool provides information about system resource us-
age. The method used is the same as in [29].

Fig. 6 presents the impact of kernel tracing on the
percentage of CPU cycles. The CPU usage is measured
with the sar tool, (sar -u -o sysdata 2 50), to get
50 data points, one every 2 seconds. The average is
computed separately for user space and system space.

In order to measure accurately the messaging rate, a
time.sleep() is set in the message sending loop, and
the value is adjusted to obtain the desired number of
messages sent in one second. The real messaging rate
is checked with the analysis of the subscriber trace
(count of messages received in one second). The impact
of LTTng tracing on the CPU cycles is around 3% for
a medium load, and around 15% for a very high load.

Another suitable method to estimate the overhead
of the system is to monitor the maximum number of
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Figure 6 Impact of kernel tracing on CPU cycles depending of
the messaging load (in messages per seconds)

messages that the application is able to handle, with
and whitout tracing. In order obtain these measure-
ments, the sleep was removed from the program loop,
and the program was thus run at full rate. The aver-
age maximum was 2,544,000,000 messages per second
without tracing, and 1,212,000,000 with tracing. The
experiments were conducted without a memory limit,
and with an infinite water-mark value, to avoid the
interference of message queues overflow.

The overhead, induced by tracing the system at max-
imum messaging load, can be explained by the need to
write the trace to disk. Indeed, for every message, a
trace event is produced, and thus a huge amount of
data is collected and stored. As a result, the data col-
lected in the trace needs to be kept to a strict min-
imum. One byte saved on every traced message can
lead to gigabytes saved on the final trace file.

4.1.3 Discussion
The results obtained during the various experiments
confirm the efficiency and low overhead of the method.
In addition to the zeromq experiments, the method has
been also tested with a RPC library and the Mosquitto
message broker. This illustrates that the method is
easily adapted to all libraries using networks sockets
for message transmission. The context and associated
handler, added to LTTng for sendto and recvfrom

events, will become available by default in future LT-
Tng releases. Thanks to this integration, the instru-
mentation will be available directly in the packaged
version of LTTng, without the need for a special en-
hanced version. The context handler is where the mes-
sage payload is processed. As a result, it is easy to add
a custom encryption or anonymising function in the
handler, to remove sensitive data from the trace con-
tent. Similarly, if a specific library is used to encode

the data, e.g. protobuf, a deserialization function can
be provided.

The main disadvantages, of kernel level instrumen-
tation, are the need for privileges to access the host
kernel, and the lack of observability on MOM internal
queues. The alternative method studied and presented
in the next section does not suffer from these disad-
vantages.

4.2 Messaging library level instrumentation
Many messaging systems offer some resilience, to avoid
the loss of messages in case of system failure. However,
while this fault masking is interesting from a functional
point of view, the storage or retransmission of mes-
sages consumes resources and degrades performance.
Therefore, for performance optimization purposes, it is
important to have some observability into these mech-
anisms such as internal queues.

Several different types of problems may be encoun-
tered. The message queues may be kept in memory
but also written to disk. Are the messages kept long
enough to allow retransmission in case of errors, and
purged soon enough to minimize memory consump-
tion? Routing policy errors may happen and can be
detected if all the possible recipients are traced. The
message delivery policy can also impact the quality of
service and the loss of messages. As a final example,
a failure may be caused by a malformed message con-
tent.

It is difficult to find the cause of such failures only
with disconnected software logs. Information about the
global system state is often required. Message tracing
provides an overview of the whole communication sys-
tem (global number of messages exchanged, ratio of
errors) as well as a finer granularity analysis at the
container socket level. This finer analysis can efficiently
identify several communication problems and miscon-
figurations. This method allows identifying low level
problems, and determine the most suitable communi-
cation parameters.

These experiments were conducted in collaboration
with an industrial partner, to get the opportunity to
test the system in a production environment. It allows
the overhead characterization of the tracing method.
The source code of the instrumented library can be
found on the repository cited earlier in this section. For
the current version of the instrumentation, the trace-
points are only in the czmq library. The modifications
were made on version czmq 4.2.0. Everything is in a
.patch file that can be applied directly to the source
repository.

4.2.1 Use case
A major advantage of this solution is the ability to
identify the messages. When neither the host system
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nor the application code is accessible, this solution al-
lows adding some metadata to messages to identify
them. The sender and destination can be recorded dur-
ing the trace collection, as well as other information
about the message transmission. The proposed instru-
mentation enabled to track messages from the publish-
ers to the subscribers, including the acknowledgment.

If the messages do not contain information about the
sender, because of concerns about the increased size,
and depending on the communication pattern, it is not
always possible to identify the source of the message
on the recipient. Also, while messages usually contain
a timestamp in their header, this is not always true,
in which case it is difficult to determine precisely the
send time.

As the instrumentation daemon is located inside the
container, the trace collection stops at the same time
as the application process itself. As a consequence, it
is more difficult, for example, to find what happened
in the case of an out of memory situation that crashes
the container. Also, during the experiments, the out of
memory situation caused an abnormal end of tracing
session, resulting in some issues to read the trace data
afterwards.

4.2.2 Performance and overhead

The execution time of a program is the major crite-
ria for developers in most case. The overhead refers
to the difference of execution time between the appli-
cation with and without tracing. In order to ensure
the reliability of the results, each test was run sev-
eral times. Long program executions were targeted,
because it reduces the influence of unlinked system
events. 7 presents the impact of tracing on the CPU
cycles of the host.

The results show a slightly higher overhead when
compared to kernel instrumentation. It should be
noted however that tracing occurs twice in this case.
Indeed, a tracing daemon runs inside each of the two
containers, rather than a single one on the kernel host.

Another experiment performed on a production clus-
ter of an industrial partner, shows that the overhead
was around 4 % in terms of CPU cycles of the con-
tainer hosts. The cluster contains a hundred contain-
ers, and the czmq library was patched and integrated
during the build of the container image. In this experi-
ment, analyzing the traces from hundreds of containers
proved challenging. Trace viewers like Trace Compass
handle without problems many trace files, but some
parts of the data analysis currently do not scale too
well to hundreds of trace files.

Figure 7 Impact of kernel tracing on CPU cycles depending of
the messaging load (in messages per seconds)

4.2.3 Discussion

This method is an alternative to host kernel instru-
mentation, when a privileged access to the host kernel
is not available. This solution is not coupled to the
application source code, and is thus much less inva-
sive than the direct application instrumentation. This
instrumentation is the only way to detect overflows
on the internal queues. Indeed since the messages are
not yet sent outside of the container, they are not de-
tectable from the containers kernel host.

5 Conclusion
The different challenges and advantages of the two pro-
posed solutions are reviewed.

Intrusiveness The advantage of the kernel level in-
strumentation solution is the low intrusiveness in the
source code for the tracing procedure. None of the two
solutions require to add tracepoints inside the applica-
tion source code. This is important in projects where
the development is separated from integration. Trac-
ing is often conducted during the integration part of a
project. There may be little interaction with develop-
ment.

Environment constraints The main drawback of this
solution is the need for administrator (root) level privi-
leges to trace the host kernel of the container. In some
environments this access is not possible for security
reasons. This is especially the case if the containers
are deployed in a shared context or public cloud. A
relevant alternative is then to use the second proposed
solution, which moves the instrumentation, from the
host kernel, to the messaging library inside the con-
tainer.
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Source code dependency This tracing method is also
weakly coupled of the source code, as there is no tra-
cepoint added inside the application or container. The
tracing system only needs to be updated when the mes-
saging library changes. The evolution of application
versions remains independent of the tracing system.

Scalability The proposed tracing architecture is highly
scalable. Indeed, the number of containers can widely
vary without impacting the tracing part. For the first
solution, the new instances are added on the fly in
the tracing system. For the instrumented library solu-
tion, the pre-compiled version with tracing code can
be integrated inside the container Docker image.

Overhead Analysis Experiments The overhead com-
parison showed that the library source code instru-
mentation was more costly and the kernel instrumen-
tation was least costly, in terms of resources. The im-
pact was only measured in a small scale cluster and
is not necessarily representative of a bigger architec-
ture. This would be particularly interesting to study in
the context of very large High Performance Comput-
ing clusters, where container-based architectures are
increasingly used.

Security concern In a multi-user environment, data
security is an important concern. Kernel level tracing
data may contain sensitive information. On the same
cluster, the containers can host different client appli-
cations, and tracing the whole system host may expose
data from these different applications in the same trac-
ing files.

Moreover, messages between containers are ex-
changed on an isolated network, so they are not al-
ways encrypted. The sensitivity of the data that can
be collected by the instrumentation should be exam-
ined. Since the content, source and destination of the
messages are available in the trace files, the storage
and sharing of these files may require a special atten-
tion. The content of the messages can be encrypted on
the fly, at the trace collection, if needed.

Another concern is that the trace files contain in-
formation about the application behaviour: messages
exchanged, number and size of messages, and possi-
bly the name of functions if Remote Procedure Calls
are used. In some case, these informations need to be
protected, or obfuscated, before storage, trace trans-
mission or trace analysis.

The two new methods proposed in this article im-
prove the efficiency and bring new possibilities for Mes-
sage Oriented Middleware analysis. Both methods are
complementary and take into account environmental
constraints. The flexibility of these methods allows to
adjust the granularity of the analysis, and therefore
the ideal amount of data collected for analysis.
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