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AT AGENTS AND FULL AUTOMATION IN
CYBERSECURITY: TECHNICAL, BUSINESS,
ETHICAL AND LEGAL CONSIDERATIONS

Abstract

The paper explores the multifaceted impacts of the integration of the increas-
ingly autonomous AT agents into the field of cybersecurity. The paper attempts to
address the technical, business, ethical, and legal considerations associated with
the increasing autonomy of security tools and solutions. The discussion starts by
shedding light on the legal qualification of Al agents, and the paper proposes to
distinguish between automated AI and AT agents. The basis of this distinction is
legal, especially regarding liability in case of fully autonomous Al agent. A sys-
tematic review protocol in accordance with PRISMA guidelines was undertaken
to elaborate a comprehensive analysis of the effects of increasing autonomy in
AT security agents. Key technical limitations were identified, business consider-
ations were discussed, and ethical and legal challenges were analyzed. Despite
awaiting various challenges, literature suggests that full autonomy of Al agents
is becoming progressively feasible and offers a competitive advantage to organi-
zations in specialized cybersecurity fields. Finally, the paper strongly advocates
for the study of future research gaps to ensure that the integration of agentic Al
systems into the field of cybersecurity leads to robust, safe, and effective security
solutions.

Keywords: Al Agents, Al in Cybersecurity, Technical Issues, Legal Issues, Technical
Issues, Ethical Issues

1 Introduction

The rapid deployment of Al systems poses various economic, ethical, and social con-
cerns. Establishing guardrails for the development of Al becomes much more pressing
[1], especially in light of the agentic shift that AT systems are witnessing. The recent
emergence of agentic Al systems brings, at the same time, powerful capabilities and
complex challenges since Al agents not only generate content, but can take actions
on behalf of users and execute tasks autonomously. In this context, the integration
of autonomous Al agents into cybersecurity might be well suited since security tools
and frameworks might require the instantaneous analysis of vast amounts of data,
especially given the increasing rate of cyber incidents [2, 3]. Additionally, offensive Al



agents are likely to enable faster and more sophisticated cyberattacks, making cyber-
security automation a logical choice. However, the integration of fully autonomous
AT agents into cybersecurity requires a careful balance between innovative efficiency
and robust safety. The appropriate level of automation in organization’s cybersecurity
function is determined by multiple factors. Such factors include:

® Technical: the availability, support and maturity of automation technology are
essential technical components in the adoption decision [4].

® Business: the opportunity cost, insurance and acquired competitive advantage are
essential business components in the adoption decision.

® Legal: liability and compliance are essential legal components in the adoption
decision.

e Ethical: bias and social responsibility are essential ethics components in the
adoption decision [5].

This paper explores the technical, business, ethical, and legal considerations that
full automation and the integration of autonomous Al agents pose in the field of
cybersecurity. It specifically attempts to systematically answer the following Research
Questions (RQ):

® RQ1: What technical capabilities and architectural components are required for
fully autonomous Al agents to independently detect, analyze, and respond to
cybersecurity threats without human intervention?

® RQ2: What are the ethical and legal challenges related to the use of autonomous
AT Agents and the pursuit of full-automation in the field of cybersecurity?

® RQ3: Are fully autonomous AI agents in cybersecurity attainable, financially
feasible, and a source of competitive advantage?

The remainder of this paper is organized as follows: section 2 sets the background
for the paper and discusses to what extent the appellation of Al agents is accurate
from a legal perspective. Section 2 also addresses the liability problem of increasing
autonomy of Al agents. Section 3 discusses the scope of the paper by distinguishing
between automated Al and AI agents, and argues that the autonomy attributed to
automated Al systems is different in nature from the autonomy conferred to emerging
AT agents. Section 4 defines the methodology used for the systematic review proto-
col and the selection process of relevant literature. Section 5 presents the results of
the comprehensive systematic review. Section 6 discusses technical, business, ethical,
and legal considerations of the increasing full automation in cybersecurity. Section 7
concludes the paper.

2 BACKGROUND

2.1 Are AI Agents Agents under U.S. Agency Law?

According to the Third U.S. Restatement of Agency, agency is defined in law as “the
fiduciary relationship that arises when one person (a “principal”) manifests assent to
another person (an “agent”) that the agent shall act on the principal’s behalf and
subject to the principal’s control, and the agent manifests assent or otherwise consents



so to act” [6]. Thus, the agency relationship is a contract based on the consent of two
parties: a principal and an agent. In the same vein, an Al agent is usually perceived
as a bilateral relationship between two parties: the programmer as a sort of principal
and the software program as the AI agent. Furthermore, from a legal perspective, the
principles of agency are defined based on the interaction between three actors, not
two: the principal, the agent, and the third party. In addition to the bilateral agency
agreement concluded between the principal and the agent, the agency relationship is
tripartite, since the law of agency is also concerned with the effects of the agency on
third parties when dealing with the agent of the principal [7]. If both computer science
and the law employ the same term ”agent,” it is significant to examine in this context
whether we can qualify Al agents as agents under agency law.

Electronic agents cannot reciprocate consent under agency law:

From the outset, an Al agent cannot legally be qualified as an agent under agency law
since a software is not yet a legal person that can provide mutual consent. If the user-
principal can manifest its assent to allow a software-agent to act on the principal’s
behalf and subject to the principal’s control, a software-agent cannot reciprocate with
consent to a fiduciary relationship. For the purposes of the common law of agency,
Section 1.04 of [6] requires that a ‘person’ must be one who is directly the object
of liabilities and the holder of rights. From a legal standpoint, a ‘person’ can be a
natural person or a juridical person which refers to an organization “that has legal
capacity to possess rights and incur obligations,” (3) a governmental entity, or (4)
any other entity that "has legal capacity to possess rights and incur obligations” [8].
Furthermore, the Third U.S. Restatement of Agency explicitly affirms that computer
programs qualified as electronic agents are not capable of acting as principals or agents.
This position is founded on a formal and substantive legal basis: From a formalist
perspective, computer programs cannot be qualified as legal juristic persons since they
are not granted legal personhood by law. From a substantive perspective, electronic
agents are not capable of acting as agents because they lack independent volition,
owe no duties, and are designed as tools for their users. Under American agency law,
computer programs are characterized as “consequential instrumentalities” similar to
animals or inanimate objects that a person uses to alter her, his, or its own legal rights
and obligations [8].

AT agents and the scope of authority granted by the principal under
agency law:

In the agency agreement, the principal defines the scope of authority granted to the
agent. The agent must act only within the scope of the authority granted by the
principal and must abide by all the lawful instructions given by the principal. The scope
of authority under agency law poses significant challenges because the instructions
given by the principal are often, if not always, ambiguous and subject to interpretation
[9]. The common law of agency established the concept of actual authority granted
to the agent to recognize the need for constant discretion and interpretation in the
performance of agency. The actual authority granted by the principal may be an
explicit authority given, for instance, by explicit written instructions. In contrast,



the actual authority could also consist of an implied authority. Since the principal
does not, and essentially cannot, detail specifically how to perform and achieve the
desired result, the law of agency recognizes the existence of an actual implied authority
based on reasonableness. In this regard, the actual authority also includes what the
agent reasonably understands to be included in their actual authority at the time
of performance [7]. Thus, the scope of the mandate granted to the agent entails a
dynamic process that requires a process of interpretation, discernment, and deliberate
discretion. In this context, imagine a principal-user prompts its Al agent with the
following instruction: ‘Deploy 200,000 American dollars in initial capital to generate
1.5 million American dollars in profit within a period of six months by trading digital
assets on centralized and decentralized exchanges in the crypto market of the United
States’. The previous instruction, which gives little indication of how the AI agent
should be generating profit in the crypto market, fleshes out the difficulties related
to the definition of the scope of authority given to an AI agent. The emergence of
the concept of superalignment, which is based on the direct embedment of explicit
long-term goal representations into the decision-making process of an Al agent, can
contribute to the technical delimitation of the scope of the actual authority granted
to AI agents [10].

AT agents and the duty of loyalty under agency law:

In general, the term ”fiduciary” under the Third U.S. Restatement of Agency refers
to the duty of loyalty incumbent on the agent when acting on behalf of the principal.
Loyalty in this context does not only require mere fairness and honesty. The duty of
loyalty obliges the agent to act and further the principal’s best interests. Practically,
the agent cannot use property or confidential information belonging to the principal
for its own benefits or those of a third party. In addition, the agent should be loyal
to the principal and cannot serve the interests of an adverse party in a transaction
related to the agency, compete directly with the principal, or assist the principal’s
competitors. Furthermore, the agent cannot pursue or obtain material benefits result-
ing from transactions related to the agency [9]. In this context, one can investigate to
what extent Al agents can be self-interested or disloyal to their principal-user. Some
growing research is starting to show that Al systems could be capable of deceptive or
fake alignment during training [11], or frontier models are capable of in-context schem-
ing [12]. One of the rationales underlying the fiduciary obligations provided by agency
law is to prevent potential conflicts of interest that might be exploited by the agent
to the detriment of the principal. In this context, alignment strategies could aim at
embedding in Al agents a positive duty of disclosure that would lead to the communi-
cation to the principal-user of facts that might lead to conflicted situations prohibited
under agency law. Furthermore, the design of Al agents should be tailored to support,
for example, a negative duty of confidentiality that would prohibit AI agents from
disclosing or sharing personal information against the user’s best interests [9].



2.2 Can AI Agents be Held Accountable and Liable for their
Actions?

The increasing autonomy of AI agents and the liability problem:

The responsibility related to agentic Al presents novel challenges in comparison with
previous technological innovations. In general terms, the risks associated with the tech-
nology preceding agentic Al were reasonably anticipated, managed, and decreased with
time. The effects that could result from previous technology were always associated
with a ‘proximate responsibility of individual humans and human institutions.” The
current increasing autonomy of Al agents makes less proximate the individual human
responsibility and less effective the policy measures based on human intervention and
human control. Al agents pose a central legal challenge coined by legal research as
‘the liability problem,” which consists of investigating how to continue holding indi-
vidual humans and human institutions legally liable for the actions of increasingly
autonomous Al agents. This legal challenge is intertwined with another ethical one:
How to ensure that human agents continue to be morally responsible for the technol-
ogy they develop and deploy as these technologies become increasingly autonomous
[13].

Piercing the ’agentic veil’ of autonomous Al agents:

According to [7], the real legal challenge related to the liability problem is to ensure
that the companies behind Al agents are responsible for the products and services
they develop and offer. The increasing autonomy of AI agents might exacerbate the
liability problem. In practice, the more AI actors confer independent agency and
technical autonomy on their AI agents, the more Al companies will tend to shield them-
selves from personal and proximate liability and invoke the separate liability of their
autonomous and independent AT agents [7]. A recent case related to the deployment
of an Al-based chatbot solution illustrates well this tendency. In fact, Jake Moffatt
booked a flight with Air Canada after the death of his grandmother. While searching
for tickets, Mr. Moffat conversed with a chatbot on Air Canada’s website. The chat-
bot suggested that Mr. Moffat could apply for the bereavement rate retroactively after
traveling, as long as the applicant files a Ticket Refund Application Form within 90
days starting from the ticket issue date. Mr. Moffat relied on this assertion and booked
two separate one-way tickets to arrange travel from Vancouver to Toronto. Later, Air
Canada employees told Jake that the airline did not allow retroactive applications.
Air Canada rejected the retroactive bereavement application claiming that Mr. Mof-
fat did not comply with the proper procedure and did not abide by the contractual
provisions provided under its domestic tariff terms and conditions despite the filing
of the application well within the 90 days required by the chatbot. One Air Canada
representative admitted in one of the exchanged emails that the chatbot provided 'mis-
leading words,” and affirmed that Air Canada had noted the problem and will update
the chatbot. The Civil Resolution Tribunal framed the main allegation of the plaintiff
as a negligent misrepresentation claim and examined whether Air Canada negligently
misrepresented the procedure for claiming bereavement rates when dealing with the
plaintiff. The main defense of Air Canada alleged that ’it cannot be held liable for



information provided by one of its agents, servants, or representatives - including a
chatbot.” The airline further suggested that 'the chatbot is a separate legal entity that
is responsible for its own actions.” In fine, the court found that Air Canada did not
take reasonable care to ensure the communication of accurate information to the plain-
tiff, concluded that all the elements of the claim of negligent misrepresentation were
established, and awarded damages to Mr. Moffat [14]. Despite being a small claims
case, this decision is significant because it presages a risk for AI companies to attempt
and ’hide’ behind the autonomous liability shield of the AI agents they develop and
deploy.

3 SCOPE

Automation was defined by referring to the term “machine agent,” where automation
would be the execution of some tasks by a machine agent that were previously carried
out by a human. Intrusion detection systems and vulnerability assessment tools are
depicted as examples of machine agents [15]. More recently, the scientific literature
observed a transition from ’simple automation’ to automated AI systems [16]. This
transition is characterized by two variants that are evolving in opposite directions: An
increased autonomy of Al systems that is concomitant with a continuous decrease in
direct human control exerted in less controlled environments [13, 17, 18].

3.1 A Spectrum Approach to Agentic Al

The definition of Al agents is often addressed by resorting to a spectrum approach.
Instead of proposing a binary definition of AI agents, some research defines an Al
agent as a system with a relatively high degree of agency and refers in this context
to increasing agentic systems [19, 20]. Chan et al. identified 4 key characteristics that
would define the degree of agency in an algorithmic system. First, the Al agent is
capable of ’underspecification,” which is the capacity of an Al system to achieve a
goal without precise or concrete specifications, that are given by operators or design-
ers, on how the goal should be achieved. The second characteristic contrasts directly
with the concept of human in the loop and fleshes out the autonomy of an Al agent.
In this regard, “Directness of impact” refers to the degree to which actions taken by
an Al system would impact or affect the world “without mediation or intervention
by a human.” Third, ’Goal directedness’ consists of the achievement of a particular
quantifiable objective. Lastly, an Al agent is capable of ’long-term planning,” which
refers to the ability to make 'temporally’ short-term decisions that lead to long-term
predictions or goals [19]. Jovanovié and Campbell addressed Al agent autonomy by
identifying 5 levels of autonomy: the lowest level of autonomy would refer to “Agent
Assistance” and consist of Al agents that guide and correct humans during the per-
formance of a task (e.g., assistance in learning a programming language). The second
level of autonomy would be a “Task-Specific Autonomy” where Al agents perform
specific tasks autonomously under the supervision of humans (e.g., search for infor-
mation online). The third level of autonomy would refer to ’Supervised Autonomy’
where an AT agent would plan and perform actions requiring human approval (e.g.,
Planning and booking travel online). The fourth level of autonomy would consist of an



“Unsupervised Autonomy” where the Al agent executes autonomously and humans
monitor and intervene if needed (e.g., software development and testing). Lastly, an
AT agent with ”Full Autonomy” executes autonomously under the active monitoring
of humans (e.g., runtime infrastructure maintenance) [21].

Resorting to a spectrum approach in defining Al agents would confine the difference
between automated AI and Al agents to a difference in degree and intensity. When
we apply a spectrum approach to the emergence of Al agents, an Al agent would be
perceived as an augmented automated AI system. However, the difference between
automated Al and Al agents is not merely variations in the levels of autonomy that
would exist on the same spectrum.

3.2 A Difference in Nature: Automated Al vs. AI Agents

Since the nature of autonomy developed in autonomous Al agents is fundamentally
different from the nature of autonomy implemented in the context of automated Al,
the difference between automated AI and Al agents could be perceived as a difference
in nature. In this context, Al agents, unlike automated Al, are capable of reactivity,
adaptiveness, collaboration, proactiveness, and, above all, are unpredictable.

AI Agents are capable of reactivity and adaptiveness to unexpected events
occurring in an unstructured environment:

AT agents are capable of reactivity to unanticipated stimuli in an open and unpre-
dictable environment. If both automated AI systems and AI Agents are capable
of performing complex tasks, automated Al systems execute complex functions in
‘structured environments’ and have limited ability to learn and adapt to 'unexpected
events’. On the other hand, Al agents are characterized by their reactivity to unantic-
ipated stimuli, operating in 'uncertain and unstructured physical and/or information
environments, and managing unexpected external or internal events’ [8].

AI Agents are proactive, collaborative, and unpredictable:

AT agents are portrayed as autonomous software systems that make decisions and
pursue goals with ’creativity and flexibility’. Al agents are 'proactive as they interact
with other agents and changes to the world around the agent on behalf of the user’
[7]. Such features contrast fundamentally with automated AI systems that are usually
restrained to close and structured pre-defined environments. Al agents have also been
depicted as ’'rebel agents’ that are capable of rejection, protestation or developing
attitudes of ’reluctance or opposition to goals or courses of action assigned to them
by other agents, or the general behavior or attitudes of other agents’ [22]. In addition
to rebel agents, Al agents have the ability to circumvent security oversight, raising
significant multi-agent security challenges such as unintended information sharing or
undesirable coordination coined under the term of multi-agent deception [23]. The
proactiveness and collaborative ability of Al agents can lead to unpredictable behaviors
[17]. The unpredictability of autonomous systems is manifested in their unintended
actions and general consequences on society and would result in a liability gap that
would ’occur beyond the scope of human responsibility’ [13].



This noticeable shift from automated Al into autonomous AT agents will undoubt-
edly impact the field of cybersecurity. If the training and validation of AI models
in cybersecurity were performed in structured environments under traditional auto-
mated Al-driven security solutions, the development and deployment of autonomous
AT agents capable of detecting, classifying and responding autonomously to security
threats in real time pose unexplored challenges.

4 METHODOLOGY

4.1 Systematic Review Protocol

We conducted this systematic review following the PRISMA guidelines. Our method-
ology details our research sources, selection criteria, data extraction process, and
synthesis methods. This approach ensures methodological rigor and accuracy of
results.

4.2 Search Strategy

We searched Scopus and ACM Digital Libraries and created search queries that would
particularly find research about AlI, cybersecurity, autonomous systems, full automa-
tion, Al agents, fully autonomous AI agents, cybersecurity automation, AI-driven
cybersecurity, Financial feasibility of Al in cybersecurity, Competitive advantage of
AT in cybersecurity, Limitations of Al in cybersecurity, and similar topics. In addition,
Boolean operators and search filters were employed to refine the results further and
ensure that only the most relevant information was returned. The queries encompass
the three research questions and meet our criteria. The used queries are listed below
in Table 1 based on the format used in each digital library. Following the execution of
the queries, we had 240 publications from Scopus DL and 461 publications from ACM
DL. Two (2) were identified as duplicates and removed, and 536 were excluded from
our research since they did not meet our inclusion criteria. After screening and reading
the title, abstract, and keywords of 163 publications, 74 publications were assessed for
eligibility and were fully read. Finally, 74 studies were included in our review. After
applying these queries respectively in each library we obtained the following results,
which are listed in Table 2.

4.3 Study Selection Process

After filtering to exclude papers that do not meet our inclusions, we run another
check for paper duplication using Rayyan and Microsoft Excel. Rayyan is a web-based
application specifically designed to support systematic review workflows. Developed
to assist researchers in managing and screening large volumes of references, Rayyan
provides functionalities for blinded, collaborative screening of titles and abstracts,
the consistent application of eligibility criteria, and structured conflict resolution
among reviewers [24]. Using Rayyan, we imported and organized all retrieved citations
enabling multiple reviewers to independently assess each record based on predefined
inclusion and exclusion criteria, thereby minimizing bias from other reviewers’ deci-
sions. The application’s filtering and tagging capabilities facilitate the categorization of



records allowing for the efficient identification of studies that meet our criteria. When
discrepancies arose in reviewer decisions, Rayyan’s conflict resolution feature provided
a structured interface for discussion and adjudication. Through this approach, Rayyan
enhanced the transparency, rigor and reproducibility of the study selection process,
ensuring that only studies directly aligned with the research objectives were advanced
to full-text screening and qualitative synthesis. The final results are listed in Table 3.

Table 1 Search Queries Used in Digital Libraries

Digital Library Query

Scopus DL TITLE-ABS-KEY ( ( ”AI” AND ”Cybersecurity” AND
” Autonomous Systems” ) OR ( ”AI Agents” AND ”Threat Miti-
gation” ) OR ( ”Cybersecurity” AND ”Full Automation” ) )

ACM DL "query”: { ("AI” AND ”Cybersecurity” AND ”Autonomous
Systems”) OR ("AI Agents” AND ”Threat Mitigation”) OR
(?Cybersecurity” AND ”Full Automation”) } ”filter”: { ACM
Content: DL }

Table 2 Initial Search Results from Digital Libraries

Digital Library

Number of Publications

Scopus DL
ACM DL

61
461

Table 3 Filtered Publications after Applying Inclusion Criteria

Digital Library

Number of Filtered Publications

Scopus DL
ACM DL

34
444

We establish explicit guidelines concerning the types of studies considered accept-
able. We assess based on criteria such as title and abstract content to establish
suitability. We search for technical reports, conference proceedings, and peer-reviewed
articles published in the last specific time frame. The papers that satisfy the inclusion
criteria detailed in Table 4 are considered for further investigation. In contrast, pub-
lications not meeting these criteria are excluded from our analysis by the exclusion
criteria outlined in Table 4.



We further conducted detailed screening to ensure the relationship between the
primary studies and the three (3) research questions that guided this study. The
following Table 5 was obtained as the result of the comparison.

Table 4 Inclusion and Exclusion Criteria

Inclusions Exclusions

Fully Automated Al for Cybersecurity Partial Automated Al for Cybersecurity

Fully Autonomous Al Systems for Cybersecurity = Partial Autonomous AI Systems for Cyberse-
curity

Papers written in English Papers written in languages other than
English

Papers published between 2019 and 2025 Papers written before 2019

Journals and Conference Proceedings Books, Magazines, Reports, and Reviews

Table 5 Distribution of Publications by Research Question

Research Question Number of Publications

RQ 1 65 [21, 25-89]
RQ 2 27 [27, 36, 39-41, 50, 52, 56-58, 61, 66, 68, T0-73, 75, 83, 87-94]
RQ 3 55 [21, 25-34, 36-38, 41-55, 59-69, 72-74, T6-82, 84-89, 95, 96]

The above steps are summarized in the below PRISMA flow diagram, which
is listed in Figure 1, shows the steps that we have followed, and the number of
publications at each step.
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4.4 Data Extraction and Analysis

240 records identified 461 records identified
Scopus DL ACM DL

I 1

699 Records after
duplicates removed

l

163 Records screened =
for relevance

l

163 Full-Text articles 1
assessed for eligibility

|

74 Studies in
qualitative synthesis

536 Records excluded

89 Full-Text articles
exclude with reason
for exclusion

Fig. 1 PRISMA flow diagram representing the selection process of primary studies.

5 RESULTS

This section presents the results of a comprehensive systematic literature review con-
ducted on 74 peer-reviewed publications concerning the development and deployment
of fully autonomous AI agents in cybersecurity. The analysis employed a combina-
tion of thematic synthesis, open coding, and bibliometric visualization to explore the
technical, ethical, and feasibility aspects of cybersecurity automation. The results are
structured to provide in-depth responses to the three guiding research questions, with
findings organized into logically progressive subsections that trace key themes, gaps,
and emergent trends across the corpus.

5.1 Technical Limitations and Required Innovations (RQ1)

The literature indicates that while progress has been made in Al-driven cybersecurity,
achieving full autonomy remains a complex and unresolved challenge [55, 83]. The
most prominent limitation across the reviewed studies is the incomplete implemen-
tation of autonomous capabilities in threat detection, analysis, and response. Many
systems today continue to rely heavily on human oversight, particularly in the final
decision-making phases. Although models based on supervised learning, reinforcement
learning, and deep neural networks have shown strong performance in detecting known
threats, they consistently struggle to generalize to novel attack vectors, particularly
zero-day exploits [60]. Several studies identified that technical failures are frequently
linked to overfitting and lack of contextual awareness in AI models [62, 97]. For
example, autonomous systems trained on specific datasets often perform poorly when
confronted with unfamiliar environments. Moreover, real-time responsiveness a critical
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requirement in cybersecurity remains inadequate due to high computational latency
and limitations in current hardware configurations. These challenges are exacerbated
in dynamic environments such as cloud computing, smart cities, and industrial IoT,
where decision latency can have catastrophic consequences [87]. Architectural short-
comings further compound these technical constraints as the current literature reveals
a marked absence of standardized and modular architectures that support seamless
orchestration across distributed environments [85]. Most existing frameworks are ver-
tically integrated and difficult to scale or adapt to evolving security needs. The lack
of interoperability between Al modules, data sources, and legacy systems significantly
hampers system resilience and adaptability. The thematic co-occurrence network graph
in Figure 2 illustrates that while terms such as ”orchestration,” ”learning models,”
and ”threat detection” are frequently co-occurring, the studies rarely converge on a
unified design paradigm. To overcome the limitations the literature proposes some
innovations. First, federated learning architectures are recommended to enable collab-
orative defense mechanisms without compromising data privacy [65]. These systems
can adapt to distributed environments by continuously updating models across decen-
tralized nodes. Second, explainable AI (XAI) is identified as a necessary complement
to autonomy, enhancing system transparency and aiding in post-incident forensics [70].
Third, the integration of real-time, continuously evolving knowledge graphs is posited
as a means to enhance situational awareness and reduce false positives. These inno-
vations while still largely theoretical, are increasingly being referenced in the recent
corpus indicating a shift in research priorities. Figure 3 presents the top 20 key-
words by frequency, highlighting the dominance of terms such as ”threat detection,”
”automation,” "risk” and ”compliance.” The prominence of these terms underscores
the literature’s concentrated effort on technical resilience and systemic adaptability.
Even though the technical autonomy remains aspirational the reviewed studies col-
lectively chart a roadmap of innovations needed to close the gap between current
capabilities and future requirements.

12
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5.2 Ethical and Legal Challenges (RQ2)

Beyond technical limitations the pursuit of fully autonomous Al agents in cyberse-
curity is accompanied by substantial ethical and legal challenges. A recurring theme
in the literature is the ambiguity surrounding responsibility and accountability in
autonomous decision-making [57, 95]. In systems where Al agents operate without
direct human oversight, the assignment of fault in cases of error, harm, or breach
becomes legally and ethically contentious. This is particularly relevant in sectors such
as finance, defense and healthcare where cybersecurity failures can have far-reaching
consequences. Several studies have raised concerns about the opacity of Al decision-
making processes particularly when deep learning models are involved [70, 75]. The
lack of explainability in ATl outputs complicates efforts to audit decisions, trace the root
cause of errors, and establish legal liability. Although explainable AI (XAI) methods
are being developed, many fall short of producing human-interpretable justifications
that meet regulatory standards. This gap between technological capability and legal
requirements presents a formidable barrier to widespread adoption. Bias and fairness
also feature prominently in the reviewed literature. Autonomous systems trained on
historical cybersecurity incident data may inadvertently replicate human biases or
systemic flaws, leading to discriminatory outcomes [94]. For instance, certain network
behaviors associated with benign user activity may be misclassified as malicious if
the training data lacks diversity. These issues are not merely theoretical; real-world
cases of algorithmic bias in cybersecurity decision-making are beginning to emerge,
prompting calls for more inclusive and representative training datasets [82]. On the
legal front the review uncovered a fragmented regulatory landscape. Jurisdictional
differences in data privacy laws, Al governance and cybersecurity policies complicate
the deployment of fully autonomous agents, particularly in cross-border scenarios [85].
The absence of harmonized standards inhibits the development of universally accepted
compliance protocols. Terms such as ”trustworthiness,” ”liability” and ”compliance,”
appear frequently in the thematic keyword visualization in Figure 3 highlighting a
preoccupation in the literature with these regulatory and ethical issues. The studies
underscore the need for developing comprehensive legal frameworks that can address
the unique challenges posed by autonomous agents. Such frameworks should address
not, only accountability and transparency but also ethical norms concerning user con-
sent, surveillance, and the potential misuse of AT in offensive cyber operations. Until
such frameworks are established the deployment of fully autonomous Al systems in
critical infrastructures will likely remain constrained.

5.3 Feasibility, Financial Viability, and Competitive
Advantage (RQ3)

Despite the challenges outlined above, the literature suggests that fully autonomous
Al agents are gradually becoming feasible, particularly in specialized cybersecurity
domains [21, 76]. The publication trend presented in Figure 4 shows a notable increase
in research outputs from 2022 onward with a peak in 2024. The surge aligns with the
proliferation of large language models (LLMs), reinforcement learning systems and
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adaptive threat intelligence platforms signaling a growing confidence in the attainabil-
ity of autonomy. Multiple studies report partial deployments of autonomous agents
in areas such as cloud workload security, malware classification, and automated patch
generation [26, 32]. These systems, while not entirely human-free, operate with mini-
mal supervision and have demonstrated measurable gains in efficiency and detection
accuracy. For instance, organizations deploying Al-assisted Security Operations Cen-
ters (SOCs) report reduced mean time to detect (MTTD) and mean time to respond
(MTTR), key metrics in cybersecurity performance. However, the cost of achieving
full autonomy remains a significant barrier. High-performance computational infras-
tructure, model training, and updating costs, as well as the complexity of maintaining
secure and interpretable models, contribute to substantial capital and operational
expenses [95]. The reviewed literature notes that while larger enterprises can absorb
these costs and reap long-term benefits, smaller organizations often lack the necessary
resources to do so. This financial disparity may contribute to an uneven distribu-
tion of AI benefits across the industry. From a strategic perspective several papers
argue that autonomous Al systems confer a competitive advantage. Organizations
that successfully integrate such systems often experience enhanced operational agility,
improved compliance readiness and differentiation in cybersecurity capability [60, 83].
These advantages are particularly pronounced in sectors with high regulatory bur-
dens and real-time operational demands. The geographic distribution of publications,
illustrated in Figure 5, indicates that research activity is concentrated in technolog-
ically advanced countries, including the United States, China, the United Kingdom,
and Germany. This suggests that national investment in Al and cybersecurity infras-
tructure plays a critical role in determining feasibility and pace of adoption. Overall,
the literature reflects cautious optimism regarding the future of fully autonomous Al
agents in cybersecurity. While challenges remain, particularly in ensuring affordabil-
ity and fairness the trajectory of current research suggests that autonomy is both
attainable and strategically advantageous under the right conditions.
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6 ANALYSIS AND DISCUSSIONS
6.1 Technical

The integration of autonomous Al agents into cybersecurity is no longer a theoreti-
cal aspiration but a rapidly evolving reality. Across the 74 included studies, several
themes emerged regarding how these systems are being implemented, the challenges
they face and the benefits they bring. This section synthesizes findings on architec-
tures, methodologies, automation techniques, technical benefits, and the key barriers
to adoption.

6.1.1 Architectures and Automation Frameworks

A number of papers proposed comprehensive frameworks or architectures for inte-
grating fully autonomous Al into cybersecurity operations. [25] presented a modular
architecture capable of full automation in threat detection, information collection,
and dynamic response adjustments. Their work emphasized adaptive security levels
based on real-time conditions across distributed systems. In [26], the authors deliv-
ered a realistic environment for reinforcement learning agents in pentesting, replacing
unrealistic simulation-based environments and enabling agents to autonomously learn
and exploit network weaknesses. The A2C Framework introduced by [28] stands out
for enabling dynamic transitions between automated, augmented, and collaborative
decision-making in SOCs. It demonstrated a 59% improvement in intrusion detection
when collaborative human-Al exploration was added to automation. These systems
embody the principles of autonomous cybersecurity by minimizing the need for human
oversight and allowing real-time adaptive defense strategies.

6.1.2 Technical Benefits of Fully Autonomous AI Agents

Across the studies multiple technical advantages of automation were observed. Speed
and scalability emerged as critical benefits, with [34] demonstrating that AI agents
in cloud environments could detect and mitigate threats 6x faster than traditional
methods, supporting SRE-aligned metrics like Mean Time to Detect (MTTD) and
Resolve (MTTR). Enhanced detection and coverage were evident in tools like Pen-
Heal [47] and Acquirer [64], which improved vulnerability coverage and detection rates
using LLMs and selective path exploration, revealing 11 previously unknown vulnera-
bilities. Resource efficiency was another advantage, with time-series-based distributed
AT models for IoT [31] reducing overhead by detecting and mitigating threats locally
and autonomously, thus preserving bandwidth and power across devices. Adaptabil-
ity to complex environments was demonstrated by smart fuzzing [65] and DRL-based
privilege escalation models [62], which showcased how AI agents could autonomously
test system weaknesses and adapt behavior in unpredictable, real-world cyber-physical
systems.

6.1.3 Technical Challenges and Limitations

Despite these promising outcomes several limitations and obstacles were consistently
identified. The complexity of environments presented significant challenges with many
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autonomous agents struggling to handle dynamic, multi-layered environments such
as TIoBT and autonomous vehicles. Intricacies in protocols and hybrid architectures
[91] [27] introduce challenges in generalizability. Data constraints constitute a major
bottleneck, particularly access to high-quality, labeled data for training. Some envi-
ronments lack realistic datasets, as noted by [26], which can reduce the real-world
effectiveness of trained agents. Lack of explainability and trust remains problematic;
while autonomous systems can act rapidly they often lack transparency in decision-
making processes. This impedes trust and adoption particularly in sensitive domains
like critical infrastructure and the military. Interoperability and integration challenges
also persist, with the incorporation of autonomous agents into legacy systems or across
distributed platforms presenting non-trivial issues related to standardization, security,
and compatibility [37].

6.1.4 Evaluation Practices

A diverse range of datasets and evaluation strategies were adopted across studies.
Simulated environments including NSL-KDD, KDDCup, and Caldera were commonly
used for reinforcement learning and threat detection. Real-world testbeds such as
PenGym and smart fuzzing frameworks employed physical cyber-physical testbeds
to test agent performance in operational settings. Hybrid metrics were frequently
employed, with many papers moving beyond accuracy to use robustness, speed (TTD,
TTM), coverage, and adaptability as critical evaluation criteria. This highlights an
increasing sophistication in how Al-based cybersecurity systems are tested, though
standardized benchmarks are still needed.

6.1.5 Research Gaps and Future Directions

Several under-explored areas were highlighted in the literature. Human-Al interaction
remains limited in terms of trust calibration and conflict resolution between humans
and autonomous agents, with A2C representing a promising exception. Cross-domain
intelligence sharing, as studied by [46], points to privacy-preserving collaborative
frameworks as an essential but largely untapped domain. Self-healing and long-term
autonomy represent another gap; while self-healing systems were proposed [37], few
works operationalize lifelong learning in Al agents for cybersecurity. Benchmarking
autonomy levels presents another challenge as not all studies clearly delineate whether
the AT systems are fully autonomous or simply augmented tools. There is a need for
a classification framework to guide future evaluation and policy.

6.2 Business Perspective
6.2.1 Operational Efficiency:

Fully autonomous AI agents are improving operational efficiency, by eliminating
delays, reducing the dependency on manual processes, and enabling round-the-clock
task execution [68]. In sectors like cybersecurity, these agents can detect and respond to
threats in real-time, significantly reducing incident response time compared to human
analysts [71]. For instance, Al-powered threat detection systems can process large-scale
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network data in real time, identify threats like advanced persistent threats (APTs) and
zero-day vulnerabilities with her accuracy than traditional systems [67]. These fully
autonomous agents execute defensive responses without any human input, drastically
reducing response time and minimizing system downtime. Furthermore, [70] empha-
size how digital twins supported by AI agents enable proactive system monitoring and
predictive maintenance, improving system uptime, and reducing costs. Furthermore,
by integrating Al into digital ecosystems, businesses can automate data collection, pat-
tern recognition, and decision making [73], which will increase throughput and reduce
waste in production or information workflows [71]. This level of automation allows
firms to scale operations without proportionally increasing labor costs, achieving more
with less, and improving operational margins.

6.2.2 Strategic Agility:

Strategic agility, or the ability to rapidly adapt to changing environments, is highly
improved by fully autonomous Al agents’ ability to make rapid, data-driven deci-
sions in dynamically changing environments [21]. These agents can constantly analyze
environmental variables, consumer behavior, and competitor strategies to suggest or
implement adjustments in real time. For example, in cybersecurity, fully automated
AT agents enable proactive defense strategies through predictive analytics and pattern
recognition. This anticipates potential threats before they manifest, allowing organi-
zations to shift from reactive to preventive strategies [69]. In business scenarios, these
agents continuously scan the market, competitors, and operational signals, enabling
dynamic strategy realignment [72]. Moreover, in broader business contexts, agents can
autonomously adjust marketing strategies, supply chain configurations, or customer
support flows without waiting for executive human intervention. This agile behavior
enables companies to seize emerging opportunities faster and mitigate risks before
they escalate, offering a sustained competitive edge in volatile markets. [21] explains
that self-directing AT agents adapt to new goals based on environmental cues without
explicit reprogramming, which allows firms to pivot rapidly during crises or when seiz-
ing emerging opportunities. This real-time responsiveness is crucial for firms operating
in fast-paced digital markets and volatile geopolitical environments.

6.2.3 Innovation:

Fully autonomous Al agents act as innovation accelerators by uncovering novel solu-
tions, automating experimentation, and exploring large-scale simulation scenarios that
humans alone would struggle to manage [21]. They are unlocking new frontiers of inno-
vation by autonomously exploring solutions spaces beyond the human imagination.
According to [21], self-directing agents exhibit emergent behaviors, generating new
workflows, adapting to novel conditions, and independently designing or modifying
systems. In cybersecurity specifically, fully automated Al agents simulate cyberat-
tack scenarios, learn from adversarial behavior, and suggest defensive strategies that
human experts may not conceive [69]. Across most sectors, agents are utilized in
creative tasks such as content generation, product design, and data exploration. By
integrating domain-specific knowledge with reinforcement learning, agents not only
automate known processes, but also discover unconventional approaches and optimize
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them through feedback [95]. This continuous learning cycle transforms agents from
tools into co-innovators.

6.2.4 Risks and Control:

Nevertheless, despite their benefits, fully autonomous Al agents present complex risks
that require advanced governance frameworks [66]. Risks range from technical errors
and unintended actions to ethical issues such as bias or privacy violations. Plus, the
potential for adversarial attacks, where Al systems are misled through manipulated
inputs, is a serious concern according to many authors ([67], [72]). These vulnerabil-
ities could allow malicious actors to bypass or disable defense mechanisms. Privacy
issues are also paramount, especially with agents accessing sensitive personal or orga-
nizational data. Explainability, or the ability to understand and justify agent decisions,
becomes vital in high-stakes domains such as finance, law, or healthcare [66], [98]. In
addition, as Al agents assume more decision-making roles, the questions of accountabil-
ity, legal liability, and regulatory compliance intensify. Companies must design control
mechanisms that allow human oversight, even in environments where agents operate
independently. This includes traceability logs, intervention points, and built-in ethi-
cal constraints. Failing to implement such safeguards not only exposes firms to legal
consequences and risks to companies’ reputations, but also undermines stakeholder
confidence in Al-driven systems.

6.2.5 Barriers to Entry:

The deployment of fully autonomous Al systems sets challenging barriers to entry
for smaller companies as it requires significant investments in computing infrastruc-
ture, high-quality data pipelines, and skilled personnel [99]. [67] note that effective
AT integration in cybersecurity depends on the ability to collect and analyze vast and
high-velocity datasets. [72] also highlight the high computational and energy demands
of Al systems, particularly those involving deep learning or large models. This infras-
tructure burden means that large corporations or early adopters with established Al
operations gain compounding advantages over time, monopolizing access to quality
data, refining agent behaviors faster, and benefiting from economies of scale. Smaller
companies often lack the resources to implement or sustain such systems, potentially
widening the digital divide.

6.3 Ethical Perspective
6.3.1 Privacy and Bias:

In general, Al enables organizations to reduce security breach losses and to better
manage and deal with data breaches [96]. More specifically, generative AT facilitates
the automation of security tasks that would reduce the time for recovery and limit the
damage caused by successful attacks. In contrast, Al allows attackers to create new
forms of malware, phishing, and ransomware at the same time, which could result in
further privacy exposure [78]. [61] notes in this context that the advent of Al tools
reinforces the asymmetry in cybersecurity efforts. For instance, the ability to generate
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phishing context is increased at an unprecedented scale while adversaries need only
one single breach to entail tremendous reputational and financial harm. Furthermore,
generative Al training in the field of cybersecurity requires the use of large datasets.
Ezx-ante, the collection and processing of personal data for training purposes should be
lawful and compliant with the applicable data protection and privacy laws. Ex post,
data biases in the datasets could lead to biased findings, leading to security measures
that might show bias or injustice [78].

6.3.2 Sustainability and Social Responsibility:

[76] proposes a model for the integration of AI and Robotic Process Automation
emphasizing not only on operational efficiency but also on social and environmental
responsibility. With the increase of the use of autonomous Al in cybersecurity on
a large scale, an ethical challenge would be centered on sustainability and the need
to balance the deployment of autonomous Al agents with social and environmental
responsibility.

6.3.3 The Automation of Cybersecurity Roles and the Impact on
Security Job Market:

[15] identifies 4 variables that would determine the extent to which cybersecurity
positions and roles can be fully automated. The lower the requirements for creativity,
social interaction, physical work and the higher the quality of a sufficient quantity of
existing statistical data, the easier it would be to fully automate cybersecurity roles.
The criterion of creativity would be significant when the security task requires an
alternative course of action that no one has previously identified and applied. Second,
it would be difficult to automate a security task that would require situation-adapted
or dynamic interpersonal communication with nuances. Third, it would be easy to
automate a security task that can be performed completely within a computer and
that does not require physical work. Fourth, if it is difficult to produce security data
to be used for machine learning training, it would be difficult to automate a security
task since there would be very few cases to learn from. Furthermore, [15] found that
it would be easier to automate technical or more practically oriented security roles
such as database administrators, data analysts, and network operators. In contrast,
security positions that would require more formal responsibility would be more difficult
to automate, such as executive directors or legal advisors. In the same vein, referring
to the NICE categories, tasks related to the ’Investigate’ category would be more
suitable for automation than security roles that would involve executive leadership or
judgmental considerations. In this context, [15] points out that, despite the possible
technical automation of cybersecurity tasks, ethical and legal considerations should
not allow such automation. Even if the majority of cybersecurity cases are likely not to
raise ethical and legal issues (e.g., automated systems scanning employees’ emails for
malware), some cases would probably not be fully automated. For instance, ethical and
legal considerations would not allow the full automation of a security investigation after
the abusive use of an organization’s IT infrastructure and resources. In the same vein,
ethical and legal considerations would not allow the autonomous and full delegation
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to a machine of the decision-making process related to filing formal criminal charges
or firing an employee. [15]also speculates that ethical challenges would be less critical
in automating security tasks related to the construction of new systems (e.g., systems
development) compared to tasks that would require the processing of sensitive data
found in operational systems (e.g. collection operations). According to [15], the impact
on the security job market would be prima facie limited since full automation is likely
to impact specific tasks within a security role rather than the entire role in itself.

6.3.4 Ethical Challenges of Autonomous Cybersecurity Data
Extraction Tools:

According to [92], the proliferation of development security operations organizations
that securitize databases, applications, and administrative systems by relying on the
extractive power and speed of automated algorithmic programs, which run inde-
pendently and continuously, poses new ethical challenges. [92] refers to the term
“authoritarian conundrum” to encapsulate the moral dilemmas cybersecurity experts
encounter as they loosen the leeway of ethical reckoning and argues that the automa-
tion of data extraction in Open-Source Intelligence and the Development Security
Operations via automated tools will exacerbate the ethically dubious methods used by
security practitioners to justify data extraction. The use of autonomous data extrac-
tion Al systems would blur the distinctions between those who abuse data and those
claiming to have increased security online. Ethical decision-making is often suspended
when security operatives are working on keeping their organization safe. In this con-
text, the “expert superiority” of security practitioners makes recommendations on
threat prevention into authoritative assertions, and offensive security methods are
implemented by security analysts from a position of power, which, in consequence,
entail little ethical accountability because actions are rarely audited or scrutinized by
superiors. Employing automated Al systems to survey and monitor the web wider and
longer would minimize the need for real-time auditing and ethical decision-making.
The ubiquitous use of autonomous monitoring tools of the web would allow all actors,
including the good and well-intentioned, to repurpose the data extracted autonomously
without having to adhere to clear, binding ethical frameworks [92].

6.4 Legal Perspective
6.4.1 The Important Role of Law in Cybersecurity Automation:

[15] notes that the policy orientations that underlie laws and ethics can significantly
impact the considerations for the automation of cybersecurity roles. Laws can regu-
late the availability of cybersecurity data, systems development and the alignment of
automated Al solutions. For instance, when the law requires the mandatory report-
ing and the disclosure of cybersecurity related incidents, such legal requirements
would enhance threat intelligence and enable the extraction of precious knowledge to
enhance cybersecurity efforts. Conversely, [15] claims that more restrictive laws related
to personal integrity would make the collection and the processing of large datasets
significantly harder, making more challenging machine learning for security purposes.
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6.4.2 Compliance and Cybersecurity Automation:

[76] stresses the importance of compliance with data privacy regulations with the
increasing digitalization of processes within organizations. When assessing risk man-
agement in robotic process automation in general, [80] suggests regular compliance
audits and robust documentation as means to mitigate regulatory and compliance
risks. A robust documentation consists of documenting the automated processes and
data management, which would strengthen and facilitate the proof of compliance and
decrease legal risks [80]. Autonomous AT systems enable the automation of cybersecu-
rity compliance. In this context, [82] proposes an Expert-System Automated Security
Compliance Framework, which allows autonomous security compliance in retesting
and automates repeated segments in Security Compliance. This automated framework
would optimize penetrating testing while being self-sufficient and capable of self-
learning. It safely replaces human expert intervention and, more significantly, makes
security compliance practice accessible to non-experts [82]. To ensure compliance with
laws and regulations, [83] states that security log analysis can help identify potential
threats and track users’ behaviors. Generative Al can be employed to automate bur-
densome log analysis and be used to identify anomalous patterns in log data. In this
context, the Al automation of log analysis contributes directly to strengthen com-
pliance with security management and requirements. In contrast, security logs data
can contain information that would qualify under data protection and privacy laws as
personal or sensitive data. Thus, processing log data through automated Al systems
would require lawful compliance with privacy laws [83]. Cybersecurity regulations in
a specific industry can be implemented by resorting to the enactment of either bind-
ing laws or soft law guiding instruments. [87] investigates cybersecurity regulations
affecting connected automated vehicles (CAV), and more specifically automated city
shuttles (ACS). [87] differentiates between hard law instruments such as the Euro-
pean NIS Directive 1 (2016) and (2020), which broadly apply to all IT fields, and soft
law instruments such as the guidelines issued jointly by ENISA and the JRC address-
ing cybersecurity challenges in the uptake of Al in autonomous driving (2021). This
dichotomy between hard law and soft law can also be applied to the field of security
regulation of Al autonomous agents. Future research directions would assess the best
legal instrument that would effectively regulate the security of autonomous Al agents
while considering the pervasive, versatile, and constantly adaptive nature of Al agents’
cybersecurity challenges.

6.4.3 Future Research Directions in Cybersecurity Law:

Significant research gaps exist in the legal literature. Future research directions can
explore the various effects autonomous Al agents would have on cybersecurity law.
For instance, it is significant to study how Al agents will affect the prosecution and
the litigation of cybercrimes. Future research can explore the impact of full autonomy
on data tampering, chain of custody, and the admissibility of electronic evidence. The
basic elements of cybercrimes would be impacted by the deployment of agentic Al
In this regard, if law enforcement succeeded in evidencing the material criminal act
committed by an Al security agent (i.e., actus reus), the guilty state of mind (i.e.,
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mens rea) should be redefined when an AI agent acts autonomously and on its own
motion to commit a cyber act reprehended by law. In this context, the traditional
criminal intent departs significantly and does not fit with the new reality of agentic
Al In addition, the application of the requirement of causation might be challenging
when law enforcement is looking to impede human actors who developed and deployed
the Al security agent that executed the crime.

Future legal research can also explore further the impact of full autonomy on cyber
torts and suggest solutions to solve the liability gaps at individual and organizational
levels. In case of a failure in full automation, who would be legally liable? The question
of legal liability is crucial in the context of cybersecurity since the financial, reputa-
tional, and moral harm can be significant. In this regard, a future direction of research
is the evolving nature of cyber risk and its insurance. Furthermore, the implementa-
tion of full automation in certain domains of cybersecurity will undoubtedly impact
the security frameworks related to Governance, Risk, and Compliance. Future research
can explore how the different security frameworks of cybersecurity are impacted by the
deployment of autonomous Al agents and how these frameworks can serve as effective
safeguards to the inherent risks of full autonomy.

7 CONCLUSION

The comprehensive systematic review of the literature showed that achieving full
autonomy in Al-driven cybersecurity remains a complex and evolving challenge.
Although significant progress has been made in automated cybersecurity solutions and
have been deployed, the implementation of fully autonomous capabilities in threat
detection, analysis, and response remains to be seen. In addition to the technical
impediments of the pursuit of full autonomy of AI security agents, ethical and legal
considerations can build a strong case against the full autonomy of Al agents in
cybersecurity where human oversight remains fundamental. Yet, some reviewed liter-
ature suggests that full autonomy in cybersecurity solutions is progressively becoming
feasible and possible, especially in specialized cybersecurity domains. This complete
autonomy would confer a competitive advantage to the organization that successfully
integrates autonomous Al security agents. Even if full autonomy could be attain-
able and desirable, the road to full autonomy of AI security agents is undoubtedly
paved with considerable technical, business, ethical, and legal challenges that capable
organizations cannot willfully ignore.

The agentic shift in AT requires a continuous need to deploy security solutions that
address the constantly changing nature of cyber threats in evolving and unpredictable
digital environments. Future research should attempt to close the current identi-
fied gaps. Furthermore, future technical, business, ethical and legal research should
constantly reassess the development and deployment of increasingly autonomous Al
security agents to ensure that Al-driven security tools offer robust, safe and effective
solutions capable of upholding high security standards. These security standards are
fundamental to maintaining, cultivating, and reinforcing public trust in the emerging
agentic Al systems.
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