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Abstract  

CoVaLux is a unique national scientific consortium studying COVID-19, vaccination, and long-
term health outcomes in Luxembourg. The program combines data from multiple research 
initiatives in a secure environment, establishing an effective framework for data management and 
analysis. Here, we delineate the development of the CoVaLux data flow, addressing critical 
requirements and showcasing how CoVaLux can serve as a model for similar medical research 
projects worldwide, particularly in pandemic preparation. 

Main  

The world-wide scientific efforts during the COVID-19 pandemic determined the initiation and 
conduction of a large number of scientific biomedical and clinical projects focused on various 
aspects of the COVID-19 disease, including understanding the epidemiology, transmission 
dynamics, immunological responses, and long-term consequences of SARS-CoV-2 infection, as 
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well as evaluating vaccines and treatments e.g.1,2,3. Launched in 2021, the COVID-19, 
vaccination and longer-term health consequences of COVID-19 in Luxembourg (CoVaLux) 
programme is a national programme that aims to contribute to a better understanding of the 
symptomatology, prevalence and socioeconomic factors of Long COVID and vaccination in 
Luxembourg4. CoVaLux involves close collaboration of different Luxembourg public research, 
clinical and government institutions, and integrates the national research resources generated 
during the pandemic, including the large-scale testing programme (LST)5, Predi-COVID6 and 
CON-VINCE/ORCHESTRA7,8 studies. The LST was a population-wide large-scale screening 
programme aimed at suppressing epidemic dynamics which uncovered the importance of 
asymptomatic carriers in transmission5. The Predi-COVID6 study is a longitudinal prospective 
cohort study including adults and children, positively tested for COVID-19 in Luxembourg, 
monitored remotely for health status and symptoms. The CON-VINCE/ORCHESTRA7,8 program  
is a longitudinal cohort representative of the Luxembourgish population between 18 and 75 years, 
established to assess the viral spread and the immune status related to SARS-CoV-2 since April 
2020. The CoVaLux programme also incorporates administrative, social and demographic data 
of the Luxembourgish population, centralised nationally by the General Inspectorate of Social 
Security9 (Inspection générale de la sécurité sociale: IGSS). By incorporating socio-economic 
data from IGSS, CoVaLux enables comprehensive analyses that encompass not only health 
outcomes but also socio-economic factors, providing a holistic view of Long COVID's impact. 
Details on the CoVaLux programme and on these studies are provided in the Online Methods. 

We describe the development of the CoVaLux data flow, which includes the data management 
steps of data harmonisation, access request, transfer, multi-source integration (from cohorts and 
IGSS administrative data including from the LST) as well as sharing of the aggregated results 
within the CoVaLux consortium. Initially, each cohort, Predi-COVID and CON-
VINCE/ORCHESTRA, had an independent data access model and separate data management 
processes, which created redundancy in administrative processes for handling data access 
requests. Moreover, it was anticipated that the integration of the cohort data with the IGSS data 
(which has a distinct data access management) increases the complexity of the data access. In 
CoVaLux, we aimed to develop a data flow process to minimise the administrative overhead for 
the integration of data from cohorts and/or IGSS, and to enable user-friendly data analysis 
platforms. All steps of the CoVaLux data flow were performed accordingly to the data security and 
protection regulation and under strict coordination of the Data Protection Officers (DPOs) from 
the CoVaLux consortium to ensure conforming to the General Data Protection Regulation (GDPR) 
of the European Union. 

The CoVaLux programme is centred on Research Questions (RQs) and corresponding 
hypotheses. At the core of the CoVaLux data flow, we apply the data minimisation for data 
sharing. The CoVaLux data flow (Figure 1) aims to address a set of RQs and corresponding 
hypotheses, which were proposed, refined and approved by the CoVaLux consortium, as follows. 

Data harmonisation: The mapping of variables of Predi-COVID, CON-VINCE/ORCHESTRA and 
IGSS were performed. The data harmonisation was a key step that helped in understanding the 
common as well as similar variables across the datasets (details given in the Online Methods). 
Since the 3 databases had variations in the variable definitions, coding schemes and phrasing of 
the questions, data variable mapping across the 3 data dictionaries required manual 



harmonization. While common demographic variables like “age” and “sex” were relatively 
straightforward to align (hence, having a 1-to-1 mapping), conceptually similar variables, such as 
those related to COVID symptoms and quality of life questions, required a manual, keyword-
based approach to identify and match corresponding entries across data dictionaries.  

Preparation of the RQs: The CoVaLux consortium proposed a set of RQs and corresponding 
hypotheses. Researchers consulted the harmonised set of variables and selected variables of 
interest for each RQ specifically. The selection of RQ-specific variables of interest represented a 
core step of the RQ management, directing the next steps of i) feasibility assessment, ii) 
consortium-level approval and iii) data access handling for every RQ. Following the variable 
selection, each RQ was checked for feasibility by performing a dedicated power calculation and 
checking availability of participants data and samples. 

Approved RQs: After the feasibility assessment, the CoVaLux Management Board (composed of 
project coordinators and work package leaders) approved a final set of RQs and corresponding 
hypotheses, which were assigned for coordination and investigation to the working team that 
made the initial proposal. All further decisions and potential changes on data access were 
performed under the supervision and with the approval of the CoVaLux Management Board and 
the updates communicated to the CoVaLux consortium. The list of approved RQs includes: 

1. Specific clinical, epidemiological, digital and sociodemographic factors are associated with 
Long-COVID in adults and children 

2. Specific biological markers can predict Long COVID severity 
3. Other (respiratory) pathogens, specific microorganisms and co-infections increase the risk 

and severity of Long COVID 
4. Vaccination mandate lessens the burden on the healthcare system in subsequent waves 

of infection 
5. Vaccination lessens the risk and severity of long COVID 
6. Vaccination reduces the risk and severity of re-infection by future variants 

The approved RQs were classified in two major categories: 

1. Group 1: RQs that required accessing, integrating, and working with both cohort data 
collected in a research environment (referred here as cohort data) and data relating to 
social protection and the labor market collected in a real-world setting (referred here as 
IGSS data). 

2. Group 2: RQs that required accessing, integrating, and working with cohort/research data 
only. 

Data access requests: Having the selected list of variables required from each data source, the 
RQ working teams make formal data access requests. For data from the Predi-COVID and CON-
VINCE/ORCHESTRA cohorts, access requests are submitted to the respective cohort-specific 
Data Access Committees (DACs), consisting of researchers representing different domains, while 
for IGSS data, access requests are made through the IGSS MicroData Platform 
(https://igss.gouvernement.lu/fr/microdata-platform.html). 

Data minimisation: We followed this GDPR principle, and every RQ working team received access 
only to the variables (from Predi-COVID and CON-VINCE/ORCHESTRA) that are specifically 



needed to address the respective RQs, upon the review and approval of the respective cohort 
DACs.   

Management of sensitive and pseudonymised data within each cohort: In the CoVaLux cohorts, 
the personal identifiable information (PII, sensitive data) was accessed only by a specific clinical 
team of the corresponding cohort owner (named as Cohort Team in Figure 1), which was distinct 
of the technical team that had access to the pseudonymised data within the cohort database 
(named as Data Manager, with access to the COHORT Database in Figure 1). This clear and 
strict separation was one of the key measures to ensure the protection of sensitive data. 

Mapping between CoVaLux data sources: For the Group 1 of RQs, requiring integration of cohort 
and IGSS data, the mapping between the cohort and IGSS data is envisaged to be implemented 
per each such RQ as follows: 

1. The Data Manager of the COHORT Database (Figure 1) prepares and sends a 
pseudonymised identifier (RECORD ID in Figure 1) to the cohort-specific clinical team (Cohort 
Team in Figure 1). 

2. The cohort-specific clinical team securely transfers date of birth and postal code together with 
the RECORD ID to IGSS (the Transfer I step in Figure 1). 

3. IGSS checks the mapping between the cohort data and IGSS data, following the Transfer I 
(above), and notifies the RQ working team on the status. If the information shared via the 
Transfer I resolves without any ambiguity, successfully linking the cohort and IGSS data, there 
is no need to perform Transfer II. Otherwise, the IGSS team will share securely only the 
RECORD IDs that need further mapping to the cohort data. Then, the cohort-specific clinical 
team performs Transfer II to IGSS securely, using the first and last names, only for those 
unmapped RECORD IDs from Transfer I. 

4. Having the data access request approved, IGSS transfers securely pseudonymised data for 
selected variables to an IGSS Virtual Desktop (VD), which is a secure virtual machine (VM) 
i.e. Secure Processing Environment (SPE) within the IGSS MicroData Platform. These IGSS 
VDs are located within the Government IT Centre10 (Centre des technologies de l'information 
de l'État, CTIE) and were assigned to specific RQs. Similarly, the Data Manager transfers 
securely pseudonymised cohort-based data for selected variables together with the RECORD 
IDs to the corresponding IGSS VD. 

5. Once the data transfer is finished by both the IGSS and the Data Manager of the cohort(s) to 
the same VD, this can be accessed by the RQ working team using a digital certificate (issued 
by the Government, and analogous to a digital signature). The pseudonymised data can then 
be linked by the Data Analyst with the help of the corresponding RECORD IDs. 

6. Both the input to and output from VDs are assessed for quality and are checked for 
reidentification issues by the IGSS team to ensure that the variables that are imported 
correspond with the ones taken into consideration in the assessment of the data request and 
to ensure that only aggregated results are exported out of the VDs. 

A key step in the CoVaLux data flow, involving multiple interdisciplinary meetings and workshops, 
was finding strategies for mapping records between the cohort and IGSS data. In Luxembourg, 
every resident has a unique national identifier, which is connected to all administrative, medical 
and tax information of the individual. While such an identifier would do a correct mapping for 
individuals, the research organisations such as UNILU and LIH were not allowed to collect it. . 



Thus, for mapping the cohort data to IGSS data, we implemented the strategy for performing two 
separate secured transfers (steps 2 and 3, above). The first transfer includes the date of birth and 
postal code, and the second one is optional to solve unclear matches and includes the initials of 
the first and family names, respectively.  

For the Group 2 of RQs, requiring the cohort data only, the cohort Data Manager collects and 
transfers securely pseudonymised data for selected variables to secure VMs, hosted and 
managed by the University of Luxembourg (UNILU). While for the RQs requiring both IGSS and 
cohort data (Group 1), the data access will be handled by the IGSS MicroData Platform, for the 
RQ needing only the cohort data (Group 2), the CoVaLux consortium implemented secure remote 
data access via high-performance VMs at UNILU. For this, we followed the examples of the IGSS 
MicroData Platform and of the infrastructure developed by the COVID-19 Task Force of Research 
Luxembourg11. The data access requests include authentication and authorisation functionalities, 
following the approvals from the DACs for the working teams for each RQ. In this way, the working 
team receives access to their RQ-specific data. Finally, once the data transfer is complete, the 
RQ working team has access to these secure high-performance VMs, equipped with data 
analytics software, to perform the data analysis. Analysis output is checked to make sure the 
results are non-sensitive aggregated data. Details on the CoVaLux secure environment at UNILU 
are given in Online Methods. 

For both RQ groups, only the aggregated results of the analysis are made available to the RQ 
working team. The plan is to perform cross-validation of the results from different RQs as well as 
to strengthen collaboration between RQ working teams.  

The development of the CoVaLux data flow (Figure 1) is a multi-step process involving 
communication and collaboration across the CoVaLux members from multiple institutes and 
enables controlled-access, multi-source integration, and secure analytical environment for 
CoVaLux data. Specifically, the harmonised multilayer data consisting of clinical phenotype data 
(demographics, medical history, vaccination, acute and long-term symptoms severity, 
comorbidities etc.), molecular data, medico-administrative data and mobile app based real world 
data, from Predi-COVID, CON-VINCE/ORCHESTRA and IGSS, were integrated into a secure 
platform, using secure virtual machines (called VDs at IGSS or VMs at UNILU), and made 
available to the CoVaLux members to perform further data analysis. All the CoVaLux data flow 
steps, including communications with the IGSS MicroData Platform, were secured and access-
controlled with a multi-factor authentication layer. As reported in Table 1, the CoVaLux data flow 
is consistent with the “Safes framework” of the Secure Process Environment (SPE) and Trusted 
Research Environment (TRE) recommended by the European Health Data Space (EHDS)12 and 
the Second Joint Action Towards the European Health Data Space (TEHDAS2)13, which focuses 
on providing access to a secure analytics environment, where the algorithms are brought by 
researchers to the data for analysis rather than the data is transferred across research institutes 
14,15. 

Table 1 – Alignment of the “Safes framework” of the SPE and TRE and the CoVaLux data flow  

Safes  Brief summary  Implementation in the CoVaLux data flow 

Safe 
People  

Only trained and approved researchers can 
access the data 

RQ-specific analytics team(s) within the 
CoVaLux consortium 



Safe 
Projects  

Only approved projects can use the data. The 
research should deliver clear public benefit. 

Approved RQs on COVID-19 and Long 
COVID and data access requests procedures 
to IGSS and to cohort DACs  

Safe 
Settings  

Only controlled and secured settings/ 
environment (both physical and digital) for 
data access 

Secure virtual machines (VDs at IGSS and 
VMs at UNILU) 
Data flows are encrypted, secured and 
controlled. 

Safe Data  Only de-identified data is accessible to 
researchers 

Curated, pseudonymised and RQ-specific 
data accessible to the RQ-specific analytic 
team, following the data minimisation 

Safe 
Outputs  

Only outputs checked and ensuring that no 
individual can be identified 

Manual output checks and only aggerated 
results shared as output 

 

The CoVaLux programme offers a valuable example of national-level Long COVID research by 
combining clinical, epidemiological, and administrative data within an integrated healthcare 
research system. Through population-based cohorts such as Predi-COVID and CON-VINCE, 
linked with socio-economic data from the IGSS, CoVaLux enables detailed, longitudinal analysis 
of the long-term impacts of SARS-CoV-2 infection. Luxembourg's smaller size together with the 
centralized infrastructure allow for more streamlined data integration, whereas larger countries, 
despite having coordinated national initiatives, often face additional complexities in achieving 
comprehensive data harmonization. 

We believe that CoVaLux’s strategies can be applied in other projects managing biomedical and 
administrative data in similar national or international settings. The CoVaLux data flow serves as 
a model for future epidemiological studies requiring linkage of cohort data to socio-economic 
information from IGSS. Moreover, CoVaLux is setting a stage for successful implementation of 
SPE following the GDPR, EHDS, TEHDAS recommendations. As such, CoVaLux holds 
international relevance for guiding data-driven public health policy and the development of 
integrated surveillance systems. 



 

Figure 1: The CoVaLux Data flow is Research Question (RQ) and corresponding hypothesis centric. Selected variables 

from approved RQs are communicated to data providers for approvals from respective cohort-specific Data Access 

Committee (DAC) and/or via the IGSS MicroData Platform. Upon cohort-specific DAC and IGSS approvals, the 

necessary cohort data to address a RQ is pseudonymised and securely made available to IGSS Virtual Desktop (VD) 

or Virtual Machine (VM) at UNILU, based on the data sources and computational needs. If mapping between IGSS and 

cohort data is needed, this is performed iteratively, in a secured, encrypted and controlled environment. After data 

analysis and/or running a model, only aggregated results are made available to the respective RQ research team. Data 

flows are secured and encrypted. 



Online Methods  

The CoVaLux Consortium and goals: The CoVaLux programme involves close collaboration 
among Luxembourg’s public research institutions, including Luxembourg Institute of Health (LIH), 
University of Luxembourg (UNILU), Luxembourg Institute of Science and Technology (LIST), 
National Health Laboratory (LNS) and Luxembourg Institute of Socio-Economic Research 
(LISER), clinical partners such as the Centre Hospitalier de Luxembourg (CHL) and the Centre 
Hospitalier Neuro-Psychiatrique (CHNP), and governmental institutes such as General 
Inspectorate of Social Security (Inspection générale de la sécurité sociale, IGSS) and 
Luxembourg Ministry of Health (MoH). Thus, the CoVaLux consortium leverages expertise in 
medicine, virology, immunology, public health, psychology, environmental microbiology and data 
science to tackle key research questions pertaining to the longer-term health consequences of 
COVID-19 and vaccination in Luxembourg. 

The CoVaLux programme aims to enhance prevention, diagnosis, prognosis, support and 
treatment of the COVID-19 in Luxembourg. The CoVaLux programme also targets investigation 
of the short- to mid-term impact of vaccination in relation to the evolution of immunity and 
breakthrough infections by variants, and how this knowledge can be used to inform the future 
vaccination strategy in Luxembourg. 

Data sets integrated in the CoVaLux programme: PrediCOVID, CON-VINCE/ ORCHESTRA, 

IGSS: Within the CoVaLux framework, time series data from Predi-COVID, CON-
VINCE/ORCHESTRA, and the extensions of Predi-COVID & ORCHESTRA as part of CoVaLux 
studies were collected by the teams from LIH and UNILU-Luxembourg Centre For Systems 
Biomedicine (LCSB). 

Predi-COVID1 has 35 visits including clinical questionnaires, self-reporting questionnaires, 
sampling visits, long COVID questionnaires. Participants were actively followed for 15 days from 
the time of confirmation of diagnosis, whether they were at a hospital or at home in isolation or 
quarantine. Short evaluations were also performed at week 3 and week 4, and then monthly for 
a period up to 11 months to assess potential long-term consequences of COVID-19. The last 
monthly questionnaires were more detailed to focus on long-COVID symptoms evaluation and 
were completed at M12, M15 and M24. All participants were followed digitally and a selected 
cohort participated in sample collection (blood, stool, saliva, sputum, hair, swab) at different 
stages of the study. The number of participants attending the baseline visit of Predi-COVID study 
was 1259 (excluding all participants who withdrew consent), resulting in 21142 records (clinical 
questionnaires, self-reporting questionnaires, sampling visits, long COVID questionnaires) 
captured in REDCap (Van Der Bilt University) and Ennov Clinical (Ennov) databases. There were 
1337 variables recorded over all visits. 

CON-VINCE2 has seven follow-up visits and ORCHESTRA continued follow-up with most 
participants from CON-VINCE for four more visits over two years. The participants were tested 
for SARS-CoV-2 by rRT-PCR and for anti-SARS-CoV-2 antibodies presence at all sampling visits 
in CON-VINCE, and the collection of stool samples was optional at each sampling visit. For 
ORCHESTRA, dried blood spots (DBS) and stool was sampled. Anti-SARS-CoV-2 antibody 
presence was checked for all DBS returned. There were 1865 individuals enrolled into CON-
VINCE/ORCHESTRA study, follow-up over 11 study visits with various attendance rates, totalling 

https://www.zotero.org/google-docs/?gZ6clw
https://www.zotero.org/google-docs/?xt5uLE


in 16080 questionnaires completed (fully or partially), and recorded in REDCap database. The 
number of variables recorded over all visits was 5238. 

The General Inspectorate of Social Security (IGSS) (https://igss.gouvernement.lu) is placed under 
the authority of the minister responsible for health and social security. The IGSS helps to draft 
legislative and regulatory measures on social security. One important task of IGSS is to supervise 
social security institutions which, under the laws and regulations, is carried out by the government 
or a member of the government. The IGSS also assists social security institutions in the process 
of implementing good governance by referring to methods and techniques generally accepted on 
the basis of recognised international standards. Moreover, IGSS carries out analyses and studies 
in order to assess and plan social welfare schemes both at national and international level. The 
IGSS MicroData Platform on Labour and Social Protection is used to make pseudonymised 
microdata available for research in the areas of employment and social protection. This is 
administrative data, managed centrally by IGSS as part of its mandate, and collected for the most 
part by Luxembourg’s social security institutions. For researchers, the IGSS facilitates access to 
nationally collected COVID-19 data from the Luxembourg Health Directorate. Within the Covalux 
framework, data analysis on the MicroData Platform integrates deidentified administrative data 
on social protection and employment alongside COVID-19 data. 

In Luxembourg, both the specific COVID-19 legislation and the general law on infectious diseases 
provide the legal basis for the Health Directorate's collection of COVID-19 data. Firstly, the 
specific Covid law grants to the Health Directorate the authority to collect and process personal 
data related to COVID-19 for purposes such as epidemiological monitoring and contact tracing. 
Secondly, the law on the mandatory reporting of infectious diseases requires laboratories to report 
test results for certain diseases, including COVID-19, to the Health Directorate. The specific Covid 
law permits IGSS to be the recipient of the processed data, which it pseudonymizes for scientific 
research purposes, historical purposes, and statistical purposes. 

Development of the CoVaLux harmonised dataset: We developed an integrated umbrella 
cohort across the Predi-COVID, CON-VINCE/ORCHESTRA, and IGSS dedicated to the CoVaLux 
study to facilitate data control and management. The data dictionaries were developed for each 
cohort. The Long COVID Glossary was built for the CoVaLux programme using international 
standard ontologies, controlled terminologies such as defined in the eTRIKS Starter Pack16 and 
the IMI FAIRplus project (https://faircookbook.elixir-europe.org/17,18) on top of the International 
Severe Acute Respiratory and emerging Infection Consortium (ISARIC: https://isaric.org/) 
database definition for the both CON-VINCE/ORCHESTRA and Predi-COVID data. Further, the 
pseudonymized data was curated and mapped to Long COVID Glossary to facilitate the data 
interoperability as well as cross-cohort data analysis and result validation. 

Cohort harmonisation for Long COVID RQs: During CoVaLux, the two data cohorts were 
homogenised based on time elapsed since SARS-CoV-2 infection. The aim was to select a 
population of interest for addressing RQs on Long COVID, which is one of the major focuses of 
the CoVaLux programme. The dates of infection for CON-VINCE/ORCHESTRA participants were 
derived, allowing for filtering of participants in acute stage or matching by the number of months 
since infection with Predi-COVID participants.  

https://igss.gouvernement.lu/
https://isaric.org/


Secured and encrypted system of data and metadata management (storage, access, 

analysis) in the Predi-COVID and CON-VINCE/ ORCHESTRA cohorts:  

Data and metadata of each cohort are managed by secured and encrypted storage systems. The 
CON-VINCE/ORCHESTRA data are stored on servers hosted at UNILU and the Predi-COVID 
data are stored on servers hosted at LIH. The servers were secured through a three-layer security 
framework: user authentication at the application level, a firewall at the operating system level, 
and a reverse proxy at the network level. Only encrypted communications were allowed between 
data users and the server. IP range restriction and/or two-factor-authentication was implemented 
for servers hosting sensitive information, wherever possible. Data backup was set up to prevent 
data loss.  

The RECORD ID mapping (Figure 1) was kept in the Generic Pseudonym Administration Service 
(gPAS) hosted by LIH for Predi-COVID and by UNILU for CON-VINCE/ORCHESTRA cohorts. 
The gPAS applies privacy-enhancing techniques supporting privacy-by-design and ensuring non-
attribution and allows storing directly person identifying data separately and securely from medical 
data and supports the data controller to meet the GDPR’s data security requirements (Art. 32 lit. 
1 EU GDPR). 

In addition to the cohort data, data-governance-related metadata to fulfil regulatory compliance 
were stored in a central metadata repository hosted at the UNILU site. The data dictionary 
containing metadata and variable description are managed in an online system with a domain 
access control and login authentication.  

For every RQ from Group 2 (where only cohort data is requested), a dedicated secure VM at 
UNILU was set up with software requirements such as Stata or IBM-SPSS, as requested by the 
RQ working team. The data stewards set up and provide instructions for the use of an encrypted 
transfer channel using IBM-Aspera tool to allow secure data transfer by the cohort data provider. 
Once the data is transferred, the Data Manager moves the data to the VM using internal secured 
shell (ssh) access. Only the specific RQ working team is authorised to access the VM remotely 
via a web platform, which allows one user connection at a time. Apache Guacamole, a clientless 
remote desktop gateway, enables access to these VMs via a web browser interface. Access to 
this gateway is secured by two-factor authentication. Logged in users can access the graphical 
desktop interface of VMs for which they have authorised access to and use the preinstalled tools 
to analyse the data. The VMs remain disconnected from the internet access, so any further data 
transfers from or to the VMs is blocked. Supplementary Figure1 indicates a graphical description 
of the processes managed within the RQ-specific secure VMs at UNILU.    



 

Supplementary Figure1– Schematic representation of the processes managed within the RQ-specific secure VM at 

UNILU. First, a System administrator sets-up a dedicated secure virtual machine (VM) for a RQ, following requirements 

from a RQ working team. The Data manager moves the RQ-specific dataset to the VM, allowing for further analytics. 

Once the data transfer is finished, the VM is decoupled from the internet, and only authorised users from the RQ 

working team can access remotely the VM, via the Apache Guacamole system and following two-factor authentication. 

The research team can perform data analysis for the specific RQ.   
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