Appendix A:        Table1. Authentication attributes of key extraction in cloud servers


	
API_Credentials
	
Values

	API _User
	157003700

	API _Secret
	OOP9yLhALy9VynNqtwDA









Table2. Extracted biometric cryptography keys


	Detected Face Features
	Detected Image Quality Features

	ID = Med_4A8JhVetJSCU3qxUsM8ZT
	ID = Med_4A8S7eQBtiPjrn04cu1g

	Request ID  = Req _4A8JzxIcMtIhprwtY60F8
	Request ID = Req _4A8SngZ57S3RvOdwkksxf

	X1= 0.2438
	Brightness = 0.663

	Y1= 0.4146
	Contrast = 0.581

	Left_eye“x”= 0.5266
	Sharpness = 0.965

	Left_eye “y”= 0.6354
	Colors “r”= 164

	Right_eye “x”= 0.3688
	Colors “b”= 173

	Right_eye “y”= 0.6375
	Colors “hex”= #a49ead

	Right_mouth“x”= 0.3891
	Colors “g”= 158

	Right_mouth “y”= 0.8729
	Colors “r”= 170

	Left_mouth “x”= 0.5141
	Colors “b”= 181

	Left_mouth “y”= 0.8729
	Colors “hex”= #0a0ab5

	Nose_tip “x”= 0.4656
	Colors “g”= 163

	Nose_tip “y”=  0.7542
	Colors “r”= 155

	Timestamp = 1548763023.321
	Timestamp = 1548763591.6594

	“Status”  = Success
	“Status”  = Success
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