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1. EVE’S DENSITY MATRIX

In this appendix, we derive the explicit form of the quantum state of Eve’s probe photon when
the controllable decoherence-assisted scheme is used in the entangling probe attack. When Alice
sends an horizontal photon and Bob detects a photon with the same polarization, the quantum
state of Eve’s photon is
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Similarly, for a photon with vertical polarization, one has pg}g ) = Trenv{ [Pv)ge (Pvlpe } with
[see Eq. (13(b)]
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For diagonal polarization, ﬁ(Dg) = Trenv{ |¥D) g ¢ (PD|pg,e } With [see Eq. (13(c)]
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The quantum state is now
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Finally, for anti-diagonal polarization, ﬁf) = Trenv{ [Pa)ge ($alpe } with [see Eq.13(d)]
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The quantum state of Eve’s photon is
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2. CALCULATION OF THE TRACE DISTANCES
(€) (5))

In order to calculate the Rényi information, it is necessary to obtain the trace distances D(p};’, oy,

and D(pg), pf) ), which corresponds to the quantum states that Eve needs to discriminate. The
trace distance can be calculated by
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where A; " are the eigenvalues of ﬁg ) = ﬁg -0y

The eigenvalues of the density matrix
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The eigenvalues of the density matrix
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For the case of a function f(y) with spatial Gaussian shape,
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the parameters y; and 7, become y; =2+ 273 and 7y = 2y with yg = exp(—Zd2 /w?).

3. OBTAINING THE KEY FROM TIME STAMPINGS

In this appendix, we explain the detailed process of obtaining the key from the time stamping list.
The process is as follows: after the position in the wave plates is set, Alice and Bob generate a file
that contains the position of its own wave plate and a list that has the time stampings and the
detector that produces the click. Afterwards, computationally Alice and Bob add one column
to its own list that contains a number that indexes the position of each element of the list, this is
illustrated by the gray column in Fig. S1.
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Fig. S1. Scheme of data analysis to recognize HSPs. Alice and Bob add one index to each event.
Afterwards, they share publicly a list with the time index and the time of each click.

To identify HSPs, Alice and Bob make public the portion of their own list that contains time
stamps and time indexes. When the standard BB84 protocol is implemented, a HSP is identified

as a joint count among T = 20 in any of the G(2) measurements of Fig. S2. On the other hand,
when the P-TBDs are introduced in the controllable decoherence-assisted scheme, the recognition

of a HSP is given by any joint count among 7y & 20 in any of the G2 measurements of Fig. S3.
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Fig. S2. Temporal characterization used to recognize heralded single-photons in the standard
BB84 protocol.
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Fig. S3. Temporal characterization used to recognize heralded single-photons when the con-
trollable decoherence-assisted scheme is used.

After the identification of HSPs, Alice and Bob save the time indexes of the joint counts without
revealing the detector. Once the time indexes are saved, Alice and Bob assign bits to the detectors
that led to a joint count: in Alice’s arm, logical 0 and logical 1 are associated to clicks in DO
and D1, respectively. In Bob’s arm, logical 0 and logical 1 are associated to clicks in D3 and D2,
respectively. This is illustrated in Fig S4. The bits assigned will constitute the key.
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Fig. S4. Scheme of data analysis to generate the shared key. The empty boxes are due to the
fact that the event was not taken into account because it is not a joint count.
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