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APPENDIX I
Escape Room Scenario
“Desperate John: The Mission of Informatics”
Players are introduced to the story of the game by watching a video on their screen. In this video, the narrator introduces the main character of the story, aspects of his life as well as scattered images about him and the plot of the story, all leading to a tragic finale for him as his desperation leads him to commit suicide. The hero of the story comes to the point of committing suicide because he has made a series of very serious mistakes in protecting his personal information, completely losing his privacy and reaching the point of despair. Players learn information that reveals the hero's personality and life (who he is, what his financial and family situation is, what he wants to hide, etc.). At the end of the video, the narrator informs the first player that he/she holds the role of the hero of the story (John), while the other two players, playing on a different screen opposite him/her, take on the roles of guardian angels. A clock appears and starts counting down, while a recorded message from the narrator invites the players to save the hero: "You have one hour to find out what has happened and try to change your fate before it's too late. Luckily, you are not alone. Your guardian angels will help you discover secrets that are well hidden. Good luck...". This and all the corresponding subsequent messages will be seen and heard by both sides of the players, with the narrative elements changed (plural instead of singular, etc.).
In each of the two rooms of the house, there are privacy tests scattered throughout, and the players are asked to complete them all within one hour. The hero of the story and the guardian angels move and interact in the same areas of the house; however, they do not receive the same information and elements within each room. Therefore, players must work cooperatively and communicate constantly in order to understand which items to use and in which way to complete tasks that will protect the hero's privacy and ultimately save him from destruction.
While navigating through the room, players watch videos and practice activities related to the competences they need to acquire, as well as videos related to the story's plot. The videos that tell the story to the players are different for the hero and the guardian angels: John watches his story unfold through his choices, and the guardian angels respectively watch the outcome and consequences of his wrong choices (e.g., unauthorized access of a person to photos of the character's private moments vs. divorce). At the same time, the content of the riddles themselves is relevant to privacy, so that players can synthesize what they have seen in the story videos and realize that the reasons that led the hero to despair are related to his unscrupulous behavior in disclosing personal information online. Before leaving each room, players are asked to intervene on the hero's computer and either follow steps to customize privacy settings (first room) or install anti-malware software (second room). In this way the researchers checked whether the players have acquired the expected privacy competences. In case of incorrect answers, the game informs the players of the correct answers and does not allow them to proceed, giving them the option to return to the point where they can obtain useful information and restart the intervention on the hero's computer.
During the game, small time rewards or extra hints can be given if players correctly and quickly realize that the riddles are related to the hero's mistakes against his privacy. However, these rewards do not directly lead to solving the riddles. In the event that time runs out and players fail to complete all of the tasks in both rooms, a message was displayed stating that the hero did not survive, because he was led to make an irreversible life decision. If players are able to complete the final task and the corresponding intervention that allows them to escape, a short video will be shown informing them that they have succeeded and telling them how the hero of the story learned from his mistakes, began to protect his privacy online, and moved on with his life after a difficult recovery period.


