
Supplementary Note 1. CancerVisionTM 

The whole-genome sequencing data (WGS) generated by this project is accessible 

through the interactive browser, CancerVisionTM (https://cancervision.com).  

For peer review purposes only, reviewers can login to the browser using the following ID 

and password: 

 

ID: GUEST_BC@inocras.com 

Password: GUEST_BC 

 
Before using the browser, please review the terms and conditions (Supplementary 
Note 2) and the privacy policy (Supplementary Note 3).  

After acceptance, we will allow general readers to sign up and access the browser to 

explore the results.   

https://cancervision.com/
mailto:GUEST_BC@inocras.com


Supplementary Note 2. Website Terms and Conditions for CancerVisionTM 

 

1. Acceptance of the Terms and Conditions 
1.1 Inocras Inc. and its affiliates (herein referred to as the “Company,” “we,” “us” or 

“our”) provide and make available this website (the “Site”).  All use of the Site is subject 

to the terms and conditions contained in these Website Terms and Conditions (this 

“Agreement”).  Please read this Agreement carefully.  By accessing, browsing or 

otherwise using the Site, you acknowledge that you have read, understood, and agree 

to be bound by this Agreement.  If you do not accept the terms and conditions of this 

Agreement, you shall not access, browse or use the Site.  You understand and agree 

that your use of our genome sequencing and analysis platform (“Company Products”) 

shall not be governed by this Agreement, but rather by your company’s or organization’s 

agreement with the Company covering such Company Products.  However, please note 

that your access to and use of the Site and any Company Products is also subject to the 

Company’s Privacy Policy located at [insert hyperlink to privacy policy here]. 

1.2 You understand and agree that we may change this Agreement at any time 

without prior notice.  You may read a current, effective copy of this Agreement at any 

time by selecting the “Terms and Conditions” link on the Site.  The revised terms and 

conditions will become effective at the time of posting.  Any use of the Site after such 

date shall constitute your acceptance of such revised terms and conditions. If any 

change to this Agreement is not acceptable to you, your sole remedy is to cease 

accessing, browsing and otherwise using the Site. 

 

2. Use of the Site 
2.1 This Site contains material, including but not limited to software, text, graphics 

and images (collectively referred to as the “Content”). We may own the Content or 

portions of the Content may be made available to us through arrangements that we 

have with third-parties.  The Content is protected by United States and foreign 

intellectual property laws.  Unauthorized use of the Content may result in violation of 

copyright, trademark, and other laws.  You have no rights in or to the Content, and you 

will not copy the Content and will only access and use the Content for your personal 



purposes. You may not sell, transfer, assign, license, sublicense, or modify the Content 

or reproduce, display, publicly perform, make a derivative version of, distribute, or 

otherwise use the Content in any way for any public or commercial purpose.  The use or 

posting of any of the Content on any other web site or computer network for any 

purpose is expressly prohibited. If you violate any part of this Agreement, your right to 

access and/or use the Content and Site shall automatically terminate. 

2.2 The trademarks, service marks, and logos of the Company (the “Company 

Trademarks”) used and displayed on this Site are registered and unregistered 

trademarks or service marks of the Company.  Other company, product, and service 

names located on the Site may be trademarks or service marks owned by third-parties 

(the “Third-Party Trademarks”, and, collectively with the Company Trademarks, the 

“Trademarks”).  Nothing on this Site or in this Agreement should be construed as 

granting, by implication, estoppel, or otherwise, any license or right to use any 

Trademark displayed on this Site without the prior written consent of the Company 

specific for each such use.  The Trademarks may not be used to disparage the 

Company or the applicable third-party, the Company’s or third-party’s products or 

services, or in any manner (using commercially reasonable judgment) that may damage 

any goodwill in the Trademarks.  Use of any Trademarks as part of a link to or from any 

web site is prohibited without the Company’s prior written consent.  All goodwill 

generated from the use of any Company Trademark shall inure to the Company’s 

benefit. 

2.3 You agree not to: (a) take any action that imposes an unreasonable load on the 

Site’s infrastructure, (b) use any device, software or routine to interfere or attempt to 

interfere with the proper working of the Site or any activity being conducted on the Site, 

(c) attempt to decipher, decompile, disassemble or reverse engineer any of the software 

comprising or making up the Site, (d) delete or alter any material posted on the Site by 

the Company or any other person or entity, or (e) frame or link to any of the materials or 

information available on the Site. 

2.4 The Site contains links to third-party web sites (“External Sites”). These links are 

provided solely as a convenience to you and not as an endorsement by us of the 

content on such External Sites.  The content of such External Sites is developed and 



provided by others.  You should contact a representative of those External Sites if you 

have any concerns regarding such links or any content located on such External Sites. 

We are not responsible for the content of any linked External Sites and do not make any 

representations regarding the content or accuracy of any materials on such External 

Sites. You should take precautions when downloading files from all web sites to protect 

your computer from viruses and other destructive programs.  If you decide to access 

any External Sites, you do so at your own risk. 

2.5 Certain elements of the Site are protected by trade dress, trademark, unfair 

competition, and other state and federal laws and may not be copied or imitated in 

whole or in part, by any means, including but not limited to, the use of framing or 

mirrors, except as otherwise expressly permitted by Section 2.1 of the Agreement. None 

of the Content for this Site may be retransmitted without the express written consent 

from the Company for each and every instance. 

2.6 You may from time to time provide suggestions, comments for enhancements or 

functionality or other feedback (“Feedback”) to us with respect to the Site or Content.  

We shall have full discretion to determine whether or not to proceed with the 

development or implementation of any Feedback.  You hereby grants Company a 

royalty-free, fully paid up, worldwide, transferable, sublicenseable, irrevocable, 

perpetual license to (a) copy, distribute, transmit, display, perform, and create derivative 

works of the Feedback; and (b) use the Feedback and/or any subject matter thereof, 

including without limitation, the right to develop, manufacture, have manufactured, 

market, promote, sell, have sold, offer for sale, have offered for sale, import, have 

imported, rent, provide and/or lease products or services which practice or embody, or 

are configured for use in practicing, the Feedback and/or any subject matter of the 

Feedback. 

 

3. Limitation of Liability and Disclaimer of Warranties 
3.1 THE COMPANY, ITS AFFILIATES, THEIR RESPECTIVE OFFICERS, 

DIRECTORS, EMPLOYEES, AGENTS, SUPPLIERS, OR LICENSORS 

(COLLECTIVELY, THE “COMPANY PARTIES“) MAKE NO WARRANTIES OR 

REPRESENTATIONS ABOUT THE SITE OR CONTENT, INCLUDING BUT NOT 



LIMITED TO ITS ACCURACY, COMPLETENESS, TIMELINESS OR RELIABILITY.  

THE COMPANY PARTIES SHALL NOT BE SUBJECT TO LIABILITY FOR THE 

TRUTH, ACCURACY OR COMPLETENESS OF THE SITE OR CONTENT OR ANY 

OTHER INFORMATION CONVEYED TO THE USER OR FOR ERRORS, MISTAKES 

OR OMISSIONS THEREIN OR FOR ANY DELAYS OR INTERRUPTIONS OF THE 

DATA OR INFORMATION STREAM FROM WHATEVER CAUSE.  YOU AGREE THAT 

YOU USE THE SITE AND THE CONTENT AT YOUR OWN RISK. 

THE COMPANY PARTIES DO NOT WARRANT THAT THE SITE WILL OPERATE 

ERROR FREE OR THAT THE SITE, ITS SERVER, OR THE CONTENT ARE FREE OF 

COMPUTER VIRUSES OR SIMILAR CONTAMINATION OR DESTRUCTIVE 

FEATURES. IF YOUR USE OF THE SITE OR THE CONTENT RESULTS IN THE 

NEED FOR SERVICING OR REPLACING EQUIPMENT OR DATA, NO COMPANY 

PARTY SHALL BE RESPONSIBLE FOR THOSE COSTS. 

 

THE SITE AND CONTENT ARE PROVIDED ON AN “AS IS” AND “AS AVAILABLE” 

BASIS WITHOUT ANY WARRANTIES OF ANY KIND. THE COMPANY PARTIES 

DISCLAIM ALL WARRANTIES, INCLUDING, BUT NOT LIMITED TO, THE 

WARRANTIES OF TITLE, MERCHANTABILITY, NON INFRINGEMENT OF THIRD 

PARTIES RIGHTS, AND FITNESS FOR PARTICULAR PURPOSE.  

 

3.2 IN NO EVENT SHALL ANY COMPANY PARTY BE LIABLE FOR ANY 

DAMAGES WHATSOEVER (INCLUDING, WITHOUT LIMITATION, INCIDENTAL AND 

CONSEQUENTIAL DAMAGES, LOST PROFITS, OR DAMAGES RESULTING FROM 

LOST DATA OR BUSINESS INTERRUPTION) RESULTING FROM THE USE OR 

INABILITY TO USE THE SITE AND THE CONTENT, WHETHER BASED ON 

WARRANTY, CONTRACT, TORT (INCLUDING NEGLIGENCE), OR ANY OTHER 

LEGAL THEORY, EVEN IF SUCH COMPANY PARTY HAS BEEN ADVISED OF THE 

POSSIBILITY OF SUCH DAMAGES.  

3.3 SOME JURISDICTIONS DO NOT ALLOW THE DISCLAIMER OR EXCLUSION 

OF CERTAIN WARRANTIES OR THE LIMITATION OR EXCLUSION OF LIABILITY 

FOR INCIDENTAL OR CONSEQUENTIAL DAMAGES.  ACCORDINGLY, IN SUCH 



JURISDICTIONS, SOME OF THE ABOVE LIMITATIONS MAY NOT APPLY TO YOU 

OR BE ENFORCEABLE WITH RESPECT TO YOU, AND THE LIABILITY OF THE 

COMPANY PARTIES SHALL BE LIMITED TO THE SMALLEST SCOPE OF LIABILITY 

PERMITTED BY LAW. 

3.4 IF YOU ARE FROM NEW JERSEY, THE FOREGOING SECTIONS 3.1 AND 3.2 

AND SECTION 4 BELOW ARE INTENDED TO BE ONLY AS BROAD AS IS 

PERMITTED UNDER THE LAWS OF THE STATE OF NEW JERSEY.  IF ANY 

PORTION OF THESE SECTIONS IS HELD TO BE INVALID UNDER THE LAWS OF 

THE STATE OF NEW JERSEY, THE INVALIDITY OF SUCH PORTION SHALL NOT 

AFFECT THE VALIDITY OF THE REMAINING PORTIONS OF THE APPLICABLE 

SECTIONS. 

 

4. Indemnification   

To the extent permitted under applicable law, you agree to defend, indemnify, and hold 

harmless the Company Parties from and against any claims, actions or demands, 

including, without limitation, reasonable legal and accounting fees, arising or resulting 

from your breach of this Agreement or your access to, use or misuse of the Content or 

Site.  The Company shall provide notice to you of any such claim, suit, or proceeding.  

The Company reserves the right to assume the exclusive defense and control of any 

matter which is subject to indemnification under this section. In such case, you agree to 

cooperate with any reasonable requests assisting the Company’s defense of such 

matter. 

 

5. Termination of the Agreement 
5.1 The Company reserves the right, in its sole discretion, to restrict, suspend, or 

terminate this Agreement and your access to all or any part of the Site or the Content at 

any time and for any reason without prior notice or liability. The Company reserves the 

right to change, suspend, or discontinue all or any part of the Site or the Content at any 

time without prior notice or liability. 



5.2 Sections 2 (Use of the Site), 3 (Limitation of Liability and Warranty), 4 

(Indemnification), 5 (Termination of Agreement), and 8 (Miscellaneous) shall survive the 

termination or expiry of this Agreement.   

6. User Must Comply with Applicable Laws. 

6.1 This Site is hosted in the United States.  We make no claims concerning whether 

the Content may be downloaded, viewed, or be appropriate for use outside of the 

United States.  If you access the Site or the Content from outside of the United States, 

you do so at your own risk.  Whether inside or outside of the United States, you are 

solely responsible for ensuring compliance with the laws of your specific jurisdiction. 

6.2 The United States controls the export of products and information. You expressly 

agree to comply with such restrictions and not to export or re-export any of the Content 

to countries or persons prohibited under the export control laws. By downloading the 

Content, you are expressly agreeing that you are not in a country where such export is 

prohibited or are a person or entity for which such export is prohibited. You are solely 

responsible for compliance with the laws of your specific jurisdiction regarding the 

import, export, or re-export of the Content. 

7. U.S. Government Restricted Rights.  The Content is provided with 

“RESTRICTED RIGHTS.”  Use, duplication, or disclosure by the Government is subject 

to the restrictions contained in 48 CFR 52.227-19 and 48 CFR 252.227-7013 et seq. or 

its successor.  Use of the Site or Content by the Government constitutes 

acknowledgement of our proprietary rights in the Site and Content. 

8. Miscellaneous.   

This Agreement is governed by the internal substantive laws of the State of California, 

without respect to its conflict of laws provisions. You expressly agree to submit to the 

exclusive personal jurisdiction of the state and federal courts located in the City of San 

Diego in the State of California.   If any provision of this Agreement is found to be invalid 

by any court having competent jurisdiction, the invalidity of such provision shall not 

affect the validity of the remaining provisions of this Agreement, which shall remain in 

full force and effect.   Failure of the Company to act on or enforce any provision of the 

Agreement shall not be construed as a waiver of that provision or any other provision in 

this Agreement.  No waiver shall be effective against the Company unless made in 



writing, and no such waiver shall be construed as a waiver in any other or subsequent 

instance. Except as expressly agreed by the Company and you, this Agreement 

constitutes the entire Agreement between you and the Company with respect to the 

subject matter, and supersedes all previous or contemporaneous agreements, whether 

written or oral, between the parties with respect to the subject matter.  The section 

headings are provided merely for convenience and shall not be given any legal import.   

This Agreement will inure to the benefit of our successors, assigns, licensees, and 

sublicensees.  Any information submitted or provided by you to the Site might be 

publicly accessible.  Important and private information should be protected by you.  This 

Agreement is written and executed in English.  Any translation of this Agreement is 

provided for your convenience only and does not bind the parties. 

  



Supplementary Note 3. Privacy Policy 
Inocras Inc. and its subsidiaries and affiliates (“Inocras,” “we,” “us,” or “our”) are 

committed to protecting your privacy. This Privacy Policy describes how and why we 

collect, store, use, or share personal information. By the term “personal information,” we 

mean information that identifies, relates to, describes, is reasonably capable of being 

associated with, or could reasonably be linked, directly or indirectly, to a particular 

person or household. We collect, store, use, or share your personal information when 

you: 

 

- Access or use our website, platforms, products, solutions, or services 

(collectively, “Services”); 

- Interact with us, including by transmitting data or information by email, telephone, 

social media, and in person; or 

- Otherwise communicate with us. 

 

This Privacy Policy will help you understand your privacy rights and choices. Please 

read this Privacy Policy carefully. If you do not agree with our policies and practices, 

please do not use our website or platform. If you still have any questions or concerns 

after reading this Privacy Policy, please contact us at the contact point as set out below. 

In this Privacy Policy, “Patients” are the patients whose data or samples are being 

provided to us for sequencing or analysis. “Members” are the registered users of our 

website or platform. 

 

Section 1. Purpose of Processing Personal Information   
Inocras collects and uses personal information for the following purposes: 

1. To provide Services to you, or to perform any contract that we will enter into or 

have entered into with you. 

2. To process your registration on our websites or platforms. 

3. To personalize your experience on our websites or platforms, including by using 

cookies and similar tracking technology to keep track of your preferences. 



4. To communicate with you and respond to or carry out your requests, questions, 

and feedback. 

5. To verify your identity. 

6. To maintain the quality of, and improve, existing Services and develop new 

Services.  

7. To enforce and improve our security measures. 

8. To maintain compliance with laws and regulations that apply to us.  

9. Where we are allowed to do so by law or your consent, to provide you with 

marketing, promotion, or advertising information, including by providing you with 

opportunities to participate in research or clinical trials. 

10. Where we are allowed to do so by law or your consent, to de-identify your 

personal information and use the de-identified information for statistical compilation, 

scientific research, record-keeping for public interest purposes, and other uses of de-

identified information as allowed by law.  

 

Section 2. Personal Information to be Collected and Processed  
1. Inocras collects and processes the following personal information of the 

Members (“Member Information”): 

a) Contact information. This includes information such as your name, phone 

number, fax number, mailing/shipping address, email address, job title, affiliation 

(office/hospital/institution), account log-in ID/username, and password. We collect this 

information when you provide it to us. 

b) Payment-related information. This includes information such as billing address, 

debit/credit card numbers, and other financial account information. We collect this 

information when you provide it to us. 

c) National Provider Identifier (NPI), if you are a healthcare provider and provide 

your NPI to us. 

d) Testimonials, if you provide us with testimonials related to your experiences with 

our Services. 



e) Technical data, such as your internet protocol (“IP”) address, access logs, and 

cookies. This information is automatically collected when you use our website or 

platform.  

 

2. Inocras collects and processes the following personal information of the Patients 

(“Patient Information”): 

a) Contact information. This includes information such as your name, phone 

number, fax number, mailing/shipping address, and email address. We collect this 

information when you or your healthcare provider provide it to us. 

b) Payment-related information. This includes information such as billing address, 

debit/credit card numbers, and other financial account information. We collect this 

information when you or your healthcare provider provide it to us. 

c) Demographic, clinical, genetic, or other information related to testing. This 

includes information such as biological sex at birth, date of birth, age, marital status, 

patient ID numbers attributed to you by clinicians, Test Acquisition Number (a unique ID 

number generated by us) attributed to you, medical records/history, status/risks of any 

disease/condition, and information revealing your race or ethnic origin. We collect this 

information when you or your healthcare provider provide it to us. In the case of genetic 

information, we collect genetic information when we generate it from your sample and 

also if you or your healthcare provider provide it to us.  

d) Testimonials, if you provide us with testimonials related to your experiences with 

our Services. 

 

3. We may collect the personal information of children under the age of 13 to 

perform the services, in which case Inocras will collect the minimum amount of personal 

information necessary to provide the services with the consent of a legal representative, 

in accordance with the applicable law of the jurisdiction. 

 

Section 3. Period of Retention and Use for Personal Information 
We will retain your personal information for as long as necessary to fulfill the purposes 

for which we collected such information to the extent permitted by applicable law. For 



example, we may retain your personal information until the completion of the respective 

investigation if there is an ongoing investigation regarding a violation of relevant laws 

and regulations; and until the settlement of the relevant debts if any debts resulting from 

your use of the services remain unsettled. All personal information remains subject to 

the protections of HIPPA, and the commitments in this Privacy Policy, for as long as we 

retain it. 

 

Section 4. Provision of Personal Information to Third Parties 
We may share your personal information with other parties as below, to the extent 

allowed by applicable law: 

 

1. Affiliates. We may share your personal information with our corporate parent, 

subsidiaries, and affiliates, for purposes consistent with this Privacy Policy. 

2. Service Providers and Contractors. We use trusted third parties (e.g., IT services, 

analytics services, etc.) to help us provide, improve, protect, and promote our Services, 

and to perform business operations, such as determining eligibility for our products. 

These third parties may contact you on our behalf to perform these business operations. 

These third parties will access your personal information only to perform tasks on our 

behalf in compliance with this Privacy Policy. 

3. Other Applications and Third-party Links. The Sites may include links to third-

party websites, plug-ins and applications. Clicking on those links or enabling those 

connections may allow third parties to collect or share data about you. We do not 

control these third-party websites and are not responsible for their privacy policies. 

When you leave our website or platform, we encourage you to read the privacy policies 

of every website you visit. Please remember that their use of your personal information 

will be governed by their privacy policies and terms. 

4. The Public. We may make your testimonials public. If you gave us consent to use 

and share your testimonial but wish to update or delete it, please contact us at 

inquiry@inocras.com. 

5. Advertising Partners. We may share personal information with third-party 

advertising companies. 



6. For Compliance, Fraud Prevention and Safety. We may share personal 

information for the compliance, fraud prevention, and safety purposes described above 

and to comply with legal requirements and processes. 

7. Business Transfers. We may sell, transfer or otherwise share some or all of our 

business or assets, including personal information, in connection with a business 

transaction (or potential business transaction) such as a corporate divestiture, merger, 

consolidation, acquisition, reorganization or sale of assets, or in the event of bankruptcy 

or dissolution.  

8. Legal Purposes. We will disclose your personal information when we think it is 

necessary to investigate or prevent actual or expected fraud, criminal activity, injury or 

damage to us or others; when otherwise required by law, regulation, subpoena, court 

order, warrant, or similar legal process; or if necessary to assert or protect our rights or 

assets.  

9. Other Parties. To another party or parties for any other purpose disclosed by us 

when you provided your personal information, with your consent or authorization, or as 

otherwise permitted or required by applicable law. 

 

Section 5. Your Rights, and How to Exercise Them 
1. You may, at any time, exercise the right to peruse, correct, delete, and suspend 

the processing of your personal information against Inocras, by contacting us at 

inquiry@inocras.com, which we will honor without delay, subject to certain exceptions 

provided by applicable laws.  

a) You may exercise this right through your agents such as your legal 

representative or a delegate, although you will be required to submit a power of attorney 

to Inocras confirming such delegation. Requests regarding children under the age of 13 

must be made by their legal representatives. 

b) We will confirm whether the person making the request holds such rights or is a 

legitimate agent. 

c) Please note that your request may not be carried out if your personal information 

has already been de-identified, anonymized, or pseudonymized, or if you authorized us 



to share your personal information with others and we already shared your information 

with others in reliance of such authorization. 

2. In some regions, you may have certain further rights under applicable data 

protection laws, and you may contact us at the contact point as set out below to request 

exercising such rights. Inocras will consider and act upon any such request in 

accordance with applicable data protection laws. 

3. If you are a resident of certain U.S. states including California, you may further 

have the following rights; provided that these provisions only apply to the users residing 

in particular states or another jurisdiction whose laws or regulations recognize such 

rights: 

a) Right to be informed. You have the right to know the following: 

- whether we collect and use your personal information; 

- the categories of personal information that we collect, the purposes; 

- the purposes for which we collected personal information is used; and 

- whether we sell or share personal information to third parties, the categories of 

the sold or shared personal information thereof, and the categories of third parties to 

whom the personal information was sold or shared; 

b) Right to limit the use and disclosure of sensitive personal information. For the 

sensitive personal information collected by Inocras, you have the right to limit our use 

and disclosure of such information by clicking the banner “Limit the Use of My Sensitive 

Personal Information” which will be accessible at the bottom of the website of the 

Company; 

c) Right to opt out. The user has the right to opt out of the sale or sharing of the 

user’s personal information by clicking the banner “Do Not Sell or Share My Personal 

Information” which will be accessible at the bottom of the website of the Company; 

d) Right to non-discrimination for your exercise of privacy rights. Inocras will not 

discriminate against you if you exercise your privacy rights. 

e) In some instances, your privacy rights and choices may be limited, such as 

where fulfilling your request would impair the rights of others, our ability to provide a 

service you have requested, or our ability to comply with our legal obligations and 



enforce our legal rights. If you are not satisfied with how we address your request, you 

may submit a complaint by contacting us as provided in the section below. 

4. If you are a Patient, you may further have the following rights: 

a) getting a copy of your paper or electronic medical record; provided that we may 

charge a reasonable, cost-based fee; 

b) correcting your paper or electronic medical record that you consider incorrect or 

incomplete; provided that we may reject your request pursuant to applicable laws, in 

which case we will inform you of the reason of rejection within 60 days; 

c) requesting confidential communications; 

d) limiting your information to be shared; provided that we may reject your request 

to limit your information to be share for the treatment, payment, and health care 

operations purposes; 

e) getting a list of those with whom we’ve shared your information for 6 years prior 

to the date you ask; provided that we will provide one list a year for free but will charge 

a reasonable, cost-based fee if you ask for another one within 12 months;  

f) getting a copy of this Privacy Policy; and 

g) asking us to share your medical information with your family, close friends, or 

others involved in your care. 

 

Section 6. Destruction of Personal Information 
1. Inocras will, without delay, destroy your personal information when your personal 

information becomes unnecessary, such as in the cases of the expiration of the 

personal information retention period. 

2. If Inocras needs to preserve your personal information in accordance with the 

applicable laws and regulations even when the personal information retention period 

agreed by you has elapsed or the purpose of processing has been achieved, Inocras 

will securely store your personal information and isolate it from further processing by 

storing it in a separate database. 

3. Inocras takes the following destruction procedures and methods:  



a) destruction procedures: Inocras will select the personal information that needs to 

be destroyed and destroy the personal information with the approval of Inocras’s 

personnel for the management of personal information; and 

b) destruction method: Inocras destroys personal information recorded and stored 

in electronic file format using technical methods so that the information cannot be 

reproduced, and personal information recorded and stored on paper documents is 

destroyed by crushing or incineration with a shredder. 

 

Section 7. Safety Measures for Personal Information 
1. Inocras has implemented the following appropriate and reasonable administrative 

and technical security measures designated to protect the security of your personal 

information: 

a) administrative measures: establishment and implementation of internal 

management plans for personal information, regular employee training, etc. 

b) technical measures: technical countermeasures against hacking, etc., encryption 

of personal data, storage access records, and prevention of forgery, etc. 

2. Notwithstanding the foregoing, no electronic transmission over the Internet or 

information storage technology can be guaranteed 100% secure, so Inocras cannot 

promise or guarantee that hackers, cybercriminals, or other unauthorized third parties 

will not be able to defeat our security and improperly collect, access, steal, or modify 

your information. Although we will endeavor our best to protect your personal 

information, the transmission of personal information to and from our website is at your 

own risk. Further, you should only access our website within a secure environment.  

Section 8. Installation, Operation, and Refusal Thereof of Automatic Personal 

Information Collection 

Inocras uses ‘cookies’ to store and retrieve your usage information from time to time to 

provide individually customized services. Cookies are a small amount of information 

sent to your PC browser by the server (HTTP), which are used to operate the website, 

etc., and stored in your computer’s hard disk. 



1. Purpose of use of cookies: Inocras uses cookies to provide you with optimized 

information by identifying the type of visit and use of each service and website you visit, 

popular search terms, and whether you have a secure connection. 

2. Installation, operation, and rejection of cookies: You can reject the storage of 

cookies by setting your web browser's privacy and security options; provided that by 

refusing to save cookies, you may experience difficulties in using customized services. 

 

Section 9. Privacy Officer 
1. Inocras has designated the Privacy Officer, who manages personal information 

tasks and handles your complaints about personal information. Inocras will respond to 

your complaint about personal information, at the latest, not more than 45 days from the 

receipt of your complaints. Our Privacy Officer’s contact information is as follows: 

▶ Privacy Officer 

 - Name : Juliana Escobar 

 - Position : Privacy Officer 

 -  Contact : (858)-665-2120 / inquiry@inocras.com 

2. You may inquire about all personal information protection-related inquiries, 

handling complaints, damage relief, etc. that occurred while using Inocras’s services to 

our Privacy Officer and the following department in charge: 

 - Department : Quality Assurance 

 -  Contact : (858)-665-2120 / inquiry@inocras.com 

3. Inocras endeavors to ensure your right to self-determination of personal 

information and to provide consultation and damage relief due to personal information 

infringement. If you intend to report or consult, please contact the department above. 

 

Section 10. Updates to This Privacy Policy 
Inocras may amend the Privacy Policy to comply with applicable law or to reflect any 

changes in the provision of service, in which case Inocras will notify you of such 

amendment before the effective date of such amendment. 

 

Section 11. Special Provision for Patients 



1. If you are a Patient, Inocras will further have the following responsibilities to 

process your personal information: 

a) we are required by law to maintain the privacy and security of your protected 

health information; 

b) we will let you know promptly if a breach occurs that may have compromised the 

privacy or security of your information; 

c) we will follow the duties and privacy practices described in this privacy policy and 

promptly give you a copy of this Privacy Policy upon your request; and 

d) we will not use or share your information other than as described here unless you 

give us written approval or unless otherwise provided in this Privacy Policy or any 

applicable. 

2. For more information see: 

www.hhs.gov/ocr/privacy/hipaa/understanding/consumers/noticepp.html. 

 

Section 12. Privacy Notice to California Residents 
This Section only applies to users of our Services that reside in the State of California, 

in addition to the above. For purposes of this Section, the term "personal information" 

does not include information subject to HIPAA or the California Confidentiality of 

Medical Information Act. For example, this Section does not apply to genetic test 

records or to any data or medical records stored by us. 

 

If you are a California Resident, you are entitled to certain privacy rights relating to your 

personal information including under the California Consumer Privacy Act (“CCPA”). 

This section describes those rights and how you can exercise those rights. 

 

1. Explanation of Your CCPA Rights 

a) Right to Know and Access Personal Information. You have the right to access 

and know what personal information we collect about you, and how we use, disclose, or 

sell such personal information. We do not "share" personal information as that term is 

used in the California Consumer Privacy Act. 



b) Right to Request Deletion of your Personal Information. You have the right to 

request that we delete the personal information we have about you subject to certain 

limitations. If we do not delete your personal information for reasons permitted under 

applicable law, we will let you know the reason why. 

c) Right to Correct Inaccurate Personal Information. You have the right to request 

that we correct inaccurate personal information that we maintain about you. 

d) Right to Opt Out of Sale of your Personal Information. You may have the right to 

opt out of the sale or sharing of your Personal Data. 

e) Right to Non-Discrimination. We will not discriminate or retaliate against you for 

exercising any of your rights identified in this privacy policy. 

2. How to Exercise Your Rights. If you want to exercise your rights, please contact 

our privacy officer by emailing inquiry@inocras.com, or sending a letter to the privacy 

officer at 6330 Nancy Ridge Drive Suite 106, San Diego, CA 92121. If you want to 

exercise your right to opt out of the sale of your personal information, you can also click 

on the banner "Do Not Sell or Share My Personal Information.” 

3. Identity Verification for requests. If you make a request related to personal 

information about you, you will be required to supply a valid means of identification as a 

security precaution. We will verify your identity with a reasonably high degree of 

certainty using the following procedure where feasible: we will match identifying 

information you provide when making the request to the personal information 

maintained by us, or use a third-party identity verification service. If it is necessary to 

collect additional information, we will use the information only for verification purposes 

and will delete it as soon as practicable after complying with your request. For requests 

related to particularly sensitive information, we may require additional proof of your 

identity. 

4. Authorizing a Third Party to Make a Request. If you wish to authorize a third 

party to make a request on your behalf through an authorized agent, you must contact 

us directly and you or the third party acting on your behalf must provide a valid 

California power of attorney or comparable documentation of written permission from 

you and verification of your identity. Such power of attorney must meet the requirements 



of Probate Code sections 4000 to 4465. You may also make a privacy request on behalf 

of your minor child. 

5. Categories of Personal Information We Collect. 

a) Inocras collects and processes the following personal information of the 

Members: 

- Identifiers. Your name, alias, postal address, IP address, email address, account 

name, and other similar identifiers. 

- Personal information categories listed in the California Customer Records statute 

(Cal. Civ. Code § 1798.80(e)). This may include the identifiers above, credit card 

number, or debit card number.  

- Commercial information. Records of products or services purchased, obtained, or 

considered, or other purchasing or consuming histories. 

- Internet or other similar network activity. Browsing history, search history, and 

information on a consumer’s interaction with a website, application, or advertisement. 

- Sensitive personal information. This includes your driver's license or government 

issued identification number. 

- Professional information. This includes information relating to your role as a 

representative or agent of an entity.  

- Log data. We receive information that is automatically recorded by our servers 

when you visit our website or mobile apps, including your IP address. 

- Other. Your information regarding products and services, testimonials and other 

information as described in our Privacy Policy. 

b) Inocras collects and processes the following personal information of the Patients: 

- Identifiers. Your name, alias, postal address, IP address, email address, account 

name, and other similar identifiers. 

- Personal information categories listed in the California Customer Records statute 

(Cal. Civ. Code § 1798.80(e)). This may include the identifiers above, credit card 

number, or debit card number.  

- Protected classification characteristics under California or federal law. This 

includes age (40 years or older), race, marital status, medical condition, physical or 

mental disability, and sex. 



- Commercial information. Records of products or services purchased, obtained, or 

considered, or other purchasing or consuming histories. 

- Internet or other similar network activity. Browsing history, search history, and 

information on a consumer’s interaction with a website, application, or advertisement. 

- Sensitive personal information. This includes your race, ethnicity, driver's license 

or government issued identification number. 

- Professional information. This includes information relating to your role as a 

representative or agent of an entity.  

- Log data. We receive information that is automatically recorded by our servers 

when you visit our website or mobile apps, including your IP address. 

- Other. Your information regarding products and services, testimonials and other 

information as described in our Privacy Policy. 

c) Inocras may collect personal information of children under the age of 13 or 14 to 

perform the services, in which case Inocras will collect the minimum amount of personal 

information necessary to provide the services with the consent of a legal representative, 

in accordance with the applicable law of the jurisdiction. 

6. How We Collect Your Personal Information. We collect your personal information 

(i) from you, when you set up your account or interact with us regarding your account, 

for billing and payment, for when you start, receive, or discontinue services, and when 

you otherwise interact with us or our representatives; (ii) from providers, by working with 

and receiving personal information from third parties such as healthcare providers, 

service providers, vendors, contractors, credit agencies, or market researchers who 

provide products and services on our behalf; and (iii) automatically, from your use of our 

website or platform.  

7. Purpose for Collecting or Selling Personal Information. Your personal information 

may be collected or used for the purposes described in Sections 1 or 4 of this Privacy 

Policy, as well as for other purposes that may be described to you when we collect your 

personal information. 

8. Categories of Third Parties to Whom We Disclose Your Personal Information. We 

may disclose your personal information to the third parties described in Section 4 of thie 

Privacy Policy. 



9. Retention. We retain your personal information based on legal requirements or 

business needs. Generally, we only retain personal information for as long as is 

reasonably necessary for our business purpose or as required by law. Information we 

retain remains subject to the protections of applicable law and the commitments made 

by Invitae in this Privacy Policy. 

10. Selling or Sharing Personal Information.  

a) If you did not consent to clinical trial matching services provided by our partner(s) 

by authorizing us to sell or share your protected health information with our partner(s), 

we did not and will not sell or share your protected health information. However, we use 

cookies for our website. Under California law, the use of cookies for targeted or cross-

context behavioral advertising that requires your data such as internet activity or 

geolocation may constitute a “sale” or “sharing” of your personal information by us. In 

the past 12 months, we may have sold or shared your internet activity or geolocation 

with third parties whose cookies are on our websites. You can opt-out of this “sale” of 

information by using our cookie management tool. 

b) If you authorized us to sell or share your protected health information with our 

partners for clinical trial purposes by signing our HIPAA release form, we may have 

shared it with our partners, in strict compliance with the letter and spirit of the HIPAA 

release form. You can click on the banner “Do Not Sell or Share My Personal 

Information” to revoke your authorization and opt-out of our further disclosure.  

11. California Shine the Light Law. California residents may also request information 

from us once per calendar year about any personal information shared with third parties 

for the third party’s own direct marketing purposes, including the categories of 

information and the names and addresses of those businesses with which we have 

shared such information. To make such a request, please reach us at the contact 

information listed above. This request may be made no more than once per calendar 

year, and we reserve our right not to respond to requests submitted other than to the 

email or mailing addresses specified below. 

 
 
 


