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Abstract

In today’s digital landscape, phishing attacks persist as a formidable challenge, highlighting the need
for robust strategies to mitigate individual risk. While advanced machine learning techniques have
excelled in identifying those most susceptible to phishing, existing research has primarily focused on
refining prediction accuracy rather than leveraging this understanding to mitigate risk. To bridge
this gap, we present a novel counterfactual explanation approach aimed at identifying the specific
traits that heighten an individual’s vulnerability to phishing. Our approach integrates uncertainties
and causal insights from the data generation process, producing actionable intelligence to effectively
lower individual susceptibility. This enables us to tailor personalized recommendations to reduce
individual’s vulnerability. Through experimentation, we assess the efficacy of our methodology and
demonstrate capacity to reduce susceptibility to phishing. These findings emphasize the importance of
personalized interventions, arming individuals with the knowledge necessary to improve their online

security protocols.

Keywords: Phishing Susceptibility, Cyber Security, Explainable Artificial Intelligence, Counterfactual

Explanation, Personalized Intervention

1 Introduction

Phishing attacks have become a pervasive threat,
with scammers exploiting email and other com-
munication platforms to deceive victims into dis-
closing sensitive information. These fraudulent
activities have led to significant financial losses
for both commercial organizations and govern-
ment entities. According to the recent FBI Inter-
net Crime Annual Report, phishing attacks have
reached their highest level since 2019, surpass-
ing personal data breaches in terms of victim
count in 2022. Furthermore, the financial impact

of internet crimes, including phishing, soared to a
staggering $10.3 billion in 2022, nearly doubling
the previous year’s figures.

To combat phishing, various efforts have been
made, including law enforcement interventions,
automated detection systems, and user educa-
tion initiatives. However, to effectively enhance
cybersecurity awareness and develop protective
measures, it is crucial to understand the factors
that contribute to an individual’s susceptibility to
phishing attacks. Previous research in this field
has primarily relied on statistical tests to identify



these factors, such as age, demographics, and user
behaviors [1-4]. However, these findings only pro-
vide insights at a collective scale and do not offer
tailored guidance or help individuals in mitigat-
ing their vulnerability, as each person possesses
distinct characteristics that may not align with
population-level findings.

Alternatively, other studies have focused on
building accurate prediction models for phish-
ing behavior using machine learning techniques.
Although these models can achieve high per-
formance, their interpretability poses challenges,
hindering the development of targeted educational
and awareness campaigns to prevent and mitigate
the impact of phishing attacks [5-7].

To address these limitations, our paper takes a
step beyond merely predicting phishing behavior
accurately and utilizes counterfactual explana-
tion (CE), a form of explainable artificial intelli-
gence (XAI), to analyze the rationale underlying
a learned prediction model, such as deep neural
networks (DNN). By employing CE, we aim to
provide personalized suggestions and interventions
to reduce individuals’ susceptibility to phishing
attacks. Our research contributes to bridging the
gap between machine learning models’ predictions
and providing actionable guidance for individu-
als. By leveraging CE and personalization, we
can empower users with tailored recommendations
to enhance their ability to recognize and defend
against phishing attempts. The contributions of
this paper can be summarized as follows:

1. Novel Counterfactual Explanation Framework:
In order to generate meaningful counterfactual
explanations, we integrate uncertainties and
causal insights of the data generation process
and frame the search for relevant counter-
factual instances as an optimization problem.
By considering causal relationships and uncer-
tainty, we are able to produce more actionable
and informative counterfactual explanations
that shed light on the underlying factors influ-
encing an individual’s susceptibility to phishing
attacks.

2. Novel Application of Counterfactual Explana-
tion: This study represents the first attempt
to utilize counterfactual explanation techniques
in the analysis of susceptibility to phishing
attacks. By applying this approach, we can gain
insights into the specific factors and behaviors

that contribute to an individual’s vulnerability.
Furthermore, we leverage counterfactual expla-
nations to provide personalized recommenda-
tions and interventions, enabling individuals to
reduce their susceptibility to future phishing
attacks.

By combining the application of counterfactual
explanation techniques with our developed opti-
mization model, we enhance the understanding
of individual vulnerability to phishing attacks
and provide personalized recommendations and
interventions. These contributions significantly
advance research in the realm of phishing sus-
ceptibility analysis and offer practical insights for
enhancing individual cybersecurity measures.

The rest of the paper is organized as follows:
Section 2 presents a review of the relevant lit-
erature, focusing on previous studies related to
phishing susceptibility analysis and counterfac-
tual explanations. Section 3 briefly describes the
dataset used in our experiments. Section 4 intro-
duces the counterfactual explanation framework
and our proposed optimization model. Section 5
presents the experimental results and provides dis-
cussions based on these findings. Finally, Section
6 concludes the paper.

2 Related Literature

This section is organized as follows: Subsec-
tion 2.1 focuses on the review of counterfactual
explanation methodology, discussing its applica-
tions and relevance to our research. In Subsec-
tion 2.2, we review the pertinent applications of
machine learning and explainable artificial intel-
ligence (XAI) methodologies in the context of
phishing-related research.

2.1 Counterfactual Explanations

Counterfactual explanation, a recent advancement
in XAI, has emerged as a method to understand
the decision-making process of machine learning
models [8]. Introduced by Wachter et al. [9], coun-
terfactual explanations tackle the optimization
problem of generating a new instance that closely
resembles the original instance while producing a
different outcome. By analyzing this new instance,
a counterfactual explanation can be derived to elu-
cidate the model’s decision process. This type of



explanation proves particularly valuable in crit-
ical domains like healthcare [10,11] and finance
[12,13], where comprehending the rationale behind
decisions is crucial.

Albini et al. [14] proposed a method for gen-
erating counterfactual explanations tailored to
various types of Bayesian Network Classifiers,
focusing on the influential relationships between
variables rather than probabilistic information.
To address the optimization problem, Mahajan
et al. [15] developed a generative model using
variational auto-encoders (VAE) to predict coun-
terfactual explanation points without explicitly
solving the optimization problem. Downs et al.
[16] proposed a variant of VAE called condi-
tional sub-space VAE, which generates counter-
factual explanations while considering correlations
between features, causal relations between fea-
tures, and personal preferences. Similarly, Verma
et al. [17] employed reinforcement learning tech-
niques to generate counterfactual points for model
explanation.

Karimi et al. [18] and Lash et al. [19] cat-
egorized features into immutable, mutable, and
actionable types and highlighted the distinction
between features that can be changed and fea-
tures that can be acted upon by individuals.
For instance, in a financial application, credit
score may not be directly modifiable but can be
influenced by changes in other features such as
income.

Mothilal et al. [20] proposed a framework
based on determinantal point processes for gen-
erating and evaluating diverse counterfactual
explanations while considering user context and
constraints. The framework aimed to satisfy
the feasibility and diversity of counterfactual
actions, and experimental results on real-world
datasets demonstrated its superiority over pre-
vious approaches. Similarly, Poyiadzi et al. [21]
introduced a method focuses on providing feasi-
ble and actionable paths for transformation. They
proposed the FACE algorithm, which generates
coherent and achievable counterfactual instances
based on density-weighted metrics.

For additional references on counterfactual
explanations, see [22], [23], and [24].

2.2 Machine Learning and XAI in
Phishing Study

Abbasi et al. [25] utilizes cluster analysis and a
controlled experiment to identify user segments
with high susceptibility to phishing based on
their perceptions, demographics, and behavior on
phishing websites. Their findings have important
implications for training programs, anti-phishing
tool usability, and security policies. Cranford et al.
[26] proposed a new approach that integrates cog-
nitive modeling and machine learning to enhance
training effectiveness. To select appropriate tar-
gets for intervention during the training process,
they utilized a restless multi-armed bandit frame-
work and incorporate a cognitive model of phish-
ing susceptibility to inform the bandit model’s
parameters. Yang et al. [27] focuses on predict-
ing phishing victims by proposing a multidimen-
sional phishing susceptibility prediction model
(MPSPM). Through an experiment involving 1105
volunteers, the study collects demographic, per-
sonality, knowledge, experience, security behavior,
and cognitive process data to classify users into
susceptible and nonsusceptible categories using
supervised learning methods. The findings show
high accuracy in predicting user phishing suscep-
tibility, highlighting the importance of machine
learning techniques in combating phishing attacks.
Yang et al. [28] addresses the persistent threat of
phishing attacks and the limitations of existing
anti-phishing tools in accurately identifying user
susceptibility. The proposed user phishing sus-
ceptibility prediction model combines static fea-
tures (experience, demographics, knowledge) and
dynamic features (design changes, eye tracking)
to predict susceptibility. Through questionnaire
surveys and eye-tracking experiments, the model
achieves a high prediction accuracy of 92.34 %,
demonstrating its effectiveness in assessing user
susceptibility to phishing by considering a com-
prehensive set of static and dynamic features.

Machine learning techniques have also been
employed for phishing detection. Different
approaches have been used to extract phishing
classification information from various sources,
including visual information like logos [29-31],
textual information like URLs [32-34], and
webpage content [35, 36].

In the field of explainable artificial intelligence
(XAI), several studies have focused on applying



XAI techniques to understand and combat phish-
ing attacks. Hernanders et al. [37] addresses the
increasing threat of phishing attacks in the context
of the expanding internet and online transactions.
While Artificial Intelligence (AI)-based protec-
tion methods have shown efficiency, they often
lack explanations for their categorization deci-
sions. The study aims to detect phishing using
explainable techniques, specifically Local Inter-
pretable Model-Agnostic Explanations (LIME)
and Explainable Boosting Machine (EBM), high-
lighting recent advancements and future directions
in the field. Chai et al. [38] address the limita-
tions of existing methods for detecting phishing
websites and propose a multi-modal hierarchical
attention model (MMHAM). This model learns
deep fraud cues from three major modalities:
URLs, textual information, and visual design.
The MMHAM incorporates a shared dictionary
learning approach in the attention mechanism
to align representations from different modali-
ties, improving phishing detection performance.
The model not only enhances deep cue learning
but also provides a hierarchical interpretability
system, enabling the development of phishing
threat intelligence for detecting phishing web-
sites at different levels. In another study, Lin
et al. [39] present Phishpedia, a hybrid deep
learning system designed to overcome technical
challenges in phishing identification. It focuses
on accurately recognizing identity logos on web-
page screenshots and matching logo variants of
the same brand. Phishpedia achieves high accu-
racy and low runtime overhead without the need
for training on phishing samples. Experimental
results demonstrate its superiority over base-
line identification approaches, and its deployment
with the CertStream service led to the discov-
ery of a significant number of new real phishing
websites, including those not reported by other
engines in VirusTotal. Kluge and Eckhardt [40]
introduce a user-focused anti-phishing measure
that incorporates Explainable Artificial Intelli-
gence (XAI) techniques. By leveraging advanced
phishing detectors, this approach identifies key
words and phrases in an email that are crucial
for detecting phishing attempts. Empirical results
demonstrate the effectiveness of the approach in
extracting relevant text segments to discriminate
between genuine and phishing emails, highlight-
ing the potential of XAI methods in the field of

phishing prevention and beyond. Most recently,
Fan et al. [7] present a novel machine learning
approach that incorporates XAI techniques to
investigate the impact of human and demographic
factors on susceptibility to phishing attacks. The
research explores the influence of psychological
factors and online security habits on individu-
als’ vulnerability to phishing scams using Shapley
additive explanations (SHAP) [41]. The findings
provide practical insights and personalized recom-
mendations to help individuals mitigate the risk
of falling victim to phishing attacks based on their
specific circumstances.

3 Data Description

The data for this study was derived from a sim-
ulated phishing experiment conducted by a team
that includes several authors of this paper. The
experiment aimed at determining the character-
istics of susceptilble users. The study involved
6,938 faculty and staff at George Mason Uni-
versity. Over a three-week span, from October
30 to November 21, 2018, participants received
one of three types of simulated phishing emails,
simulating IT/tech support, finance/banking, or
e-commerce/package delivery scenarios. Individ-
uals who clicked on the phishing link in these
emails are labeled as PHISHED for subsequent
analysis and were randomly directed to one of
three specifically designed landing pages: one dis-
playing a ”page not found” error, one showing a
message that disclosed the email as part of a phish-
ing study, and one presenting the same disclosure
along with a brief anti-phishing training video.
This experiment was carefully structured using
a Latin square design to evenly distribute the
phishing simulations among participants and was
accompanied by a detailed questionnaire to col-
lect demographic, psychological, and behavioral
data, which is used as features in our analysis.
The comprehensive design of the phishing cam-
paigns is extensively described in our previous
works [1,4]. Table 1 below shows the name, type
and description of each variable used in our study.

In summary, our study incorporates 17 fea-
tures, including five psychological characteristics,
eight behavior-related factors, and four demo-
graphic variables. Given that only 504 out of the
6938 participants completed the questionnaire,



Table 1 Variable Name, Type and Description for Data

Variable Name Type Value Type Description
Impulsivity Psychological Numeric Range from 1 to 5 to measure impulsivity
score.
Conscientiousness Psychological ~Numeric Range from 1.0 to 5.0 to measure conscien-
tiousness score
Emotional Stability Psychological ~Numeric Range fro“.“. 1.0 to 5.0 to measure the emo-
tional stability score
Agrecableness Psychological Numeric Range from 1.0 to 5.0 to measure the agree-
ableness score
Perceived Stress Psychological Numeric Rz.mge from 1.0 to 5.0 to measure the per-
ceived stress score
Check Link Behavior Numeric Range from 1.0 (never) to 5.0 (very often)
Privacy Setting Behavior Numeric Range from 1.0 (never) to 5.0 (very often)
Check HTTPS Behavior Numeric Range from 1.0 (never) to 5.0 (very often)
Click w/o Check Behavior Numeric Range from 1.0 (never) to 5.0 (very often)
Phished Before Behavior Binary Binary valued: Yes = 1, No =0
Phished in Last 3 Months  Behavior Binary Binary valued: Yes = 1, No =0
Lose Info Due to Phishing Behavior Binary Binary valued: Yes = 1, No =0
Download Malware Behavior Binary Binary valued: Yes = 1, No =0
Age Demographic ~ Categorical 5 values: [19, 27), [27, 41), [41, 49), [49, 59),
[59+)
Gender Demographic = Categorical 2 values: Female, Male
. . 3 values: Technical college, Administrative,
Department Demographic  Categorical Other College
o . . 4 values: Full-time faculty, adjunct faculty,
Position Demographic  Categorical wage staff, other staff
Click Label Binary Individuals who clicked at least one simulated

phishing scams are labeled as PHISHED

our subsequent analysis concentrates on this sub-
set. Within this group, 121 individuals clicked on
the simulated phishing emails.

4 Methodology

In this section, we will outline our methodology for
generating counterfactual explanations that inte-
grate causal knowledge, aiming to enhance the

reliability and actionability of the resulting coun-
terfactual instances. Figure 1 outlined the research
framework.

Wachter et al. [9] introduced a novel approach
to generating counterfactual explanations by for-
mulating it as an optimization problem. The
objective of this optimization problem, as stated
in Equation 1, is to minimize the distance between
the counterfactual point z’ and the original data
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Fig. 1 Causality Aided Counterfactual Explanation Framework

point x, while ensuring that the classifier’s out-
put for the counterfactual point falls within the
desired class (e.g., acceptance of a loan applica-
tion). In simpler terms, they sought to find a
new data point that is as close as possible to the
original one, but with the desired outcome.

min  d(z,z)
' eX (1)
st. f(@)y=9

The objective function in this optimization prob-
lem aims to ensure that the counterfactual point
2’ remains in close proximity to the original data
point x. The measure of closeness is determined
by a metric, such as the ¢1 or ¢2 distance, which is
defined based on the feasible region of the data X.
If the machine learning model f is differentiable,
it is possible to reformulate the given optimiza-
tion problem (Equation 1) as a differentiable and
unconstrained optimization problem (Equation 2),
facilitating the use of gradient-based optimization
techniques.

. ’ "2 /
min AL (f(a") —y')" +d(z,2") (2)
In Equation 2, the parameter A\; is a user-
defined value that can be set to a relatively large
number. This choice of lambda encourages the
output of the classifier for the counterfactual point

to be in close proximity to the desired class, effec-
tively emphasizing the importance of achieving
the desired outcome. In this paper, the ¢2 dis-
tance or its weighted version will be utilized as
the metric to quantify the proximity between the
counterfactual point 2’ and the original data point

' d@,a') = 3 (ar —a4)? (3)
keK
dweight(x J}/) — Z (xk - 33;9)2
’ = std(zy)

where std(z},) is the standard deviation for the k**
feature.

An important limitation of the model formula-
tion in Equation 2 is that it allows for independent
changes to the features of the input = when con-
structing the counterfactual point z’. However,
neglecting the interdependence or causal relation-
ships between features can lead to the generation
of invalid counterfactuals that are not logically
reasonable or actionable. For instance, in finan-
cial applications, credit scores are dependent on
other feature values such as income, making it
inappropriate to modify them independently. To
tackle this issue, Mahajan et al. [15] proposed
incorporating a structural causal model (SCM)
and introducing an additional term in the objec-
tive function to ensure the preservation of causal
requirements.



To be self complete, we briefly review some
concepts in the structural causal model. A struc-
tural causal model can be formally defined as
a tuple (X,G,F,N), wherein X represents a
set of real-valued random variables known as
endogenous variables. The directed acyclic graph
(DAG) G describes the causal dependence struc-
ture among the variables in X. F' denotes a set
of functions, where each function f; is associated
with a specific variable X; € X. Furthermore,
N represents a set of real-valued random vari-
ables referred to as exogenous or noise variables
[42]. Together, these components provide a formal
framework for modeling and analyzing causal rela-
tionships among variables in a structured manner.
With the above definition, each variables X; € X
can be expressed as

X; = fi(Pa(X;), N;)

where Pa(X;) represents the parameters of node
X;. one usually assume the exogenous variables
are additive and are independent to endogenous
variables X [43]:

Xi = fi(Pa(X;)) + N;

Figure 2 below shows a simple example of
a structrual causal model. In the figure, X =
{X1,X2}, N = {N1}. The valued of node X; is
determined by a structural equation

X1 = fi(X2) + N

With the structural causal model, Mahajan et al.
[15] proposed the following causal proximity loss
to preserve the causal restrictions:

dcausal(x/) = Z d(x,llwfk(Pa(x;c)))v (4)

keK

where d(-,-) denotes the ¢2 distance as defined in
Equation 3. Notice that this distance metric does
not include the original data point z and force
the values of counterfactual points to be close to
the predicted value of x; using structural causal
model. Therefore, given structural casual model
among feature inputs, we can solve the following
optimization problem to generate counterfactual

Fig. 2 Structural Causal Model Example

point that does not violate causal restrictions:

ElelI/% )\1 (f(l’/) - y,)2 + >\2dcau8al (‘T’) =+ d(:C, ‘T,) (5)

However, the above problem is not solvable in
general due to the fact that the causal proximity
loss is extremely complicated when the structural
equation f(+) is highly non-linear. To address this
issue, we assume the function fy(-) is linear. There
are two reasons we follow this assumption:

1. The assumption can lead to an optimization
model that is solvable via traditional gradient
based algorithms;

2. Preliminary data visualizations (see Section 5)
suggest that only linear functional relationships
occur in our phishing data set.

However, there is one drawback remaining in the
optimization model (5): it forces the counterfac-
tual point to be close to the pre-trained function
prediction fi(Pa(z},)), which ideally is the condi-
tional expectation of X, given its parent Pa(X},).
In reality, the true realizations of data points can
be noisy, and the counterfactual point generated
according to some optimization algorithms should
take this uncertainty into account. Figure 3 below
depicts the idea: in the figure, black point & will
induce & penalty when we use dequsar(z’) defined
in Equation 4. However, due to randomness inside
the data generating process, & should not be
penalized due to the fact that it falls into the con-
fidence band of the learned predictor fi(Pa(X},)).
Similarly, Z will be penalized by 8; if we use dis-
tance dequsai(x’'). Due to the uncertainty inside
the data generating process, it is more reason-
able to penalize the deviation of Z from its causal
prediction by bs.

Recall the structural causal model defines
X, = fr(Pa(X},))+Ng. By assuming homogeneity
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of variance, we can first estimate sample stan-
dard deviation 63 of Ni, and define new causal
proximity loss as

dcausal(x/) = Z &(.’E%,fk(Pa(’L‘%)))
keK

A : ’ ’
= k;{ o min d(@l fu(Paley)) + 2)

where A3 and A4 are pre-defined parameters to
quantify how wide the confidence band is. For
simplicity, we let A\3 = Ay = 1 in our case.
With the newly defined causal proximity loss and
positiveness of parameter Ay, we can solve the fol-
lowing constrained optimization problem to gen-
erate counterfactual point that also incorporate
causality requirements:

min A () ) +d(w ')+
e Y d(ah, fu(Pa(al) +21)  (6)

keK
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Notice that the above problem formulation can be
solved using a classical non-linear programming
algorithm such as projected gradient method.

5 Results and Discussion

In this section, we’ll start with exploratory analy-
sis. Following that, we’ll employ a causal structure
learning algorithm to uncover causal connections
among the input features. Next, we’ll showcase
the predictive performance of a machine learning
model, particularly a deep neural network that
we used to predict phishing susceptibility. Lastly,
we’ll apply the proposed counterfactual explana-
tion approach to conduct an in-depth examination
of both the prediction model and the data, allow-
ing us to offer tailored training recommendations.

5.1 Exploratory Analysis

A scatter plot matrix offers a concise overview of
the relationships between multiple variables in a
dataset. The diagonal of the matrix displays den-
sity estimates, depicting the distribution of each



variable, while the off-diagonal plots illustrate the
pairwise relationships between variables.
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Fig. 4 Scatter Plot Matrix for Nine Actionable Factors

Figure 4 shows the scatter plot matrix depict-
ing the relationships among the nine actionable
factors: impulsivity, conscientiousness, emotional
stability, agreeableness, perceived stress and cyber
security related experience. The demographic fac-
tors such age, gender and position that cannot
be changed are excluded from the figure as our
focus lies solely on counterfactual explanations.
Two observations can be found from this figure:

® Most variables are independent of each other.
Therefore, a sparse causal relationship among
these features is expected when learning the
causal structures.

® For the variables that are correlated with each
other, only linear relationships are observed,
e.g., stress and emotional stability. Later,
our residual plots further confirm that linear
functions sufficiently capture the relationships
among these variables.

A correlation heat map visually displays the rela-
tionships between variables using color gradients,
providing a concise overview of their strength
and direction. The correlation heat map depicted

in Figure 5 indicates that the majority of vari-
ables exhibit independence or weak dependence,
aligning with the findings presented in Figure 4.
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Fig. 5 Correlation Heat Map over Features

5.2 Learning Causal Structure

Based on our initial exploratory analysis, it was
evident that the feature variables demonstrated
a linear functional relationship. Consequently, we
employed the Direct LINGAM algorithm proposed
by Shimizu et al. [44] to identify the causal struc-
tures underlying these features. The algorithm uti-
lizes regression and independence tests iteratively
to minimize estimation errors, assuming a linear
model and non-Gaussian errors. The linear and
non-Gaussian assumptions in DirectLINGAM are
necessary conditions for the algorithm to recov-
ery the underlying true casual stricture. The linear
model assumption in our data is relatively easy
to be verified based on our exploratory analysis
in previous sections. However, the non-Gaussian
assumption cannot be directly verified since it
requires the ground truth functional relationship
among variables. To address this issue, we employ
a post-hoc diagnostic approach based on residuals.

Two causal relationships are learned from our
data using DirectLINGAM algorithm:

® emotional stability is a cause of perceived stress
e impulsivity is a cause of conscientiousness

-10



To verify whether the non-Gaussian assumption
holds, we first fit two simple linear regression
model to estimate structural functions using the
least square method. The two fitted linear model
is described as follows:

Conscientiousness = —0.555 * Impulsivity + 4.95
Stress = —0.614 x Emotional Stability + 4.606

Then, we calculate residuals by subtracting pre-
diction from true value and Shapiro-Wilk test to
test the non-Gaussian assumption. The test statis-
tics and the corresponding p-value is reported
in Table 2. Since the p value is less than 0.001
for both models, the non-Gaussian assumption is
satisfied. Later, when we generating counterfac-
tual explanations, we will include these two linear
causal model into our optimization framework
described in the methodology section. Moreover,
the residual plots depicted in Figures 6-7 indicate
that the linear function adequately models the
relationships between variables, as no discernible
patterns are evident in these plots.

Table 2 Testing Non-Gaussian Assumption

Test

Model Statistics p value
impul-consc 0.981 <0.001
emo-stress 0.95 <0.001

Notice that these causal relationships are also
consistent with literature such as [45] and [46]
that observe emotional stability (impulsivity) is
highly correlated with perceived stress (conscien-
tiousness). Furthermore, our results complement
the exact causal directions under the linear and
non-Gaussian assumptions.

5.3 Deep Learning Predictor

We utilized a multi-layer perceptron (MLP) with
4 hidden layers as our predictor. To prepare the
data for training and testing the performance of
the MLP model, we divided our collected dataset
into training and testing sets in a 4:1 ratio, with
80% of the data allocated to training and 20% to
testing. Figure 8 to 13 shows that the distribution
of the features is similar between the training and
testing datasets, indicating homogeneity.

10

We implemented the NearMiss undersampling
technique to address the class imbalance in our
dataset [47]. Additionally, we utilized one-hot
encoding to encode categorical and binary features
like gender and position. These features cannot be
directly used as input for the MLP model due to
their nominal nature.

The performance of the trained MLP predic-
tor was evaluated using the testing set. Table 3
summarizes the model performance results.

Table 3 Model Performance

Evaluation Metric = Value
Accuracy 0.78
True Positive Rate 0.75
True Negative Rate  0.79
F-1 Score 0.64

These results indicate that the model exhibits
reasonable predictive capabilities and can be valu-
able in identifying potential click risks in real-
world scenarios.

5.4 Counterfactual Explanation and
Personalized Recommendation

In this subsection, we provide examples of individ-
uals classified as phishing victims to illustrate the
process of reducing their vulnerability. It should
be noted that certain categorical variables such as
age and gender are not modifiable, and they are
excluded from the calculation of counterfactual
points. Table 4 presents the counterfactual points
for the first individual who experienced phish-
ing. In the table, the ’Original’ row displays the
observed values of each factor for this individual,
whereas the CF’ row shows the counterfactual
explanation generated using the proposed frame-
work. The differences between the values in the
"CF’ row and the ’Original’ row indicate the min-
imal changes this individual must make to reduce
vulnerability to future phishing attacks. In other
words, the counterfactual explanation provides a
personalized actionable recommendation for this
individual to reduce phishing susceptibility. The
table reveals that 'Stress’ is the most influential
feature for reducing the individual’s susceptibility
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to future phishing attacks, suggesting the imple-
mentation of mind-body-stress-reduction (MBSR)
techniques or other stress management interven-
tions [48]. Additionally, there is a need to improve
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emotional stability for this individual, as it is iden-
tified as the cause of ’'Stress’ according to the
causal information.

The counterfactual points for the second indi-
vidual who experienced phishing are shown in
Table 5. The table highlights that 'CheckHttps’ is
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Impul Consc Emo Agree Stress Link Privacy Http woCheck
Original | 1.2 3.5 2.75 5 3.9 4 3 4 3
CF 1.1 3.4 3.22 5 2.6 3.96 3.05 4.12 2

the most influential feature in reducing the indi-
vidual’s susceptibility to future phishing attacks.
To enhance this individual’s cyber security aware-
ness, an anti-phishing training program could
emphasize the use of tools like NoPhish, a smart-
phone app-based game designed for increasing
cyber security related awareness [49].

Table 6 displays the counterfactual points for
the third individual who experienced phishing.
The results indicate that 'Impul’ and ’Consc’ are
the most influential features in reducing the indi-
vidual’s susceptibility to future phishing attacks.
To address these factors, an anti-phishing training
program can concentrate on reducing impulsiv-
ity and increasing conscientiousness. Psycholog-
ical intervention techniques introduced in [50]
can be implemented to enhance the individual’s
conscientiousness and reduce impulsivity.

Based on the analysis of the three individu-
als who experienced phishing attacks, it is evident
that personalized anti-phishing training programs
should be customized to address their specific vul-
nerabilities in an efficient manner. For the first
and third individuals, psychological interventions
aimed at reducing stress levels and increasing con-
scientiousness can be effective in lowering their
susceptibility to phishing. In contrast, the second
individual would benefit from a cyber security-
focused intervention to enhance their awareness
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and understanding of phishing threats. By tailor-
ing interventions based on individual character-
istics and needs, anti-phishing training programs
can effectively mitigate the risk of future attacks.
This emphasizes the importance of personalized
approaches in combating phishing and highlights
the need for targeted strategies to enhance secu-
rity for individuals.

6 Conclusion

In this study, we propose a personalized anti-
phishing training strategy based on counterfac-
tual explanations. By utilizing a trained machine
learning model and an optimization approach, we
identify counterfactual points for each individ-
ual, considering their unique characteristics and
vulnerabilities. Our findings indicate that while
certain features may exhibit significant correla-
tion with phishing susceptibility on a population
scale, individual disparities necessitate personal-
ized anti-phishing interventions.

This research emphasizes the significance of
understanding the specific factors that con-
tribute to an individual’s susceptibility to phishing
attacks. By tailoring anti-phishing training pro-
grams to address these individual vulnerabilities,
we can effectively reduce future susceptibility.



Table 5 Counterfactual Explanation for Victim No.2

Impul Consc Emo Agree Stress Link Privacy Http woCheck
Original | 2.4 3.5 3.75 3 2.6 4 3 2 1
CF 2.4 3.6 3.89 2.78 2.6 4.2 3.13 5 1
Table 6 Counterfactual Explanation for Victim No.3
Impul Consc Emo Agree Stress Link Privacy Http woCheck
Original | 3.1 2.75 3.75 5 2.4 4 3 5 2
CF 2.0 5 3.93 5 2.4 4 3.12 5 1.88

Moreover, our method incorporates causal knowl-
edge, enhancing the generation of counterfactual
points and providing valuable insights into the
underlying causal relationships.

However, the practical implementation of per-
sonalized training programs presents several chal-
lenges. For instance, when multiple factors such
as impulsivity, conscientiousness, and stress are
identified as crucial in decreasing susceptibility,
determining the optimal sequence or approach
for intervening in these factors without disrupt-
ing their causal relationships poses a dilemma.
Future research should prioritize the develop-
ment of comprehensive frameworks and guidelines
aimed at effectively implementing personalized
interventions.
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