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Abstract: Energy proficiency is significant for optical organizations regarding versatility, minimal expense activity, 
and maintainability.Understanding energy with regards to optical organizations starts with a comprehension of the 
constituent parts and gear that make up an optical organization and how their energy use is advancing after some time. 
The organization design, depicting how these parts are assembled and worked, will likewise extensively affect the 
energy proficiency of optical organizations. Likewise, the level of security in optical organizations isn't been much 
explored in the research field. Thereby this paper brings an effective method for optimizing energy and also increasing 
security in an optical network using hybrid cloud computing techniques like heuristics optimization and FA algorithm. 
The author also carries a novelty in analysing and improving the security in optical networks using the Honeyspot 
algorithm. The results carried are shown a greater impact of the proposed system (EEFAHA-HONEYSPOT) over 
various measures.  
 
Keywords: Cryptography, Cloud Computing, Energy efficiency, Heuristic optimization, Honeyspots, Optical 
Networks 

 

1. Introduction 

 
For data-intensive processes and on-demand data-intensive services (such as online searches, streaming video, etc.), 
the cloud computing model [1] can offer a flexible and dependable service over the Internet such as weather 
prediction, stock transactions data analysis etc. Cloud computing will soon be the standard method for both service 
providers and clients to receive Internet services because of its "pay-as-you-go" and "elastic service" qualities. 
Distributed cloud services are often made up of many connected, dispersed data centres that work together to provide 
computing and storage resources for each on-demand request. A high-capacity and adaptable networks must be 
designed to connect data centres due to the enormous traffic demands of today's bandwidth-intensive applications, 
like IPTV. In today's digital age, many processes and services require a significant amount of data processing and 
storage. These data-intensive processes and on-demand services, such as online searches, streaming video, weather 
forecasting, stock transactions data analysis, etc., require a flexible and dependable infrastructure to handle the ever-
increasing volume of data.The cloud computing model offers such an infrastructure. Users can access computing 
resources like storage, databases, servers, and software via the Internet on a pay-as-you-go model. Cloud computing 
providers manage the infrastructure, enabling clients to access resources without owning hardware. Distributed cloud 
services consist of interconnected data centers that collaborate to offer computing and storage resources for on-
demand requests. This distributed architecture ensures that resources are available on-demand, making it possible for 
cloud computing to offer elastic services.To provide cloud computing services, high-capacity and adaptable networks 
must be designed to connect data centres. The networks must handle the enormous traffic demands of today's 
bandwidth-intensive applications, like IPTV. Such networks must provide low-latency connections, high bandwidth, 
and high availability to ensure that users can access computing resources quickly and reliably. cloud computing is the 
standard method for both service providers and clients to receive Internet services. It offers a flexible and dependable 
service over the Internet, and distributed cloud services are made up of many connected, dispersed data centres that 
work together to offer computing and storage resources for each on-demand request. High-capacity and adaptable 



 

 

networks must be designed to connect data centres due to the enormous traffic demands of today's bandwidth-
intensive applications. 
Since IP control protocols are adaptable and flexible, and optical networks have features like, low latency, low bit 
error rate, high bandwidth provisioning etc., IP-over-WDM networking is viewed as a viable network design for next-
generation core networks [2]. By using Wavelength Division Multiplexing (WDM) technologies, a fiber's capacity is 
split up into many wavelength channels, each of which possesses its own independent data transmission capability 
and does not overlap. The optical connections' lightpaths are made up of these wavelength channels, some of which 
may cross multiple fiber cables. Because of existing commercial techniques, each lightpath may operate 
independently at 100 Gbps data rates [3]. It's possible that traffic on a lightpath between two nodes won't be able to 
use all of its capacity. A lightpath can be shared by many distinct traffic streams to effectively use the available 
bandwidth. This is referred to as traffic grooming [4]. Although traffic grooming can increase throughput, it also has 
the potential to lower energy use, though this is not always the case. In this investigation, the backbone networks for 
moving people and goods between scattered data centres for cloud computing are considered to be IP-over-WDM 
networking. Since data centres are located on IP-over-WDM system core nodes, cloud technology necessitates an 
integrated cloud provisioning infrastructure. 
 

 
Figure 1. Cloud computing over an optimal network 

 
A significant difficulty in cloud platforms is energy management [5]. The primary operational IT facility for cloud 
computing in terms of information transmission, storage, etc. is the datacenter, which uses the most energy. According 
to Bush a typical 500m2 datacenter may utilize 38 MW hours of electricity each day, which is more than 3500 EU 
families could have used in a day. With rising traffic demand and subsequently rising power consumption, it is 
anticipated that datacenter size would also rise [6]. According to Cisco research datacenter traffic reached 3.4 
Zettabytes in 2014, and it is anticipated that this amount would triple in 2019 [7]. The energy use of 
telecommunications systems, meantime, must not be disregarded. Thus according to Lambert et al., there was a 10.8% 
annual growth in the amount of electricity used in networks specifically for telecom operator services ranges 150-250 
TWh from 2007-2013 [8]. Furthermore, in 2012, 250 TWh, or nearly 2.5% of the world's electricity consumption, 
was used. Also, according to Lorincz et al., fixed access wired networks, which also include core networks, 
metro/edge architectures, and contents distribution systems, should have an average 10% annual rise in electricity 



 

 

efficiency from 2012 to 2030 compared to the anticipated situations [9]. High electricity costs and severe 
environmental degradation are both results of the enormous quantity of energy that cloud computing infrastructures 
use (e.g., carbon dioxide emissions.). These worries have made addressing the issue of cloud network energy 
efficiency a top priority. 
 
1.1 Key Objectives 

 
This work focuses on bringing an effective energy-efficient optical network with the following objectives: 

• Provide a novel joint optimization methodology that can take into account both the cloud network's energy 
efficiency and the placement of data centres throughout the world. Our approach effectively captures the 
relationship between link energy usage and dynamic workloads, maintaining optimal link utilization ratios 
within latency and bandwidth constraints. 

• Examine two scheduling and routing strategies. The first solution simultaneously maximizes networking and 
IT infrastructure consumption while using an integrated scheduling scheme to discover the destination 
location and the route there in a single pass. This technique is Full Anycast (FA) from now on. A different 
strategy is to choose the location of the request processing first, and then choose the best route to take to get 
there. 

• The Intelligent Optimization-based Energy-efficient Networking (IOEN), heuristic algorithm, combines 
random depth-first search and a specialized genetic algorithm to determine the best forwarding path for 
dynamic requests among information centers and between data centers and consumers. An iterative approach 
can be used to find the optimum solution for this strategy. 

• Finally, to improve the security of the optical networks, higher security-based cryptographic methods are 
used for securing the outer layer from potential attacks.  

 
2. Literature Review 

 
According to Butt et al. (2022), an accurate energy consumption model of the CSP operation is essential for analyzing 
energy efficiency in various traffic scenarios (Traffic aware cyclic sleep-based power consumption models for a 
passive optical network) [10]. The method is less accurate because it ignores the ONU's inactivity during the sleeping 
and sleep-conscious stages. This is particularly true of the current CSP power consumption methods, which fall short 
in their ability to explain the CSP operations. These gaps are filled by the proposed Inactivity-Aware Model (IAM), 
which is demonstrated by the results, which are far more precise than those of earlier models and very comparable to 
those of previously published simulations. The system is also tested using a simulation-based analysis, and it is found 
that there is only a 5% difference between the simulation findings and the model outcomes. 
To address these difficulties, Selvan et al. (2022) propose crucial standards for Energy-efficient resource allocation . 
From a technical  point of view, it offers a answer to the construction of secure data centres using cloud computing 
infrastructure [11]. To encourage creativity, invention, learning, and enterprise, it is required to build a private 
information centre and implement cloud computing to connect the operations of diverse research groups. Finally, to 
bridge the gap between private cloud users and a complete image of offerings, service providers should provide 
transparent and user-friendly interfaces for users to monitor and manage their resource usage. This can include 
dashboards that provide real-time information on resource utilization and energy consumption, as well as self-service 
portals that enable users to provision and manage their own resources. By providing these tools, private cloud service 
providers can empower users to make informed decisions about resource allocation and energy efficiency. 
The research by Das et al. (2022) appears to be relevant for addressing the challenges of supporting C-RAN and MEC 
deployment over virtualized PONs, and their proposed optimal slicing technique may provide a useful solution for 
network operators and service providers looking to deploy these technologies at scale [12]. They employ a combined 
analytical-iterative approach to determine the best distribution of virtual PON slices to utilize MEC node resources 
as little as possible while still satisfying a goal latency threshold (in our case, 100 s). It sounds like a specific approach 
or technology that has been developed for allocating virtual PON (Passive Optical Network) slices in real-time or 
nearly real-time activities. 
Taubenblant and colleagues (2022) center their discussion on two primary themes: the advantages of a more 
streamlined network infrastructure, made feasible by switches equipped with co-packaged optics, and the potential 
for enhancing utilization through composable, or disaggregated, processes. Their paper, "Optics Facilitated Networks 



 

 

and Architectures for Data Centre Cost and Power Efficiency," also touches on optical circuit switching, specialized 
hardware, and networks, albeit briefly. 
 
Yang et al. (2022) use Self-Organizing Feature Mapping (SOFM) to process multi-dimensional information in the 
context of multi-core elastic optical networks [14]. SOFM is an unsupervised learning algorithm typically used for 
dimensionality reduction and clustering in machine learning. The positioning of the winning neuron is determined, 
which establishes the transmission rate of each core, by evaluating the similarities between the competitive layers 
neuron and the patterns vectors. Finally, the core and spectrum allocation strategy can be implemented to ensure that 
each core is assigned the appropriate amount of bandwidth and spectrum resources to support its traffic demands. 
This will involve continuous monitoring of network conditions and adjusting resource allocation as needed to ensure 
that all nodes can communicate effectively and efficiently. Findings show that the plan can lessen the likelihood of 
blocking and resource fragmentation. 

 
3. Prposed Methodology 
 
The structure of the suggested methodology is represented in Figure 2. 

 
Figure 2. The o architecture of the proposed framework 

 
A bidirectional graph G S; C; E is used to represent the optical network, where S represents the group of source nodes, 
which are made up of optical cross-connects that produce requests. The grouping of core OXCs known as C can be 
completely disabled, in contrast to source OXCs. A system of optical fibre lines known as E links all OXCs S∪C. W 
wavelengths are assumed for every fiber. The topologies that we used in our study are shown in Figure 3. Furthermore, 
we describe D ⊆  S as the group of OXCs linked to the data centre by d ∈ D, or the destination sites. The data-centre 



 

 

objects and d D must be connected by auxiliary connections, also known as virtual links because they don't actually 
reflect physical ties. While all paths converge at these points, all fiber lines that are incident to d D have 2W 
wavelengths because additional capacity is essential for avoiding network congestion there. We assume that all data 
centres are the same, with n racks and s servers in each and that idle and peak power features have been created and 
are being maintained in accordance with [15]. 

 

Figure 3. Optical network overall structure topology 
 

3.1 Network Modelling 

 
OXCs are believed to rely on a photonic switching matrix enabled by 3D MEMS, featuring a specific number of input 
and output fiber ports, each capable of handling up to W wavelengths [16]. Any source-destination combo can 
establish a light channel as long there's a free port because each OXC is expected to include wavelength converters 
at the outputs to prevent wavelength blocking (a wavelength route along with all utilized wavelength links from source 
to destination). The elements that make up Optical Cross-Connect (OXC) systems, are equipment used in optical 
networks to route data traffic. The switch matrix, EDFA, and transmitters/receivers are all active components that 
enable the OXC to perform wavelength conversion and amplify optical signals. The no. of input fibers and the 
wavelength capacity of the fiber, define the number of through ports. 



 

 

                               
 Figure 4. Types of Optical Networks: a) Opaque network, b) Transparent network, c) Semi-transparent network 
schemas 
 

Optical networks are high-speed communication networks that use optical fiber as the primary transmission medium. 
Compared to traditional copper-based networks, optical networks provide benefits such as increased bandwidth, 
extended transmission ranges, and reduced signal attenuation. Here are some key features and benefits of optical 
networks: 

• High bandwidth: Optical networks can transmit data at very high speeds, typically ranging from 10 Gbps to 
several terabits per second. Optical networks are well-suited for tasks demanding high-bandwidth 
connections, like video streaming, cloud computing, and scientific research. 

• Long-distance transmission: Optical fiber can transmit data over much longer distances than copper-based 
cables. Optical networks can transmit data over thousands of kilometers without the need for signal 
amplification or regeneration, making them ideal for long-distance communication applications. 

• Low signal loss: Optical fiber exhibits reduced signal loss compared to copper cables, enabling signals to 
travel longer distances without requiring regeneration. This reduces the need for expensive repeaters and 
amplifiers, and also improves the signal quality. 

• Security: Optical networks are more secure than traditional copper-based networks because they are difficult 
to tap or intercept. Optical signals are transmitted as light pulses through the fiber, and cannot be easily 
intercepted or tapped without physically accessing the fiber. 

• Scalability: Optical networks are highly scalable and can be easily upgraded to meet growing bandwidth 
requirements. This makes optical networks ideal for applications that require scalable and flexible network 
infrastructure. 

Overall, optical networks are an essential component of modern communication systems, providing high-speed, high-
bandwidth, and secure connectivity for a wide range of applications. 
 

Types of Optical Networks 



 

 

 
Type of optical neywork are: 

• Opaque Network: An opaque network is also known as a wavelength switched network. In this type of 
network, the optical signals are converted to electrical signals at each intermediate node, and then reconverted 
to optical signals for transmission to the next node. Opaque networks are used in applications where the 
optical signals need to be processed or manipulated at each intermediate node, such as in wavelength routing 
or wavelength conversion. 

• Transparent Network: In a transparent network, the optical signals are transmitted without being converted 
to electrical signals at each intermediate node. This means that the signal remains in its optical form 
throughout the network, with no processing or manipulation at the intermediate nodes. Transparent networks 
are used in applications where the optical signals need to be transmitted over long distances with minimal 
signal loss or degradation, such as in long-haul or submarine communication systems. 

• Semi-transparent Network: A semi-transparent network is a hybrid of the opaque and transparent 
architectures. In this type of network, the optical signals are converted to electrical signals at some 
intermediate nodes, but remain in their optical form at other nodes. Semi-transparent networks are used in 
applications where the network requires some level of processing or manipulation, but also needs to maintain 
signal transparency over long distances. 

In conclusion, the selection of network architecture is contingent upon particular application needs, including 
transmission distance, bandwidth demands, signal integrity, and the necessity for intermediate optical signal 
processing or manipulation. 
 
Ports a/d are designated for add/drop functions, like managing traffic to and from adjacent data centers. The incoming 
and outgoing active fibers are characterized as fin and fout, respectively. The power usage of each OXC  and each 
optical fiber link totally determines the network power. The constant power consumption of an OXC's  are “ 1) switch 
fabric (Psf), 2) receivers and transmitters (Ptransc), 3) wavelength converters (Pconv), 4) optical amplifiers (Pampl), 
and 5) the OXC's controller power (Pcontrol) all affect the OXC's power expenditure (POXC) ”. The total power 
consumption models of the OXC incorporate these parameters as depicted in Equation (1), while Table 1 outlines 
typical values for each of these variables. 

                                      𝑃𝑂𝑋𝐶 = 𝑃𝑐𝑜𝑛𝑡𝑟𝑜𝑙 + 𝑃𝑠𝑓 + 𝑃𝑡𝑟𝑎𝑛𝑠𝑐 + 𝑃𝑐𝑜𝑛𝑣 + 𝑃𝑎𝑚𝑝𝑙 ,                    (1) 

                                   𝑃𝑡𝑟𝑎𝑛𝑠𝑐 = 𝑝𝑜𝑟𝑡𝑠𝑎/𝑑 ∗ 𝑃𝑇𝑥/𝑅𝑥,                                                      (2) 

                                   𝑃𝑐𝑜𝑛𝑣 = 𝑝𝑜𝑟𝑡𝑠𝑡ℎ𝑟𝑜𝑔ℎ ∗ 𝑃𝑡𝑟𝑎𝑛𝑠𝑝𝑜𝑛𝑑𝑒𝑟                                            (3) 

                                  𝑃𝑎𝑚𝑝𝑙 = (𝑓𝑖𝑛 + 𝑓𝑜𝑢𝑡) ∗ 𝑃𝑒𝑑𝑓𝑎.                                                       (4) 
 
In many optical networks, the standard span length is assumed to be around 80 km. However, this can fluctuate based 
on various factors such as the optical fiber type, network bandwidth needs, and network design specifics. The power 
consumption (Pl) of a fiber link, which can be managed by the EDFA at the fiber output port of the OXC for the first 
span, is contingent on its length (|j_l|) and can be calculated as described in Equation (2).                                                     𝑃𝑙𝑖𝑛𝑘(𝑙) = ( |𝑙|𝑠𝑝𝑎𝑛−1) ∗ 𝑃𝑒𝑑𝑓𝑎.                     (5) 

That statement accurately summarizes the argument made by the authors. They suggest that while the PUE factor can 
be used as a simple approximation to account for cooling and power delivery in data centres, a more accurate power-
cooling model would be needed for OXCs. They also argue that the impact of cooling and power delivery on energy 
consumption is more significant for data centres than for OXCs. The PUE factor of 2 implies that for every unit of 
energy consumed by the network resources, an additional unit of energy is needed for cooling and power delivery. 𝑃𝑛𝑒𝑡𝑤𝑜𝑟𝑘 = 𝑃𝑈𝐸 ∗ ( ∑ 𝑃𝑂𝑋𝐶𝑛∈𝑆∪𝐶 + ∑ 𝑃𝑙𝑖𝑛𝑘𝑙∈𝐸 (𝑙)).              (6) 

 
 
 
 



 

 

Table 1. Optical network modelling parameters and description 
 
S              Set of request-generating source nodes 

C              Set of core nodes. These are entirely deactivable and do not produce any requests. 

E               Series of links that are bidirectional 

D               A set of OXCs linked to a data centre 

W              Wavelength Amount per fibre link 

n                No. of servers/rack 

π               No. of racks/data center 

κ              No. of free coolers 

Pmax      Power used by a server at full load 

Pmin        Server power use when not in use 

Pinrowidle   Power consumption of in-row cooler when unused (AR) 

Pinrowmax    Power use of the in-row cooler while all of the servers are operating at full capacity  (AR) 

Ppumps    The pumps for the cooling water's average power consumption (AR)  

Pcooler     Typical power usage of the cooling (AR)  

PUPS     The typical power usage of UPS (AR)  

Ptransponder O/E/O:    A line-side WDM transponder's power usage (10 Gbits∕s)  

Pcontrol     Power usage by a controller 

Psf             The switching fabric's energy usage 

PTx∕Rx E/O, O/E: :      The amount of power used by either a transmitter or a receiver. 

Pedfa         Power requirements for an EDFA 

span          span length of amplifier 
 

3.2 Provisioning Optical Networks 

 
Two different approaches are being discussed for handling network traffic routing and IT infrastructure optimization. 
The first strategy is known as full anycast, and it involves choosing the destination site and the best path to get there 
in one step. This strategy aims to maximize both network and IT infrastructure utilisation simultaneously, leading to 
more effective resource allocation. In the second method, a heuristic optimization technique is used to first determine 
where to handle the request depending on IT architecture optimisation, and then to determine the best feasible routing 
to that location[17]. This approach is also aimed at optimizing IT infrastructure utilization but focuses more on finding 
the best possible routing once the destination site has been determined. This approach involves two separate 
calculations for scheduling a request. 
 

3.2.1 First approach: Handling requests using FA 

 



 

 

Handling requests using a Finite Automaton (FA) involves designing a machine that can recognize a language by 
reading an input string and transitioning between states based on the symbols it reads. Here are the general steps to 
handle requests using FA: 
 
Design the FA: This involves specifying the set of states, the evolution function, the initial state, and the set of 
accepting states.Read the input string: Start in the initial state and read each symbol in the input string, transitioning 
to a new state according to the transition function.Check the final state: If the final state is an accepting state, then the 
input string is accepted. Otherwise, it is rejected. 
In terms of handling requests, an FA can be used to recognize a language of valid requests, which can be defined by 
a regular expression. For example, an FA can be designed to recognize HTTP GET requests of the form "GET /path 
HTTP/1.1", where "path" is any valid path. The FA would transition from the initial state to a state representing the 
"GET" method, then transition to a state representing the path, and finally transition to a state representing the HTTP 
version. If the final state is an accepting state, then the request is valid. 
Cryptographic techniques can be used to secure requests, such as by encrypting the input string before it is sent to the 
FA. This can help to protect sensitive information, such as passwords or credit card numbers, from being intercepted 
and read by an attacker. Additionally, a hybrid schema can be used to combine different cryptographic techniques, 
such as using both symmetric and asymmetric encryption, to provide a more robust security solution. 
The FA routing algorithm assigns link weights to link ll when scheduling request rr using the function PFA ∶E × 
N→R as defined in Equation (7) (expanded in Equations 7(a), (b), (c), and (d)). It then employs Dijkstra's algorithm 
to determine the shortest path based on these weights. The requested IT capacity is denoted as ϕ ∈ N. In Equation 
(7b), adding 1 to the total accounts for the EDFAs at the source and destination OXC of connection l. Pnode l 
calculates the base power for an OXC or the additional power needed to switch a route, whichever is higher. PDC l; 
ϕ is specific to virtual links, connecting an OXC to a data center.  𝑃𝐹𝐴(𝑙, ∅) = 𝑎. 𝑃𝑙𝑖𝑛𝑘(𝑙) + 𝛽. 𝑃𝑛𝑜𝑑𝑒(𝑙) + 𝛾. 𝑃𝐷𝐶(𝑙, ∅).               (7) 
 𝑃𝑙𝑖𝑛𝑘(𝑙) = { 0                                        𝑖𝑓 𝑙𝑖𝑛𝑘 𝑙 𝑖𝑠 𝑖𝑛 𝑢𝑠𝑒(⌈ |𝑙|𝑠𝑝𝑎𝑛⌉ + 1) . 𝑃𝑒𝑑𝑓𝑎         𝑜𝑡ℎ𝑒𝑟𝑤𝑠𝑖𝑠𝑒                   (8) 

 𝑃𝐷𝐶(𝑙, ∅) = {𝑃𝑏𝑎𝑠𝑒(∅) + 𝑃𝐷𝐶(∅)   𝑖𝑓 𝑎𝑑𝑗𝑎𝑐𝑒𝑛𝑡 𝐷𝐶 𝑜𝑓 𝑙 𝑖𝑠 𝑖𝑛𝑎𝑐𝑡𝑖𝑣𝑒𝑃𝐷𝐶(∅)                        𝑜𝑡ℎ𝑒𝑟𝑤𝑖𝑠𝑒                                                (9) 

 
We make mention of this α β γ 1,  when PFA l; ϕ assigns each link with the additional power needed if it were to be 
used to process request r, whether it be virtual or actual. The relative relevance of the power contributions made by 
connections, OXCs, or data centres can be changed by varying the values α, β, and γ, which have been demonstrated 
to affect the QoS. (e.g., blocking [36]). This could be favourable since the recently active IT resources (immediately 
requiring more energy than necessary) can be employed again to meet future requirements, decreasing the short-term 
energy cost in the future (see Subsection V.A.2). By adjusting the values for α, β, and γ in performance assessment, 
how energy use and service quality are related. In this study, a parameter set shall be denoted by the symbols fα; β; 
γg. 
 

3.2.2 Second approach: energy efficient routing using heuristic optimization 

 
Energy-efficient routing through heuristic optimization is a method to optimize data packet routing in a wireless 
sensor network (WSN) with the goal of minimizing energy consumption. In WSNs, nodes are often powered by 
batteries, and energy is a finite resource that must be conserved to prolong network lifespa. 
Heuristic optimization is a technique that involves finding a near-optimal solution to a problem by using an algorithm 
that searches through a set of possible solutions. Heuristic optimization algorithms can be used to solve routing 
problems in WSNs by finding a route that minimizes the energy consumed by the nodes. Various heuristic 
optimization algorithms, such as genetic algorithms, ant colony optimization, and particle swarm optimization, are 
applicable for energy-efficient routing in WSNs. These algorithms iteratively enhance candidate solutions until a 
near-optimal solution is achieved. The aim in energy-efficient routing with heuristic optimization is to discover a path 



 

 

that minimizes overall energy consumption by the nodes. This process involves factors like inter-node distances, 
transmission power requirements, and wireless link quality. Optimizing data packet routing conserves energy, 
prolongs network lifespan, enhances WSN performance and reliability, and reduces maintenance expenses. 
Nonetheless, it's crucial to acknowledge that heuristic optimization algorithms may not always yield the optimal 
solution; the solution quality depends on the algorithm, problem specifics, and chosen parameters. Hence, thorough 
evaluation of different algorithms and parameters is essential for each problem instance. 
This paper defines the niche as a specific environment of an organizational structure, and the optimization method 
utilizes this concept to divide individuals in a population into several categories based on their fitness values. A new 
population is formed by choosing the fittest people to represent each classification. To finish a task, the optimization 
technique makes use of sharing, exclusion, and/or preliminary selection procedures. This strategy attempts to boost 
the platform's performance in terms of energy consumption and managing massive multimedia data while also 
increasing the efficiency of the optimization procedure. Having a contingency plan is advisable in case the primary 
backup option fails. The goal is to prevent the algorithm from accelerating toward local optima by encouraging it to 
explore various areas of the solution space. Each niche is defined by a niche radius, and solutions that are close to 
each other in the solution space are penalized to avoid redundancy. 

 

 
 

In simple terms, algorithm 1 can be disuccsed as: 
 

Algorithm 1: Energy Efficient algorithm 

Steps: 

1. Input the network topology, including nodes and links, along with their capacities and distances. 

2. Initialize the energy consumption variables for each node and link to zero. 

3. Calculate the shortest path between each source-destination pair using a suitable routing algorithm (e.g., 

Dijkstra's algorithm). 

4. For each source-destination pair, perform the following steps: 

a. Iterate through each link in the shortest path. 



 

 

b. Calculate the energy consumption for each link based on its distance and capacity. 

c. Update the energy consumption variables for the link and its adjacent nodes. 

5. Select the path with the minimum total energy consumption for each source-destination pair. 

6. Output the selected paths for all source-destination pairs as the energy-efficient routing solution. 

This algorithm aims to find paths that minimize the overall energy consumption in the optical network while 

satisfying the capacity constraints. By considering the energy consumption and capacities of links, it provides a 

solution that optimizes the energy efficiency of data transmission in the network. 

The actual implementation may require additional details and considerations specific to the optical network 

technology being used, such as wavelength assignment, modulation formats, and signal quality constraints.  

 

3.3 Initial Population 

 
We create the plan set for each phase of the search following the constraints in Equations (7) through (11) using the 
necessary population sizes (11). Here, one can construct the initial population of paths linking the source node/server 
to the destination node/server. A crucial indicator for assessing how well members of the population operate is their 
fitness value. The effectiveness of the genetic algorithm is directly impacted by this. So, the fitness function must be 
properly created based on the problem alone. We create the plans group with the stated size of populations for each 
search stage in this research following the restrictions in Equations (7)–(11). This lowers the energy requirements of 
networks and boosts their energy effectiveness. Such a scenario allows for the formation of the first population set of 
pathways between the source node/server and the destination node/server [18]. A crucial indicator for assessing how 
well members of the population operate is their fitness value. The effectiveness of the genetic algorithm is directly 
impacted by this. So, the fitness function must be properly created based on the problem alone. The objective functions 
in Equation (11) are used in this paper to build the corresponding fitness function, which seeks to decrease network 
energy consumption and increase networking energy efficiency. 𝑃𝑓𝑖𝑡𝑛𝑒𝑠𝑠(𝑃𝑧′) = ( ∑ 𝐹(𝑥𝑖𝑗)∀𝑝𝑧′(𝑖,𝑗)∈𝐸 ∑ 𝑥𝑖𝑗∀𝑝𝑧′(𝑖,𝑗)∈𝐸⁄ ) + 

                                          (𝐸𝑠𝑦𝑠 ∑ ∑ 𝑟𝑑𝑐𝑖𝑗
𝑛𝑢𝑚

∀𝑝𝑧′𝑗=0
𝑛−1

∀𝑝𝑧′𝑖=0⁄ )                 (10)   
 
3.4 Selection Criteria 

 
The fitness value of individual i p is () fitness i f p for a given population path Pop {p1, p2, p3..pn} of size n, without 
losing generality. The following can be used to express the likelihood that individual i p is chosen: 𝑃𝑠𝑒𝑙𝑒𝑐𝑡(𝑝𝑖) = 𝑓(𝑝𝑖)∑ 𝑓(𝑝𝑖)𝑛𝑖=1 ,           𝑖 = 1,2, … . , 𝑛        (11)  
 
Equation (13), on the other hand, predicts that people with high fitness values be passed on straight to the next 
generation whereas those with poor fitness values reproduce less or not at all. In our selection strategy, we use the 
main proportional choosing techniques that are fitness value centred to compute the cumulative possibilities to apply 
the selection probability Pselect (p-1) select  i  of each individual  i  p. If k people in the population have a cumulative 
probability,then                                       𝑃𝑐𝑑𝑓(𝑘) = ∑ 𝑃𝑠𝑒𝑙𝑒𝑐𝑡(𝑝𝑖), 𝑡ℎ𝑒𝑛 𝑃𝑐𝑑𝑓(𝑘)𝑘𝑖=1                 (12) 
 
If individual k p is chosen, then ( ) P k cdf is used to make the decision. Following is the decision-making procedure. 
First, a number between 0 and 1 is chosen at random. Second, lambda is put up against Pcdf (k-1) and Pcdf (pk) 



 

 

results. The choice of individual k p is made if Pcdf(k-1)<lambda<Pcdf(k). As a result, the same process is used to 
produce the individuals in the following generation n times. 
 

3.5 Crossover  
 
A genetic recombination technique similar to sexual reproduction in nature is the crossover activity of the path 
populations. This method will enable the development of new people with more complex genetic make-ups and pass 
on beneficial genes to the next generation. Crossover tactics include discrete recombination, intermediary 
recombination, and linear recombination, which are actual crossovers, and binary crossovers . In this study, we offer 
a novel crossover technique for bringing on new hires [19]. In genetic algorithms, the crossover is typically performed 
by selecting a crossover point along the chromosome and swapping genetic material between two parent individuals 
to create one or more offspring individuals. It sounds like, in your crossover method, you are swapping the values of 
individual genes instead of swapping segments of the chromosome. 
 
Additional operators found in genetic algorithms are mutations. By randomly altering the values of certain genes on 
chromosomes, mutation aims to increase population diversity. The described uniform mutation operator substitutes 
gene values in a person's coding string with a uniformly distributed random number falling inside a specific range. 
Both crossover and mutation are essential operators in a genetic algorithm, and the specific implementation of these 
operators can have a significant impact on the algorithm's performance. 
 

3.6 Energy Efficient path 

 
The niche strategy initially assesses the size of the population by comparing the hamming distance (d) between the 
two population members. 𝑑 =∥ 𝑥𝑖 − 𝑥𝑗 ∥= ∑ (𝑥𝑖𝑘 − 𝑥𝑗𝑘)²𝑝𝑘=1               𝑤ℎ𝑒𝑟𝑒 𝑖 ∈ [1, 𝑛𝑝 + 𝑁 − 1],   𝑗 ∈ [𝑖 + 1, 𝑛𝑝 + 𝑁], 𝑁 = 𝑛𝑝 2, 𝑎𝑛𝑑⁄           (13) 
 
When two people are separated by a distance ˆd that is less than a predetermined distance d, we compare their fitness 
values and apply a harsher penalty value, fmax (xi, xj) = Vpenalty, to the one who has the higher fitness value. By 
doing the niche strategy method, the person with the higher fitness value will have a greater fitness value for both 
individuals within the specific distance ˆd. Hence, there is a higher chance that this person will be eliminated in 
subsequent operations. This helps maintain people at a set distance from one another. The population's diversity is 
thus successfully preserved in this situation. 
 

3.7 Security layer: Honeypots 

 
The Advanced Encryption Standard (AES) algorithm is a widely adopted symmetric-key encryption method utilized 
for file encryption and decryption. It employs a secret key for data encryption and decryption, offering high security 
[20]. The Enhanced Honeypot Algorithm is a security technology that deploys deceptive "honeypot" resources in a 
network to lure potential attackers. By monitoring these honeypots, network administrators can gather insights into 
possible attacks and implement preventive measures [21]. The Secure Hash Algorithm 3 (SHA-3) is a cryptographic 
hashing algorithm used for secure data storage and transmission. It generates a fixed-size hash value unique to the 
input data, ensuring data integrity verification [22]. One-Time Password (OTP) is an authentication method that 
generates a unique password valid for a single login session or transaction. The paper suggests that a honeypot-based 
prediction system could be a useful tool in improving the ability of intrusion detection systems to identify and prevent 
attacks. However, the specific details of the proposed method would need to be evaluated and tested to determine its 
efficacy in real-world scenarios. 
A honeypot is a security mechanism used to detect and deflect potential attackers or intruders [23]. It is designed to 
simulate a vulnerable system or network and attract attackers, allowing security professionals to monitor and analyze 
their behaviour and techniques. Honeypots are used in various fields, including Intrusion Detection Systems (IDS), 
where they can provide an additional layer of security. By deploying honeypots on a network, organizations can gain 



 

 

insight into potential vulnerabilities and threats and take steps to mitigate them before they can be exploited. The use 
of Honeypots in the prediction approach is interesting as it involves deploying a decoy system that mimics a real 
system to lure attackers and collect information about their tactics and techniques. The interaction level of the 
Honeypots can then be used to identify potential intrusions in the network. Overall, the proposed work appears to be 
a promising approach to predicting network intrusions using a combination of feature extraction, clustering, and 
Honeypot-based detection. However, the effectiveness of the approach would need to be validated through rigorous 
testing and evaluation. 
The three levels of interaction mentioned are High-interaction, Less-interaction, and Medium-interaction [24]. At the 
High-interaction level, the honeypot offers a complete operating system or utilizes an actual installation of an 
operating system, along with a monitoring system. This allows the honeypot to handle requests from intruders and 
even permits malicious schemes to interact with the system while still maintaining control over the process. 
Furthermore, the text suggests that some high-interaction honeypots also allow limited peripheral connections, 
making the service appear fully functional in DoS attacks while preventing it from receiving parts that cause massive 
traffic and losses in the network. Less-interaction honeypots are often implemented as a single physical host that 
mimics the behaviour of a real system or network service. The honeypot can be configured to appear vulnerable to 
specific types of attacks, and any attempts to exploit the honeypot can be logged and analyzed. However, unlike high-
interaction honeypots, less-interaction honeypots do not involve the full operating system and application layer, which 
can make them easier to deploy and manage. 
Honeypot is a security mechanism that simulates a vulnerable system or network to attract and detect unauthorized 
access attempts or other malicious activities. The honeypot is designed to be attractive to attackers, but it is isolated 
from the production network and contains no real data or resources [25]. Therefore, any activity detected on the 
honeypot is likely to be suspicious and can be further analyzed to identify the attacker's tactics, techniques, and 
procedures (TTPs). By using honeypots, organizations can gain valuable insights into the current threat landscape and 
enhance their overall security posture.  
Attacker actions are either permitted by the honeypot or blocked by it. Honeypot deletes the Associate's Position, 
AP(Qm), for each Qm that appears in Curr O to pick the response to the attacker. The word for AP(Qm) is as follows: 
Attacker actions are either permitted by the honeypot or blocked by it. Honeypot deletes the Associate's Position, 
AP(Qm), for each Qm that appears in Curr O in order to pick the response to the attacker. The word for AP(Qm) is 
as follows: 
                                        𝐴𝑃(𝑄𝑚) = {𝑂𝑖 𝑂𝑖 ∈ 𝑂 𝑂𝑟 & {𝑂𝑖𝑂𝑟}⁄⁄ ∈ 𝛷(𝑇𝑖)}             (14) 
 
The collection of findings known as AP(Qm), which reasons any hint of Ti when it occurs in conjunction with Or, is 
the Associate's Position of Or. Honeypot responds to each Oj in AS(Ok). Honeypot either never allows the process to 
expand further or responds with the next message in succession as specified by the protocol requirements. 
 

4. Performance Analysis 

 
The proposed model is implemented using Simulink NS2 and hardware specifications such as Ryzen 5/6 series CPU, 
NV GTX, 1 TB HDD, and Windows 10 OS. To evaluate the model's performance, metrics like "Packet Delivery 
Ratio (PDR), Packet Loss Ratio (PLR), Network Latency (NL), Edge-to-Edge Delay (EED), Network Throughput 
(NT), Energy Consumption (EC), and Energy Remaining (ER)" are employed. Packet Delivery Ratio (PDR) is the 
percentage of packets sent by a source node that are successfully received by the destination node. Packet Loss Ratio 
(PLR) is the percentage of packets that are lost during transmission from the source node to the destination nod: 

• Network Latency (NL): It refers to the time delay that occurs in data transmission among the source and 
destination nodes. It is typically measured as the time taken for a package to travel from the source to the 
destination node and back again. 

• Edge-to-Edge Delay (EED): It refers to the time delay that occurs between two nodes in a network.it is the 
duration it takes for a packet to move between two nodes. 

• Network Throughput (NT): It denotes the volume of data that can be transmitted over a network within a 
specific time frame. It is commonly quantified in bits per second (bps) or packets per second (pps). EC is the 
amount of energy consumed by a device or network during operation. 



 

 

• Energy Remaining (ER): It refers to the amount of energy that is left in a device or network after it has been 
used for a certain period of time. This is often used as a metric for evaluating the performance and efficiency 
of a network. 

Table 2 PDR measure, which would be described as the ratio of messages accepted by the liquidator to total messages 
sent by the sender, compares several models (including the state-of-the-art models marked as L) with the suggested 
model (EEFAHA-Honeyspot). Figure 5 shows a graphical representation of various models under PDR.  
 

Table 2. Overall comparison of PDR 
No. Of 

nodes 
L1 L2 L3 L4 L5 

EEFAHA-

Honeyspot 

10 34 36 44 50 62 78 
20 38 40 48 53 66 83 
30 43 45 54 62 72 87 
60 47 49 59 69 78 90 
80 51 53 63 73 82 92 

100 55 57 67 76 83 93 
 

                             
Figure 5. Models vs PDR analysis for optical network 

 

Table 3 compares multiple models based on Packet Loss Ratio (PLR), which is determined by packet loss during 
transmission and response from source to destination. PLR is described as the proportion of forwarded message losses 
to the total number of messages sent. During testing, it was observed that the proposed protocol, when related to 
existing methods, results in a lower packet loss ratio for all numbers of nodes. Figure 6 illustrates the graphical 
representation of various models compared to the proposed method.  
 

Table 3. Overall comparison under PLR 
No. Of 

nodes 
L1 L2 L3 L4 L5 

EEFAHA-

HONEYSPOT 

20 87 84 80 78 74 66 
30 83 80 75 71 68 61 
60 78 74 70 66 61 57 
80 75 71 64 60 55 51 
100 70 68 60 57 50 47 

 



 

 

                                  
Figure 6. Models vs PLR over optical network analysis 

 
The total assessment under NL, which refers to the amount of time needed to send a data packet across the networks 
from 1 origin node to another end node, is displayed in Table 4. etwork Latency (NL) is comparable to a journey time. 
According to the results of the investigation, the proposed framework has the lowest latencies, with a time of fifty-
three seconds for a total of one hundred nodes. Current models are taking almost 55 and 65 seconds to execute. The 
proposed model has the lowest delay, according to our analysis of various protocols. Figure 7 shows the overall 
graphical representation of various models compared to state-of-the-art models.  
 

Table 4. Comparison analysis under NL 
No. Of 

nodes 

L1 L2 L3 L4 L5 EEFAHA-

Honeyspot  

20 48 46 44 41 40 33 
30 55 57 54 49 45 39 
60 64 69 60 52 50 41 
80 71 74 69 60 59 43 
100 78 80 72 66 57 47 

 

 
Figure 7. Models vs NL over optical network analysis 

The comparative assessment for Edge-to-Edge Delay (EED), which signifies the total hours required to transfer a 
packet from one of the initial nodes to another of the final nodes within a network, is presented in Table 5. 



 

 

Table 5. Comparison analysis of EED 
No. Of 

nodes 
L1 L2 L3 L4 L5 

EEFAHA-

Honeyspot 

20 6.7 7.4 6.8 5 4.6 3.6 
30 5.5 6.2 4.3 4.7 4.1 3 
60 4.6 4.3 3.7 4 3.3 2.1 
80 7.7 3.8 3.2 3.3 3 1.7 
100 8.1 2 3 3 2.7 1.5 

 
Figure 8. Models vs EED analysis on optical network 

 

 The total amount of positive messages is calculated as the sum of all positive messages sent over the networks in a 
given time frame, according to Table 6. The NT is required to assess the message sent in the interval. The platform's 
throughput increases as the no. of nodes increases. According to the data, the newly developed proposed system has 
a throughput of sixty packets per sec, whereas alternative techniques using 100 nodes have lesser throughputs (refer 
Figure 9). 
 

Table 6. Comparison analysis under NT 
No. Of 

nodes 

L1 L2 L3 L4 L5 EEFAHA-

Honeyspot  

20 30 36 43 47 50 33 
30 45 48 54 55 56 53 
60 51 56 67 61 74 77 
80 59 65 74 67 82 87 
100 67 70 79 80 85 89 

 
Figure 9. Models vs NT over optical analysis network 



 

 

The efficiency of the network and data transmission are both reportedly impacted by the node's use of battery power 
(energy), as is seen in Table 7's comparison study of EC. Node interference during data transmission results from 
inefficiencies in information transfer. The system's power consumption is quantified as plec. The battery power loss 
is denoted as l2, and the distance between the nodes in the group is represented by D. Data is transmitted from the 
transmission amplifier to the forwarding node at a rate of Tamp l2. A transmission amplifier's Tamp is the amount of 
power it uses to transfer data to a forwarding node. Power losses happen when m-bit data is transmitted over the radio 
channel since the probabilistic model relies on radio signal transmissions to transfer information. The formula below 
is used to determine the energies (Figure 10). 
 

                                 𝑃𝑇𝑋(𝑚, 𝐷) = 𝑃𝑒𝑙𝑒𝑐 ∗ 𝑚 + 𝑇𝑎𝑚𝑝 ∗ 𝑚 ∗ 𝑙2           (15) 
 
or when a specific message is transmitted, the radio signal develops                                         𝑃𝑅𝑋(𝑚) = 𝑃𝑒𝑙𝑒𝑐 ∗ 𝑚.                                     (16) 
 
In these conditions, sending and receiving a message is not more affordable. As a result, the whole energy usage may 
be described in 
 

            𝑃𝑇𝑜𝑡𝑎𝑙  
                     = 𝑃𝑒𝑙𝑒𝑐 ∗ 𝑚 + 𝑇𝑎𝑚𝑝 ∗ 𝑚 ∗ 𝑙2} + {𝑃𝑒𝑙𝑒𝑐 ∗ 𝑚}                      (17) 

   
 
                                                Table 7. Comparison analysis under EC 

No. Of 

nodes 
L1 L2 L3 L4 L5 

EEFAHA-

Honeyspot 

20 42 45 43 55 50 33 
30 55 57 65 72 56 41 
60 67 69 77 77 74 49 
80 73 76 79 81 82 52 
100 85 82 81 86 85 59 

 

 
Figure 10. Models vs EC over an optical network 

 

5. Conclusion 

 
This paper concentrates on the issue of energy-productive organizing in cloud administrations with geologically 
conveyed server farms for interactive media enormous information applications. In particular, we suggest a multiple-



 

 

limitation improvement strategy for streamlining energy productivity in distributed computing administrations, which 
also streamlines energy efficiency in server farms and cloud organizations. They also offer ingenious heuristics 
calculations that mix the specialized hereditary calculations with irregular profundity first search to address these 
models for dynamic solicitation requests between various server farms and between server farms and customers. 
Reproductive outcomes demonstrate the potential of our method. 
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