TABLE 1: Various types of attacks, their impact, and approaches to detect them
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“Attack goal | Attack vector | Data exposure “Attack outcome Attack
detection
Hardware | Individual Backdoor access: access (0 memory; Anomaly,
Stealing Operating System (OS) tampering signature
information |Network Centralized monitoring software: | Corrupt device OS: exposure to Denial of Anomaly
external 3rd party software Service (DoS) and Man in The Middle
(MITM) atiack
Email, Active Directory and appli- | Access o emails, personal Tnformation, “Anomaly
cation servers and various applications
Tadividual "Access (0 personal data on computers and “Anomaly
storage devices
Tndividual Backdoor access; access (o memory; Single & | Anomaly
Tracking Operating System (OS) tampering multiple users
information Tadividual Protocols, 108 software_control, DS, | Appl “Anomaly
DDoS and MiTM attacks
Monitoring | Tndividual “Access to personal data Single & [ Anomaly
user activities multiple users
Tocation data_| Tndividual “Access (o personal data Single & | Anomaly
multiple users
Hardware | Tndividual Backdoor access: access (0 memory; Single & | Anomaly,
Device Operating System (OS) multiple users | signature
control Network Centralized monitoring software, | Protocols, device control software, DoS, | Single & | Anomaly
external 3rd party software DDoS and MiTM attacks multiple
devices
“Application, | Centralized monitoring software, | Protocols, general Tnput Oufput Software “Anomaly
software external 3rd party software (I08), software control, DoS, DDoS and
MiTM attacks
Tocation data | Tndividual “Access to personal data “Anomaly
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TABLE 2. As the Internet evolves, the role of Al in cybersecurity also increases

Domain area Cyberattacks Challenges AT solutions
Network Denal of Service Changing tralfic patterns; Targe number of | Learn changing trafic patlerns; increase ac-
Internet features curacy with a small number of features.
Application layer | Changing the semantics | Big data; specific features from linguistics | Classify semantics based on  grammar,
of messages; fake news choice of words, negatives, sentiment, user
authenticity
Human Phishing Training people is difficult; changing and | Automatic phishing detection, m:
varying attack methods links, malicious JavaSeript
P Privacy Tnformation _assurance; | Whether data can be shared or must be | Secure data in distributed environment
nternet of ! .
Things . impersonation L |secured By
Cyber-Physical | Insecure data collection | Large, distributed area Benefit management; cloud security
Systems and sharing (e.g. cloud)
Critical infrastructure ‘ATl attacks in the cyber- | Build resiliency Togic-based framework

attack landscape





